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(57) A method for determining relative likelihood of
a failure mode is provided. The method comprises re-
ceiving evidence observations of a monitored system
from monitors connected in a many-to-many relationship
to the failure modes, generating a fault condition includ-
ing states of all failure modes that are connected to the
monitors, and computing a relative probability of failure

Method for computing the relative likelihood of failures

for each failure mode. The fault condition is generated
for a reference model of the monitored system and is
based on the received evidence observations. The rela-
tive probability of failure for each failure mode is based
on a false alarm probability, a detection probability, and
a ratio of prior probabilities of a candidate hypothesis to
a null hypothesis of no active failure mode.
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Description
GOVERNMENT LICENSE RIGHTS

[0001] The U.S. Government may have certain rights in the present invention as provided for by the terms of Govern-
ment Contract # W56HZV-05-C-0724 with the Army.

BACKGROUND

[0002] In preventive maintenance and mission planning, it is important to calculate the likelihood of failures in a
monitored system as symptoms (evidence) are observed. Since many failures frequently have overlapping evidence, it
is often the case that ambiguity in fault reasoning will exist when trying to find the root cause failure. The ambiguity can
lead to uncertainty in determining a root cause for a failure. For example, the ambiguity can indicate that two system
components have failed but there is no way to determine if one or the other or both are the true cause of a fault without
the use of complex, and thus expensive, software.

SUMMARY

[0003] The present application relates to a method for determining relative likelihood of a failure mode. The method
includes receiving evidence observations of a monitored system from monitors connected in a many-to-many relationship
to the failure modes, generating a fault condition including states of all failure modes that are connected to the monitors,
and computing a relative probability of failure for each failure mode. The fault condition is generated for a reference
model of the monitored system and is based on the received evidence observations. The relative probability of failure
for each failure mode is based on a false alarm probability, a detection probability, and a ratio of prior probabilities of a
candidate hypothesis to a null hypothesis of no active failure mode.

DRAWINGS

[0004] Figure 1 is a block diagram of one embodiment of a health management system and a monitored system.
[0005] Figure 2 is a flow diagram of an embodiment of a method for determining relative likelihood of a failure mode.
[0006] Figure 3 is a flow diagram of an embodiment of a method for computing a relative probability of failure for each
failure mode.

[0007] In accordance with common practice, the various described features are not drawn to scale but are drawn to
emphasize features relevant to the present invention. Like reference characters denote like elements throughout figures
and text.

DETAILED DESCRIPTION

[0008] In the following detailed description, reference is made to the accompanying drawings that form a part hereof,
and in which is shown by way of illustration specific illustrative embodiments in which the invention may be practiced.
These embodiments are described in sufficient detail to enable those skilled in the art to practice the invention, and it is
to be understood that other embodiments may be utilized and that logical, mechanical and electrical changes may be
made without departing from the scope of the present invention. The following detailed description is, therefore, not to
be taken in a limiting sense.

[0009] There is often ambiguity in reasoning to determine a root cause failure in a monitored system. The failure-
mode-relative-likelihood algorithm described herein computes the probability of a hypothesized pattern of failure modes
(that are based on given evidence observations) relative to a null hypothesis of no active failure modes to determine the
relative probability of failure for each failure mode in the monitored system. As defined herein, the hypothesized pattern
of failure modes is a candidate hypothesis. Many possible candidate hypotheses are evaluated when determining the
relative probability of failure for each failure mode in the monitored system.

[0010] The failure-mode-relative-likelihood algorithm described herein solves a binary many-to-many probabilistic fault
isolation problem in which many elements of evidence can suggest a single failure mode and conversely, each element
of evidence can suggest multiple failure modes. Moreover, the failure-mode-relative-likelihood algorithm described herein
uses the evidence observed and known system relationships to calculate a likelihood of a failure occurrence. This
algorithm improves isolation of failures physically present at the time of diagnosis.

[0011] The failure-mode-relative-likelihood algorithm uses probability theory in a rigorous manner to resolve two pri-
mary complications of the reasoning tasks. First, the failure-mode-relative-likelihood algorithm resolves a situation in
which there are many elements of evidence that suggest the same failure mode, and in which some of the elements
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disagree. Second, the failure-mode-relative-likelihood algorithm can be used to determine which failure mode exists
when the elements of evidence suggest multiple failure modes. In some cases, more than one failure mode is responsible
for a failure in the monitored system. In this case, the failure-mode-relative-likelihood algorithm is implemented to resolve
for the plurality of failure modes as is described in detail in the H0020307-5548 application, which is incorporated herein
by reference. The failure-mode-relative-likelihood algorithm is a combination of a Noisy-OR model and a naive Bayesian
reasoner. The failure-mode-relative-likelihood algorithm is in model-based software that uses a reference model of the
monitored system, which is referred to herein as a vehicle.

[0012] The reference model of the vehicle (monitored system) models all critical aspects of the vehicle including the
electronics, the physical structure of the parts of the vehicle, the connectivity between the parts of the vehicle, the function
provided by each part of the vehicle, and the kinds of failures each part can experience. The model correlates information
indicative of failures from sensors. The sensors are connected in a many-to-many relationship to the failure modes. The
sensors are Boolean YES or NO (alternatively referred to as ON or OFF) monitors that output a binary indication of the
state of the monitored aspect of the reference model. In this manner, the sensors provide a statement of evidence from
a lower level component in the vehicle obtained during a built-in test of the components, parts, connections, etc. If a
sensor is tripped, there is a condition of interest (e.g., the temperature is too high, a pressure on a part is too high, a
connection between parts is broken, etc).

[0013] As defined herein, the "relative probability” is the probability normalized by the probability of a null hypothesis
in which there are no active failure modes in the fault condition. The relative probability of a candidate hypothesis is
used to determine a relative probability of a failure mode. Thus, the relative probability of a candidate hypothesis is the
probability of the candidate hypothesis normalized by the probability of a null hypothesis. Likewise, the relative probability
of a failure mode is the probability of the failure mode normalized by the probability of a null hypothesis. In one imple-
mentation of this embodiment, the monitored system is an aircraft. In another implementation of this embodiment, the
monitored system is a land vehicle or water-based vehicle.

[0014] Table 1 shows the variables and datasets that define the problem.

Table 1: Names of variables and sets

Name Explanation
FC Vector variable consisting of the states of all of the failure modes in an fault condition
FM; Scalar variable associated with the (binary) state of a single ith failure mode
M; Scalar variable associated with the (binary) state of the ith monitor
My (hidden) state of the ith monitor as it relates to the behavior of the kth failure mode

dy= p(My=1| FM,=1) | Detection probability - probability that a kth failure mode will cause the ith monitor to trigger
"TRUE" (i.e., "indicting")

f; false alarm probability - probability that the ith monitor reads "TRUE" (i.e., "indicting") due to
a false alarm

fc Candidate hypothesis of an FC for analysis

2 Special case of an FC in which FM,=1, and FM,_,=0

0 Special case of an FC in which FM;=0 for every i

R Set of relevant monitors to the failure modes in FC

F; Set of failure modes related to monitor M;

A Set of active failure modes in FC

[0015] As defined herein, a fault condition (FC) is a logical structure that includes all the failures considered to cause
a part of the monitored system or connections between parts of the monitored system to fail. The fault condition is an
array of failure modes that form an ambiguity group of failure modes. The relationship between failure modes and
monitors is based on the manufacturing data. The manufacturing data is used to define the false alarm rate and the
detection probability, which are then gradually built up over time by an implementation of a learning loop that updates
the fault conditions for the hidden factor matrix. The learning loop is a case-based reasoning or fixed algorithm.

[0016] The prior art reasoning systems used to determine the probability of a failure mode assume the failure modes
that contribute to the tripping of a particular monitor are known. However, there may be one or more failure modes that
are not modeled or one or more environmental factors that are not modeled that could cause the monitor to trip. The
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failure-mode-relative-likelihood algorithm accounts for such unknown factors in a hidden state (M;,) of a monitor. As
defined herein, the hidden state of a monitor (M) is an unknown external influence that may cause the monitor to
behave the way it is behaving. The hidden state of a monitor is represented by the false alarm probability f;, which is the
probability that the ith monitor reads "TRUE" (i.e., "indicting") due to a false alarm. The detection probability d;, is the
probability that a kth failure mode will cause the ith monitor to trigger "TRUE."

[0017] The failure-mode relative likelihood L(FC=fc|M) is the relative probability of a candidate hypothesis (fc), which
includes the hypothetical state for each fault in the fault condition (FC), given the monitor readings (M). The monitor
readings, M, refer to evidence observations of failure modes. The term "relative probability" means that the probability
is normalized by the probability of the null hypothesis, fm9, in which there are no active failure modes in the fault condition
FC. Equation (1) shown below is the failure-mode-relative-likelihood algorithm, which describes the probability of the
fault condition existing given that some of the monitors M are triggered or ON or TRUE.

LFC—e|my=L==10 (FC= Jo)

p(FC = fn®)
1-(1- ﬁ)]‘[;ew(l—dik)} T LH _(1—dik)}
vy l LTSI
(1)

[0018] Therelative probability of a candidate hypothesis of the states of each fault in the fault condition, i.e., L(FC=fc|M),
includes three factors: Pr, Tr, and Q.

b _DUFC= fo)
0
pFC = fin)
hypothesis, fm0.

[0019] and is the ratio of the prior probabilities of the candidate hypothesis, fc, to the null

= 1-d, . . . . L .

[0020] Q Al;[R {ngi( ) and is associated with the "quiescent” monitors in the fault condition (M; =
o)

0). The "quiescent" or "untriggered" monitors are also defined herein as being OFF. The factor Q is the probability that

the quiescent monitors originated from the candidate hypothesis normalized by the probability that the quiescent monitors

resulted from the null hypothesis. In other words, the factor Q is the probability that the OFF monitors are expected to

read OFF (i.e., "exonerating") when the hypothesis is true.

= ] {1—a—ﬁ)Hk€Wia—dik>

L 7 } and is associated with the "triggered" monitors in the fault
i, l

condition (M; = 1). The "triggered" monitors are also defined herein as being ON. The factor Tr is the probability that the

triggered monitors originated from the hypothesized fault condition normalized by the probability that the triggered
monitors originated from the null hypothesis.

[0021]

T2 = fi
[0022] The factor Tris a ratio of two probabilities, T1/T2. +|1M_i£;} and is the probability that all of the "triggered”
1
M=1

monitors are consistent with the null hypothesis (i.e., they are all false alarms).

T1= H 1_(1_ﬁ)H keAimFi(l_dik)

[0023] +|MieR} and is the probability that all of the "triggered" monitors are
Tag—1

consistent with the candidate hypothesis, fc. That is, all the "triggered" monitors are triggered by failure modes in the

candidate hypothesis.
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[0024] Figure 1 is a block diagram of one embodiment of a health management system 10 monitoring a monitored
system 50 in accordance with the present invention. The monitored system 50 includes at least one system component
55, and internal sensors 100, also referred to herein as monitors 100. The health management system 10 includes
sensors represented generally at 150, atleast one processor 30, and a storage medium 20 to store software 22 executable
by the at least one processor 30. The sensors 150 include both the internal sensors 100 in the monitored system 50,
and external sensors 200, which are external to the monitored system 50. The health management system 10is configured
to determine relative probabilities of failure in a monitored system 50. The at least one processor 30 is referred to herein
as the processors 30. The sensors 150, internal sensors 100, and external sensors 200 are also referred to herein as
monitors 150, internal monitors 100, and external monitors 200, respectively.

[0025] Some of the system components 55 are connected to others of the system components 55 via connections
represented generally at 57. The connections can be wired or wireless. The sensors 150 are communicatively coupled
to the system components 55 to monitor the system components 55. Likewise, the sensors 150 are communicatively
coupled to each of the connections 57 between the various system components 55 to monitor the linking between two
system components. In one implementation of this embodiment, the sensors 150 also monitor the environment of the
monitored system 50.

[0026] The sensors 150 are communicatively coupled to output evidence observations that are generated during the
monitoring to the processors 30. The processors 30 received the evidence observations from the sensors 150. The
processors 30 generate an array of failure modes that form the ambiguity group of failure modes based on the evidence
observations received from the sensors 150. The processors 30 also execute algorithms in the software 22 configured
to generate information regarding unknown causes of failures.

[0027] The software 22 stored in the storage medium 20 includes a failure-mode-relative-likelihood algorithm 26 stored
in the storage medium 20. As shown in Figure 1, the processors are in the software 22. The failure-mode-relative-
likelihood algorithm 26 (shown above as equation (1)) is a combination of noisy-OR models and a naive Bayesian
reasoner. A reference model of the monitored system 24 is stored in the storage medium 20. In one implementation of
this embodiment, the storage medium also stores variables and sets 28 generated by the processors 30. For example,
the scalar and vector variables 28 shown in Table 1 are stored in the storage medium 20.

[0028] In one implementation of this embodiment, the monitored system 50 is an aircraft. In another implementation
of this embodiment, the monitored system is a land vehicle. The processors 30 execute software 22 and/or firmware
that causes the processors 30 to perform at least some of the processing described here as being performed by the
health management system 10. At least a portion of such software 22 and/or firmware executed by the processors 30
and any related data structures are stored in storage medium 20 during execution. In one implementation of this em-
bodiment, the processors 30 include a memory (not shown) that comprises any suitable memory now known or later
developed such as, for example, random access memory (RAM), read only memory (ROM), and/or registers within the
processors 30. In one implementation, the processors 30 comprise microprocessors or microcontrollers. The software
22 and/or firmware executed by the processors 30 comprises a plurality of program instructions that are stored or
otherwise embodied on a storage medium 20 from which at least a portion of such program instructions are read for
execution by the processors 30. In one implementation, the processors 30 comprise processor support chips and/or
system support chips such as application-specific integrated circuits (ASICs).

[0029] Figure 2 is a flow diagram of an embodiment of a method 200 for determining relative likelihood of a failure
mode in accordance with the present invention. Figure 2 is a flow diagram for a method 200 of determining relative
likelihood of a failure mode based on initial data for a reference model of the monitored system

[0030] In one embodiment, the method 200 is implemented by the health management system 10 to monitor the
monitored system 50 shown in Figure 1 although it is to be understood that method 200 can be implemented using other
embodiments of the monitored system 50 and the health management system 10 as is understandable by one skilled
in the art who reads this document.

[0031] Referring now to Figure 2, at block 202, a reference model of the monitored system 50 is generated by the
processors 30. The reference model can be generated based on data received from vendors of the system components
55, as well as from test data taken during a build of the monitor system 50. In one implementation of this embodiment,
the reference model of the monitored system 50 is generated by the processors 30. In another implementation of this
embodiment, the reference model of the monitored system 50 is generated external to the health management system
10 and is downloaded into the health management system 10.

[0032] At block 204, evidence observations of a monitored system are received from sensors 150 at the processors
30. The sensors 150 are connected in a many-to-many relationship to the failure modes.

[0033] At block 206, a fault condition comprising states of all failure modes for a reference model of the monitored
system 50 is generated based on the received evidence observations. The fault condition is an ambiguity group of failure
modes. The processors 30 implement model-based software 22 to generate the fault condition for the states-of-failure
modes for the reference model of the monitored system 50.

[0034] At block 208, a relative probability of failure for each failure mode is computed based on three factors. These
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three factors include the false alarm probability, the detection probability, and the ratio of prior probabilities of the candidate
hypothesis to a null hypothesis of no active failure modes. Thus, at least one processor 30 generates the ratio of the
prior probabilities of each candidate hypothesis to the null hypothesis, generates a trigger factor associated with triggered
monitors in the fault condition, and generates a quiescent factor associated with quiescent monitors in the fault condition.
The manner by which these factors are generated is described below with reference to method 300 of Figure 3.
[0035] At block 210, the health management system 10 waits to receive additional evidence observations. If no addi-
tional evidence observations are received, then none of the sensors 150 are triggered by a change in state of the
monitored system 50. At block 212, it is determined if additional evidence observations were received. If no additional
evidence observations were received, the health management system 10 maintains a waiting state by looping from block
210 to block 212 and back to block 210 until additional evidence observations are received. If additional evidence
observations were received, the flow proceeds to block 214.

[0036] At block 214, an updated fault condition comprising states of all failure modes for a reference model of the
monitored system is generated based on the additional evidence observations received from the sensors 150. An updated
ambiguity group of failure modes is formed from the updated fault condition. The processors 30 implement model-based
software 22 to generate the updated fault condition for the states-of-failure modes for the reference model of the monitored
system.

[0037] Atblock 216, a relative probability of failure for each failure mode in the updated fault condition is re-computed
based on three factors. These three factors include the false alarm probability, the detection probability, and the ratio of
prior probabilities of the candidate hypothesis to a null hypothesis of no active failure modes.

[0038] Thus, at least one processor 30 regenerates a trigger factor associated with triggered monitors in the updated
fault condition, regenerates a quiescent factor associated with quiescent monitors in the updated fault condition, and
regenerates the ratio of the prior probabilities of each candidate hypothesis to the null hypothesis. The processors 30
then determine the relative probability of failure based on the regenerated trigger factor, quiescent factor, and ratio of
the prior probabilities of the candidate hypothesis to the null hypothesis. The manner by which these factors are regen-
erated is described below with reference to method 300 of Figure 3.

[0039] Figure 3 is a flow diagram of an embodiment of a method 300 for computing a relative probability of failure for
each failure mode in accordance with the present invention. The method 300 for computing a relative probability of failure
is an expansion of the details described above with reference to block 208 of method 200 in Figure 2. In the following
description, by reading the terms in parentheses in place of the terms just prior to the terms in parentheses, method 300
is applicable to a method for re-computing a relative probability of failure for each failure. The method for re-computing
a relative probability of failure is an expansion of the details described above with reference block 216 of method 200
in Figure 2.

[0040] At block 302, the processors 30 generate (regenerate) the ratio of the prior probabilities of each candidate
hypothesis in the fault condition to the null hypothesis. At block 304, the processor 30 generates (regenerates) the trigger
factor Tr associated with the triggered monitors in the fault condition by generating (regenerating) the probability that
the triggered monitors originated from the hypothesized fault condition normalized by the probability that the triggered
monitors resulted from the null hypothesis. The trigger factor Tr includes the false alarm probability f; and the detection
probability dj.

[0041] At block 306, the processor 30 generates (regenerate) the quiescent factor Q associated with the quiescent
monitors in the fault condition by generating (regenerating) the probability that the quiescent monitors originated from
the candidate hypothesis normalized by the probability that the quiescent monitors resulted from the null hypothesis.
The quiescent factor Q includes the detection probability d.

[0042] At block 308, the processors 30 determine the relative probability of failure based on the ratio of the prior
probabilities of the candidate hypothesis to the null hypothesis, the trigger factor, and the quiescent factor.

Claims
1. A method for determining relative likelihood of a failure mode, the method comprising:

receiving evidence observations of a monitored system from monitors connected in a many-to-many relationship
to the failure modes;

generating a fault condition including states of all failure modes that are connected to the monitors, the fault
condition being generated for a reference model of the monitored system based on the received evidence
observations; and

computing a relative probability of failure for each failure mode based on a false alarm probability, a detection
probability, and a ratio of prior probabilities of a candidate hypothesis to a null hypothesis of no active failure
modes.
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The method of claim 1, wherein computing a relative probability of failure for each failure mode comprises:

generating the ratio of the prior probabilities of the candidate hypothesis relative to the null hypothesis;
generating a trigger factor associated with triggered monitors in the fault condition;

generating a quiescent factor associated with quiescent monitors in the fault condition; and

determining the relative probability of failure based on the ratio of the prior probabilities of the candidate hy-
pothesis to the null hypothesis, the trigger factor, and the quiescent factor.

The method of claim 2, wherein generating the trigger factor associated with the triggered monitors in the fault
condition comprises generating a probability that the triggered monitors originated from the hypothesized fault
condition normalized by a probability that the triggered monitors resulted from the null hypothesis.

The method of claim 2, wherein generating the quiescent factor associated with the quiescent monitors in the fault
condition comprises generating a probability that the quiescent monitors originated from the candidate hypothesis
normalized by a probability that the quiescent monitors resulted from the null hypothesis.

The method of any of claims 1-4, further comprising:

receiving additional evidence observations from the monitors;
generating an updated fault condition based on the received additional evidence observations; and
re-computing a relative probability of failure for each failure mode in the updated fault condition.

The method of claim 5, wherein re-computing a relative probability of failure for each failure mode comprises:

regenerating the ratio of the prior probabilities of each candidate in the updated fault condition to the null
hypothesis;

regenerating a trigger factor associated with triggered monitors in the updated fault condition;

regenerating a quiescent factor associated with quiescent monitors in the updated fault condition; and
determining the relative probability of failure based on the ratio of the regenerated prior probabilities of the
candidate hypothesis to the null hypothesis, the regenerated trigger factor, and the regenerated quiescent factor.

The method of claim 6, wherein regenerating the trigger factor associated with the triggered monitors in the updated
fault condition comprises regenerating a probability that the triggered monitors originated from the hypothesized
fault condition normalized by a probability that the triggered monitors resulted from the null hypothesis, and wherein
regenerating the quiescent factor associated with the quiescent monitors in the updated fault condition comprises
regenerating a probability that the quiescent monitors originated from the candidate hypothesis normalized by a
probability that the quiescent monitors resulted from the null hypothesis.

The method of any of claims 1-7, further comprising:

generating the reference model of the monitored system; and
implementing model-based software to generate the fault condition for the states-of-failure modes for the ref-
erence model of the monitored system.

A computer readable medium storing instructions to implement the method of any of claims 1-8, the instructions
being configured to cause a computer to:

generate a fault condition including states of all failure modes that are connected to the monitors, the fault
condition being generated for a reference model of a monitored system based on evidence observations received
from monitors; and

compute a relative probability of failure for each failure mode based on a false alarm probability, a detection
probability, and a ratio of prior probabilities of a candidate hypothesis to a null hypothesis of no active failure
modes.

10. Ahealth management system configured to perform the method of any of claims 1-8 to determine relative probabilities

of failure in a monitored system, the health management system comprising:

sensors to monitor system states and to output evidence observations; and
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at least one processor configured to: generate a fault condition including states of all failure modes that are
connected to the sensors based on the evidence observations received from the sensors for a reference model
of the monitored system; and execute algorithms configured to compute a relative probability of failure for each
failure mode based on a false alarm probability, a detection probability, and a ratio of prior probabilities of a
candidate hypothesis to a null hypothesis of no active failure modes.
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