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and license management program embodied on computer readable medium

(57) In order to facilitate a change of a computer into
which an application program is to be installed, a license
management computer stores management information,
and in receipt of an installation request from an installa-
tion computer, it extracts the management information
corresponding to the installation request. When there is
no relevant management information, the license man-
agement computer generates and stores new manage-
ment information, and permits installation of the applica-
tion program to the installation computer. When the rel-

evant management information is extracted, the license
management computer compares device identification
information and external device identification information
included in the installation request with device identifica-
tion information and external device identification infor-
mation included in the extracted management informa-
tion, and if at least one of the device identification infor-
mation and the external device identification information
matches the corresponding one, the license manage-
ment computer permits installation of the application pro-
gram to the installation computer.
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Description

[0001] This application is based on Japanese Patent
Application No. 2009-035437 filed with Japan Patent Of-
fice on February 18, 2009, the entire content of which is
hereby incorporated by reference.

BACKGROUND OF THE INVENTION

Field of the Invention

[0002] The present invention relates to a license man-
agement system, a license management computer, a li-
cense management method, and a license management
program embodied on a computer readable medium.
More particularly, the present invention relates to a li-
cense management system, a license management
computer, and a license management method for man-
aging a program installed into a computer, and a license
management program embodied on a computer reada-
ble medium for causing the license management com-
puter to carry out the license management method.

Description of the Related Art

[0003] Recently, a method of using an installation com-
puter to manage a program installed into a computer is
known. Japanese Patent Laid-Open No. 11-024918 dis-
closes a license management system for non-free
(chargeable) software. According to this system, when
chargeable software is installed, a media access control
(MAC) address of a client is recorded on chargeable data
as a system number and the chargeable data is trans-
mitted to a server. In the server, a serial number of the
chargeable software, the number of licenses, and the
system number are registered. Thereafter, when charge-
able software is to be started on the client, the chargeable
data is read and the system number in the chargeable
data is compared with the MAC address of the client. If
it is confirmed that the software is the chargeable soft-
ware that has been installed into the client, an inquiry as
to whether the condition of the number of licenses is sat-
isfied is made to the server computer. When data indi-
cating that the software can be started is received from
the server computer, the requested chargeable software
is started.
[0004] With the license management system disclosed
in Japanese Patent Application Laid-Open No.
11-024918, however, the MAC address of a computer
into which a program is installed is managed by a server.
If the computer into which the program has been installed
suffers a breakdown and the program needs to be in-
stalled into another computer, it is necessary to request
an administrator of the server to change the MAC ad-
dress.

SUMMARY OF THE INVENTION

[0005] The present invention has been accomplished
in view of the foregoing problem, and an object of the
present invention is to provide a license management
system which facilitates a change of a computer into
which an application program is installed.
[0006] Another object of the present invention is to pro-
vide a license management computer which facilitates a
change of a computer into which an application program
is installed.
[0007] A further object of the present invention is to
provide a license management method which facilitates
a change of a computer into which an application program
is installed.
[0008] Yet another object of the present invention is to
provide a license management program embodied on a
computer readable medium which facilitates a change of
a computer into which an application program is installed.
[0009] To achieve the above-described objects, ac-
cording to an aspect of the present invention, a license
management system includes an installation computer
and a license management computer connected via a
network, the license management computer being con-
figured to manage an application program installed into
the installation computer, wherein the installation com-
puter includes: an installation request transmitting por-
tion to transmit an installation request to the license man-
agement computer for installing the application program,
the installation request including program identification
information for identifying the application program, de-
vice identification information for identifying the installa-
tion computer, and external device identification informa-
tion for specifying an external device connected to the
installation computer via the network; and an installation
portion to install the application program on the condition
that the license management computer permits installa-
tion of the application program in response to the instal-
lation request transmitted, and wherein the license man-
agement computer includes: a management information
storing portion to store management information, the
management information including the program identifi-
cation information, the device identification information,
and the external device identification information; an in-
stallation request receiving portion to receive the instal-
lation request that the installation computer transmits to
the license management computer before installation of
the application program; an installation-time extracting
portion to extract, from the management information stor-
ing portion, the management information including the
same program identification information as the program
identification information included in the received instal-
lation request; a management information generating
portion, in the case where the management information
including the same program identification information as
the program identification information included in the re-
ceived installation request is not extracted by the instal-
lation-time extracting portion, to generate and store man-
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agement information including the program identification
information, the device identification information, and the
external device identification information which are in-
cluded in the received installation request; an installation-
time comparing portion, in the case where the manage-
ment information including the same program identifica-
tion information as the program identification information
included in the received installation request is extracted
by the installation-time extracting portion, to compare the
device identification information and the external device
identification information included in the received instal-
lation request respectively with the device identification
information and the external device identification infor-
mation included in the extracted management informa-
tion; an installation-time updating portion, in the case
where the installation-time comparing portion determines
that one of the device identification information and the
external device identification information included in the
received installation request matches the corresponding
one of the device identification information and the ex-
ternal device identification information included in the ex-
tracted management information and the other does not
match the corresponding information, to update the de-
vice identification information and the external device
identification information included in the extracted man-
agement information with the device identification infor-
mation and the external device identification information
included in the installation request; and an installation
management portion configured to permit installation of
the application program to the installation computer in
the case where the management information including
the same program identification information as the pro-
gram identification information included in the received
installation request is not extracted by the installation-
time extracting portion, or in the case where the man-
agement information including the same program iden-
tification information as the program identification infor-
mation included in the received installation request is ex-
tracted by the installation-time extracting portion and the
installation-time comparing portion determines that at
least one of the device identification information and the
external device identification information included in the
received installation request matches the corresponding
one of the device identification information and the ex-
ternal device identification information included in the ex-
tracted management information.
[0010] According to another aspect of the present in-
vention, a license management computer is for managing
an application program which is installed into an instal-
lation computer connected to the license management
computer via a network, wherein the license manage-
ment computer includes: a management information
storing portion to store management information, the
management information including program identifica-
tion information for identifying an application program,
device identification information for identifying the instal-
lation computer into which the application program is in-
stalled, and external device identification information for

specifying an external device connected to the installa-
tion computer via the network; an installation request re-
ceiving portion to receive an installation request that the
installation computer transmits to the license manage-
ment computer for installing the application program, the
installation request including program identification infor-
mation for identifying the application program to be in-
stalled, device identification information for identifying
the installation computer, and the external device iden-
tification information; an installation-time extracting por-
tion to extract, from the management information storing
portion, the management information including the same
program identification information as the program iden-
tification information included in the received installation
request; a management information generating portion,
in the case where the management information including
the same program identification information as the pro-
gram identification information included in the received
installation request is not extracted by the installation-
time extracting portion, to generate and store manage-
ment information including the program identification in-
formation, the device identification information, and the
external device identification information which are in-
cluded in the received installation request; an installation-
time comparing portion, in the case where the manage-
ment information including the same program identifica-
tion information as the program identification information
included in the received installation request is extracted
by the installation-time extracting portion, to compare the
device identification information and the external device
identification information included in the received instal-
lation request respectively with the device identification
information and the external device identification infor-
mation included in the extracted management informa-
tion; an installation-time updating portion, in the case
where the installation-time comparing portion determines
that one of the device identification information and the
external device identification information included in the
received installation request matches the corresponding
one of the device identification information and the ex-
ternal device identification information included in the ex-
tracted management information and the other does not
match the corresponding information, to update the de-
vice identification information and the external device
identification information included in the extracted man-
agement information with the device identification infor-
mation and the external device identification information
included in the installation request; and an installation
management portion configured to permit installation of
the application program to the installation computer in
the case where the management information including
the same program identification information as the pro-
gram identification information included in the received
installation request is not extracted by the installation-
time extracting portion, or in the case where the man-
agement information including the same program iden-
tification information as the program identification infor-
mation included in the received installation request is ex-
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tracted by the installation-time extracting portion and the
installation-time comparing portion determines that at
least one of the device identification information and the
external device identification information included in the
received installation request matches the corresponding
one of the device identification information and the ex-
ternal device identification information included in the ex-
tracted management information.
[0011] According to a further aspect of the present in-
vention, a license management method is performed by
a license management computer connected to an instal-
lation computer in a communicable manner, the license
management computer including a management infor-
mation storing portion to store management information,
the management information including program identifi-
cation information for identifying an application program,
device identification information for identifying the instal-
lation computer into which the application program is in-
stalled, and external device identification information for
specifying an external device connected to the installa-
tion computer via a network, wherein the method in-
cludes: a receiving step of receiving an installation re-
quest that the installation computer transmits to the li-
cense management computer for installing an applica-
tion program, the installation request including program
identification information for identifying the application
program to be installed, device identification information
for identifying the installation computer, and external de-
vice identification information related to the installation
computer; an installation-time extracting step of extract-
ing, from the management information storing portion,
the management information including the same pro-
gram identification information as the program identifica-
tion information included in the received installation re-
quest; a storing step of, in the case where the manage-
ment information including the same program identifica-
tion information as the program identification information
included in the received installation request is not extract-
ed in the installation-time extracting step, generating
management information including the program identifi-
cation information, the device identification information,
and the external device identification information includ-
ed in the received installation request and storing the
generated management information in the management
information storing portion; an installation-time compar-
ing step of, in the case where the management informa-
tion including the same program identification informa-
tion as the program identification information included in
the received installation request is extracted in the instal-
lation-time extracting step, comparing the device identi-
fication information and the external device identification
information included in the received installation request
respectively with the device identification information and
the external device identification information included in
the extracted management information; an updating step
of, in the case where it is determined in the installation-
time comparing step that one of the device identification
information and the external device identification infor-

mation included in the received installation request
matches the corresponding one of the device identifica-
tion information and the external device identification in-
formation included in the extracted management infor-
mation and the other does not match the corresponding
information, updating the device identification informa-
tion and the external device identification information in-
cluded in the extracted management information with the
device identification information and the external device
identification information included in the installation re-
quest; and a permitting step of permitting installation of
the application program to the installation computer in
the case where the management information including
the same program identification information as the pro-
gram identification information included in the received
installation request is not extracted in the installation-time
extracting step, or in the case where the management
information including the same program identification in-
formation as the program identification information in-
cluded in the received installation request is extracted in
the installation-time extracting step and it is determined
in the installation-time comparing step that at least one
of the device identification information and the external
device identification information included in the received
installation request matches the corresponding one of
the device identification information and the external de-
vice identification information included in the extracted
management information.
[0012] According to yet another aspect of the present
invention, a license management program embodied on
a computer readable medium is executed in a license
management computer connected to an installation com-
puter in a communicable manner, the license manage-
ment computer including a management information
storing portion to store management information, the
management information including program identifica-
tion information for identifying an application program,
device identification information for identifying the instal-
lation computer into which the application program is in-
stalled, and external device identification information for
specifying an external device connected to the installa-
tion computer via a network, wherein the program causes
the license management computer to perform: a receiv-
ing step of receiving an installation request that the in-
stallation computer transmits to the license management
computer for installing an application program, the instal-
lation request including program identification informa-
tion for identifying the application program to be installed,
device identification information for identifying the instal-
lation computer, and external device identification infor-
mation related to the installation computer; an installa-
tion-time extracting step of extracting, from the manage-
ment information storing portion, the management infor-
mation including the same program identification infor-
mation as the program identification information included
in the received installation request; a storing step of, in
the case where the management information including
the same program identification information as the pro-
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gram identification information included in the received
installation request is not extracted in the installation-time
extracting step, generating management information in-
cluding the program identification information, the device
identification information, and the external device identi-
fication information included in the received installation
request and storing the generated management informa-
tion in the management information storing portion; an
installation-time comparing step of, in the case where the
management information including the same program
identification information as the program identification in-
formation included in the received installation request is
extracted in the installation-time extracting step, compar-
ing the device identification information and the external
device identification information included in the received
installation request respectively with the device identifi-
cation information and the external device identification
information included in the extracted management infor-
mation; an updating step of, in the case where it is de-
termined in the installation-time comparing step that one
of the device identification information and the external
device identification information included in the received
installation request matches the corresponding one of
the device identification information and the external de-
vice identification information included in the extracted
management information and the other does not match
the corresponding information, updating the device iden-
tification information and the external device identifica-
tion information included in the extracted management
information with the device identification information and
the external device identification information included in
the installation request; and a permitting step of permit-
ting installation of the application program to the instal-
lation computer in the case where the management in-
formation including the same program identification in-
formation as the program identification information in-
cluded in the received installation request is not extracted
in the installation-time extracting step, or in the case
where the management information including the same
program identification information as the program iden-
tification information included in the received installation
request is extracted in the installation-time extracting
step and it is determined in the installation-time compar-
ing step that at least one of the device identification in-
formation and the external device identification informa-
tion included in the received installation request matches
the corresponding one of the device identification infor-
mation and the external device identification information
included in the extracted management information.
[0013] The foregoing and other objects, features, as-
pects and advantages of the present invention will be-
come more apparent from the following detailed descrip-
tion of the present invention when taken in conjunction
with the accompanying drawings.

BRIEF DESCRIPTION OF THE DRAWINGS

[0014]

Fig. 1 schematically shows a license management
system according to an embodiment of the present
invention.
Fig. 2 is a block diagram showing, by way of example,
the hardware configuration of a license management
computer.
Fig. 3 is a block diagram showing, by way of example,
the hardware configuration of an installation compu-
ter.
Fig. 4 is a functional block diagram showing, by way
of example, the functions of a CPU included in the
license management computer.
Fig. 5 shows an example of the format of manage-
ment information.
Fig. 6 is a functional block diagram showing, by way
of example, the functions of a CPU included in the
installation computer, together with information
stored in an HDD.
Fig. 7 shows an example of the format of external
device identification information.
Figs. 8 and 9 constitute a flowchart illustrating an
example of the flow of a license management proc-
ess.
Fig. 10 is a flowchart illustrating an example of the
flow of an installation process.
Fig. 11 is a flowchart illustrating an example of the
flow of a startup process.
Fig. 12 is a flowchart illustrating an example of the
flow of an external device identification information
changing process.

DESCRIPTION OF THE PREFERRED EMBODIMENTS

[0015] Embodiments of the present invention will now
be described with reference to the drawings. In the fol-
lowing description, like reference characters denote like
parts, which have like names and functions, and there-
fore, detailed description thereof will not be repeated.
[0016] Fig. 1 schematically shows a license manage-
ment system according to an embodiment of the present
invention. Referring to Fig. 1, a license management sys-
tem 1 includes a license management computer 100, an
installation computer 200 into which an application pro-
gram is installed, and five multi function peripherals
(MFPs) 301 to 305.
[0017] License management computer 100 and instal-
lation computer 200 are typical computers. Each of five
MFPs 301 to 305 is a composite machine, which includes
a scanner device for reading an original, and an image
forming device and a facsimile device for forming an im-
age on a recording medium such as a sheet of paper
based on image data, and has the image reading func-
tion, copying function, and facsimile transmitting/receiv-
ing function.
[0018] License management computer 100, installa-
tion computer 200, and five MFPs 301 to 305 are each
connected to a network 3, and each assigned an Internet
protocol (IP) address as the positional information on net-
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work 3.
This allows license management computer 100, instal-
lation computer 200, and five MFPs 301 to 305 to use
the IP addresses assigned to the other parties to com-
municate with each other via network 3.
[0019] License management computer 100 manages
such that one application program is installed into one
computer. Here, it is assumed that license management
computer 100 manages an application program which is
installed into installation computer 200. Installation com-
puter 200 has an application program installed therein.
Here, it is assumed that, as an example of the application
program, an authentication program causing a computer
to perform a user authentication process is installed into
installation computer 200.
[0020] When the authentication program is installed
into installation computer 200, a device to be managed
by installation computer 200 is determined by a user.
Here, it is assumed that five MFPs 301 to 305 are deter-
mined to be the devices to be managed. In installation
computer 200 into which the authentication program has
been installed, the process of authenticating the users
who use the five MFPs 301 to 305 is carried out.
[0021] Specifically, installation computer 200 which
executes the authentication program stores in advance
a plurality of user records, each made up of a pair of user
identification information and a password, for identifying
the users who operate the respective ones of five MFPs
301 to 305.
When a user using any of MFPs 301 to 305, e.g. MFP
301, inputs a pair of user identification information and
password into MFP 301, MFP 301 transmits the input
pair of user identification information and password to
installation computer 200. If a user record including the
user identification information and password identical to
those included in the user record received from MFP 301
has been stored in advance in installation computer 200,
installation computer 200 authenticates the user; other-
wise, it does not authenticate the user. Installation com-
puter 200 transmits a result of the authentication to MFP
301. MFP 301 which has received the authentication re-
sult determines whether to authorize the user to use the
device, in accordance with the authentication result.
[0022] Installation computer 200 into which the au-
thentication program is installed registers, in advance,
device identification information for identifying the re-
spective MFPs 301 to 305, so as to specify the devices
to be managed (managed devices). In the case where
installation computer 200 receives a pair of user identi-
fication information and password from a device other
than the ones registered as the managed devices, instal-
lation computer 200 does not authenticate that pair of
user identification information and password.
[0023] While it is assumed in the present embodiment
that MFPs 301 to 305 are managed by installation com-
puter 200, the managed devices may include a printer,
a facsimile machine, a personal computer, and other de-
vices, as long as they can communicate with installation

computer 200 via a network.
[0024] Fig. 2 is a block diagram showing, by way of
example, the hardware configuration of the license man-
agement computer. Referring to Fig. 2, license manage-
ment computer 100 includes: a central processing unit
(CPU) 101, a read only memory (ROM) 103 which stores
therein a program executed by CPU 101 and others, a
random access memory (RAM) 105 used as a work area
for CPU 101, a hard disk drive (HDD) 107 as a mass
storage device, a communication interface (I/F) 111
through which license management computer 100 is con-
nected to network 3, an operation portion 113 which func-
tions as an interface with a user, a card I/F 109 to which
a flash memory 108 is mounted, and a bus 120 to which
the above elements are connected.
[0025] CPU 101 is responsible for overall control of
license management computer 100. Further, CPU 101
executes a license management program stored in ROM
103. Alternatively, CPU 101 may load the license man-
agement program stored in flash memory 108 via card
I/F 109 into RAM 105 for execution.
[0026] Operation portion 113 includes an input portion
115 including a keyboard and a pointing device such as
a mouse, and a display portion 117 made up, e.g., of a
liquid crystal display for displaying data.
[0027] It is noted that the recording medium for storing
the program to be executed by CPU 101 is not restricted
to flash memory 108. It may be a flexible disk, a cassette
tape, an optical disc (compact disc-ROM (CD-ROM),
magneto-optical (MO) disc, mini disc (MD), digital versa-
tile disc (DVD)), an IC card, an optical card, or a semi-
conductor memory such as a mask ROM, an erasable
and programmable ROM (EPROM), an electrically
EPROM (EEPROM), or the like.
[0028] Still further, CPU 101 may download the license
management program from a computer connected to the
Internet and store the same in HDD 107, or a computer
connected to the Internet may write the license manage-
ment program to HDD 107, for execution by CPU 101.
As used herein, the license management program in-
cludes, not only the program that can be executed directly
by CPU 101, but also a source program, a compressed
program, an encrypted program, and others.
[0029] Fig. 3 is a block diagram showing, by way of
example, the hardware configuration of the installation
computer. Referring to Fig. 3, installation computer 200
includes: a CPU 201, a ROM 203 which stores therein a
program executed by CPU 201 and others, a RAM 205
used as a work area for CPU 201, an HDD 207 as a mass
storage device, a communication I/F 211 through which
installation computer 200 is connected to network 3, an
operation portion 213 which functions as an interface with
a user, a card I/F 209 to which a flash memory 208 is
mounted, and a bus 220 to which the above elements
are connected.
[0030] CPU 201 is responsible for overall control of
installation computer 200. Further, CPU 201 uploads an
authentication program stored in flash memory 208 via

9 10 
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card I/F 209 into HDD 207, for installation thereof. When
the authentication program is installed, the authentica-
tion program in the executable form is stored in HDD 207.
CPU 201 loads the executable authentication program
stored in HDD 207 into RAM 205 for execution.
[0031] Operation portion 213 includes an input portion
215 including a keyboard and a pointing device such as
a mouse, and a display portion 217 made up, e.g., of a
liquid crystal display for displaying data.
[0032] It is noted that the recording medium for storing
the authentication program to be installed by CPU 201
is not restricted to flash memory 208. It may be a magnetic
recording medium, a magneto-optical recording medium,
an optical disc, or a semiconductor memory.
[0033] Still further, CPU 201 may download the au-
thentication program from a computer connected to net-
work 3 or the Internet and store the same in HDD 207,
or a computer connected to the Internet may write the
authentication program to HDD 207, for installation by
CPU 201.
[0034] CPU 201 included in installation computer 200
has part of the license management program installed
therein, and executes the part of the license management
program. The part of the license management program
may be received from license management computer
100 via network 3, or it may be uploaded from flash mem-
ory 208 mounted to installation computer 200, so as to
be installed into installation computer 200. CPU 201 in-
cluded in the installation computer executes the part of
the license management program to communicate with
license management computer 100, and license man-
agement computer 100 in turn manages the authentica-
tion program installed into installation computer 200.
Hereinafter, description will be made as to how the au-
thentication program installed into installation computer
200 is managed by license management computer 100.
[0035] Fig. 4 is a functional block diagram showing, by
way of example, the functions of the CPU included in the
license management computer. Referring to Fig. 4, CPU
101 included in license management computer 100 in-
cludes: an installation request receiving portion 151
which receives an installation request from installation
computer 200; an installation-time extracting portion 153
which extracts management information stored in ad-
vance in HDD 107, on the basis of the received installa-
tion request; an installation management portion 155
which determines whether to permit installation, on the
basis of the management information extracted by instal-
lation-time extracting portion 153; an installation-time
comparing portion 159, an installation-time updating por-
tion 161 which updates the management information
stored in HDD 107; a management information generat-
ing portion 157 which newly generates management in-
formation if the management information is not extracted;
an execution request receiving portion 171 which re-
ceives an execution request from installation computer
200; an execution-time extracting portion 173 which ex-
tracts the management information stored in HDD 107,

on the basis of the received execution request; an exe-
cution management portion 175 which determines
whether to permit execution of an application, on the ba-
sis of the management information extracted by execu-
tion-time extracting portion 173; an execution-time com-
paring portion 177; and an execution-time updating por-
tion 179 which updates the management information
stored in HDD 107.
[0036] Installation request receiving portion 151 con-
trols communication I/F 111 to receive an installation re-
quest from installation computer 200, and outputs the
received request to installation-time extracting portion
153. Installation computer 200 issues the installation re-
quest, which will be described later in detail, when install-
ing an application program. The installation request in-
cludes: program identification information for identifying
the authentication program to be installed into installation
computer 200, device identification information for iden-
tifying installation computer 200, and external device
identification information for specifying an external de-
vice connected to installation computer 200 via network
3.
[0037] Installation-time extracting portion 153 ex-
tracts, from the management information stored in HDD
107, the management information that includes the same
program identification information as the one included in
the installation request received from installation request
receiving portion 151. The management information is
generated by management information generating por-
tion 157, as will be described later, and stored in HDD
107. In the case where installation-time extracting portion
153 has succeeded in extracting from HDD 107 the man-
agement information including the same program iden-
tification information as the one included in the installa-
tion request, installation-time extracting portion 153 out-
puts the extracted management information to installa-
tion-time comparing portion 159. If the management in-
formation including the same program identification in-
formation as the one included in the installation request
is not stored in HDD 107, installation-time extracting por-
tion 153 cannot extract the management information. In
this case, installation-time extracting portion 153 outputs
to management information generating portion 157 an
instruction to generate management information includ-
ing the installation request.
[0038] Further, in the case where installation-time ex-
tracting portion 153 has extracted the management in-
formation including the same program identification in-
formation as the one included in the installation request
from HDD 107, installation-time extracting portion 153
outputs to installation management portion 155 a signal
indicating that there is the management information. If
the management information is not stored in HDD 107
and thus cannot be extracted, installation-time extracting
portion 153 outputs to installation management portion
155 a signal indicating that there is no such management
information.
[0039] When receiving the instruction to generate the
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management information from installation-time extract-
ing portion 153, management information generating
portion 157 generates new management information
which includes the program identification information, the
device identification information, and the external device
identification information included in the installation re-
quest, and stores the generated management informa-
tion in HDD 107. The management information will now
be described.
[0040] Fig. 5 shows an example of the format of the
management information. Referring to Fig. 5, the man-
agement information includes the fields of "program iden-
tification information", "device identification information",
and "external device identification information". In the
"program identification information" field, the program
identification information for identifying an application
program is set. In the "device identification information"
field, the device identification information for identifying
the device into which the program specified by the pro-
gram identification information is installed is set. Here,
as the device identification information, an IP address
assigned to the device is used. In the "external device
identification information" field, information for specifying
any external device that is connected via network 3 to
the device into which the application program specified
by the program identification information is installed is
set.
The external device identification information will be de-
scribed later in detail. For example in the case where the
device into which the program specified by the program
identification information is installed is installation com-
puter 200, MFPs 301 to 305 and license management
computer 100 may be the external devices that are con-
nected to installation computer 200 via network 3, and
the IP addresses assigned thereto may be used as the
external device identification information.
[0041] Returning to Fig. 4, installation-time comparing
portion 159 compares the installation request input from
installation-time extracting portion 153 with the manage-
ment information. Specifically, it compares the device
identification information included in the installation re-
quest with the device identification information set in the
"device identification information" field in the manage-
ment information. Further, installation-time comparing
portion 159 compares the external device identification
information included in the installation request with the
external device identification information set in the "ex-
ternal device identification information" field in the man-
agement information. Installation-time comparing portion
159 outputs a result of comparison to installation man-
agement portion 155 and installation-time updating por-
tion 161. Here, the result of the comparison made by
installation-time comparing portion 159 is referred to as
the "installation-time comparison result".
[0042] There are four types of such results: first
through fourth installation-time comparison results. The
first installation-time comparison result corresponds to
the case where the device identification information in-

cluded in the installation request coincides with the de-
vice identification information in the management infor-
mation and the external device identification information
included in the installation request also coincides with
the external device identification information in the man-
agement information. The second installation-time com-
parison result corresponds to the case where the device
identification information included in the installation re-
quest coincides with the device identification information
in the management information and the external device
identification information included in the installation re-
quest differs from the external device identification infor-
mation in the management information. The third instal-
lation-time comparison result corresponds to the case
where the device identification information included in
the installation request differs from the device identifica-
tion information in the management information and the
external device identification information included in the
installation request coincides with the external device
identification information in the management information.
The fourth installation-time comparison result corre-
sponds to the case where the device identification infor-
mation included in the installation request differs from
the device identification information in the management
information and the external device identification infor-
mation included in the installation request also differs
from the external device identification information in the
management information.
[0043] It is noted that, in the case where there are two
or more pieces of external device identification informa-
tion, it may be determined that the external device iden-
tification information included in the installation request
coincides with the external device identification informa-
tion in the management information, not only when all
the pieces of external device identification information
included in the installation request coincide with the cor-
responding pieces of external device identification infor-
mation set in the "external device identification informa-
tion" field in the management information, but also when
some of them coincide with the corresponding ones. For
example, assume that MFPs 301 to 305 are set as the
devices to be managed when installation computer 200
installs an authentication program. In this case, the IP
addresses of the respective MFPs 301 to 305 are set in
the management information as the external device iden-
tification information. Then, assume that a new MFP is
added as a device to be managed, and the authentication
program is re-installed into installation computer 200. In-
stallation computer 200 transmits to license manage-
ment computer 100 an installation request with the IP
address of the new MFP added as the external device
identification information. In this case, while the IP ad-
dresses of MFPs 301 to 305 among the external device
identification information included in the installation re-
quest coincide with the corresponding pieces of the ex-
ternal device identification information included in the
management information, the IP address of the new MFP
which is included in the installation request is not included
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in the management information. In such a case where
there are two or more pieces of external device identifi-
cation information, it may be determined that the external
device identification information included in the installa-
tion request coincides with the external device identifica-
tion information in the management information if some
of the plurality of pieces of external device identification
information included in the installation request coincide
with the corresponding ones of the external device iden-
tification information set in the "external device identifi-
cation information" field in the management information.
[0044] The case where the result of the comparison
by installation-time comparing portion 159 becomes the
first installation-time comparison result corresponds to
the case where the authentication program is re-installed
into installation computer 200 after it has been installed
into installation computer 200, which is a legal installa-
tion. The case where the result of the comparison by
installation-time comparing portion 159 becomes the
second installation-time comparison result corresponds
to the case where the external device identification infor-
mation is changed after the authentication program has
been installed and the authentication program is re-in-
stalled, which is a legal installation. The case where the
result of the comparison by installation-time comparing
portion 159 becomes the third installation-time compar-
ison result corresponds to the case where, after the au-
thentication program has been installed into a computer
other than installation computer 200, external device
identification information which is the same as the one
that specifies the external device connected to the other
computer via the network is provided to installation com-
puter 200 and the authentication program is installed into
installation computer 200, which is a legal installation.
The case where the result of the comparison by installa-
tion-time comparing portion 159 becomes the fourth in-
stallation-time comparison result corresponds to the
case where, after the authentication program is installed
into a computer other than installation computer 200, ex-
ternal device identification information which is different
from the one related to the other computer is provided to
installation computer 200 and the authentication program
is installed into installation computer 200, which is an
illegal installation.
[0045] Installation-time updating portion 161 updates
the management information extracted by installation-
time extracting portion 153 from among the management
information stored in HDD 107, on the basis of the instal-
lation-time comparison result received from installation-
time comparing portion 159. Specifically, in the case
where the first, third, or fourth installation-time compari-
son result is received from installation-time comparing
portion 159, installation-time updating portion 161 does
not update the management information stored in HDD
107. In the case where the second installation-time com-
parison result is received, installation-time updating por-
tion 161 updates the external device identification infor-
mation set in the "external device identification informa-

tion" field in the management information with the exter-
nal device identification information included in the in-
stallation request.
[0046] In the case where the signal indicating that there
is no relevant management information is input from in-
stallation-time extracting portion 153, installation man-
agement portion 155 permits installation of the authenti-
cation program to installation computer 200 that has is-
sued the installation request.
[0047] In the case where the signal indicating that the
management information has been extracted is input
from installation-time extracting portion 153, installation
management portion 155 determines whether to permit
installation of the authentication program to installation
computer 200, on the basis of the comparison result re-
ceived from installation-time comparing portion 159.
Specifically, if the first, second, or third installation-time
comparison result is input, installation management por-
tion 155 permits installation of the authentication program
to installation computer 200. If the fourth installation-time
comparison result is input, installation management por-
tion 155 does not permit installation of the authentication
program to installation computer 200.
[0048] In the case of permitting installation of the au-
thentication program to installation computer 200, instal-
lation management portion 155 transmits an installation
enabling signal permitting the installation of the authen-
tication program to installation computer 200 via the com-
munication I/F. In the case of not permitting installation
of the authentication program to installation computer
200, installation management portion 155 transmits an
installation disabling signal not permitting the installation
of the authentication program to installation computer
200 via the communication I/F:
[0049] Execution request receiving portion 171 con-
trols communication I/F 111 to receive an execution re-
quest from installation computer 200, and outputs the
execution request to execution-time extracting portion
173. The execution request transmitted from installation
computer 200 to license management computer 100 will
be described later in detail. Installation computer 200
transmits the execution request to license management
computer 100 when starting the installed authentication
program which has not been executed yet, or when the
external device identification information is changed after
the installed authentication program has been executed.
The execution request includes program identification in-
formation for identifying the authentication program that
has been installed in installation computer 200, device
identification information for identifying installation com-
puter 200, and external device identification information
related to installation computer 200.
[0050] Execution-time extracting portion 173 extracts,
from the management information stored in HDD 107,
the management information including the same pro-
gram identification information as the one included in the
execution request received from execution request re-
ceiving portion 171.
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If execution-time extracting portion 173 has succeeded
in extracting from HDD 107 the management information
including the same program identification information as
the one included in the execution request, execution-time
extracting portion 173 outputs the extracted manage-
ment information to execution management portion 175.
On the other hand, if the management information includ-
ing the same program identification information as the
one included in the execution request is not stored in
HDD 107, execution-time extracting portion 173 cannot
extract the management information. If execution-time
extracting portion 173 has succeeded in extracting the
management information including the same program
identification information as the one included in the exe-
cution request from HDD 107, it outputs to execution
management portion 175 a signal indicating that there is
the relevant management information. On the other
hand, if the management information including the same
program identification information as the one included in
the execution request is not stored in HDD 107 and thus
execution-time extracting portion 173 cannot extract the
management information, then execution-time extracting
portion 173 outputs to execution management portion
175 a signal indicating that there is no such management
information.
[0051] Execution-time comparing portion 177 com-
pares the execution request input from execution-time
extracting portion 173 with the management information.
Specifically, it compares the device identification infor-
mation included in the execution request with the device
identification information set in the "device identification
information" field in the management information. Fur-
ther, execution-time comparing portion 177 compares
the external device identification information included in
the execution request with the external device identifica-
tion information set in the "external device identification
information" field in the management information. Exe-
cution-time comparing portion 177 outputs a result of
comparison to execution management portion 175 and
execution-time updating portion 179. Here, the result of
the comparison made by execution-time comparing por-
tion 177 is referred to as the "execution-time comparison
result".
[0052] There are four types of such results of: first
through fourth execution-time comparison results. The
first execution-time comparison result corresponds to the
case where the device identification information included
in the execution request coincides with the device iden-
tification information in the management information and
the external device identification information included in
the execution request also coincides with the external
device identification information in the management in-
formation. The second execution-time comparison result
corresponds to the case where the device identification
information included in the execution request coincides
with the device identification information in the manage-
ment information and the external device identification
information included in the execution request differs from

the external device identification information in the man-
agement information. The third execution-time compar-
ison result corresponds to the case where the device
identification information included in the execution re-
quest differs from the device identification information in
the management information and the external device
identification information included in the execution re-
quest coincides with the external device identification in-
formation in the management information. The fourth ex-
ecution-time comparison result corresponds to the case
where the device identification information included in
the execution request differs from the device identifica-
tion information in the management information and the
external device identification information included in the
execution request also differs from the external device
identification information in the management information.
[0053] The case where the result of the comparison
by execution-time comparing portion 177 becomes the
first execution-time comparison result corresponds to the
case where the authentication program is executed in
installation computer 200 after the authentication pro-
gram has been installed into installation computer 200,
which is a legal execution of the authentication program.
The case where the result of the comparison by execu-
tion-time comparing portion 177 becomes the second ex-
ecution-time comparison result corresponds to the case
where the external device identification information is
changed after the authentication program has been in-
stalled, and then the authentication program is executed,
which is a legal execution of the authentication program.
The case where the result of the comparison by execu-
tion-time comparing portion 177 becomes the third exe-
cution-time comparison result corresponds to the case
where, after the authentication program has been legiti-
mately installed into a computer other than installation
computer 200, external device identification information
which is the same as the one related to the other com-
puter is provided to installation computer 200 and the
authentication program is installed into and executed by
installation computer 200, which is an illegal execution
of the authentication program.
The case where the result of the comparison by execu-
tion-time comparing portion 177 becomes the fourth ex-
ecution-time comparison result corresponds to the case
where, after the authentication program has been in-
stalled into a computer other than installation computer
200, external device identification information different
from the one related to the other computer is provided to
installation computer 200 and the authentication program
is installed into and executed by installation computer
200, which is an illegal execution of the authentication
program.
[0054] Execution-time updating portion 179 updates
the management information extracted by execution-
time extracting portion 173 from among the management
information stored in HDD 107, on the basis of the com-
parison result received from execution-time comparing
portion 177. Specifically, in the case where the second
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execution-time comparison result is input, execution-
time updating portion 179 updates the external device
identification information set in the "external device iden-
tification information" field in the management informa-
tion with the external device identification information in-
cluded in the execution request. In the case where the
first, third, or fourth execution-time comparison result is
input from execution-time comparing portion 177, exe-
cution-time updating portion 179 does not update the
management information stored in HDD 107. This is be-
cause in the case where the first execution-time compar-
ison result is input, the execution of the authentication
program is legal and there is no change in the external
device identification information, whereas in the case
where the third or fourth execution-time comparison re-
sult is input, the execution of the authentication program
is illegal.
[0055] In the case where the signal indicating that the
relevant management information does not exist is input
from execution-time extracting portion 173, execution
management portion 175 does not permit execution of
the authentication program to installation computer 200
that issued the execution request. This is because, if the
authentication program has been installed legally, the
management information including the program identifi-
cation information for identifying the authentication pro-
gram should be generated by management information
generating portion 157 and stored in HDD 107. That the
management information is not stored means that the
authentication program illegally installed is about to be
executed.
[0056] Further, in the case where the signal indicating
that the management information has been extracted is
input from execution-time extracting portion 173, execu-
tion management portion 175 determines whether to per-
mit execution of the authentication program to installation
computer 200, on the basis of the comparison result input
from execution-time comparing portion 177. Specifically,
in the case where either the first or second execution-
time comparison result is input, execution management
portion 175 permits execution of the authentication pro-
gram to installation computer 200, whereas in the case
where either the third or fourth execution-time compari-
son result is input, execution management portion 175
does not permit execution of the authentication program
to installation computer 200.
[0057] In the case of permitting execution of the au-
thentication program to installation computer 200, exe-
cution management portion 175 transmits an execution
enabling signal permitting execution of the authentication
program to installation computer 200 via the communi-
cation I/F. In the case of not permitting execution of the
authentication program to installation computer 200, ex-
ecution management portion 175 transmits an execution
disabling signal not permitting execution of the authenti-
cation program to installation computer 200 via the com-
munication I/F.
[0058] Fig. 6 is a functional block diagram showing, by

way of example, the functions of the CPU included in the
installation computer, together with information stored in
the HDD. Referring to Fig. 6, CPU 201 included in instal-
lation computer 200 includes: an external device identi-
fication information acquiring portion 251 which acquires
external device identification information; a changing
portion 253 which changes external device identification
information 271 stored in HDD 207; an installation re-
questing portion 257 which requests an installation per-
mission from license management computer 100 when
installing an authentication program; an installation por-
tion 255 which installs the authentication program; an
execution requesting portion 261 which requests an ex-
ecution permission from license management computer
100 when executing the authentication program; and an
execution control portion 259 which executes the authen-
tication program.
[0059] When a user inputs into installation computer
200 an operation to instruct installation of the authenti-
cation program, external device identification information
acquiring portion 251 acquires external device identifica-
tion information. The external device identification infor-
mation refers to device identification information (man-
aged-device identification information) for identifying a
device to be managed by installation computer 200 when
the authentication program is executed. Specifically, ex-
ternal device identification information acquiring portion
251 displays, on display portion 217, a list of device
names for identifying the devices which are connected
to network 3 and communicable with installation compu-
ter 200. Here, the device names assigned to MFPs 301
to 305 are displayed as a list. It is noted that the names
of installation computer 200 and license management
computer 100 are not included in the list, because they
execute the license management process.
[0060] When the user operates input portion 215 to
select any of the device names displayed in the list, ex-
ternal device identification information acquiring portion
251 accepts the selected one as the device to be man-
aged, or the managed device. The managed device is
not restricted thereto; it may be a gateway, router, hub
or the like, as long as it is the external device connected
to installation computer 200 via network 3. External de-
vice identification information acquiring portion 251 out-
puts to changing portion 253 the device identification in-
formation (managed-device identification information)
for identifying the MFP corresponding to the device name
accepted as the device to be managed, as the external
device identification information. While an IP address is
used here as the device identification information, the
device identification information may be, in place of the
IP address, any information that can identify each of
MFPs 301 to 305, which may be a device name, a media
access control (MAC) address, or a serial number as-
signed to the device.
[0061] Changing portion 253 stores in HDD 207 the
external device identification information input from ex-
ternal device identification information acquiring portion
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251. In this manner, external device identification infor-
mation 271 is stored in HDD 207.
[0062] Fig. 7 shows an example of the format of the
external device identification information. Referring to
Fig. 7, the external device identification information in-
cludes the fields of "managed device 1" to "managed
device N" in each of which the device identification infor-
mation for identifying the device to be managed is set. It
is noted that "N" is a positive integer, and N = 5 here. As
MFPs 301 to 305 are selected by the user as the devices
to be managed, the IP addresses of MFPs 301 to 305
are set in the "managed device 1" field through the "man-
aged device 5" field, respectively.
[0063] Returning to Fig. 6, in the case where external
device identification information 271 has already been
stored in HDD 207, changing portion 253 changes exter-
nal device identification information 271 stored in HDD
207 with the external device identification information ac-
quired from external device identification information ac-
quiring portion 251. There are cases where external de-
vice identification information 271 is changed, added, or
deleted. It may be configured such that the user instructs
external device identification information acquiring por-
tion 251 to add, change, or delete the information, and
external device identification information 271 stored in
HDD 207 may be added, changed, or deleted in accord-
ance with the instruction from the user.
[0064] When a new piece of external device identifica-
tion information 271 is stored in HDD 207 by changing
portion 253, installation requesting portion 257 transmits
an installation request to license management computer
100. The installation request includes: program identifi-
cation information for identifying the authentication pro-
gram, device identification information for identifying in-
stallation computer 200 into which the authentication pro-
gram is installed, and external device identification infor-
mation 271 stored in HDD 207. When license manage-
ment computer 100 receives the installation request, it
transmits an installation enabling signal to installation
computer 200 in the case of permitting installation of the
authentication program, while it transmits an installation
disabling signal to installation computer 200 in the case
of not permitting the installation of the authentication pro-
gram, as described above. When installation requesting
portion 257 receives the installation enabling signal or
the installation disabling signal from license manage-
ment computer 100, installation requesting portion 257
outputs the received signal to installation portion 255.
[0065] In the case where the installation enabling sig-
nal is received from installation requesting portion 257,
installation portion 255 installs the authentication pro-
gram. If the installation disabling signal is received from
installation requesting portion 257, installation portion
255 displays an error message on display portion 217.
[0066] When the authentication program is installed
by installation portion 255, CPU 201 is able to execute
the authentication program. When the user inputs into
input portion 215 an operation to instruct execution of the

installed authentication program, or when external de-
vice identification information 271 stored in HDD 207 is
changed by changing portion 253, execution requesting
portion 261 transmits an execution request to license
management computer 100. The execution request in-
cludes: program identification information for identifying
the authentication program, device identification informa-
tion for identifying installation computer 200 into which
the authentication program is installed, and external de-
vice identification information 271 stored in HDD 207.
When receiving the execution request, license manage-
ment computer 100 transmits an execution enabling sig-
nal to installation computer 200 in the case of permitting
execution of the authentication program, whereas it
transmits an execution disabling signal to installation
computer 200 in the case of not permitting execution of
the authentication program, as described above.
When communication I/F 211 receives the execution en-
abling signal or the execution disabling signal from li-
cense management computer 100, execution requesting
portion 261 outputs the signal received by communica-
tion I/F 211, to execution control portion 259.
[0067] When receiving the execution enabling signal
from execution requesting portion 261, execution control
portion 259 executes the authentication program. When
receiving the execution disabling signal from execution
requesting portion 261, execution control portion 259 dis-
plays an error message on display portion 217, not exe-
cuting the authentication program.
[0068] Figs. 8 and 9 constitute a flowchart illustrating
an example of the flow of a license management process.
The license management process is carried out by CPU
101 included in license management computer 100 as
CPU 101 executes a license management program.
[0069] Referring to Figs. 8 and 9, CPU 101 determines
whether an installation request has been received (step
S01). The determination is made according to whether
communication I/F 111 has received an installation re-
quest from installation computer 200. If communication
I/F 111 has received the installation request, the process
proceeds to step S02; otherwise, the process proceeds
to step S18.
[0070] In step S02, program identification information
is extracted from the installation request. Then, the man-
agement information including the extracted program
identification information is extracted from among the
management information stored in HDD 107 (step S03).
Specifically, of the management information stored in
HDD 107, the management information in which the
same program identification information as the one ex-
tracted from the installation request is set in the "program
identification information" field is extracted. If the man-
agement information in which the same program identi-
fication information as the one extracted from the instal-
lation request is set in the "program identification infor-
mation" field is extracted, the process proceeds to step
S09; otherwise, the process proceeds to step S04.
[0071] Next, device identification information is ex-
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tracted (step S04) and external device identification in-
formation is also extracted (step S05) from the installation
request received in step S01. In the following step S06,
management information including the program identifi-
cation information extracted in step S02, the device iden-
tification information extracted in step S04, and the ex-
ternal device identification information extracted in step
S05 is generated. The generated management informa-
tion is stored in HDD 107 (step S07), and the process
proceeds to step S08. In step S08, installation is permit-
ted, and the process proceeds to step 18. In the case of
permitting installation, an installation enabling signal is
transmitted via communication I/F 111 to installation
computer 200 which issued the installation request.
[0072] On the other hand, in step S09, device identifi-
cation information is extracted from the installation re-
quest received in step S01. It is then determined whether
the extracted device identification information coincides
with the device identification information included in the
management information extracted in step S03 (step
S10). Specifically, the extracted device identification in-
formation is compared with the device identification in-
formation set in the "device identification information"
field in the management information extracted in step
S03, to determine whether they match each other. If the
extracted device identification information coincides with
the device identification information included in the man-
agement information extracted in step S03, the process
proceeds to step S11; otherwise, the process proceeds
to step S14.
[0073] In step S11, external device identification infor-
mation is extracted from the installation request received
in step S01. It is then determined whether the extracted
external device identification information coincides with
the external device identification information included in
the management information extracted in step S03 (step
S12). Specifically, the extracted external device identifi-
cation information is compared with the external device
identification information set in the "external device iden-
tification information" field in the management informa-
tion extracted in step S03 to determine whether they
match each other. If the extracted external device iden-
tification information and the external device identifica-
tion information included in the management information
extracted in step S03 do not match, the process proceeds
to step S13; while if they match, the process proceeds
to step S08, with step S13 being skipped. In step S13,
the management information stored in HDD 107 is up-
dated with the external device identification information
extracted from the installation request in step S11, and
the process proceeds to step S08. Specifically, the ex-
ternal device identification information set in the "external
device identification information" field in the management
information stored in HDD 107 is updated with the exter-
nal device identification information extracted from the
installation request. In step S08, installation is permitted,
and the process proceeds to step S18.
[0074] In step S14, external device identification infor-

mation is extracted from the installation request received
in step S01. It is then determined whether the extracted
external device identification information coincides with
the external device identification information included in
the management information extracted in step S03 (step
S15). If the extracted external device identification infor-
mation and the external device identification information
included in the management information extracted in step
S03 match, the process proceeds to step S16; otherwise,
the process proceeds to step S17. In step S16, the man-
agement information stored in HDD 107 is updated with
the device identification information extracted from the
installation request in step S09, and the process pro-
ceeds to step S08. Specifically, the device identification
information set in the "device identification information"
field in the management information stored in HDD 107
is updated with the device identification information ex-
tracted from the installation request. In step S08, instal-
lation is permitted, and the process proceeds to step S18.
[0075] In step S17, installation is not permitted, and
the process proceeds to step S18. In the case of not
permitting the installation, an installation disabling signal
is transmitted via communication I/F 111 to installation
computer 200 which issued the installation request.
[0076] In step S18, it is determined whether an execu-
tion request has been received. The determination is
made according to whether communication I/F 111 has
received an execution request from installation computer
200. If communication I/F 111 has received the execution
request, the process proceeds to step S19; otherwise,
the process returns to step S01. In step S19, program
identification information is extracted from the execution
request. Then, the management information including
the extracted program identification information is ex-
tracted from among the management information stored
in HDD 107 (step S20). Specifically, of the management
information stored in HDD 107, the management infor-
mation in which the same program identification informa-
tion as the one extracted from the execution request is
set in the "program identification information" field is ex-
tracted. If the management information in which the same
program identification information as the one extracted
from the execution request is set in the "program identi-
fication information" field has been extracted, the process
proceeds to step S21; otherwise, the process proceeds
to step S27.
[0077] In step S21, device identification information is
extracted from the execution request received in step
S18. It is then determined whether the extracted device
identification information coincides with the device iden-
tification information included in the management infor-
mation extracted in step S20 (step S22). Specifically, the
extracted device identification information is compared
with the device identification information set in the "device
identification information" field in the management infor-
mation extracted in step S20, to determine whether they
match each other. If the extracted device identification
information coincides with the device identification infor-
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mation included in the management information extract-
ed in step S20, the process proceeds to step S23; oth-
erwise, the process proceeds to step S27.
[0078] In step S23, external device identification infor-
mation is extracted from the execution request received
in step S18. It is then determined whether the extracted
external device identification information coincides with
the external device identification information included in
the management information extracted in step S20 (step
S24). Specifically, the extracted external device identifi-
cation information is compared with the external device
identification information set in the "external device iden-
tification information" field in the management informa-
tion extracted in step S20, to determine whether they
match each other. If the extracted external device iden-
tification information and the external device identifica-
tion information included in the management information
extracted in step S20 do not match, the process proceeds
to step S26; while if they match, the process proceeds
to step S25, with step S26 being skipped. In step S26,
the management information stored in HDD 107 is up-
dated with the external device identification information
extracted from the execution request in step S23. The
process then proceeds to step S25. Specifically, the ex-
ternal device identification information set in the "external
device identification information" field in the management
information stored in HDD 107 is updated with the exter-
nal device identification information extracted from the
execution request. In step S25, execution of the authen-
tication program is permitted, and the process returns to
step SO1. In the case of permitting execution of the au-
thentication program, an execution enabling signal is
transmitted via communication I/F 111 to installation
computer 200 which issued the execution request.
[0079] On the other hand, in step S27, execution of
the authentication program is not permitted, and the proc-
ess returns to step S01. In the case of not permitting
execution of the authentication program, an execution
disabling signal is transmitted via communication I/F 111
to installation computer 200 which issued the execution
request.
[0080] Fig. 10 is a flowchart illustrating an example of
the flow of an installation process. The installation proc-
ess is carried out by CPU 201 included in installation
computer 200 as CPU 201 executes the license man-
agement program. Referring to Fig. 10, CPU 201 deter-
mines whether an installation instruction has been ac-
cepted (step S51). When the user inputs into input portion
215 an operation to instruct installation of the authenti-
cation program, the installation instruction is accepted.
CPU 201 is in a standby mode until the installation in-
struction is accepted (NO in step S51), and once the in-
stallation instruction is accepted, the process proceeds
to step S52. In other words, the installation process is
carried out on the condition that the installation instruction
is input from the user.
[0081] The installation instruction is an instruction to
install the authentication program. In step S52, program

identification information is acquired. Specifically, the
program identification information for identifying the au-
thentication program of which installation has been in-
structed in step S51 is acquired. Then, device identifica-
tion information for identifying the own device is acquired
(step S53). Here, as the device identification information
for identifying installation computer 200, the IP address
assigned to installation computer 200 is acquired. Fur-
ther, external device identification information is acquired
(step S54). Here, the external device identification infor-
mation corresponds to the device identification informa-
tion for identifying the device to be managed by installa-
tion computer 200 in which the authentication program
is executed. To this end, installation computer 200 dis-
plays on display portion 217 a list of device names for
identifying the devices connected to network 3 and com-
municable with installation computer 200, and when the
user operates input portion 215 to select any of the device
names from the list being displayed, installation computer
200 accepts the selected one as the device to be man-
aged, and acquires the device identification information
for identifying the device of that device name as the ex-
ternal device identification information. Here, it is as-
sumed that MFPs 301 to 305 are selected as the devices
to be managed, and the IP addresses of MFPs 301 to
305 are acquired as the device identification information
for identifying MFPs 301 to 305..
[0082] In step S55, an installation request is transmit-
ted to license management computer 100. Specifically,
an installation request including the program identifica-
tion information acquired in step S52, the device identi-
fication information acquired in step S53, and the external
device identification information acquired in step S54 is
generated, and the generated installation request is
transmitted via communication I/F 211 to license man-
agement computer 100.
[0083] In the following step S56, it is determined
whether installation has been permitted. Specifically, it
is determined that installation is permitted in the case
where communication I/F 211 receives a license enabling
signal from license management computer 100, whereas
it is determined that installation is not permitted in the
case where communication I/F 211 receives a license
disabling signal from license management computer
100. If installation is permitted, the process proceeds to
step S57; otherwise, the process proceeds to step S58.
[0084] In step S57, the authentication program of
which installation has been instructed in step S51 is in-
stalled, and the process is finished. On the other hand,
in step S58, an error message is displayed on display
portion 217, and the process is finished. The error mes-
sage is a message indicating, for example, installation
of the authentication program is illegal.
[0085] Fig. 11 is a flowchart illustrating an example of
the flow of a startup process. The startup process is car-
ried out by CPU 201 included in installation computer
200 as CPU 201 executes the license management pro-
gram Referring to Fig. 11, CPU 201 determines whether
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an instruction to start an application program has been
accepted. CPU 201 is in a standby mode until an instruc-
tion to start the application program is accepted (NO in
step S71), and once the instruction to start the application
program is accepted (YES in step S71), the process pro-
ceeds to step S72. Here, it is assumed that startup of an
authentication program has been instructed. In step S72,
program identification information for identifying the au-
thentication program of which startup has been instructed
is acquired.
[0086] In step S73, device identification information for
identifying the own device is acquired. Here, as the de-
vice identification information for identifying installation
computer 200, the IP address assigned to installation
computer 200 is acquired. Further, external device iden-
tification information 271 stored in HDD 207 is read (step
S74).
[0087] In step S75, an execution request is transmitted
to license management computer 100. Specifically, an
execution request including the program identification in-
formation acquired in step S’2, the device identification
information acquired in step S73, and the external device
identification information read from HDD 207 in step S74
is generated, and the generated execution request is
transmitted via communication I/F 211 to license man-
agement computer 100.
[0088] In the following step S76, it is determined
whether execution has been permitted. Specifically, if
communication I/F 211 receives an execution enabling
signal from license management computer 100, it is de-
termined that execution of the authentication program is
permitted. If an execution disabling signal is received
from license management computer 100, it is determined
that execution of the authentication program is not per-
mitted. If execution of the authentication program is per-
mitted, the process proceeds to step S77; otherwise, the
process proceeds to step S84. In step S77, the authen-
tication program is executed, and the process proceeds
to step S78.
[0089] In step S78, an external device identification
information changing process is carried out, and the proc-
ess proceeds to step S79. The external device identifi-
cation information changing process, which will be de-
scribed later in detail, is the process of changing external
device identification information 271 stored in HDD 207.
In step S79, it is determined whether external device
identification information 271 stored in HDD 207 has
been changed. If external device identification informa-
tion 271 has been changed, the process proceeds to step
S80; otherwise, the process proceeds to step S82.
In step S80, an execution request is transmitted. The
execution request transmitted here differs from the exe-
cution request transmitted in step S75 in that it includes
the external device identification information changed in
step S78. License management computer 100, which
has permitted installation of the authentication program
to installation computer 200, receives the execution re-
quest from installation computer 200 when the external

device identification information is changed in installation
computer 200. This allows license management compu-
ter 100 to update the management information on the
basis of the external device identification information
changed in installation computer 200. It is noted that in-
stallation computer 200, in response to transmission of
the execution request to license management computer
100, receives a signal enabling or disabling execution of
the program from license management computer 100.
Here, the execution enabling signal permitting execution
of the program is exclusively received, and therefore, the
process proceeds to step S81.
[0090] In step S81, execution of the authentication pro-
gram is continued, and the process proceeds to step S82.
In step S82, it is determined whether an instruction to
exit the authentication program has been accepted. If the
end instruction has been accepted, the process proceeds
to step S83; otherwise, the process returns to step S78.
In step S83, the authentication program is exited, and
the process is finished.
[0091] On the other hand, in step S84, an error mes-
sage is displayed, and the process is finished. The error
message is a message indicating, e.g., the authentication
program has been installed illegally.
[0092] Fig. 12 is a flowchart illustrating an example of
the flow of the external device identification information
changing process. The external device identification in-
formation changing process is carried out in step S78 in
Fig. 11. Referring to Fig. 12, it is determined whether an
instruction to change the external device identification
information has been accepted (step S91). When the us-
er inputs into input portion 215 an instruction to change
the external device identification information, the instruc-
tion to change the external device identification informa-
tion is accepted. If the instruction to change the external
device identification information is accepted, the process
proceeds to step S92; otherwise, the process returns to
the startup process.
[0093] In step S92, the device identification informa-
tion for the managed device is detected. Specifically, any
external device connected to network 3 and communi-
cable with installation computer 200 is detected, and the
device names for identifying the detected devices are
displayed as a list on display portion 217. When the user
operates input portion 215 to select any of the device
names displayed in the list, the selected one is detected
as the managed device. The device identification infor-
mation for identifying the device detected as the man-
aged device is acquired as the external device identifi-
cation information (step S93).
[0094] In step S94, it is determined whether the device
identification information acquired in step S93 differs
from external device identification information 271 stored
in HDD 207. If the device identification information ac-
quired in step S93 differs from external device identifica-
tion information 271 stored in HDD 207, the process pro-
ceeds to step S95; otherwise, the process returns to the
startup process, with step S95 being skipped. In step
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S95, external device identification information 271 stored
in HDD 207 is updated with the device identification in-
formation acquired in step S93, and the process returns
to the startup process.
[0095] As described above, according to license man-
agement system 1 of the present embodiment, license
management computer 100 stores in HDD 107 the man-
agement information which includes the program identi-
fication information for identifying the authentication pro-
gram, the IP address for identifying the computer into
which the authentication program is installed, and the IP
address for identifying the device to be managed by the
computer into which the authentication program is in-
stalled. When installation computer 200 that is about to
install the authentication program transmits to license
management computer 100 an installation request in-
cluding the program identification information for identi-
fying the authentication program, the IP address of in-
stallation computer 200, and the device identification in-
formation (external device identification information) for
MFPs 301 to 305 which are to be managed by installation
computer 200, license management computer 100 re-
ceives the installation request. License management
computer 100 searches the HDD for the management
information including the same program identification in-
formation as the one included in the received installation
request. If such management information is not extract-
ed, license management computer 100 generates new
management information including the program identifi-
cation information, the device identification information,
and the external device identification information includ-
ed in the received installation request, and stores the
generated management information in the HDD, and at
the same time, it permits installation of the authentication
program to installation computer 200. If the management
information including the same program identification in-
formation as the one included in the received installation
request is extracted, license management computer 100
compares the device identification information and the
external device identification information included in the
received installation request respectively with the device
identification information and the external device identi-
fication information included in the extracted manage-
ment information, and if at least one of the device iden-
tification information and the external device identifica-
tion information included in the received installation re-
quest matches the corresponding one of the device iden-
tification information and the external device identifica-
tion information included in the extracted management
information, license management computer 100 permits
installation of the authentication program to installation
computer 200. Accordingly, installation is permitted,
even if the device identification information is not regis-
tered in the management information, only if the external
device identification information is registered therein.
This ensures that the computer into which the authenti-
cation program is installed can be changed with ease.
[0096] In the case where one of the device identifica-

tion information and the external device identification in-
formation included in the received installation request
matches the corresponding one of the device identifica-
tion information and the external device identification in-
formation included in the extracted management infor-
mation but the other does not match the corresponding
information, the device identification information and the
external device identification information included in the
extracted management information are updated with the
device identification information and the external device
identification information included in the installation re-
quest. In this manner, the information about the installa-
tion computer to which installation has been permitted
can be kept up to date.
[0097] When installation computer 200 transmits to li-
cense management computer 100 an execution request
including the program identification information, the de-
vice identification information, and the external device
identification information after installation of the authen-
tication program and before execution thereof, license
management computer 100 receives the execution re-
quest. License management computer 100 searches
HDD 107 for the management information including the
same program identification information as the one in-
cluded in the received execution request. If the manage-
ment information including the same program identifica-
tion information as the one included in the received ex-
ecution request is extracted from HDD 107, license man-
agement computer 100 compares the device identifica-
tion information and the external device identification in-
formation included in the received execution request re-
spectively with the device identification information and
the external device identification information included in
the extracted management information. License man-
agement computer 100 permits execution of the authen-
tication program to installation computer 200 on the con-
ditions that the management information including the
same program identification information as the one in-
cluded in the received execution request is extracted and
that the device identification information included in the
received execution request matches the device identifi-
cation information included in the extracted management
information. This ensures that the authentication pro-
gram is executed only by installation computer 200 to
which the execution has been permitted.
[0098] Furthermore, installation computer 200 to
which the authentication program has been installed ac-
quires, as the external device identification information,
the device identification information for identifying the re-
spective MFPs 301 to 305 connected to installation com-
puter 200 via network 3. That is, the device identification
information for identifying MFPs 301 to 305 to be man-
aged by installation computer 200 are used as the exter-
nal device identification information. This ensures that
one authentication program is installed into only one of
a plurality of computers connected to a network.
[0099] While license management system 1 has been
described in the above embodiment, the present inven-
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tion may of course be understood as a license manage-
ment method or a license management program which
causes license management computer 100 to perform a
license management process shown in Figs. 8 and 9 and
causes installation computer 200 to perform an installa-
tion process shown in Fig. 10 and a startup process
shown in Figs. 11 and 12.
[0100] Although the present invention has been de-
scribed and illustrated in detail, it is clearly understood
that the same is by way of illustration and example only
and is not to be taken by way of limitation, the spirit and
scope of the present invention being limited only by the
terms of the appended claims.

Claims

1. A license management system including an instal-
lation computer and a license management compu-
ter connected via a network, the license manage-
ment computer being configured to manage an ap-
plication program installed into said installation com-
puter,
said installation computer comprising:

an installation request transmitting portion to
transmit an installation request to said license
management computer for installing the appli-
cation program, the installation request includ-
ing program identification information for identi-
fying said application program, device identifi-
cation information for identifying said installation
computer, and external device identification in-
formation for specifying an external device con-
nected to said installation computer via the net-
work; and
an installation portion to install said application
program on the condition that said license man-
agement computer permits installation of said
application program in response to said instal-
lation request transmitted,
said license management computer comprising:

a management information storing portion
to store management information, the man-
agement information including said pro-
gram identification information, said device
identification information, and said external
device identification information;
an installation request receiving portion to
receive said installation request that said in-
stallation computer transmits to said license
management computer before installation
of the application program;
an installation-time extracting portion to ex-
tract, from said management information
storing portion, the management informa-
tion including the same program identifica-

tion information as the program identifica-
tion information included in said received in-
stallation request;
a management information generating por-
tion, in the case where the management in-
formation including the same program iden-
tification information as the program identi-
fication information included in said re-
ceived installation request is not extracted
by said installation-time extracting portion,
to generate and store management infor-
mation including the program identification
information, the device identification infor-
mation, and the external device identifica-
tion information which are included in said
received installation request;
an installation-time comparing portion, in
the case where the management informa-
tion including the same program identifica-
tion information as the program identifica-
tion information included in said received in-
stallation request is extracted by said instal-
lation-time extracting portion, to compare
the device identification information and the
external device identification information in-
cluded in said received installation request
respectively with the device identification in-
formation and the external device identifi-
cation information included in said extracted
management information;
an installation-time updating portion, in the
case where said installation-time compar-
ing portion determines that one of the device
identification information and the external
device identification information included in
said received installation request matches
the corresponding one of the device identi-
fication information and the external device
identification information included in said
extracted management information and the
other does not match the corresponding in-
formation, to update the device identifica-
tion information and the external device
identification information included in said
extracted management information with the
device identification information and the ex-
ternal device identification information in-
cluded in said installation request; and
an installation management portion config-
ured to permit installation of said application
program to said installation computer in the
case where the management information
including the same program identification
information as the program identification in-
formation included in said received installa-
tion request is not extracted by said instal-
lation-time extracting portion, or in the case
where the management information includ-
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ing the same program identification infor-
mation as the program identification infor-
mation included in said received installation
request is extracted by said installation-time
extracting portion and said installation-time
comparing portion determines that at least
one of the device identification information
and the external device identification infor-
mation included in said received installation
request matches the corresponding one of
the device identification information and the
external device identification information in-
cluded in said extracted management infor-
mation.

2. The license management system according to claim
1, wherein said installation computer further com-
prises a managed-device identification information
acquiring portion to acquire, as said external device
identification information, at least one piece of man-
aged-device identification information for respec-
tively identifying at least one device to be managed
which is connected to said installation computer via
the network.

3. The license management system according to claim
2, wherein said device to be managed is an image
forming device.

4. The license management system according to claim
1, wherein
said installation computer further comprises:

an execution requesting portion to transmit an
execution request to said license management
computer after said application program has
been installed and before said application pro-
gram is executed, the execution request includ-
ing the program identification information for
identifying said application program, said device
identification information, and said external de-
vice identification information; and
an execution control portion to execute said ap-
plication program on the condition that said li-
cense management computer permits execu-
tion of said application program in response to
said execution request transmitted to said li-
cense management computer before start of ex-
ecution of said application program; and
said license management computer further
comprises:

an execution request receiving portion to re-
ceive said execution request transmitted
from said installation computer;
an execution-time extracting portion to ex-
tract, from said management information
storing portion, the management informa-

tion including the same program identifica-
tion information as the program identifica-
tion information included in said received
execution request;
an execution-time comparing portion, in the
case where the management information
including the same program identification
information as the program identification in-
formation included in said received execu-
tion request is extracted by said executian-
time extracting portion, to compare the de-
vice identification information and the exter-
nal device identification information includ-
ed in said received execution request re-
spectively with the device identification in-
formation and the external device identifi-
cation information included in said extracted
management information; and
an execution management portion config-
ured to permit execution of said application
program to said installation computer on the
conditions that the management informa-
tion including the same program identifica-
tion information as the program identifica-
tion information included in said received
execution request is extracted by said exe-
cution-time extracting portion and that said
execution-time comparing portion deter-
mines that the device identification informa-
tion included in said received execution re-
quest matches the device identification in-
formation included in said extracted man-
agement information.

5. The license management system according to claim
1, wherein said installation computer further com-
prises an accepting portion to accept external device
identification information input by a user.

6. The license management system according to claim
5, wherein
said installation computer further comprises a
changing portion to change said external device
identification information, wherein
in the case where said external device identification
information is changed by said changing portion after
said application program has been installed, said ex-
ecution requesting portion transmits to said license
management computer an execution request includ-
ing the program identification information for identi-
fying said application program, said device identifi-
cation information, and said changed external device
identification information, and
in the case where said execution request is trans-
mitted to said license management computer after
said application program has been executed and if
said license management computer does not permit
execution of said application program, said execu-
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tion control portion stops execution of said applica-
tion program, and
said license management computer further compris-
es an execution-time updating portion, in the case
where said execution-time comparing portion deter-
mines that the device identification information in-
cluded in said received execution request matches
the device identification information included in said
extracted management information but the external
device identification information included in said re-
ceived execution request does not match the exter-
nal device identification information included in said
extracted management information, to update the
external device identification information included in
said extracted management information with the ex-
ternal device identification information included in
said execution request.

7. The license management system according to claim
6, wherein
said installation computer further comprises:

a managed-device identification information ac-
quiring portion to acquire, as said external de-
vice identification information, at least one piece
of managed-device identification information for
respectively identifying at least one device to be
managed which is connected to said installation
computer via the network; and
a management information storing portion to
store said management information, wherein
in the case where said acquired at least one
piece of managed-device identification informa-
tion differs from said external device identifica-
tion information, said changing portion changes
said stored external device identification infor-
mation with said acquired at least one piece of
managed-device identification information.

8. The license management system according to claim
6, wherein
said installation computer further comprises an ac-
cepting portion to accept external device identifica-
tion information input by a user, wherein
said changing portion changes said stored external
device identification information with the external de-
vice identification information accepted by said ac-
cepting portion.

9. The license management system according to claim
1, wherein said device identification information is a
unique code which is at least one of an Internet pro-
tocol (IP) address, a media access control (MAC)
address, and a serial number.

10. A license management computer for managing an
application program installed into an installation
computer, the installation computer being connected

to the license management computer via a network,
the license management computer comprising:

a management information storing portion to
store management information, the manage-
ment information including program identifica-
tion information for identifying an application
program, device identification information for
identifying said installation computer into which
said application program is installed, and exter-
nal device identification information for specify-
ing an external device connected to said instal-
lation computer via the network;
an installation request receiving portion to re-
ceive an installation request that said installation
computer transmits to said license management
computer for installing the application program,
the installation request including program iden-
tification information for identifying the applica-
tion program to be installed, device identification
information for identifying said installation com-
puter, and said external device identification in-
formation;
an installation-time extracting portion to extract,
from said management information storing por-
tion, the management information including the
same program identification information as the
program identification information included in
said received installation request;
a management information generating portion,
in the case where the management information
including the same program identification infor-
mation as the program identification information
included in said received installation request is
not extracted by said installation-time extracting
portion, to generate and store management in-
formation including the program identification in-
formation, the device identification information,
and the external device identification informa-
tion which are included in said received instal-
lation request;
an installation-time comparing portion, in the
case where the management information includ-
ing the same program identification information
as the program identification information includ-
ed in said received installation request is extract-
ed by said installation-time extracting portion, to
compare the device identification information
and the external device identification informa-
tion included in said received installation request
respectively with the device identification infor-
mation and the external device identification in-
formation included in said extracted manage-
ment information;
an installation-time updating portion, in the case
where said installation-time comparing portion
determines that one of the device identification
information and the external device identifica-
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tion information included in said received instal-
lation request matches the corresponding one
of the device identification information and the
external device identification information includ-
ed in said extracted management information
and the other does not match the corresponding
information, to update the device identification
information and the external device identifica-
tion information included in said extracted man-
agement information with the device identifica-
tion information and the external device identi-
fication information included in said installation
request; and
an installation management portion configured
to permit installation of said application program
to said installation computer in the case where
the management information including the same
program identification information as the pro-
gram identification information included in said
received installation request is not extracted by
said installation-time extracting portion, or in the
case where the management information includ-
ing the same program identification information
as the program identification information includ-
ed in said received installation request is extract-
ed by said installation-time extracting portion
and said installation-time comparing portion de-
termines that at least one of the device identifi-
cation information and the external device iden-
tification information included in said received
installation request matches the corresponding
one of the device identification information and
the external device identification information in-
cluded in said extracted management informa-
tion.

11. The license management computer according to
claim 10, further comprising:

an execution request receiving portion to re-
ceive an execution request that said installation
computer transmits to said license management
computer after the application program has
been installed and before said application pro-
gram is executed, the execution request includ-
ing said program identification information, said
device identification information, and said exter-
nal device identification information;
an execution-time extracting portion to extract,
from said management information storing por-
tion, the management information including the
same program identification information as the
program identification information included in
said received execution request;
an execution-time comparing portion, in the
case where the management information includ-
ing the same program identification information
as the program identification information includ-

ed in said received execution request is extract-
ed by said execution-time extracting portion, to
compare the device identification information
and the external device identification informa-
tion included in said received execution request
respectively with the device identification infor-
mation and the external device identification in-
formation included in said extracted manage-
ment information:
and
an execution management portion configured to
permit execution of said application program to
said installation computer on the conditions that
the management information including the same
program identification information as the pro-
gram identification information included in said
received execution request is extracted by said
execution-time extracting portion and that said
execution-time comparing portion determines
that the device identification information includ-
ed in said received execution request matches
the device identification information included in
said extracted management information.

12. The license management computer according to
claim 10, wherein
the installation computer into which said application
program has been installed acquires at least one
piece of managed-device identification information
for respectively identifying at least one device to be
managed which is connected to said installation
computer via the network, and
said external device identification information in-
cludes said at least one piece of managed-device
identification information acquired by said installa-
tion computer.

13. The license management computer according to
claim 10, wherein said external device identification
information is input into said installation computer by
a user.

14. The license management computer according to
claim 10, wherein said device identification informa-
tion is a unique code which is at least one selected
from among an IP address, a MAC address, and a
serial number.

15. A license management method performed by a li-
cense management computer connected to an in-
stallation computer in a communicable manner, said
license management computer including a manage-
ment information storing portion to store manage-
ment information, the management information in-
cluding program identification information for identi-
fying an application program, device identification in-
formation for identifying said installation computer
into which said application program is installed, and
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external device identification information for speci-
fying an external device connected to said installa-
tion computer via a network,
the method comprising:

a receiving step of receiving an installation re-
quest that said installation computer transmits
to said license management computer for in-
stalling an application program, the installation
request including program identification infor-
mation for identifying the application program to
be installed, device identification information for
identifying said installation computer, and exter-
nal device identification information related to
said installation computer;
an installation-time extracting step of extracting,
from said management information storing por-
tion, the management information including the
same program identification information as the
program identification information included in
said received installation request;
a generating step of, in the case where the man-
agement information including the same pro-
gram identification information as the program
identification information included in said re-
ceived installation request is not extracted in
said installation-time extracting step, generating
management information including the program
identification information, the device identifica-
tion information, and the external device identi-
fication information included in said received in-
stallation request and storing the generated
management information in said management
information storing portion;
an installation-time comparing step of, in the
case where the management information includ-
ing the same program identification information
as the program identification information includ-
ed in said received installation request is extract-
ed in said installation-time extracting step, com-
paring the device identification information and
the external device identification information in-
cluded in said received installation request re-
spectively with the device identification informa-
tion and the external device identification infor-
mation included in said extracted management
information;
an updating step of, in the case where it is de-
termined in said installation-time comparing
step that one of the device identification infor-
mation and the external device identification in-
formation included in said received installation
request matches the corresponding one of the
device identification information and the exter-
nal device identification information included in
said extracted management information and the
other does not match the corresponding infor-
mation, updating the device identification infor-

mation and the external device identification in-
formation included in said extracted manage-
ment information with the device identification
information and the external device identifica-
tion information included in said installation re-
quest; and
a permitting step of permitting installation of said
application program to said installation compu-
ter in the case where the management informa-
tion including the same program identification
information as the program identification infor-
mation included in said received installation re-
quest is not extracted in said installation-time
extracting step, or in the case where the man-
agement information including the same pro-
gram identification information as the program
identification information included in said re-
ceived installation request is extracted in said
installation-time extracting step and it is deter-
mined in said installation-time comparing step
that at least one of the device identification in-
formation and the external device identification
information included in said received installation
request matches the corresponding one of the
device identification information and the exter-
nal device identification information included in
said extracted management information.

16. A license management program embodied on a
computer readable medium and executed in a li-
cense management computer connected to an in-
stallation computer in a communicable manner, said
license management computer including a manage-
ment information storing portion to store manage-
ment information, the management information in-
cluding program identification information for identi-
fying an application program, device identification in-
formation for identifying said installation computer
into which said application program is installed, and
external device identification information for speci-
fying an external device connected to said installa-
tion computer via a network,
the program causing said license management com-
puter to perform:

a receiving step of receiving an installation re-
quest that said installation computer transmits
to said license management computer for in-
stalling an application program, the installation
request including program identification infor-
mation for identifying the application program to
be installed, device identification information for
identifying said installation computer, and exter-
nal device identification information related to
said installation computer;
an installation-time extracting step of extracting,
from said management information storing por-
tion, the management information including the
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same program identification information as the
program identification information included in
said received installation request;
a generating step of, in the case where the man-
agement information including the same pro-
gram identification information as the program
identification information included in said re-
ceived installation request is not extracted in
said installation-time extracting step, generating
management information including the program
identification information, the device identifica-
tion information, and the external device identi-
fication information included in said received in-
stallation request and storing the generated
management information in said management
information storing portion;
an installation-time comparing step of, in the
case where the management information includ-
ing the same program identification information
as the program identification information includ-
ed in said received installation request is extract-
ed in said installation-time extracting step, com-
paring the device identification information and
the external device identification information in-
cluded in said received installation request re-
spectively with the device identification informa-
tion and the external device identification infor-
mation included in said extracted management
information;
an updating step of, in the case where it is de-
termined in said installation-time comparing
step that one of the device identification infor-
mation and the external device identification in-
formation included in said received installation
request matches the corresponding one of the
device identification information and the exter-
nal device identification information included in
said extracted management information and the
other does not match the corresponding infor-
mation, updating the device identification infor-
mation and the external device identification in-
formation included in said extracted manage-
ment information with the device identification
information and the external device identifica-
tion information included in said installation re-
quest; and
a permitting step of permitting installation of said
application program to said installation compu-
ter in the case where the management informa-
tion including the same program identification
information as the program identification infor-
mation included in said received installation re-
quest is not extracted in said installation-time
extracting step, or in the case where the man-
agement information including the same pro-
gram identification information as the program
identification information included in said re-
ceived installation request is extracted in said

installation-time extracting step and it is deter-
mined in said installation-time comparing step
that at least one of the device identification in-
formation and the external device identification
information included in said received installation
request matches the corresponding one of the
device identification information and the exter-
nal device identification information included in
said extracted management information.
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