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(54) Access control system for persons and vehicles based on radio frequency identification

(RFID)

(57)  The access control system for people and vehi-
cles using UHF-RFID with reading order and hands-free

functions operates in the frequency band ranging from

860MHz to 960MHz. The system consists of a UHF-RFID
reader and several antennas of circular or linear polari-
zation placed one on each side of the barrier or element
that controls access (e.g. a door). Each user and/or ve-
hicle has a UHF-RFID tag with a unique identifier asso-
ciated with the identity of that user and/or vehicle. The
userinformation may be stored either directly on the read-
er’s internal memory or into an external database. When
users and/or vehicles pass through the antennas reading

field areas (these areas can be configurable), they read

the ID number of the tag and send the information to the
reader. The reader checks the validity of the identity by
comparing the identifier with the data set stored and then
validates the entry or exit. The reader can send a signal
to turn on/off an electric latch to limit the access physi-
cally. Once access is authorized, if the user and/or vehi-
cle continues on its way and pass through the second
set of antennas, the system automatically determines the
order ofreading and hence the location (inside or outside)
of the user and/or vehicle. If the user and/or vehicle does
not follow its path (e.g. turn back and leave), the system
does not register its arrival or departure.
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Description
BACKGROUND:

[0001] The access control in restricted areas is a com-
mon problem that has been addressed from different per-
spectives, providing solutions with singular characteris-
tics. Its basic operation consists of controlling the access
of people and vehicles to specific zones. There are sev-
eral access control developments that use different meth-
ods and technologies:

¢ Biometric identification. There are many tech-
niques for biometric identification, but one of the
most commonly used is fingerprint identification, in
which users put the finger on a scanner that reads
the fingerprint pattern and compares it with stored
patterns to allow or deny access.

¢ Magnetic stripe cards identification. It is based
on the use of cards similar to credit cards. These
cards have a magnetic stripe that stores a personal
identifier. The user passes the card through a reader
that compares the number of the stripe with a set of
numbers stored to allow or deny access.

e Chipped cards identification. It works in a similar
way that the previous ones. In this case, information
is stored in a small chip (similar to SIM cards of mo-
bile phones) embedded in the card. The card is in-
serted into a reader that obtains information from the
chip and compares it to a data set to allow or deny
access.

* Radio Frequency IDentification (RFID) using
Low Frequency (LF) and High Frequency (HF)
radio signals. Unlike the three previous methods,
this method does not require contact with the reader.
In this case, users carry a RFID tag that stores a
personalidentifier. Tags can be embedded invarious
kinds of objects such as cards, buttons, bracelets,
etc. Access control systems generally use tags that
operate at the Low Frequency (125-134kHz) or High
Frequency (13.56MHz) RFID bands. In this case,
users must bring the tag very close to the reader
(distance no greater than 0.5m). The reader gets the
information from the tag and compares it to a data
set to allow access.

[0002] Although these methods are widely used and
offer a relatively efficient operation, they have important
limitations, including:

* They operate with contact or at a very short distance
from the readers. Thus, users must place their iden-
tifiers directly on the reader, or in the case of radio
frequency identification in the near field of reading it.

e Usually, only the entrance is controlled, so there is
no evidence of the users’ exit. This issue has been
addressed placing two readers, one at the entrance
and another at the exit, where the user must be iden-
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tified in each one. This system is not reliable be-
cause, for example, if the user fails to enter or exit
(i.e. the user turns back), the system modifies its
state without recognizing if there is an actual entry
or exit.

*  Moreover, these systems require the direct interac-
tion of the users. This is an important issue that com-
plicates the interaction when a person is inside a car.

[0003] The access control system for people and ve-
hicles using UHF-RFID with reading order and hands-
free functions solves most of these problems and limita-
tions. It allows a greater reading distance between the
tag and the reader by using Ultra High Frequency (UHF)
Radio Frequency IDentification (RFID). This allows re-
ducing the interaction of users and achieving a hands-
free function. Another significantimprovement of this sys-
tem lies in the use of multiple antennas placed on each
side of the barrier that controls the access (e.g. door,
gate, carrousel, etc.). The use of multiple antennas al-
lows knowing if a user has entered or exited to/from a
given area without direct interaction of the user.

OPERATION (DESCRIPTION):

System Components and Basic Operation Princi-
ples:

[0004] The access control system for people and ve-
hicles using UHF-RFID with reading order and hands-
free functions consists of four basic components:

1. UHF-RFID Tags. These are small RFID devices
that operate in the UHF frequency band and can be
detected by the RFID readers by means of the RFID
antennas. These devices basically consist of an an-
tenna, a small silicon chip that contains a receiver
and a radio transmitter, a modulator, a logical control
and a small internal memory.

2. UHF-RFID Reader. These devices detect and in-
terpret the tags’ information. Readers continuously
transmit pulses of energy through radio waves,
which are received by the tags. Then, the tags iden-
tify the energy and return response signals that are
gathered by the reader (by means of the antennas).
The response signals contain the information stored
on the chips of the tags, usually a serial number or
a personal identifier for each user or vehicle.

3. UHF-RFID Antennas. Antennas represent the
physical layer of RFID technology and are used to
transfer data between readers and tags. The design
of the antennas greatly affects the performance and
behavior of the system. The access control system
for people and vehicles using UHF-RFID with read-
ing order and hands-free functions can use any kind
of RFID antenna; however its performance may be
affected by each scenario.

4.Data Repository. Itis used to process information
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gathered by the readers. Data can be stored either
in the reader’s internal memory or an external data-
base connected to the reader.

[0005] The access control system for people and ve-
hicles using UHF-RFID with reading order and hands-
free functions is formed by a set of devices described
before that are placed at each control point:

* 1 UHF-RFID reader.

e Circular or lineal polarized antennas (the number of
the antennas depends on the requirements of each
scenario).

e UHF-RFIDtags (the number depends on the require-
ments of each scenario).

e 1 actuator (optional, only if a digital signal is sent to
an external device, for example an alarm or a latch).

e 1 electric latch (optional, only if the access is phys-
ically limited).

[0006] These elementswork together to provide an ac-
cess control that is performed as follows: RFID tags are
feed with power of the electromagnetic field emitted by
the antennas. In this way, the signal energizes the chip,
which transmits a low intensity response signal that is
detected by the reader (through the same antennas con-
nected to it). The system compares the tag’s information
(ID) with the information stored in the data repository to
allow or deny access. When the user and/or vehicle ac-
cesses or exits to/from an area, a second set of antenna
reads its tag to verify that it has just made the entry or
exit. If the second set of antennas does not detect the
tag that has been read by the first set of antennas, the
reader will not register a full entry or exit, so the user
location remains in the previous state in the system.

Data Transmission Operation:
[0007]

¢ Theinformation between the antennas and the read-
ers is transmitted through coaxial cable.

* The connection between the reader and the data
manager can be done via Ethernet, RS-232, Blue-
tooth or Wi-Fi.

e The communication between tags and antennas are
made through a wireless transmission in the UHF
band.

Identification Data Query:

[0008] The UHF-RFID reader software verifies the
identity of the user making a correspondence between
the information contained in the tag (i.e. identifier) with
the information stored in the internal reader memory or
into an external database. Each identifier is associated
with the identity of a user and/or vehicle.
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Claims

1. The access control system for people and vehicles
using UHF-RFID with reading order and hands-free
functions identifies users and/or vehicles entering or
departing to/from the controlled area.

2. The access control system for people and vehicles
using UHF-RFID with reading order and hands-free
functions identifies users and/or vehicles without di-
rect interaction of these; they simply must approach
to the controlled area.

3. The access control system for people and vehicles
using UHF-RFID with reading order and hands-free
functions allows knowing which people and/or vehi-
cles are into the controlled area.

4. The access control system for people and vehicles
using UHF-RFID with reading order and hands-free
functions detects and handles situations for false en-
tries and exits that can occur if a user or vehicle de-
cides to turn around before entering completely once
has been allowed to access or exit.

5. The access control system for people and vehicles
using UHF-RFID with reading order and hands-free
functions determines the direction of displacement
of the users and/or vehicles, setting their location
(inside or outside) relative to the elements that con-
trol the access.

6. The access control system for people and vehicles
using UHF-RFID with reading order and hands-free
functions drives mechanisms to automatically ena-
ble or disable security features, such as electrical
latches or alarms.

7. The access control system for people and vehicles
using UHF-RFID with reading order and hands-free
functions allows a quick and easy integration with
applications or actions that require the location (in-
side/outside) of any user and/or vehicle.

8. The access control system for people and vehicles
using UHF-RFID with reading order and hands-free
functions allows a quick and easy integration with
applications or actions that need to know the time of
arrival or departure of any user and/or vehicle to a
controlled area.
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Figure 1. Blocks diagram of the workings of the access control system for people and vehicles using UHF-RFID with
reading order and hands-free functions.
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Figure 2. Schema of the workings of the access control system for people and vehicles using UHF-RFID with reading
order and hands-free functions.
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