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Description
Technical Field

[0001] The present invention relates to a stream data
management program, method and system and particu-
larly to a program, method and system that can identify
an extracted portion from original stream data working
together with date-and-time information guaranteed by
a third party for streaming data such as moving image or
audio where partial extraction (which specifically in-
cludes changes, extraction, sanitization and the like)
takes place as well as capable of guaranteeing the va-
lidity of extracted data and allowing a third party to verify.

Background Art

[0002] In recent years, the installation of surveillance
cameras in stores, shopping districts, apartment com-
plexes or the like and of drive recorders in commercial
vehicles has become common. The number of cases
where moving images are used as evidence is increas-
ing. To deal with troubles when dealing or customer sup-
port is carried out over the phone, it has become almost
acommon practice to record conversations between cus-
tomers and operators and store them as evidence.
[0003] These days, video tapes and image and audio
files are offered without change when moving images
and audio are used as evidence. However, as more im-
ages and audios are stored in digital format, it becomes
easier to alter and edit the images and audios. Therefore,
verification by third parties, such as signature or time
stamp, is required when the images and audios are used
as evidence. Services or products to tape or record the
voices of telephone operators along with time stamps are
actually on sale. Demand for such techniques is expected
to grow over the years ahead.

[0004] Meanwhile, as the number of surveillance cam-
erasor the like increases, there are problems with privacy
protection for the use of taken images. Debates are going
on in the Ministry of Internal Affairs and Communications
and the like.

[0005] Due to the enforcement of the Personal infor-
mation Protection Law and the like, there are stringent
restrictions on the use of individual’s privacy information.
Disclosure, partial deletion or the like is required at the
request of the identical person.

[0006] For such problems as meeting the require-
ments of both evidence and privacy protection, what goes
on is the research on a technique for sanitizable signa-
tures to ensure the partial originality (integrity) of a portion
of a digital document and to conceal (sanitization).
[0007] In particular, what is disclosed in Patent Docu-
ment 1 is a sanitizable signature technique for digital doc-
uments to solve the problem that a signature put on a
document may not be examined because the document
is partially concealed (the present technique is referred
to as PIAT, hereinafter). The application of the above

15

20

25

30

35

40

45

50

55

PIAT enables the signature to be examined even for the
sanitized digital document to which the signature is add-
ed and also allows a third party to verify that any portions
other than the sanitized portion (where modification and
addition are possible) is not altered.

[0008] There is also a technique, as disclosed in Jap-
anese Patent Application No. 2007-12048, aimed at
guaranteeing the originality of moving image or audio
data, extracting from a signature target data whose pri-
vacy may be protected, and reducing a significant
amount of signature-related data.

[0009] Moreover, there is a technique, as disclosed in
Japanese Patent Application No. 2007-326801, which,
even if a portion of original stream data is cut out, allows
a third party to verify no alterations have been made with
the use of a portion of the original stream data while pre-
venting the cutout portion of the stream data from being
incapable of playing.

[Patent Document 1]
[0010]

International Publication Pamphlet No. WO2006/
08847

Disclosure of the Invention
Problems to be Solved by the Invention

[0011] However, the problem with Patent Document 1
is that when a portion of large-size data (long video and
audio) such as moving image or audio is extracted, the
amount of information related to the signature is large.

[0012] According to the technique of Japanese Patent
Application No. 2007-12048, which has solved the prob-
lem, the format of moving image/audio data is not noticed.
Therefore, even if a portion of original stream data is cut
out, it is difficult to allow a third party to verify that no
alterations have been made with the use of a portion of
the original stream data while preventing the cutout por-
tion of the stream data from being incapable of playing.
[0013] According to the technique of Japanese Patent
Application No.2007-326801, which has solved the prob-
lem, a means is provided to add the contents of the most
recent sequence header to the head of partial information
(GOP) to which a sequence header (a header in which
sequence information of the entire streaming data is
stored) is not added at a time when the signature for the
original stream data is generated, when the cutout portion
of the stream data is stored, when the signature for the
cutout portion of the stream data is generated, or when
the signature of the stream data is examined and to gen-
erate or examine PIAT signature information with the se-
quence header being included. However, even though it
is possible to indentify the total time of the recorded
streaming data and the range of the cutout time, it is
impossible to identify the actual date and time indicating
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when the streaming data is recorded.

[0014] One conceivable way to address the problem
is to acquire date-and-time information guaranteed by a
third party from a time delivery organization or the like at
a time when the recording ends and store the date-and-
time information along with the signature. However, if the
recording continues for a long time, the amount of infor-
mation of streaming data becomes large. Accordingly,
the information is preferable to be stored on a given unit
basis (on a one hour basis, for example). As a result, at
a time when the recording of the entire original stream
data ends, it is preferable to acquire the date-and-time
information guaranteed by a third party from a time de-
livery organization or the like. Therefore, costs increase.
Moreover, since there is a given constant extra period of
time (one hour, for example) before the next original
stream data is stored, there is a possibility that wrong-
doing such as alterations or extraction may be carried
out by an insider or third party in the meantime.

[0015] The present invention has been made to solve
the above problems. The object of the present invention
is to provide a stream data management program, meth-
od and system that can verify the originality and the actual
time at low cost for the cutting out of a portion of the
stream data.

Means for Solving the Problems

[0016] A stream data managementprogram according
to the present invention includes: a step of generating an
original stream data item including a plurality of original
data items that each include a plurality of pieces of partial
information and are divided by a predetermined time unit
by using a stream data generation terminal, storing in a
sequence header of any one of the original data items a
terminal ID indicating the stream data generation terminal
and date-and-time information that is guaranteed by a
third party at a time when the original stream data item
is generated, and storing in a sequence header of the
next original data item a characteristic value of the last
piece of partial information of the preceding original data
item; a step of generating signature-related information
of the original data item by adding the contents of the
sequence header including the terminal ID and the date-
and-time information for the original data item having the
sequence header in which the terminal ID and the date-
and-time information are stored, while generating signa-
ture-related information of the original data item by add-
ing the contents of the sequence header including the
characteristic value of the last piece of partial information
of the preceding original data item for the other original
data items; a step of cutting out a portion of the original
stream data item, producing a cutout data item by adding
a sequence header including the terminal ID, the date-
and-time information and the characteristic value of the
last piece of partial information of the preceding original
data item to each of the original data items including the
cutout portion, and generating a cutout stream data item
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consisting of the cutout data items; a step of generating
the signature-related information of the cutout data item
that includes the terminal ID and the date-and-time infor-
mation when the cutout data item is in the original data
item having the sequence header in which the terminal
ID and the date-and-time information are stored, while
generating the signature-related information of the cutout
data item that includes the characteristic value of the last
piece of partial information of the preceding original data
item in other cases; and a step of verifying the originality
and actual time of the cutout stream data item on the
basis of the cutout stream data item, the signature-relat-
ed information of each cutout data item in the cutout
stream data item and the signature-related information
of each original data item in the original stream data item.
[0017] According to an aspect of the presentinvention,
there is provided a stream data management method
including: generating an original stream data item includ-
ing a plurality of original data items that each include a
plurality of pieces of partial information and are divided
by a predetermined time unit by using a stream data gen-
eration terminal, storing in a sequence header of any one
of the original data items a terminal ID indicating the
stream data generation terminal and date-and-time in-
formation that is guaranteed by a third party at a time
when the original stream data item is generated, and stor-
ing in a sequence header of the next original data item
a characteristic value of the last piece of partial informa-
tion of the preceding original data item; generating sig-
nature-related information of the original data item by
adding the contents of the sequence header including
the terminal ID and the date-and-time information for the
original data item having the sequence header in which
the terminal ID and the date-and-time information are
stored, while generating signature-related information of
the original data item by adding the contents of the se-
quence header including the characteristic value of the
last piece of partial information of the preceding original
data item for the other original data items; cutting out a
portion of the original stream data item, producing a cut-
out data item by adding a sequence header including the
terminal ID, the date-and-time information and the char-
acteristic value of the last piece of partial information of
the preceding original data item to each of the original
data items including the cutout portion, and generating
a cutout stream data item consisting of the cutout data
items; generating the signature-related information of the
cutout data item that includes the terminal ID and the
date-and-time information when the cutout data item is
in the original data item having the sequence header in
which the terminal ID and the date-and-time information
are stored, while generating the signature-related infor-
mation of the cutout data item that includes the charac-
teristic value of the last piece of partial information of the
preceding original data item in other cases; and verifying
the originality and actual time of the cutout stream data
item on the basis of the cutout stream data item, the sig-
nature-related information of each cutout data itemin the
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cutout stream data item and the signature-related infor-
mation of each original data item in the original stream
data item.

[0018] According to an aspectof the presentinvention,
there is provided a stream data management system in-
cluding original stream data generation means for gen-
erating an original stream data item including a plurality
of original data items that each include a plurality of piec-
es of partial information and are divided by a predeter-
mined time unit by using a stream data generation ter-
minal, storing in a sequence header of any one of the
original data items a terminal ID indicating the stream
data generation terminal and date-and-time information
that is guaranteed by a third party at a time when the
original stream data item is generated, and storing in a
sequence header of the next original data item a char-
acteristic value of the last piece of partial information of
the preceding original data item; original signature-relat-
ed information generation means for generating signa-
ture-related information of the original data item by add-
ing the contents of the sequence header including the
terminal ID and the date-and-time information for the orig-
inal data item having the sequence header in which the
terminal ID and the date-and-time information are stored,
while generating signature-related information of the
original data item by adding the contents of the sequence
header including the characteristic value of the last piece
of partial information of the preceding original data item
for the other original data items; cutout stream data gen-
eration means for cutting out a portion of the original
stream data item, producing a cutout data item by adding
a sequence header including the terminal ID, the date-
and-time information and the characteristic value of the
last piece of partial information of the preceding original
data item to each of the original data items including the
cutout portion, and generating a cutout stream data item
consisting of the cutout data items; cutout signature-re-
lated information generation means for generating the
signature-related information of the cutout data item that
includes the terminal ID and the date-and-time informa-
tion when the cutout data item is in the original data item
having the sequence header in which the terminal ID and
the date-and-time information are stored, while generat-
ing the signature-related information of the cutout data
item thatincludes the characteristic value of the last piece
of partial information of the preceding original data item
in other cases; and verification means for verifying the
originality and actual time of the cutout stream data item
on the basis of the cutout stream data item, the signature-
related information of each cutout data item in the cutout
stream data item and the signature-related information
of each original data item in the original stream data item.

Advantages of the Invention
[0019] According tothe presentinvention, by acquiring

the date-and-time information guaranteed by a third party
justone time, itis possible to verify the originality and the

10

15

20

25

30

35

40

45

50

55

actual time at low cost for the cutting out of a portion of
the stream data.

Brief Description of the Drawings
[0020]

FIG. 1 is a configuration diagram of a stream data
management system according to an embodiment
of the present invention.

FIG. 2 is a configuration diagram of a certification
organization server according to an embodiment of
the present invention.

FIG. 3 is a configuration diagram of a signature gen-
eration server according to an embodiment of the
present invention.

FIG. 4 is a configuration diagram of an information
extraction server according to an embodiment of the
present invention.

FIG. 5 is a configuration diagram of a signature ex-
amination server according to an embodiment of the
present invention.

FIG. 6 is a configuration diagram of a time delivery
organization server according to an embodiment of
the present invention.

FIG. 7 isaflowchartillustrating a registration process
of a public key between a transmitting device and
the certification organization server according to an
embodiment of the present invention.

FIG. 8 is aflowchartillustrating a transmitting/receiv-
ing process of information to which an electronic sig-
nature is attached and an examination process of a
receiving device.

FIG. 9 is a diagram illustrating an outline of a PIAT
algorithm.

FIG. 10 is a diagram illustrating an example of an
image type of MPEG1 and arrangement thereof.
FIG. 11 is a diagram illustrating an example of a Vid-
eo frame structure of MPEG1 according to an em-
bodiment of the present invention.

FIG. 12 is a flowchart illustrating a video recording
and signature generation process according to an
embodiment of the present invention.

FIG. 13 is a flowchart illustrating a video recording
and signature generation process according to an
embodiment of the present invention.

FIG. 14 is a flowchart illustrating a video recording
and signature generation process according to an
embodiment of the present invention.

FIG. 15 is a flowchart illustrating an information ex-
traction process according to an embodiment of the
present invention.

FIG. 16 is a flowchart illustrating a signature exam-
ination process according to an embodiment of the
present invention.

FIG. 17 is a diagram illustrating a signature genera-
tion method for original moving image information-1
according to an embodiment of the present inven-
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tion.

FIG 18is adiagramillustrating an example of aframe
structure when a sequence header is not added ac-
cording to an embodiment of the present invention.
FIG. 19is a diagram illustrating the contents of PIAT
signature information of a video recording terminal
according to an embodiment of the present inven-
tion.

FIG. 20 is a diagram illustrating a signature genera-
tion method of original moving image information-2
according to an embodiment of the present inven-
tion.

FIG. 21 is a diagram illustrating an accumulation
state of all original moving image information and
PIAT signature information according to an embod-
iment of the present invention.

FIG 22 is a diagram illustrating an operation of se-
lecting original moving image information according
to an embodiment of the present invention.

FIG. 23 is a diagram illustrating an operation of ex-
tracting original moving image information according
to an embodiment of the present invention.

FIG. 24 is adiagram illustrating a generation method
of cutout moving image information-2 according to
an embodiment of the present invention.

FIG. 25 is adiagramiillustrating a generation method
of cutout moving image information-1 according to
an embodiment of the present invention.

FIG 26 is a diagram illustrating a generation method
of cutout moving image information that stretches
across a plurality of pieces of original moving image
information according to an embodiment of the
present invention.

FIG. 27 is a diagram illustrating a signature genera-
tion method of cutout moving image information-2
according to an embodiment of the present inven-
tion.

FIG. 28 is a diagram illustrating a signature genera-
tion method of cutout moving image information-1
according to an embodiment of the present inven-
tion.

FIG. 29 is a diagram illustrating the contents of PIAT
signature information of an extractor according to an
embodiment of the present invention.

FIG. 30 is a diagram illustrating a signature genera-
tion method of cutout moving image information that
stretches across a plurality of pieces of original mov-
ing image information according to an embodiment
of the present invention.

FIG. 31 is a diagram illustrating a selection screen
of examination-target moving image information and
examination information according to an embodi-
ment of the present invention.

FIG 32 is a diagram illustrating a signature exami-
nation method of cutout moving image information-
2 according to an embodiment of the present inven-
tion.

FIG. 33 is a diagram illustrating a signature exami-
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nation method of cutout moving image information-
1 according to an embodiment of the present inven-
tion.

FIG. 34 is a diagram illustrating a signature exami-
nation method of cutout moving image information
that stretches across a plurality of pieces of original
moving image information according to an embodi-
ment of the present invention.

FIG. 35 is a diagram illustrating a date-and-time ex-
amination method of cutout moving image informa-
tion according to an embodiment of the present in-
vention.

FIG. 36 is a diagram illustrating the structure of a
picture of cutout moving image information and a
calculation method of a frame time of each picture
according to an embodiment of the present inven-
tion.

FIG 37 is a diagram illustrating a list of the total sum
of pictures that exist right up to the preceding one in
GOP position according to an embodiment of the
present invention.

FIG. 38 is a diagram illustrating a signature exami-
nation result of cutout moving image information ac-
cording to an embodiment of the present invention.
FIG. 39 is a diagram illustrating a signature genera-
tion method of original moving image information ac-
cording to another embodiment of the presentinven-
tion.

Best Mode for Carrying Out the Invention

[0021] Hereinafter, embodiments of the presentinven-
tion will be described with reference to the accompanying
drawings.

First, the configuration of a stream data management
system of the present embodiment will be described with
reference to FIG. 1. In FIG. 1, the reference numeral 1
denotes a network. However, the reference numeral 1
includes all telecommunication networks such as the In-
ternet, intranets and wide-area networks. The reference
numeral 2 denotes a server of a certification organization
which manages electronic signature information. As pub-
licly known, an electronic signature is about transmitting
to an opposite party signature information obtained by
encrypting summary information (which is message-di-
gested) of signature target information with a secret key
of a sender, the signature target information, and a public
key certificate; the receiver decrypts, after confirming the
validity of the public key certificate, the encrypted signa-
ture information with a public key included in the public
key certificate and compares the signature information
with the summary information obtained from the signa-
ture target information. The technique is to make a de-
termination as to whether transmission is performed by
a valid opposite party depending on whether the result
of comparison depicts the same information (detailed lat-
er).

[0022] According to the technique, it is necessary to
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guarantee the validity of the certificate. Accordingly, like
the present embodiment, it is common for a certification
organization server 2 to be installed that accumulates
public keys of a video recording terminal, a time delivery
organization and an extractor. As illustrated in FIG. 2,
the certification organization server 2 includes a public
key DB 21 that stores public keys of a video recording
terminal, a time delivery organization and an extractor;
a certificate issuing section 22 that issues the public key
certificate in response to a request; a certificate exami-
nation section 23 that examines the public key certificate;
and a communication means 24 for communicating
through the network 1.

[0023] The reference numeral 3 denotes a signature
generation server that stores information transmitted
from a video recording terminal 4 described below and
performs a signature process. As illustrated in FIG. 3,
the signature generation server 3 includes a document
management DB 31 that stores information transmitted
from the video recording terminal 4 described below and
information transmitted to an information extraction serv-
er 5 described below; a document management TB 32
that controls access to the document management DB
31; a time stamp acquisition section 33 that acquires
date-and-time information guaranteed by a third party as
described below; a signature generation section 34 that
adds PIAT signature information of the video recording
terminal 4 described below and an electronic signature
to information; and a communication means 35 for com-
municating through the network 1.

[0024] The reference numeral 4 denotes a video re-
cording terminal that constitutes a stream data genera-
tion terminal of the present invention and is a terminal
for filming and recording information that is to be a target,
i.e. original stream data (referred to as original moving
image information, hereinafter). For example, the video
recording terminal 4 is the equivalent of a commercial
surveillance camera or the like. The video recording ter-
minal 4 is capable of communicating with the signature
generation server 3.

[0025] The reference numeral 5 denotes an informa-
tion extraction server. As illustrated in FIG. 4, the infor-
mation extraction server 5 includes a document manage-
ment DB 51 that accumulates information transmitted
from the signature generation server 3 and information
transmitted to a signature examination server 7 de-
scribed below: a document management TB 52 that con-
trols access to the document management DB 51; a sig-
nature generation section 53 that adds PIAT signature
information of an extractor and an electronic signature
to information; a signature examination section 54 that
examines an electronic signature attached to transmitted
information; and a communication means 55 for commu-
nicating through the network.

[0026] The reference numeral 6 is a terminal that al-
lows an extractor to operate the information extraction
server 5. The extractor terminal 6 is capable of commu-
nicating with the information extraction server 5.
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[0027] The reference numeral 7 denotes a signature
examination server. As illustrated in FIG. 5, the signature
examination server 7 includes a document management
DB 71 that accumulates information transmitted from the
information extraction server 5; a document manage-
ment TB 72 that controls access to the document man-
agement DB 71; a signature examination section 73 that
examines the electronic signature and PIAT signature
information attached to transmitted information; and a
communication means 74 for communicating through the
network.

[0028] The reference numeral 8 denotes a terminal
that allows an examiner to operate the signature exam-
ination server 7. The examiner terminal 8 is capable of
communicating with the signature examination server 7.
[0029] The reference numeral 9 is a time delivery or-
ganization server. Asillustrated in FIG 6, the time delivery
organization server 9 includes a time stamp issuing sec-
tion 91 that issues date-and-time information and adds
an electronic signature; and a communication means 92
for communicating through the network.

[0030] Incidentally, the signature generation server 3
constitutes an original stream data generation means
and original signature related information generation
means of the present invention. The information extrac-
tion server 5 constitutes a cutout stream data generation
means and cutout signature related information genera-
tion means of the present invention. The signature ex-
amination server 7 constitutes a verification means of the
present invention.

[0031] The following describes a processing operation
of the system having the above configuration.

[0032] Described first is an electronic signature proc-
ess.

[0033] For the electronic signature, the sender gener-
ates a pair of keys (secret key and public key) in advance,
transmits a public key to the certification organization
server 2to have a publickey certificate issued, and stores
the secret key and the public key certificate in a trans-
mitting device. When the transmitting device transmits
information, summary information (message digest) of
signature target information is generated; information ob-
tained by encrypting the summary information with a se-
cret key of a sender is regarded as signature information.
Subsequently, the signature target information, the sig-
nature information and the public key certificate of the
sender are transmitted to an opposite party. The opposite
party (receiver) who has received the signature target
information, the signature information and the public key
certificate examines the validity of the public key certifi-
cate of the sender acquired for the certification organi-
zation server 2. If the public key certificate is valid, the
decoding of the signature information with the public key
is carried out. Then, a summary of the signature target
information is generated. If the summary is the same as
the decoded information after comparison, it is possible
to verify that the information is the real one transmitted
from the sender and has not been altered.
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[0034] The summary information here is information
(hash information) calculated by using a cryptographic
one-way hash function for the signature target informa-
tion. Since it is possible to compress the signature target
information in size, the summary information is also re-
ferred to as a message digest. The hash information gen-
erated by the cryptographic one-way hash function is the
sole information that may be generated only from the
signature target information and is characterized in that
the originalinformation may not be restored from the hash
information generated. Therefore, the hash information
is often used for encrypting of information and generating
of electronic signatures. As for the cryptographic one-
way hash function, there are such algorithms as MD5,
SHA-1 and SHA-256. Information (hash information gen-
eration algorithm) about which algorithm is used to gen-
erate the summary information (hash information) for in-
formation is recorded in the public key certificate.
[0035] A process of generating an electronic signature
will be detailed below.

[0036] First, a process of registering a public key be-
tween the transmitting device and the certification organ-
ization server 2 will be described with reference to a flow-
chart of FIG. 7.

[0037] Incidentally, in the system of FIG. 1, the signa-
ture generation server 3, the information extraction serv-
er 5 and the time delivery organization server 9 serve as
transmitting devices for electronic signatures.

[0038] First, the sender generates a pair of keys (se-
cretkey and public key) (S1001). Subsequently, after the
sender operates the transmitting device to input certifi-
cate issuance request information (S1002), the transmit-
ting device transmits the input certificate issuance re-
quest information to the certification organization server
2 along with the public key (S1003).

[0039] The certificate issuing section 22 of the certifi-
cation organization server 2 that has received the infor-
mation through the communication means 24 (S1004)
generates a public key certificate including the public key
(S1005) and accumulates the generated public key cer-
tificate in the public key DB 21 (S1006).

[0040] Then, the certificate issuing section 22 controls
the communication means 24 to transmit the issued pub-
lickey certificate through the network 1 to the transmitting
device that has transmitted the certificate issuance re-
quest information (S1007).

[0041] The transmitting device that has received the
information (S1008) accumulates the secret key gener-
ated at S1001 and the public key certificate issued by
the certification organization server 2 in a storage device
that the transmitting device has (a storage area inside
the signature generation section 34 of the signature gen-
eration server 3, a storage area inside the signature gen-
eration section 53 of the information extraction server 5,
or a storage area inside the time stamp issuing section
91 of the time delivery organization server 9) (S1009)
and ends the process.

[0042] The following describes a transmitting/receiv-
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ing process for electronic signature-attached information
and an examination process by a receiving device with
reference to a flowchart of FIG. 8.

[0043] First, after the sender inputs instructions to gen-
erate an electronic signature for the given signature tar-
get information and transmit to the receiving device
(S2001), the transmitting device encrypts the summary
information (hash information) of the signature target in-
formation that is stored in the storage area and specified
by the secret key (S2002) and transmits the summary
information to the receiving device along with the public
key certificate that is similarly stored (S2003).

[0044] The receiving device that has received the
above kinds of information (S2004) transmits the public
key certificate to the certification organization server 2 in
order to confirm the period of validity of the transmitted
public key certificate, expiration information and the like
(S2005). In this case, suppose that the certification or-
ganization server 2 supports a series of functions for is-
suing and examining the certificate. Then, the certifica-
tion organization server 2 examines the validity of the
public key certificate received (S2006) and transmits the
result of examination to the receiving device (S2007).
The receiving device that has received the result of va-
lidity examination (S2008) confirms whether the public
key certificate is valid (S2009). When it is confirmed that
the public key certificate is valid, the receiving device
makes reference to a hash information generation algo-
rithm included in the sender’s public key certificate ac-
quired from the transmitting device and generates hash
information from the signature target information re-
ceived from the transmitting device (S201 0). Subse-
quently, using the public key included in the public key
certificate, the receiving device performs a decoding
process for the signature information received from the
transmitting device (S2011). The receiving device com-
pares the hash information generated at S201 0 with the
information obtained by the decoding process of S2011
and makes a determination as to whether the hash infor-
mation and the obtained information are the same
(S2012). When it is confirmed as a result of the determi-
nation that the hash information and the obtained infor-
mation are the same, itis proven that the hash information
and the obtained information are those transmitted from
the transmitting device (sender) and have not been al-
tered (S2013) and the hash information and the obtained
information are stored (S2014).

[0045] When the hash information and the information
obtained by the decoding process are different it is de-
termined that the information may not be proven to be
the one from the transmitting device (sender) (or that the
information has been altered during communication; the
determination may be made in other ways) (S2015). The
receiving device performs a notification process, such as
displaying a message for an operator of the receiving
device that says it is impossible to prove (S2016). During
the process of S2009, it is similarly determined that the
information may not be proven to be the one from the
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transmitting device (S2015) when the validity of the public
key certificate may notbe confirmed; the receiving device
performs a notification process, such as displaying a
message for an operator of the receiving device that says
it is impossible to prove (S2016).

[0046] An outline of the PIAT algorithm will be de-
scribed with reference to FIG. 9.

[0047] A signer divides the signature target data into
data portions, calculates the hash information of each
data portion, and generates a hash information group.
Afterthat, the signer puts the signer’s electronic signature
to the generated hash information group and regards the
hash information group and the electronic signature col-
lectively as PIAT signature information.

[0048] The extractor extracts a data portion from the
data to which the signer has applied the PIAT signature
information (and deletes the remaining data portions).
After that, the extractor carries out the same operation
as the signer does to generate the extractor’s PIAT sig-
nature information.

[0049] The examinerexamines theintegrity ofthe hash
information group from the signer’s PIAT signature infor-
mation and the extractor’s PIAT signature information.
Then, the examiner generates a hash information group
from the disclosed data portion and examines whether
the hash information group is the same as the hash in-
formation group included in the extractor’'s PIAT signa-
ture information. Finally, by comparing the signer’s hash
information group and the extractor’s hash information
group, the same portion of the hash information proves
to be an extraction position from the original data. If the
hash information of the signer’s PIAT signature informa-
tion is not included in the hash information of the extract-
ed data, itis clear that the data portion has been altered.
[0050] The following describes and defines streaming
information, which is a target of the present embodiment.
Typical moving image formats include MPEG1/2/4; audio
formats include MP3 (MPEG1 Audio Layer-3), WAV and
the like. According to the present embodiment, MPEG1
will be described.

[0051] There are various versions of the MPEG1 for-
mat. What are examined here are applications to moving
images whose images are relatively simple. The target
is a Video frame of MPEG1 from which an audio portion
has been removed in order to simplify. What are exam-
ined are applications to a CBR (Constant Bit Rate) meth-
od and to an ES (Elementary Stream) that handles only
images encoded in MPEG1. Hereinafter, the target for-
mat is simply referred to as MPEGH1.

[0052] MPEGH1 is a moving image encoding technique
standardized in ISO/IEC 11172-2. Moving images are
realized by displaying still images at relatively high
speed. For example, about 30 images are displayed per
second for television. The number of images displayed
per second is referred to as a frame rate. According to
the moving image encoding technique, a (still) image
compression process that relies on encoding and a com-
pression process that relies on inter-frame prediction en-

10

15

20

25

30

35

40

45

50

55

coding are performed in order to reduce the amount of
data. Accordingto MPEG1, a DCT technique is employed
for the still image compression process and a bilateral
prediction technique for the inter-frame prediction encod-
ing. According to MPEGH1, for bilateral prediction, there
are three types of a retaining method of stillimages. FIG.
10 illustrates an example of an image type of MPEG1
and arrangement thereof.

[0053] An | frame retains all compressed image data
needed to display. A P frame is called an inter-frame
prediction image. With the most recently decoded image
of | or P frame being regarded as a reference image, the
P frame retains only values of difference from the refer-
ence image and the like. With the most recently decoded
images of the future and past | frames and P frames being
regarded as reference images, a B frame retains values
of difference from the reference images and the like. For
P and B frames, the differences between preceding and
subsequent images are taken to eliminate time-direction
redundancy, allowing a high level of data compression
to be achieved. According to MPEG1, as illustrated in
FIG. 10, some of the images are put together into the
smallest unit of moving images called GOP (Group of
Pictures). The unit of GOP may be played independently
with the above unit. The structure of GOP allows a moving
image to be played or edited from the middle.

[0054] FIG. 11 illustrates an example of the frame
structure of MPEG1. The Video frame of MPEG1 in-
cludes a sequence header (referred to as a SH, herein-
after), a GOP header (referred to as a GH, hereinafter),
picture headers (referred to as PHs, hereinafter) and pic-
ture data (which is layer data that follows a PH and here-
inafter referred to as PD). In particular, recorded in the
SH are common parameters across the entire video se-
quence, such as information representing the size of an
image, the number of frames encoded per second, and
information about communication speed.

[0055] The following describes an application of PIAT
to MPEG1 in the system of the present embodiment with
reference to flowcharts of FIGS. 12 to 16.

[0056] Before the specific flow of the process is de-
scribed, the premises of the present embodiment are de-
fined. First, what is considered is a case in which the
video recording terminal 4 that records the original mov-
ing image information adds the signature. For example,
the video recording terminal 4 is equivalent to a surveil-
lance camera, acommercial camera orthe like. The video
recording terminal is connected to the time delivery or-
ganization server 9 via the network 1 to properly receive
and acquire the date-and-time information guaranteed
by a third party and is expected to divide the recorded
video into given time units before saving. The premise is
that saving is performed at intervals of one hour. The
frame rate and the number of pictures included in each
GOP of each piece of original moving image information
are fixed and it is easy to identify a playing time in the
original moving image information.

[0057] Accordingtothe presentembodiment, three op-
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erators, an administrative manager of the video recording
terminal 4, an extractor and an examiner, appear. By
pushing a recording start button/recording stop button
that the video recording terminal 4 is equipped with, the
administrative manager issues video recording starting/
stopping instructions to the video recording terminal 4;
the extractor generates cutout moving image information
by cutting out a portion of the target original moving image
information; and the examiner examines the disclosed
cutout moving image information.

[0058] Moreover, the following conditions are set for
the video recording terminal 4, the extractor and the ex-
aminer. The video recording terminal 4 guarantees the
contents of the signature-target original moving image
information by putting the signature. It is preferable to
put the signature under the condition that it is unknown
which portion of the target original moving image infor-
mation is due to be extracted. The extractor partially ex-
tracts data from the original moving image information to
which the video recording terminal 4 has added the sig-
nature and discloses the data as the cutout movingimage
information to the examiner. There are two extraction
methods: a prominent name extraction method in which
information about the extractor is simultaneously dis-
closed to make it clear who has performed the extraction
process, and an anonymous extraction method in which
the extractor performs the extraction process anony-
mously.

[0059] The present embodiment is described based
on the assumption that the prominent name extraction
method is carried out. The examiner examines whether
the disclosed cutout moving image information is guar-
anteed by the video recording terminal 4. The disclosed
cutout moving image information is examined as to
whether the disclosed cutout moving image information
is part of the original moving image information to which
the video recording terminal 4 has added the signature
as well as whether the extraction is carried out by the
extractor. Incidentally, as for the electronic signature
process, the devices each carry out the above proce-
dures of electronic signature.

[0060] First, a first embodiment of the present inven-
tion will be described. As illustrated in FIG. 12, the video
recording terminal 4 starts recording the signature-target
original moving image information (S3001A). The admin-
istrative manager of the video recording terminal 4 in-
structs the video recording terminal 4 to start recording,
for example by pushing the recording start button the
video recording terminal 4 is equipped with. Suppose that
the video images being recorded are to be accumulated
in a storage area of the video recording terminal 4.
[0061] At the same time as the recording starts, the
video recording terminal 4 transmits a acquisition request
for data-and-time information to the signature generation
server 3 (S3002). At this time, the video recording termi-
nal 4 transmits, along with the acquisition request, a ter-
minal ID uniquely assigned.

[0062] After receiving the acquisition request for data-
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and-time information and the terminal ID from the video
recording terminal 4 through the communication means
35 (S3003), the signature generation server 3 puts aside
the received terminal ID (S3004). The putting aside of
the received terminal ID is performed, for example, by
temporarily recording the received terminal ID in a stor-
age area inside the document management DB 31 of the
signature generation server 3.

[0063] Subsequently, the time stamp acquisition sec-
tion 33 transmits an issuance request for date-and-time
information to the time delivery organization server 9
through the communication means 35 (S3005). The time
delivery organization server 9 receives the issuance re-
quest for date-and-time information from the signature
generation server 3 through the communication means
92 (S3006); the time stamp issuing section 91 acquires
and issues the current date-and-time information and
adds the electronic signature of the time delivery organ-
ization to the issued date-and-time information (S3007).
The time delivery organization server 9 transmits the
date-and-time information to which the issued electronic
signature is attached to the signature generation server
3 through the communication means 92 (S3008).
[0064] The signature generation server 3 receives the
date-and-time information to which the electronic signa-
ture of the time delivery organization is attached from the
time delivery organization server 9 through the commu-
nication means 35 (S3009) and puts aside the received
date-and-time information to which the electronic signa-
ture is attached (S3010). The putting aside of the date-
and-time information is performed, for example, by tem-
porarily recording the date-and-time information in a stor-
age area inside the document management DB 31 of the
signature generation server 3. The signature generation
server 3 transmits a date-and-time information acquisi-
tion completion naotification to the video recording termi-
nal 4 through the communication means 35 (S3011).
[0065] The video recording terminal 4 receives the
date-and-time information acquisition completion notifi-
cation from the signature generation server 3 (S3012).
In parallel with the flow of the date-and-time information
acquisition process that has been carried out so far (the
processes of S3002 to S3012), the video recording ter-
minal 4 continuously records the original moving image
information (S3001 B). If anything unusual occurs in the
time-and-date information acquisition process (S3013:
YES), the video recording terminal 4 in some way informs
the administrative manager accordingly (S3013B). When
anything unusual happens, the administrative manager
performs a process of stopping the recording of the orig-
inal moving image information at the time to end.
[0066] Meanwhile, when the video recording terminal
4 receives a notification depicting that the acquiring of
the date-and-time information is properly completed
(S3013: NO), the video recording terminal 4 then enters
a process of making a determination as to whether to
end the recording of the original moving image informa-
tion (S3014). The administrative manager instructs the
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recording of the original moving image information to be
ended, for example, by pushing the recording stop button
the video recording terminal 4 is equipped with. At the
time when the recording is ended (S3014: YES), the flow
of subsequent processes shifts to S3016A. The subse-
quent processes will be described later.

[0067] When the recording of the original moving im-
age information is not ended (S3014: NO), the video re-
cording terminal 4 then enters a process of making a
determination as to whether one hour, which is a division
retaining unit, has passed (S3015). For a method of de-
termining whether one hour has passed since the start
of the recording, what is conceivable is, for example, that
if a service is carried out by the time delivery organization
server 9 to automatically notify after one hour has passed
since the issuance of the date-and-time information, the
signature generation server 3 uses the service to notify
the video recording terminal 4. For another method, what
is conceivable is that after one hour has passed since
the date-and-time information is received at S3009, the
signature generation server 3 notifies the video recording
terminal 4. For still another method, what is conceivable
is that with a counter clock installed inside the video re-
cording terminal 4, a determination is made as to whether
one hour has passed. Even with any of the above ways,
the acquiring of the date-and-time information used for
verification after the fact is performed through the net-
work 1 for the time delivery organization server 9 and
passes from sever to server (on communication). Here,
a time lag on the communication is not necessarily zero
and some kind of action needs to be taken. However,
according to the embodiment of the present embodiment,
the time lag is regarded as an error (which means the
time lag is not taken into account). The following descrip-
tion is based on the assumption that the acquiring of the
date-and-time information from the time delivery organ-
ization server 9 is carried out in a timely manner without
any errors and that the date-and-time information is prop-
erly acquired.

[0068] When one hour has not passed (S3015: NO),
the video recording terminal 4 returns to S3001 B and
continues recording the original moving image informa-
tion. When one hour has passed (S3015: YES), the video
recording terminal 4 transmits a signature generation re-
quest to the signature generation server 3 (S3016A). At
this time, the video recording terminal 4 transmits to the
signature generation server 3 one hour worth of original
moving image information accumulated in the storage
area of the video recording terminal 4 and the fact that
the signature generation request is made because one
hour has passed. At the time when the signature gener-
ation request is transmitted, the original moving image
information stored in the storage area of the video re-
cording terminal 4 is discarded (S3016B02), and the next
one hour worth of original moving image information con-
tinues to be recorded. At this time, if there is space on
the storage area of the video recording terminal 4, the
original moving image information may not be discarded
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at the same time as when the signature generation re-
quest is transmitted; the original moving image informa-
tion may be accumulated until the recording of the original
moving image information or the generating of the sig-
nature ends. Since the main object of the video recording
terminal 4 is a function of recording video, it is expected
to be difficult to secure a relatively large amount of space
on the storage area of the video recording terminal 4.
Accordingly, the original moving image information may
not be discarded at the same time as when the signature
generation requestis transmitted. For example, manage-
ment may be conducted by providing another accumu-
lation server that serves as a backup in addition to the
signature generation server 3.

[0069] When the recording is stopped by the adminis-
trative manager (S3014: YES), the video recording ter-
minal 4 transmits to the signature generation server 3
the original moving image information accumulated in
the storage area of the video recording terminal 4 and
the fact that the signature generation request is made
because the recording is stopped (S3016A). At the time
when the transmitting is completed, the video recording
terminal 4 ends the process (S3016B01: YES).

[0070] The signature generation server 3 receives the
signature generation request transmitted at S3016A from
the video recording terminal 4 through the communica-
tion means 35 (S3017) and makes a determination as to
whether the signature generation request is the first one
(first time) (S3018). The determination may be made by
the signature generation server 3, for example, by using
incremental counting to store how many times the sig-
nature generation request is received from the video re-
cording terminal 4.

[0071] The following describes the signature genera-
tion process (S3019A) that is performed when the sig-
nature generation request is the first one (S3018: YES).
FIG. 13 illustrates a flowchart of the first signature gen-
eration process. First, the signature generation server 3
stores the terminal ID, which is put aside at S3004, in a
user data area of the SH of the one hour worth of original
moving image information transmitted from the video re-
cording terminal 4 (S3019A01). Similarly, the date-and-
time information to which the electronic signature of the
time delivery organization is attached, which is put aside
at S3010, is stored (S3019A02). The present embodi-
ment does not refer to the structure of the user data area
inside the SH and the storage method. Suppose that
there is such an area.

[0072] The following describes a signature generation
method for the original moving image information. The
signature generation method for the original moving im-
age information begins with a process of dividing the orig-
inal moving image information into pieces of partial infor-
mation. When the MPEG1 data is divided into data por-
tions so that extraction is possible, there is no independ-
ence of a PD unit since the inter-frame prediction tech-
nique is used. Therefore, extraction may be restricted.
According to the presentinvention, as for the frame struc-
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ture as illustrated in FIG. 11, the SH serves as the top,
the portion that continues until the PD followed by the
subsequent SH (or the subsequent GH if there is no SH)
appears is regarded as one GOP (a data portion of
MPEGH1), and the dividing of the MPEG1 data into data
portions is performed on a GOP basis for simplification.
[0073] Furthermore, when the recording time of the
moving image is long or when the frame rate of the mov-
ingimage is high (the number of frames or GOPsiis large),
the amount of data of the hash information group included
in the PIAT signature information may increase. To ad-
dress the increase in the amount of data, it is possible to
reduce the amount of signature-related data by using
such inventions as the one disclosed in the above Jap-
anese Patent Application No. 2007-12048. Given the
above, the PIAT algorithm is applied. Incidentally, since
the object is to extract the moving image data, the
premise is that of all data, one portion of the consecutive
moving images is cut out according to the present em-
bodiment.

[0074] The signature generation section 34 generates
the PIAT signature information for the original moving
image information. FIG. 17 illustrates how the generation
method works. In practice, if the frame rate is expected
to be 29.97, one GOP is expected to be about 500 milli-
seconds, and the number of pictures included in one GOP
is expected to be about 18, the number of GOPs for about
one hour (60 minutes) may differ depending on condi-
tions for generating the moving image data but may be
around 6,000. However, according to the present em-
bodiment, for purposes of simplification of explanation,
suppose that 5 GOPs (partial information), from GOP1
to GOP5, are one hour worth of GOPs; the following de-
scription is based on the assumption that the 5 GOPs
constitute one original data item. First, the original mov-
ing image information is divided by GOP, and the hash
information of each GOP is calculated. At this time, when
the frame structure is like the one illustrated in FIG. 18,
it is unknown from which position the GOP is cut out at
the time when the signature of the original moving image
information is put. Therefore, the contents of the most
recent SH are added to the GOP to which the SH is not
added; the hash information is generated so as to include
the SH. However, the adding of the SH is not recorded
in the actual body of the original moving image informa-
tion; the adding of the SH means that the SH is added,
for example, on the storage area (memory or the like)
when the hash information is generated.

[0075] The SH may be separated into the following ar-
eas: an area (SHM) that stores data necessary for such
processes as playing moving images, and a user data
area (SHU) where a user may freely store data. At this
time, the signature generation server 3 generates the
hash information by adding the terminal ID, which is
stored in the SHU at S3019A01, and the contents of the
SH including the date-and-time information to which the
electronic signature of the time delivery organization is
attached, which is similarly stored in the SHU at
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S3019A02 (S3019A03). Moreover, using the group of
hash information and a method of managing hash infor-
mation with the use of a binary tree (referred to as a
binary tree method, hereinafter), which is famous in the
field of encryption systems, the signature generation
server 3 generates one piece of root hash information.
After that, the signature generation server 3 generates
the electronic signature of the video recording terminal
4 for the generated root hash information and regards
the root hash information and the electronic signature
collectively as the PIAT signature information of the video
recording terminal 4(S3019A04).

[0076] FIG. 19 illustrates the contents of the PIAT sig-
nature information of the video recording terminal 4. In
the example here, the root hash information is recorded
as examination information for the original moving image
information. To generate the root hash information, MD5
is used as a cryptographic one-way hash function. FIG.
19 illustrates how to record with a capacity of 16 bytes
(PIAT1). SIGN1 represents the electronic signature of
the video recording terminal 4 for the examination infor-
mation (root hash information). According to the present
embodiment, the examination information for the original
moving image information and the electronic signature
of the video recording terminal 4 are put together before
being recorded as the PIAT signature information. How-
ever, the examination information for the original moving
image information and the electronic signature may be
recorded and managed separately.

[0077] After the PIAT signature information of the orig-
inalmovingimage informationis generated, the signature
generation server 3 accumulates, through the document
management TB 32 of the signature generation server
3, the original moving image information and the PIAT
signature information in pairs in the document manage-
ment DB 31 (S3020 of FIG. 12). There are the following
methods of recording and managing the PIAT signature
information: a method of recording and managing a group
of hash information for the original moving image infor-
mation and the electronic signature after the group of
hash information and the electronic signature are put to-
getherinto the PIAT signature information, and a method
of separately recording and managing the group of hash
information for the original moving image information and
the electronic signature. Moreover, according to the
present embodiment, the root hash information is record-
ed as the examination information for the original moving
image information by using the binary tree method. The
reason the binary tree method is used is to reduce the
amount of signature data. If no consideration is given to
the reduction in the amount of signature data, the group
of hash information of each GOP may be recorded with-
out change.

[0078] The following describes the signature genera-
tion process (S3019B) that is performed when the sig-
nature generation request is the second one (S3018:
NO). FIG. 14 illustrates a flowchart of the second and
subsequent signature generation process. First, the sig-
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nature generation server 3 adds the SH (SHM) as the
actual body of the SHM of the original moving image in-
formation, excluding the terminal ID of the preceding orig-
inal moving image information stored in the SHU of the
one hour worth of original moving image information
transmitted from the video recording terminal 4 and the
date-and-time information (S3019B01). According to the
present embodiment, the SH including the terminal ID
and the date-and-time information is only for the first orig-
inal moving image information. Only the SHM that does
not include the terminal ID and the date-and-time infor-
mation is added to the second or subsequent original
moving image information.

[0079] Then, the signature generation server 3 gener-
ates a characteristic value based on the last GOP infor-
mation (LGOP in FIG. 20) of the preceding original mov-
ing image information (S3019B02). The characteristic
value turns out to be information indicating that there is
a connection (link) to the preceding original moving im-
age information. The generated characteristic value is
stored in the SHU of the original moving image informa-
tion (S3019B03). Incidentally, according to the present
embodiment, the stored characteristic value is the hash
information generated based on the last GOP information
(LGOPInFIG. 20) of the preceding original moving image
information. Instead, the PIAT signature information of
the preceding original moving image information may be
stored.

[0080] The following describes a signature generation
method for the original moving image information. In the
same way as the signature is generated for the first orig-
inal moving image information, the signature generation
section 34 generates the PIAT signature information for
the original moving image information. FIG. 20 illustrates
how the generation method works. First, the original mov-
ing image information is divided by GOP, and the hash
information of each GOP is calculated. At this time, like
the generating of the signature for the first original moving
image information, the contents of the most recent SH
are added to the GOP to which the SH is not added; the
hash information is generated so as to include the SH.
The adding of the SH is not recorded in the actual body
of the original moving image information; the adding of
the SH means that the SH is added, for example, on the
storage area (memory or the like) when the hash infor-
mation is generated.

[0081] At this time, the signature generation server 3
generates the hash information by adding the contents
of the SH including the characteristic value (FGOP) of
the last GOP information of the preceding original moving
image information that is stored in the SHU at S3019B03
(S3019B04). Using the group of hash information and
the binary tree method, the signature generation server
3 generates one piece of root hash information. After
that, the signature generation server 3 generates the
electronic signature of the video recording terminal 4 for
the generated root hash information and regards the root
hash information and the electronic signature collectively
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as the PIAT signature information of the video recording
terminal 4 (S3019B05).

[0082] After the PIAT signature information of the orig-
inal movingimage information is generated, the signature
generation server 3 accumulates, through the document
management TB 32 of the signature generation server
3, the original moving image information and the PIAT
signature information in pairs in the document manage-
ment DB 31 (S3020 of FIG. 12). Even for the second and
subsequent processes of recording and managing the
PIAT signature information, there are the following meth-
ods: a method of recording and managing a group of
hash information for the original moving image informa-
tion and the electronic signature after the group of hash
information and the electronic signature are put together
into the PIAT signature information, and a method of sep-
arately recording and managing the group of hash infor-
mation for the original moving image information and the
electronic signature. Moreover, according to the present
embodiment, the root hash information is recorded as
the examination information for the original movingimage
information by using the binary tree method. The reason
the binary tree method is used is to reduce the amount
of signature data. If no consideration is given to the re-
duction in the amount of signature data, the group of hash
information of each GOP may be recorded without
change.

[0083] The processes described above complete gen-
erating the signature for the first, second and subsequent
original moving image information. FIG 21 illustrates an
accumulation state at a time when the original moving
image information-1 to original moving image informa-
tion-N are produced according to the above method and
the PIAT signature information of each piece of original
moving image information is generated.

[0084] When the signature generation request has
been issued at S3016A after one hour has passed
(S3021: NO), the signature generation server 3 transmits
a signature generation completion notification to the vid-
eo recording terminal 4 through the communication
means 35 (S3022A). Then, the video recording terminal
4 receives the signature generation completion notifica-
tion (S3023A); when the process is normal (S3024A:
NO), the video recording terminal 4 continues the record-
ing of the next one hour worth of original moving image
information. When the video recording terminal 4 re-
ceives anything unusual about the process from the sig-
nature generation server 3 at the time (S3024A: YES),
the video recording terminal 4 in some way notifies the
administrative manager accordingly (S3025A). When an-
ything unusual happens, the administrative manager car-
ries out a process of stopping the recording of the original
moving image information at the time to end.

[0085] When the signature generation request has
beenissued at S3016A due to the ending of the recording
(S3021: YES), the signature generation server 3 takes
out all pairs of original moving image information and
PIAT signature information, from the original moving im-
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age information-1 to original moving image information-
N accumulated in the document management DB 31,
through the document management TB 32 and transmits
all the taken-out pairs of original moving image informa-
tion and PIAT signature information to the information
extraction server 5 through the communication means
35 (S3022B). The information extraction server 5 re-
ceives all the pairs of original moving image information
and PIAT signature information through the communica-
tion means 55 (S3023B) and accumulates all the original
moving image information and PIAT signature informa-
tion in pairs in the document management DB 51 through
the document management TB 52 of the information ex-
traction server 5 (S3024B). According to the present em-
bodiment, the signature generation server 3 and the in-
formation extraction server 5 exist separately so that the
function of generating the signature is separated from
the function of extracting a portion. However, the signa-
ture generation server 3 may perform all the processes
of generating the signature, storing, managing and ex-
tracting a portion; the information extraction server 5 is
unnecessary in this case.

[0086] Subsequently, the extractor receives a gener-
ation completion notification of the original moving image
information from the administrative manager of the video
recording terminal 4 through some communication
means and then starts a cutout process for the original
moving image information. The action is taken when it is
required for the original moving image information to be
disclosed to a third party and when a preferable portion
is extracted for disclosure. More specifically, it is expen-
sive to disclose all the original moving image information
since the amount of the original moving image informa-
tion accumulated is enormous, a network shared server
or the like with a large-capacity storage device needs to
be installed, and other things may be preferable. There-
fore, there may be a demand that a portion be cut out for
disclosure or that a portion of the original moving image
information be cut out because of privacy information in-
cluded in part of the original moving image information.
In such cases, the cutout process of the original moving
image information occurs.

[0087] Asiillustrated in FIG. 15, the extractor uses the
extractor terminal 6 and transmits instructions to the in-
formation extraction server 5 to cut out the cutout-target
original moving image information (S4001). The informa-
tion extraction server 5 receives the instructions to cut
out the cutout-target original moving image information
(S4002). The information extraction server 5 takes out
the cutout-target original moving image information and
PIAT signature information accumulated in the document
management DB 51 through the document management
TB 52 of the information extraction server 5 (S4003) and
examines the electronic signature attached to the PIAT
signature information through the signature examination
section 54 (S4004). When the information extraction
server 5 fails to examine the electronic signature (S4005:
NO), the information extraction server 5 judges that some
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kind of alteration has occurred and notifies the extractor
accordingly (S4099). When the information extraction
server 5 succeeds in examining the electronic signature
(S4005: YES), a list of original moving image information
is transmitted to the extractor terminal 6 (S4006). After
the extractor terminal 6 receives the list of original moving
image information (S4007), the list of original moving im-
age information is displayed on a display device the ex-
tractor terminal 6 is equipped with. The extractor then
selects the original moving image information from which
the extractor cuts out; cuts out a preferable portion from
the original moving image information; produces a cutout
data item for each original data item including a cutout
portion; and generates cutout moving image information
(cutout stream data) consisting of the cutout data items
(S4008).

[0088] FIG. 22 illustrates an example of a selection
operation by the extractor for the original moving image
information. First, the list of the original moving image
information accumulated in the document management
DB 51 is displayed on an one-hour basis, enabling the
extractor to select the original moving image information
from which the extractor cuts out (PICUPGENPON). A
simplified play tool is provided in order to search for a
cutout portion. The pushing of a play button (PREVIEW-
GENPON) makes it possible to play a cutout portion for
confirmation before the cutout process. In order to play,
the specified original moving image information is ac-
quired from the information extraction server 5 and plays.
If the extractor has already known which portion is to be
cot out, the operation is unnecessary. In this case, the
extractor selects (PICUPGENPON) the original moving
image information from which the extractor cuts out and
pushes (EXTRACTRUN) a cutout button. After the cutout
button is pushed, the information extraction server 5 ac-
quires the selected original moving image information to
generate the cutout moving image information. FIG. 23
illustrates an example of an extraction operation by the
extractor for the original moving image information.
[0089] Thanks to the play button (PREVIEW), the ex-
tractor may visually check to cut out by specifying arange
from which a preferable portion is cut out while the cutout
moving image information is being played. One way to
cut outis to use and operate a seek bar (SEEKBAR) until
the seek bar reaches a starting position for cutting out;
push a start button (STARTSET) at the time when the
seek bar is at the position to set a cutout start position;
simply use and operate the seek bar (SEEKBAR) until
the seek bar reaches an ending position for cutting out;
and push an end button (ENDSET) at the time when the
seek bar is at the position to set a cutout end position.
Thanks to the operation, a cutout range (CUTAREA) is
set. Therefore, the extractor then selects a generation
menu of the cutout moving image information and gen-
erates the cutout moving image information.

[0090] Inthe example of the frame structure of MPEG1
illustrated in FIG. 11, the SH is attached to the heads of
all the GOPs. However, it is unnecessary to attach the
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SH to each GOP. Therefore, when each GOP is ob-
served, the SH may be attached to the top GOP (GH1);
there may be a frame structure in which the SH is not
attached to the subsequent GOP. FIG. 18 illustrates an
example of the frame structure thereof.

[0091] When the GOP starts with the SH, it is possible
to recognize the start of the GOP by detecting the SH.
Even if the GOP starts with the GH because no SH is
attached to the GOP, it is possible to recognize the start
of the GOP by detecting the GH. However, there is some
problem about applying the technique to the MPEG1 with
the frame structure illustrated in FIG 18 when a portion
is cut out for privacy protection. That is, when the frame
structure illustrated in FIG. 18 is used, it may be impos-
sible to play the cutout moving image if the moving image
is cut out at GH2, GH3 or GH4. The problem occurs be-
cause there is a rule under the MPEG1 standard that the
top GOP (GH1) of streaming data must include the SH
to guarantee a play operation.

[0092] The following steps are taken to avoid the situ-
ation in which the cutout moving image may not play as
described above.

[0093] First, there may be two cutout methods: a meth-
od of cutting out a portion from each piece of original
moving image information in such a way that the portion
does not stretch across a plurality of pieces of original
moving image information (a method of cutting out one
hour or less worth of original moving image information),
and a method of cutting out a portion in such a way that
the portion stretches across a plurality of pieces of orig-
inal moving image information (a method of cutting out
one hour or more worth of original moving image infor-
mation). As for the former method of cutting out one hour
or less worth of original moving image information, there
are different methods of generating the hash information
for the cutting out of the original moving image informa-
tion-2 and the subsequent original moving image infor-
mation and for the cutting out of the original moving image
information-1. FIGS. 24 and 25 illustrate a cutout method
for one hour or less worth of original moving image infor-
mation; FIG. 26 illustrates an example of three cutout
methods for one hour or more worth of original moving
image information. Based on FIGS, 24, 25 and 26, the
generation process of the cutout moving image informa-
tion and the generation process of the PIAT signature
information will be described in detail.

[0094] First, the cutout method for one hour or less
worth of the original moving image information-2 will be
described. FIG. 24 illustrates an example in which a mid-
dle portion (GOP8 and GOP?9) of the original moving im-
age information-2 is cut out. First, the cutout moving im-
age information is generated by adding the SH including
the terminal ID stored in the original moving image infor-
mation-1, the date-and-time information and the charac-
teristic value of the last GOP information of the preceding
original moving image information. At this time, the added
SHis added to the actual body of the cutout moving image
information, thereby avoiding the situation in which the
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moving image may not be played. FIG. 24 illustrates an
example in which a portion extending from GOP8, which
serves as the top, to GOP9 is cut out. However, if the SH
is added to the top GOP, it is possible to play the cutout
moving image information. Therefore, in order to reduce
the amount of data of the cutout moving image informa-
tion, it is unnecessary to add the SH to GOP9.

[0095] After the cutout moving image information is
generated, the extractor terminal 6 transmits the gener-
ated cutout moving image information to the information
extraction server 5 (S4009). After receiving the cutout
moving image information (S4010), the signature gener-
ation section 53 of the information extraction server 5
generates the PIAT signature information for the cutout
moving image information. More specifically, the signa-
ture generation section 53 generates a plurality of pieces
of root hash information (referred to as a deletion root
hash information list, hereinafter) consisting only of
GOPs that are removed during extraction. At this time,
in a similar way to when the PIAT signature information
for the original moving image information is generated,
the information extraction server 5 generates the deletion
root hash information list including the SH by adding the
contents of the most recent SH to the GOP to which the
SH is not added in a deletion portion. FIG. 27 illustrates
the generation method thereof. The adding of the SH is
not recorded in the actual body of the original moving
image information; the adding of the SH means that the
SH is added, for example, on the storage area (memory
or the like) when the hash information is generated. At
this time, the hash information is generated by adding
the contents of the SH including the characteristic value
(FGOP1) of the last GOP information of the original mov-
ing image information-1 that is stored in the SHU. More-
over, the information extraction server 5 generates the
electronic signature of the extractor for the generated
deletion root hash information list and regards the dele-
tion root hash information list and the electronic signature
collectively as the PIAT signature information of the ex-
tractor (S4011).

[0096] FIG. 25illustrates an example in which a middle
portion (GOP3 and GOP4) of the original moving image
information-1 is cut out. In the original moving image in-
formation-1, unlike the original moving image informa-
tion-2 and the subsequent original moving image infor-
mation, the characteristic value of the last GOP informa-
tion of the preceding original moving image information
is not included in the SH. Accordingly, in the process of
cutting out from the original moving image information-
1, the cutout moving image information is generated by
adding the SH including the terminal ID stored in the orig-
inal moving image information-1 and the date-and-time
information. At this time, the added SH is added to the
actual body of the cutout moving image information,
thereby avoiding the situation in which the moving image
may not be played. Similarly, FIG. 25 illustrates an ex-
ample in which a portion extending from GOP3, which
serves as the top, to GOP4 is cut out. However, if the SH
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is added to the top GOP, it is possible to play the cutout
moving image information. Therefore, in order to reduce
the amount of data of the cutout moving image informa-
tion, it is unnecessary to add the SH to GOP4.

[0097] The following additional description is about the
flow of how to generate the PIAT signature information
for the cutout moving image information in the case of
FIG. 25. Similarly, when generating the deletion root hash
information list, the information extraction server 5 gen-
erates the deletion root hash information list including
the SH by adding the contents of the most recent SH to
the GOP to which the SH is not added in a deletion por-
tion. FIG. 28 illustrates the generation method thereof.
The adding of the SH is not recorded in the actual body
of the original moving image information; the adding of
the SH means that the SH is added, for example, on the
storage area (memory or the like) when the hash infor-
mation is generated. At this time, the hash information is
generated by adding the contents of the SH including the
terminal ID stored in the SHU and the date-and-time in-
formation to which the electronic signature of the time
delivery organization is attached. Moreover, the informa-
tion extraction server 5 generates the electronic signa-
ture of the extractor for the generated deletion root hash
information list and regards the deletion root hash infor-
mation list and the electronic signature collectively as the
PIAT signature information of the extractor (S4011).
[0098] FIG. 29 illustrates the contents of the PIAT sig-
nature information of the extractor. In the example here,
as the examination information for the cutout moving im-
age information, the following items of information are
recorded in the following order (PIAT2): the total number
of GOPs of original moving image information that serves
as a foundation (MAXGOPCNT), a GOP number of a
cutout start position (STARTGOPNUM), the number of
GOPs cut out (CUTGOPCNT), number-of-GOPs sum in-
formation indicating what number GOP the top GOP of
the cutout moving image information is from the start of
the original moving image information (COUNTGOP-
SUM), and the deletion root hash information list (HASH-
LIST). SIGN2 represents the electronic signature of the
extractor for the examination information. According to
the present embodiment, the examination information for
the cutout moving image information and the electronic
signature of the extractor are put together before being
recorded as the PIAT signature information. However,
the examination information for the cutout moving image
information and the electronic signature may be recorded
and managed separately.

[0099] After the PIAT signature information of the cut-
out moving image information is generated, the informa-
tion extraction server 5 accumulates the cutout moving
image information and the PIAT signature information in
pairs in the document management DB 51 through the
document management TB 52 of the information extrac-
tion server 5 (S4012). Subsequently, the information ex-
traction server 5 transmits three kinds of information, the
cutout moving image information, the PIAT signature in-
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formation of the original moving image information and
the PIAT signature information of the cutout moving im-
age information, to the signature examination server 7
through the communication means 55 (S4013). The sig-
nature examination server 7 receives the three kinds of
information, the cutout moving image information, the PI-
AT signature information of the original moving image
information and the PIAT signature information of the cut-
out moving image information, through the communica-
tion means 74 (S4014) and accumulates the three kinds
of information, the cutout moving image information, the
PIAT signature information of the original moving image
information and the PIAT signature information of the cut-
out moving image information, in the document manage-
ment DB 71 through the document management TB 72
of the signature examination server 7 (S4015).

[0100] The following describes the cutout method for
one hour or more worth of original moving image infor-
mation. FIG. 26 illustrates an example in which a portion
extending from a final portion (GOP4 and GOP5) of the
original moving image information-1 to an opening por-
tion (GOP6 and GOP?7) of the original moving image in-
formation-2 is extracted.

[0101] When a plurality of pieces of original moving
image information, which stretches into the next one hour
worth of original moving image information, is cut out as
mentioned above, the generating of the cutout moving
image information is similarly performed: cutout moving
image information-1 and cutout moving image informa-
tion-2, which are cutout data items corresponding to the
original moving image information-1 and the original
moving image information-2, are generated by adding
the SH including the terminal ID stored in the original
moving image information-1, the date-and-time informa-
tion, and the characteristic value of the last GOP infor-
mation of the preceding original moving image informa-
tion. At this time, the added SH is added to the actual
body of the cutout moving image information, thereby
avoiding the situation in which the moving image may
not be played. FIG. 26 illustrates an example in which a
portion extending from GOP4, which serves as the top,
to GOPS5 is cut out as well as an example in which a
portion extending from GOPG6, which serves as the top,
to GOP7 is cut out. However, if the SH is added to the
top GOP, it is possible to play the cutout moving image
information. Therefore, in order to reduce the amount of
data of the cutout moving image information, it is unnec-
essary to add the SH to GOP5 and GOP7.

[0102] Then,inthe process of generating the PIAT sig-
nature information for the cutout moving image informa-
tion, with the use of the methods illustrated above with
reference to FIGS. 27 and 28, the PIAT signature infor-
mation of the cutout moving image information is gener-
ated for the original moving image information-1 and an-
other for the original moving image information-2. Ac-
cordingly, what is used here is a method of generating
the PIAT signature information for the cutout moving im-
age information for each piece of original moving image
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information. FIG. 30 illustrates the generation method
thereof: the upper part depicts the signature generation
method for the cutout moving image information-1, while
the lower part depicts the signature generation method
for the cutout moving image information-2.

[0103] After the PIAT signature information of the cut-
out moving image information is generated, the informa-
tion extraction server 5 accumulates the cutout moving
image information-1 and the cutout moving image infor-
mation-2 and each pair of pieces of PIAT signature in-
formation for both the cutout moving image information-
1 and the cutout moving image information-2 in the doc-
ument management DB 51 through the document man-
agement TB 52 of the information extraction server 5
(S4012). Subsequently, the information extraction server
5 transmits six kinds of information, the cutout moving
image information-1, the PIAT signature information of
the original moving image information-1, the PIAT signa-
ture information of the cutout moving image information-
1, the cutout moving image information-2, the PIAT sig-
nature information of the original moving image informa-
tion-2, and the PIAT signature information of the cutout
moving image information-2, to the signature examina-
tion server 7 through the communication means 55
(S4013). The signature examination server 7 receives
the six kinds of information through the communication
means 74 (S4014) and accumulates the six kinds of in-
formation in the document management DB 71 through
the document management TB 72 of the signature ex-
amination server 7 (S4015).

[0104] Subsequently, the examiner receives a disclo-
sure notification of the cutout moving image information
from the extractor through some communication means
and then starts a process of confirming and examining
the disclosed cutout moving image information.

[0105] Asillustrated in FIG. 16, the examiner uses the
examiner terminal 8 to transmit instructions to the signa-
ture examination server 7 to take out the examination-
target cutout moving image information (S5001). FIG. 31
illustrates an example of the examination-target moving
image information and a selection screen for the PIAT
signature information (examination information). In the
example here, in the process of examining the signature,
it is possible to select the cutout moving image informa-
tion and the original moving image information and to
examine each piece of moving image information (VER-
IFYTYPE). For example, if the cutout moving image in-
formation is selected by VERIFYTYPE, then it becomes
possible to select the cutout moving image information,
the PIAT signature information of the video recording ter-
minal 4, and the PIAT signature information of the ex-
tractor. By pushing a reference button of each field (GET-
STREAM), each piece of information may be selected
on Explorer. Moreover, by pushing the reference button,
it is possible to make reference to or select the cutout
moving image information accumulated in the document
management DB 71 of the signature examination server
7. Finally, by pushing a signature examination button
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(VERIFYRUN), the signature examination process starts
for the selected cutout moving image information.
[0106] According to the present embodiment, the ex-
aminer is supposed to select the PIAT signature infor-
mation of the video recording terminal 4 and the PIAT
signature information of the extractor. Instead, the exam-
iner may select only the cutout moving image information
without regard to the presence of the PIAT signature in-
formation (examination information). For example, the
following method is also possible: titles are added so that
itis possible to easily guess or identify what the contents
of the cutout moving image information are, and the ex-
aminer is allowed to see a list of the titles and select from
the list. In this case, such measures as retaining link in-
formation are preferable for identifying which piece of
moving image information is selected from among those
accumulated in the document management DB 71 of the
signature examination server 7 when the piece of moving
image information is selected from the list.

[0107] FIG. 31 illustrates a screen that is displayed
when the examination process is performed in associa-
tion with the disclosure of one hour or less worth of cutout
moving image information. However, in the case of a plu-
rality of pieces of cutout moving image information that
stretches into the next one hour worth of original moving
image information, two kinds of moving image informa-
tion need to be selected. Even in this case, there may be
a method that allows the examiner to select only the cut-
out moving image information without regard to the fact
that the moving image information and the PIAT signa-
ture information are divided into a plurality of pieces.
[0108] After the signature examination process starts,
the signature examination server 7 receives instructions
to take out the examination-target cutout moving image
information (S5002). First, the signature examination
process for one hour orless worth of cutout moving image
information will be described. The signature examination
server 7 takes out the three kinds of information accu-
mulated in the document management DB 71, the cutout
moving image information, the PIAT signature informa-
tion of the original moving image information and the PI-
AT signature information of the cutout moving image in-
formation, through the document management TB 72 of
the signature examination server 7 (S5003). If the original
moving image information-2 is cut out and disclosed, the
signature examination server 7 takes out the following
three kinds of information: the cutout moving image in-
formation-2, the PIAT signature information of the original
moving image information-2 and the PIAT signature in-
formation of the cutout moving image information-2. If
the original moving image information-1 is cut out and
disclosed, the signature examination server 7 takes out
the following three kinds of information: the cutout moving
image information-1, the PIAT signature information of
the original moving image information-1 and the PIAT
signature information of the cutout moving image infor-
mation-1. The signature examination server 7 then ex-
amines the electronic signature attached to the PIAT sig-
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nature information through the signature examination
section 73 (S5004). When the signature examination
server 7 fails to examine the electronic signature (S5005:
NO), the signature examination server 7 judges that
some kind of alteration has occurred and notifies the ex-
aminer accordingly (S5099).

[0109] When the signature examination server 7 suc-
ceeds in examining the electronic signature (S5005:
YES), the signature examination server 7 then examines
the PIAT signature information for the cutout moving im-
age information (S5006). FIGS. 32 and 33 illustrate the
examination methods of the PIAT signature information
for one hour or less worth of cutout moving image infor-
mation. At this time, if two consecutive pieces of partial
information of GOP are cut out as illustrated in FIGS. 24
and 25, the examination process of the PIAT signature
information for the cutout moving image information fails
when the hash information is generated with the SHs not
included in the second and subsequent GOPs because
it is unnecessary to add the SHs to the second and sub-
sequent GOPs. Therefore, even when the examination
process of the PIAT signature information of the cutout
moving image information is performed, the contents of
the most recent SH are similarly added to the GOP to
which the SH is not added, and the hash information is
so generated as to include the SH.

[0110] In FIG. 32, the hash information is generated
by adding the SH that does not have the terminal ID in
the SHU and the date-and-time information but includes
the characteristic value of the last GOP information of
the preceding original moving image information. In FIG.
33, the hash information is generated by adding the SH
including the terminal ID in the SHU and the date-and-
time information.

[0111] Subsequently, the root hash information of the
original moving image information, as well as the deletion
root hash information list included in the PIAT signature
information of the extractor (the PIAT signature informa-
tion of the cutout moving image information), is restored
to be examined and compared with the PIAT signature
information of the video recording terminal 4 (the PIAT
signature information of the original moving image infor-
mation).

[0112] Similarly, even for the signature examination of
one hour or more worth of cutout moving image informa-
tion, the signature examination server 7 takes out six kids
of information accumulated in the document manage-
ment DB 71, the cutout moving image information-1, the
PIAT signature information of the original moving image
information-1, the PIAT signature information of the cut-
out moving image information-1, the cutout moving im-
age information-2, the PIAT signature information of the
original moving image information-2 and the PIAT signa-
ture information of the cutout moving image information-
2 (S5003). First, the signature examination server 7 ex-
amines the electronic signature attached to the PIAT sig-
nature information through the signature examination
section 73 (S5004). When the signature examination
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server 7 fails to examine the electronic signature (S5005:
NO), the signature examination server 7 judges that
some kind of alteration has occurred and notifies the ex-
aminer accordingly (S5099).

[0113] When the signature examination server 7 suc-
ceeds in examining the electronic signature (S5005:
YES), the signature examination server 7 then examines
the PIAT signature information for the cutout moving im-
age information (S5006). FIG 34 illustrates the examina-
tion methods of the PIAT signature information for one
hour or more worth of cutout moving image information.
The examination methods are each the same as those
illustrated in FIGS. 32 and 33 and thus will not be de-
scribed here. However, if it is confirmed as a result of
both examination processes that the PIAT signature in-
formation is part of the original moving image information
and has not been altered, the signature examination
server 7 succeeds in examining the PIAT signature in-
formation.

[0114] When the signature examination server 7 fails
to examine the PIAT signature information (S5007: NO),
the signature examination server 7 judges that some kind
of alteration has occurred and notifies the examiner ac-
cordingly (S5099). When the signature examination serv-
er 7 succeeds in examining the PIAT signature informa-
tion (S5007: YES), the signature examination server 7
then moves to a process of examining the date-and-time
information of the cutout moving image information in
response to the result of the examination (S5008).
[0115] The following uses an example of the examina-
tion method of the date-and-time information for one hour
or more worth of cutout moving image information. FIG.
35 illustrates the examination method thereof. First, the
signature examination server 7 takes out the date-and-
time information (which is hereinafter assumed to be
2007/11/01AM9:00:00.000 for explanation) stored in the
SHU-1 and SHU-2, with the electronic signature of the
time delivery organization being attached to the date-
and-time information (GETTIME) and examines the elec-
tronic signature of the time delivery organization (VERI-
FYSIGNTIME). Then, in order to confirm that the cutout
moving image information-1 is followed by the cutout
moving image information-2, the signature examination
server 7 generates a characteristic value from the last
GOP (GOP5) of the cutout moving image information-1
(CREATEHASH). Subsequently, the signature examina-
tion server 7 takes out a characteristic value stored in
the SHU-2 of the cutout moving image information-2 (CE-
THASH) and compares and examines the characteristic
value and the characteristic value generated by CRE-
ATEHASH (VERIFYMATCH). When the characteristic
values are equal, it is possible to confirm that the cutout
moving image information-1 is followed by the cutout
moving image information-2. Moreover, the signature ex-
amination server 7 takes out the terminal IDs (which are
hereinafter assumed to be CAMERA-34819AF for expla-
nation) stored in the SHU-1 and SHU-2 (GETDEVID) and
confirms that the terminal IDs are equal. Therefore, it is
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possible to confirm that the consecutive moving image
data items are disclosed at the same video recording
terminal 4 and that the moving image data items are part
of the original moving image information and have not
been altered.

[0116] Thanks to the examination of VERIFYSIGN-
TIME, itis proven that the date-and-time information has
beenissued by the time delivery organization and is valid.
Therefore, according to the presentembodiment, in order
to prove the actual time of the cutout moving image in-
formation, what needs to be done first is to verify the
date-and-time information of the top GOP (GOP4) of the
cutout moving image information-1. The date-and-time
information taken out by GETTIME is the date-and-time
information indicating the time when the video recording
of the original moving image information-1 has started.
Thus, by using information of MAXGOPCNT1, START-
GOPNUM1, CUTGOPCNT1 and COUNTGOPSUM1
stored in the cutout moving image information-1, the date
and time of GOP4 are identified. According to the present
embodiment, the cutout moving image information-1
means that from the original moving image information-
1 that is formed by including a collection of five pieces
(MAXGOPCNT1) of partial information (GOP) and from
the fourth one (STARTGOPNUM1), two (GUTGO-
PCNT1) GOPs are cut out. As described above, accord-
ing to the premise of the present embodiment, the frame
rate and the number of pictures included in each GOP
of each piece of original moving image information are
fixed; it is easy to identify a playing time in the original
moving image information. Therefore, based on such
kinds of information, itis also possible to identify the date-
and-time information of the top GOP (GOP4) of the cutout
moving image information-1.

[0117] FIG. 36 illustrates the structure of a picture re-
corded in each GOP and a calculation method of a frame
time of each picture in the cutout moving image informa-
tion-1 and cutout moving image information-2. If the
frame rate is 29.97, the frame times are identified through
calculation: the frame time of the first picture (GOP1-P1)
in the top GOP (GOP1) is at zero second, the frame time
of the second picture (GOP1-P2) at 1/29.97 seconds, the
frame time of the third picture (GOP1-P3) at 2/29.97 sec-
onds, and so forth. The frame time of the nth picture is
calculated by the following calculating formula: (N-1)/
29.97 seconds. Thus, based on the number of pictures
included in each GOP and the value of the frame rate, it
is possible to identify the frame time of the top picture of
a given GOP. In that manner, the frame time of the top
picture (GOP4-P1) of the top GOP (GOP4) of the cutout
moving image information-1 is identified, for example, as
62,937/29.97 seconds.

[0118] There may be the following method: the total
sum of pictures existing from the top picture of the top
GOP (GOP1) to the top picture of the GOP at the cutout
start position, i.e. what number picture the top picture of
the GOP at the cutout start position is from the top picture
of the top GOP (GOP1), is calculated in advance and
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kept as a list. FIG. 37 illustrates a list of the total sum of
pictures that exist right up to the preceding one in each
GOP position. For example, it may be confirmed from
the present table that when the cutout start position is
GOP4, the last picture of the preceding GOP3 is the
62,936t picture from the top picture of the top GOP
(GOP1), i.e. the total sum of the pictures is 62,936. As a
result, it may be confirmed that the top picture (GOP4-
P1) of the top GOP (GOP4) of the cutout moving image
information-1 is the 62,937t picture, with one picture
added to the information.

[0119] Moreover, the actual time of the first picture
(GOP1-P1) of the top GOP (GOP1) is equal to the date-
and-time information (2007/11/01AM9:00:00.000) taken
out by GETTIME. The first actual time of the cutout mov-
ing image information-1 turns out to be the time
(2007/11/01AM9:35:00.000), which is obtained by add-
ing 62,937/29.97 seconds to the above date-and-time
information. The last frame time of the last GOP (GOP7)
of the cutout moving image information-2 is similarly cal-
culated: the last actual time of the cutout moving image
information-2 turns out to be the time (2007/11/01AM10:
25:00.000), which is obtained by adding 152,847/29.97
seconds.

[0120] Accordingly, the date-and-time range of the cut-
out moving image information extends from 2007/11/
01AM9:35:00.000 to 2007/11/01AM10:25:00.000; it may
be confirmed that about 50 minutes worth of information
is cut out.

[0121] Thanks to the examination described above, it
may be proven to a third party that the cutout moving
image information is part of the original moving image
information, has not been altered, is recorded by the vid-
eo recording terminal 4 having a terminal ID of CAMERA-
34819AF and is cut out with the date-and-time range of
2007/11/01AM9:35:00.000 to 2007/11/01AM10:25:
00.000.

[0122] Subsequently, the signature examination serv-
er 7 transmits the examination result of the PIAT signa-
ture information of the cutout moving image information
to the examiner terminal 8 (S5009). After the examiner
terminal 8 receives the examination result of the PIAT
signature information of the cutout moving image infor-
mation (S5010), the examination result of the PIAT sig-
nature information of the cutout moving image informa-
tion is displayed on a display device the examiner termi-
nal 8 is equipped with (S5011).

[0123] FIG. 38 illustrates an example of the signature
examination result displayed on the display device the
examiner terminal 8 is equipped with. By making refer-
ence to the examination result, the examiner may verify
the originality of the cutout moving image information
(VERIFY1 and VERIFY 2) because what is displayed al-
lows the examiner to confirm that the information is part
of the original moving image information as well as mak-
ing clear the cutout range indicating which portion of the
original moving image information is cut out and the ac-
tual time, the fact that the portion has not been altered,
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and which video recording terminal 4 is used to record.
Moreover, thanks to the process of confirming the elec-
tronic signatures of the video recording terminal 4 and
examiner, itis possible to confirm that the original moving
image information is generated by the video recording
terminal 4 and that the cutout moving image information
is generated by the extractor (VERIFY3). Furthermore,
it is possible to confirm the terminal ID indicating which
video recording terminal 4 is used for recording
(VERIFY4).

[0124] It is also possible to carry out examination for
original moving image information. If the original moving
image information is selected by VERIFYTYPE of FIG
31, in a similar way to the signature examination of the
cutout moving image information, it is possible to select
the original moving image information and the PIAT sig-
nature information of the video recording terminal 4 (it is
unnecessary to select the PIAT signature information of
the extractor); by pushing the signature examination but-
ton (VERIFYRUN), the signature examination process
for the selected original moving image information starts.
[0125] Incidentally, according to the present embodi-
ment, in order to reduce the amount of data of the PIAT
signature information, such inventions as the one dis-
closed in the above Japanese Patent Application No.
2007-12048 are used, in which case the hash information
is managed by binary tree. However, if there is extra stor-
age space on the document management DB of each
server, instead of the method in which the hash informa-
tion is managed by binary tree, such methods as the one
disclosed in WO2006/008847 may be used without
change to generate and record the hash information for
each GOP included in the original moving image infor-
mation.

[0126] Accordingtothe presentembodiment, whathas
been described is the method in which the date-and-time
information is stored and recorded in the SH of the first
original moving image information. However, the date-
and-time information may be stored in anything other
than the SH of the first original moving image information
(The date-and-time information may be stored after the
last GOP, for example). According to the present embod-
iment in which the date-and-time information is stored in
the SH of the first original moving image information at
the start of the recording, the effect is that it is possible
to examine the originality of those actually recorded and
to guarantee the date and time even if the video recording
terminal 4 is unable to continue recording due to some
malfunction or the like immediately after the start of the
recording.

[0127] There may be another method as illustrated in
FIG. 39, according to a second embodiment of the
present invention. One of the objects of the present in-
vention is to prevent wrongdoing such as extraction or
addition from occurring by focusing on consecutive piec-
es of original moving image information. When such
methods as the one disclosed in the above Patent Doc-
ument 1 are used, it is possible to guarantee the origi-
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nality, continuity, and time-series quality of all pieces of
original moving image information divided by a given unit.
[0128] More specifically, as illustrated in FIG. 39, first
the PIAT signature information of each piece of original
moving image information is generated; the generated
pieces of PIAT signature information are then put togeth-
er in chronological order in such a way that it is possible
to recognize the order that the pieces of PIAT signature
information are generated. At this time, as described
above, the PIAT signature information is recorded on a
one hour basis. Therefore, there is a possibility that al-
terations or the like may occur in the meantime. Accord-
ingly, the PIAT signature information, which is generated
on a one hour basis, is accumulated in a way that makes
itimpossible to alter the PIAT signature information (such
methods as storing the PIAT signature information in a
tamper-proof area, for example). After the generating of
the PIAT signature information is completed, the elec-
tronic signature-attached date-and-time information ac-
quired from the time delivery organization and the termi-
nal ID of the video recording terminal 4 are added; finally,
for the entire information described above, the recording
and management process is performed with the following
information being used as the examination information:
the PIAT signature information of the video recording ter-
minal 4 to which the electronic signature of the video
recording terminal 4 is attached. Even in the above em-
bodiment, the date-and-time information is acquired just
one time; it is possible to guarantee the originality, con-
tinuity, and time-series quality of all pieces of original
moving image information divided by a given unit.
[0129] According to the present invention, even if a
portion of the original moving image information is cut
out for privacy protection and the like, it is possible to
avoid the situation in which the cutout moving image in-
formation may not play and to examine the originality of
the cutout moving image information including the de-
tecting of the cutout point (position) and the cutout actual
time. The examiner is identified from the electronic sig-
nature for the PIAT signature information. Therefore,
even if the extractor alters the cutout moving image in-
formation or adds something to the cutout moving image
information, it is possible to trace the alterations or addi-
tions.

[0130] Incidentally, by providing a program that causes
a computer to execute each of the operations represent-
ed by the flowcharts and steps illustrated in the above
embodiments with reference to the drawings, it is possi-
ble to offer a stream data management program of the
present invention. The program may be executed by a
computer after the program is recorded in a computer-
readable medium. Computers include a host device such
as personal computer, a controller of a testing device,
and a controller such as MPU or CPU of a storage device.
Computer-readable media include a portable storage
medium such as CD-ROM, flexible disk, DVD disc, mag-
netic optical disc and IC card; a database for storing com-
puter programs; another computer and a database there-



37 EP 2 247 023 A1 38

of; and a transmission medium on a line.

Claims

A stream data management program that causes a
computer to execute:

a step of generating an original stream data item
including a plurality of original data items that
each include a plurality of pieces of partial infor-
mation and are divided by a predetermined time
unit by using a stream data generation terminal,
storing in a sequence header of any one of the
original data items a terminal ID indicating the
stream data generation terminal and date-and-
time information that is guaranteed by a third
party at a time when the original stream data
item is generated, and storing in a sequence
header of the next original data item a charac-
teristic value of the last piece of partial informa-
tion of the preceding original data item;

a step of generating signature-related informa-
tion of the original data item by adding the con-
tents of the sequence header including the ter-
minal ID and the date-and-time information for
the original data item having the sequence head-
er in which the terminal ID and the date-and-
time information are stored, while generating
signature-related information of the original data
item by adding the contents of the sequence
header including the characteristic value of the
last piece of partial information of the preceding
original data item for the other original data
items;

a step of cutting out a portion of the original
stream data item, producing a cutout data item
by adding a sequence header including the ter-
minal ID, the date-and-time information and the
characteristic value of the last piece of partial
information of the preceding original data item
to each of the original data items including the
cutout portion, and generating a cutout stream
data item consisting of the cutout data items;

a step of generating the signature-related infor-
mation of the cutout data item that includes the
terminal ID and the date-and-time information
when the cutout data item is in the original data
item having the sequence header in which the
terminal ID and the date-and-time information
are stored, while generating the signature-relat-
ed

information of the cutout data item that includes
the characteristic value of the last piece of partial
information of the preceding original data item
in other cases; and

a step of verifying the originality and actual time
of the cutout stream data item on the basis of
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the cutout stream data item, the signature-relat-
ed information of each cutout data item in the
cutout stream data item and the signature-relat-
ed information of each original data item in the
original stream data item.

The stream data management program according
to claim 1, wherein the terminal ID and the date-and-
time information are stored in the sequence header
of the top original data item.

The stream data management program according
to claim 2, wherein the characteristic value of the last
piece of partial information of the preceding original
data item is stored in the sequence headers of the
second and subsequent original data items.

The stream data management program according
to claim 1, wherein hash information is generated for
each piece of partial information by adding the con-
tents of the most recent sequence header to a piece
of partial information to which the sequence header
is not added, an electronic signature of the stream
data generation terminal is generated for one piece
of root hash information obtained from the hash in-
formation, and the root hash information and the
electronic signature of the stream data generation
terminal are regarded collectively as the signature-
related information of the original data item.

The stream data management program according
to claim 1, wherein when the cutting out from the
original stream data item is within a predetermined
time unit and in the first original data item, the cutout
dataitemis generated by adding the sequence head-
er including the terminal ID and the date-and-time
information.

The stream data management program according
to claim 1, wherein when the cutting out from the
original stream data item is within a predetermined
time unit and in the second to nth original data items,
the cutout data item is generated by adding the se-
quence header including the terminal ID, the date-
and-time information and the characteristic value of
the last piece of partial information of the preceding
original data item.

The stream data management program according
to claim 1, wherein when the cutting out from the
original stream data item is performed for a plurality
of original data items in a way that goes beyond a
predetermined time unit, the cutout data items are
generated by adding the sequence header including
the terminal ID, the date-and-time information and
the characteristic value of the last piece of partial
information of the preceding original data item to a
plurality of the original data items.
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The stream data management program according
to claim 4, wherein deletion root hash information is
generated by adding the contents of the most recent
sequence header to a piece of partial information to
which the sequence header is not added for a piece
of partial information that is deleted by the cutting
out from the original stream data item, an electronic
signature of an extractor is generated for the deletion
root hash information, and the deletion root hash in-
formation, the electronic signature of the extractor
and sum information indicating what number piece
of partial information the cutout data item is from the
start of the original stream data item are regarded
collectively as the signature-related information of
the cutout data item.

The stream data management program according
to claim 8, wherein after the electronic signatures
included in the signature-related information of the
original data item and the signature-related informa-
tion of the cutout data item are examined, the origi-
nality of the cutout stream data item is examined and
the date-and-time

information of the cutout stream data item is exam-
ined.

The stream data management program according
to claim 9, wherein the hash information is generated
for each piece of partial information by adding the
contents of the most recent sequence header to a
piece of partial information to which the sequence
header is not added for each cutout data item in the
cutout stream data item, the root hash information
of the corresponding original data item is restored
from the hash information and the deletion root hash
information included in the signature-related infor-
mation of the cutout data item, and the originality of
the cutout stream data item is examined by compar-
ing the restored root hash information of the original
data item and the root hash information included in
the signature-related information of the original data
item.

The stream data management program according
to claim 9, wherein after the electronic signature of
the third party attached to the date-and-time infor-
mation included in the sequence header of each cut-
out data item in the cutout stream data item is ex-
amined, the actual time of the cutout stream data
item is verified based on the date-and-time informa-
tion and the sum information included in the signa-
ture-related information of the cutout data item.

The stream data management program according
to claim 11, wherein a frame time of the cutout data
item is calculated based on a preset frame rate and
the suminformation included in the signature-related
information of the cutout data item, and the actual
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13.

14.

15.

16.

17.

40

time of the cutout stream data item is calculated by
adding the frame time and the date-and-time infor-
mation.

The stream data management program according
to claim 11, wherein a characteristic value is gener-
ated from the last piece of partial information of each
cutout data item when the cutout stream data item
includes a plurality of cutout data

items that appear one after another over time, and
the continuity of a plurality of the cutout data items
is examined by comparing the characteristic values
with the characteristic values included in the se-
quence headers of the next cutout data items.

The stream data management program according
to claim 11, wherein when the cutout stream data
item includes a plurality of cutout data items that ap-
pear one after another over time, the identity of the
stream data generation terminal is examined by
comparing the terminal IDs included in the sequence
headers of the cutout data items.

The stream data management program according
to claim 1, wherein the third party is a time delivery
organization server that issues date-and-time infor-
mation and, after a predetermined time unit has
passed since the issuance of the date-and-time in-
formation, the time delivery organization server au-
tomatically notifies accordingly.

The stream data management program according
to claim 1, wherein the signature-related information
is PIAT signature information.

A stream data management method comprising:

generating an original stream data item includ-
ing a plurality of original data items that each
include a plurality of pieces of partial information
and are divided by a predetermined time unit by
using a stream data generation terminal, storing
in a sequence header of any one of the original
data items a terminal ID indicating the stream
data generation terminal and date-and-time in-
formation that is guaranteed by a third party at
atime when the original stream data item is gen-
erated, and storing in a sequence header of the
next original data item a characteristic value of
the last piece of partial information of the pre-
ceding original data item;

generating signature-related information of the
original data item by adding the contents of the
sequence header including the terminal ID and
the date-and-time information for the original da-
taitem having the sequence header in which the
terminal ID and the date-and-time information
are stored, while generating signature-related
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information of the original data item by adding
the contents of the sequence header including
the characteristic value of the last piece of partial
information of the preceding original data item
for the other original data items;

cutting out a portion of the original stream data
item, producing a cutout data item by adding a
sequence header including the terminal ID, the
date-and-time information and the characteristic
value of the last piece of partial information of
the preceding original data item to each of the
original data items including the cutout portion,
and generating a cutout stream data item con-
sisting of the cutout data items;

generating the signature-related information of
the cutout data item that includes the terminal
ID and the date-and-time information when the
cutout data item is in the original data item hav-
ing the sequence header in which the terminal
ID and the date-and-time information are stored,
while generating the signature-related informa-
tion of the cutout dataitem thatincludes the char-
acteristic value of the last piece of partial infor-
mation of the preceding original data item in oth-
er cases; and

verifying the originality and actual time of the
cutout stream data item on the basis of the cutout
stream data item, the signature-related informa-
tion of each cutout data item in the cutout stream
data item and the signature-related information
of each original data item in the original stream
data item.

18. A stream data management system comprising:

original stream data generation means for gen-
erating an original stream data item including a
plurality of original data items that each include
a plurality of pieces of partial information and
are divided by a predetermined time unit by us-
ing a stream data generation terminal, storing in
a sequence header of any one of the original
data items a terminal ID indicating the stream
data generation terminal and date-and-time in-
formation that is guaranteed by a third party at
atime when the original stream data itemis gen-
erated, and storing in a sequence header of the
next original data item a characteristic value of
the last piece of partial information of the pre-
ceding original data

item;

original signature-related information genera-
tion means for generating signature-related in-
formation of the original data item by adding the
contents of the sequence header including the
terminal ID and the date-and-time information
for the original data item having the sequence
header in which the terminal ID and the date-
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and-time information are stored, while generat-
ing signature-related information of the original
data item by adding the contents of the se-
quence header including the characteristic val-
ue of the last piece of partial information of the
preceding original data item for the other original
data items;

cutout stream data generation means for cutting
out a portion of the original stream data item,
producing a cutout data item by adding a se-
quence header including the terminal ID, the
date-and-time information and the characteristic
value of the last piece of partial information of
the preceding original data item to each of the
original data items including the cutout portion,
and generating a cutout stream data item con-
sisting of the cutout data items;

cutout signature-related information generation
means for generating the signature-related in-
formation of the cutout data item that includes
the terminal ID and the date-and-time informa-
tion when the cutout data item is in the original
data item having the sequence header in which
the terminal ID and the date-and-time informa-
tion are stored, while generating the signature-
related information of the cutout data item that
includes the characteristic value of the last piece
of partial information of the preceding original
data item in other cases; and

verification means for verifying the originality
and actual time of the cutout stream data item
on the basis of the cutout stream data item, the
signature-related information of each cutout da-
ta item in the cutout stream data item and the
signature-related information of each original
data item in the original stream data item.

19. A stream data management program that causes a
computer to execute:

a step of generating an original stream data item
including a plurality of original data items that
each include a plurality of pieces of partial infor-
mation and are divided by a predetermined time
unit by using a stream data generation terminal;
a step of generating a piece of signature-related
information of each original data item;

a step of putting together the pieces of signature-
related information of the original data items in
chronological order; and

a step of generating signature-related informa-
tion for the put-together pieces of signature-re-
lated information of the original data items to
which added are a terminal ID indicating the
stream data generation terminal and date-and-
time information that is guaranteed by a third
party at a time when the original stream data
item is generated.
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20. A stream data management method comprising the
steps of:

generating an original stream data item includ-

ing a plurality of original data items that each 5
include a plurality of pieces of partial information

and are divided by a predetermined time unit by
using a stream data generation terminal;
generating a piece of signature-related informa-

tion of each original data item; 10
putting together the pieces of signature-related
information of the original data items in chrono-
logical order; and

generating signature-related information for the
put-together pieces of signature-related infor- 15
mation of the original data items to which added

are aterminal ID indicating the stream data gen-
eration terminal and date-and-time information
thatis guaranteed by a third party at atime when
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FIG. 37
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