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cense for use of the program on the data processing de-
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Description

[0001] The present invention relates to a program us-
able on an image processing device and a registration
device for registering a license for use of the program.
[0002] There have been proposed various methods for
preventing misuse of software. One of the methods com-
monly used in recent years is that a personal computer
(PC) or the like communicates with a license registration
device to obtain a license for use of software at the time
of installation of the software on the PC.

[0003] There may be a case where a user who pur-
chased software and obtained a license for the software
sells the software as secondhand software to a different
user. Japanese Patent-Application Publication No. HEI-
10-143363 discloses a license registration device that
issues a license for use of the secondhand software on
a PC in an on-line state.

[0004] However, in the above-described method, li-
censes may not be fully managed because a license reg-
istration device cannot learn the status of software in-
stalled on PCs in an off-line state. For example, after
obtaining a license for use of software installed on a first
PC, a user can uninstall the software and obtain a license
for use of the same software on a second PC differing
from the first PC. Then, the user can re-install the same
software on the first PC and make the software usable
on the first PC by using the license obtained when the
software was installed on the first PC for the first time.
As a result, the user can use the same software on both
the first and the second PCs.

[0005] Itis an object of the invention to provide a pro-
gram and a license registration device capable of pre-
venting misuse of software on such device as a personal
computer.

[0006] In order to attain the above and other objects,
the invention provides a program executable on a data
processing device, usable for controlling the data
processing device, and becoming executable on the data
processing device under a condition where license infor-
mation is input to the data processing device within a
limiting period set for the license information. The license
information is provided by a license registration device
after registration of a license for use of the program on
the data processing device. The program includes: stor-
ing time information in association with the license infor-
mation, the time information indicating a cancelable time
that arrives at or after an expiration time of the limiting
period; accepting input of a disabling command; disabling
use of the program upon accepting the input of the dis-
abling command; and providing, if the cancelable time
has arrived and if the disabling command has been ac-
cepted, license cancel information necessary for cance-
ling the license.

[0007] Accordingtoanother aspect, the presentinven-
tion provides a license registration device including a first
receiving section, a license registration section, a setting
section, a license information generation section, a pro-
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viding section, a second receiving section, and a cancel
section. The first receiving section accepts input of li-
cense request information. The license registration sec-
tion registers a license for use of program relating to the
license request information in accordance with a license
registration status of the program. The setting section
sets a limiting period. The license information generation
section generates license information indicating suc-
cessfulregistration of the license. The license information
includes the limiting period. The providing section pro-
vides the license information to a user. The program can
become executable on a data processing device if the
license information is input to the data processing device
within the limiting period. The second receiving section
accepts input of license cancel information. The cancel
section cancels the license in response to the license
cancel information.

[0008] The particular features and advantages of the
invention as well as other objects will become apparent
from the following description taken in connection with
the accompanying drawings, in which:

[0009] Fig. 1(a)is a block diagram showing a hardware
structure of a license registration device according to an
embodiment of the present invention;

[0010] Fig. 1(b)is ablock diagram showing a hardware
structure of a personal computer on which a program
according to the embodiment of the present invention is
installed;

[0011] Fig. 2 is a block diagram showing PC software
and a license registration program according to the em-
bodiment of the present invention;

[0012] Fig. 3 is a timing chart representing a license
registration executed in relation to a license registration
according to the embodiment of the present invention;
[0013] Fig. 4 is a flowchart representing a license re-
questinformation providing process according to the em-
bodiment of the present invention;

[0014] Fig. 5is a flowchart representing a license reg-
istration process according to the embodiment of the
present invention;

[0015] Fig. 6 is a flowchart representing a license in-
formation setting process according to the embodiment
of the present invention;

[0016] Fig. 7 is a flowchart representing an execution
determining process according to the embodiment of the
present invention;

[0017] Fig. 8 is a flowchart representing a license can-
cel information providing process according to the em-
bodiment of the present invention; and

[0018] Fig. 9is a flowchart representing a license can-
cel process according to the embodiment of the present
invention.

[0019] A license registration device according to an
embodiment of the present invention will be described
while referring to the accompanying drawings.

[0020] First, a hardware structure of a license registra-
tion device 10 of the present embodiment will be de-
scribed with reference to Fig. 1. The license registration
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device 10 has the same configuration as well-known per-
sonal computers (PCs). That is, the license registration
device 10 includes a control section 11, a display 12, a
keyboard 13, a mouse 14, a network interface (I/F) 15,
and a memory unit 16, all connected to one another via
a bus 17. The control section 11 includes a microcom-
puter having a CPU, a ROM, a RAM, and an I/O, all con-
nected to one anther via a bus line. The memory unit 16
includes a nonvolatile memory, such as a hard disk or a
flush memory, for storing various programs and data.
[0021] Next, a configuration of each of PCs 20 (PC
20A and PC20B shown in Fig. 2) will be described. The
PCs 20 have substantially the same hardware structure
as the license registration device 10. That is, as shown
in Fig. 1(b), each PC 20 includes a control section 21, a
display 22, a keyboard 23, a mouse 24, a network inter-
face (I/F) 25, and a memory unit 26, all connected to one
another via a bus 27. The control section 21 includes a
microcomputer having a CPU, a ROM, a RAM, and an
I/O, all connected to one anther via a bus line. The mem-
ory unit 26 includes a nonvolatile memory, such as a hard
disk or a flush memory, for storing various programs and
data.

[0022] The PCs 20 are not necessarily connected to
the Internet, and may be in the off-line states.

[0023] Next, software structures of the license regis-
tration device 10 and the PC 20A will be described with
reference to Fig. 2. Fig. 2 shows a configuration of license
registration program 100 installed on the license regis-
tration device 10 and a configuration of PC software 200
installed onthe PC 20A. It should be noted that the license
registration device 10 and each of the PCs 20 do not
directly communicate with each other. An on-line terminal
(not shown), but not the PCs 20, exchanges data with
the license registration device 10. That is, a user of each
PC 20 sends data to and receives data from the license
registration device 10 through the on-line terminal other
than the PCs 20.

[0024] The PC software 200 will be described first. The
PC software 200 includes a license request information
providing section 205, a license cancel information pro-
viding section 210, a license information setting section
225 a verification data generation section 235, a verifi-
cation section 245, a notification section 250, and a soft-
ware execution section 255.

[0025] The license request information providing sec-
tion 205 is for providing a user with license request infor-
mation 260 for the PC 20A (hereinafter referred to as
"license request information 260A"). The license cancel
information providing section 210 is for providing the user
with license cancel information 265 for the PC 20A (here-
inafter referred to as "license cancel information 265A").
The license information setting section 225 is for gener-
ating license data 230 for the PC 20A (hereinafter re-
ferred to as "license data 230A") and time information
222 based on license information 120 for the PC 20A
(hereinafter referred to as "license information 120A").
[0026] The verification data generation section 235 is
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for generating verification data 240. The verification sec-
tion 245 is for verifying the license data 230A against the
verification data 240. The notification section 250 is for
notifying the user that the user is not licensed when the
user is determined not to be licensed for use of the PC
software 200 as a result of the verification by the verifi-
cation section 245. The software execution section 255
is for executing the PC software 200 when the user is
determined to be licensed as the result of the verification.
[0027] More specifically, the license request informa-
tion providing section 205 generates the license request
information 260A and provides the same to the user. The
license request information 260A is used for requesting
the license registration device 10 to register a license for
use of the PC software 200, and includes encrypted soft-
ware information and encrypted PC unique information.
The license request information 260A also includes ref-
erence time information relating to the license request
information 260A. The reference time information may
be information indicating the time at which the license
request information 260A is generated or the time at
which the PC software 200 is installed on the PC 20A,
for example.

[0028] The license cancel information providing sec-
tion 210 generates the license cancel information 265A
and provides the same to the user. The license cancel
information 265A is used for requesting cancellation of
the license for use of the PC software 200 on the PC 20A
registered by the license registration device 10. The li-
cense cancel information 265A is generated when or af-
ter cancelable time indicated by the time information 222
has arrived after the PC software 200 was installed on
the PC 20A. The license cancel information 265A in-
cludes encrypted software information (215) and en-
crypted PC unique information (220).

[0029] The license information setting section 225 ac-
cepts input of the license information 120A, generates
the license data 230A and the time information 222 based
on the license information 120A, and stores the same
into the memory unit 26 (Fig. 1(b)). The license data 230A
is data that is required for using the PC software 200 on
the PC 20A.

[0030] The verification data generation section 235
generates the verification data 240 based on software
information 215 and PC unique information 220 both
stored in the memory unit 26 (Fig. 1(b)). The software
information 215 is such information as a license identifi-
cation (ID) uniquely allocated to the PC software 200. A
user may input the software information 215 when install-
ing the PC software 200, or the software information 215
may be included in the PC software 200. The PC unique
information 220 is information for identifying the PC 20A.
For example, the PC unique information 220 may be a
serial number or a MAC address allocated to the PC 20A.
Alternatively, the PC unique information 220 may be a
version number of an operation system (OS) installed on
the PC 20A, time and date at which the OS was installed,
a license ID of the OS, or information generated based
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on any of these information.

[0031] The verification section 245 activates the veri-
fication data generation section 235 to generate the ver-
ification data 240 when the PC software 200 installed on
the PC 20A is activated, compares the license data 230A
to the verification data 240, and determines whether or
not to permit the execution of the PC software 200. More
specifically, if the license data 230A matches the verifi-
cation data 240, then the verification section 245 permits
the execution of the PC software 200 and starts the op-
eration of the software execution section 255. However,
if the license data 230A is not stored in the memory unit
26 or if the license data 230A does not match the verifi-
cation data 240, then the verification section 245 prohibits
the execution of the PC software 200 and notifies the
user through the notification section 250 that the user is
not allowed to use the PC software 200.

[0032] However, the verification section 245 automat-
ically authorizes the execution of the PC software 200
without performing the above-described verification
process in a trial period.

[0033] The PC software 200 further includes a disa-
bling section 256 that accepts input of a disabling instruc-
tion 130 for the PC 20A (hereinafter referred to as "dis-
abling instruction 130A") and disables usage of the PC
software 200 on the PC 20A when the user inputs the
disabling instruction 130. The disabling section 256 dis-
ables the usage by changing internal settings of the PC
software 200 to prevent the software execution section
255 from executing the PC software 200. Note that the
disabling instruction 130A may be an uninstall instruction
for uninstalling the PC software 200 from the PC 20A.
However, in this case also, the PC software 200 is not
actually uninstalled, but is simply disabled to be used.
[0034] Next, a configuration of the license registration
program 100 installed on the license registration device
10 will be described. The license registration program
100 includes a license request managing section 105
and a license information providing section 115. The li-
cense request managing section 105 is for registering
and canceling a license for use of PC software on any of
the PCs 20. The license information providing section
115 is for providing a user with the license information
120. The memory unit 16 (Fig. 1(a)) of the license regis-
tration device 10 stores a license managing table 110.
[0035] More specifically, the license request managing
section 105 accepts input of the license request informa-
tion 260 and decrypts the encrypted PC unique informa-
tion (220) and software information (215) included in the
license request information 260. Then, the license re-
quest managing section 105 registers the decrypted PC
unique information on the license managing table 110 in
association with pre-registered software information. In
this manner, the license request managing section 105
registers a license for use of PC software on the PC 20
(the PC software 200 on the PC 20A, for example). The
license request managing section 105 also generates a
generation time information 125 based on the license
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request information 260 and inputs the same to the Ii-
cense information providing section 115. The generation
time information 125 may indicate the time that the ref-
erence time information included in the license request
information 260 indicates, the time at which the license
request managing section 105 has accepted the input of
the license request information 260, or the time at which
the license request managing section 105 has registered
the PC unique information on the license managing table
110.

[0036] The license request managing section 105 also
accepts input of the license cancel information 265 and
decrypts the encrypted PC unique information and soft-
ware information included in the license cancel informa-
tion 265. If the decrypted software information matches
software information currently registered on the license
managing table 110 in association with PC unique infor-
mation that the decrypted PC unique information match-
es, then the license request managing section 105 de-
letes the PC unique information corresponding to the de-
crypted software information from the license managing
table 110.

[0037] The license information providing section 115
generates the license information 120 based on the de-
crypted software information, the decrypted PC unique
information, and the generation time information 125.
The license information 120 is a proof that a license for
use of the PC software on the PC 20 has been registered.
The license information 120 includes encrypted PC
unique information, encrypted software information, and
expiration information indicating a limiting period that is
set based on the generation time information 125. Then,
the license information 120 is provided to the user of the
PC 20.

[0038] The license managing table 110 is a table for
storing the software information 215 of the PC software,
such as the PC software 200, and the PC unique infor-
mation 220 of the PC 20 (such as the PC 20A) in corre-
spondence with each other. Software information 215 of
each PC software to be sold is pre-registered on the li-
cense managing table 110, and after installed on one of
the PCs 20, PC unique information 220 of the PC 20 is
registered, in a license registration process (described
later), on the license managing table 110 in association
with the software information 215 of the installed PC soft-
ware.

[0039] Only a predetermined number of PCs 20 can
be registered for the same PC software, and the same
number of entries of PC unique information 220 as the
predetermined number of PCs 20 can be registered on
the license managing table 110 in association with the
same software information 215 pre-registered on the li-
cense managing table 110. Thus, if the predetermined
number of PCs 20 are already registered for particular
PC software, no more PC 20 can be registered for this
PC software. In this embodiment, only one PC 20 can be
registered for the same PC software.

[0040] Note that PC software installed on the PC 20B
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has the same configuration as the PC software 200, and
generates the license request information 260 for the PC
20B (hereinafter referred to as "license request informa-
tion 260B") that is used when requesting the license reg-
istration device 10 to register a license for use of the PC
software on the PC 20B, and accepts input of the license
information 120 for the PC 20B (hereinafter referred to
as "license information 120B") as a proof that the PC 20B
is licensed for the use of the PC software.

[0041] Next, processes executed in the license regis-
tration device 10 and the PCs 20 will be described with
reference to the timing chart of Fig. 3.

[0042] When PC software allocated with a license 1D
is installed on the PC 20A, a license request information
providing process to be described later is performed in
the PC 20A to provide the license request information
260A to a user of the PC 20A (hereinafter referred to also
as "user A") by, for example, displaying the same on the
display 22 of the PC 20A (S305). Note that the PC soft-
ware may have a trial period in which anyone can use
the PC software without a license. This trial period ena-
bles use of the PC software during the time between
when the PC software is first installed and when the li-
cense registration completes.

[0043] Then, the user A inputs the license request in-
formation 260A to an online terminal (not shown) and
transmits the same to the license registration device 10
via the Internet or the like (S310). Note that the user A
may alternatively send a storage medium storing the li-
cense request information 260A to a manager of the li-
cense registration device 10 to have the manager input
the license request information 260A to the license reg-
istration device 10.

[0044] Upon receiving the license request information
260A, the license registration device 10 executes a li-
cense registration process to be described later (S315)
to register a license for use of the PC software on the PC
20A. Then, the license registration device 10 generates
the license information 120A to prove that the PC 20A is
licensed to use the PC software and sends the same to
a transmitter of the license request information 260A
(S320). Alternatively, the manager of the license regis-
tration device 10 may send a storage medium storing the
license information 120A to the user A, for example.
[0045] After receiving the license information 120A,
the user A inputs the license information 120A to the PC
20A. As aresult, the PC 20A performs a license informa-
tion setting process to be described later (S325). As a
result of the license information setting process, the li-
cense data 230A (Fig. 2) is generated for the PC software
(PC software 200) on the PC 20A. Note that the license
information 120A includes the expiration information in-
dicating the limiting period as described above, and the
license data 230A is generated only if the license infor-
mation 120A is input within the limiting period. In other
words, the PC software 200 becomes executable on the
PC 20A only if the license information 120A is input within
the limiting period.
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[0046] Fromthistime on, untilusage of the PC software
200 on the PC 20A is disabled, the license data 230A is
verified each time before executing the PC software 200,
and the PC software 200 is executed only if the verifica-
tion succeeds.

[0047] When the user A inputs the disabling instruction
130A to the PC 20A, then the disabling section 256 ex-
ecutes a disabling process for disabling the usage of the
PC software 200 on the PC 20A (S326), so the PC soft-
ware 200 becomes unusable on the PC 20A. However,
even if the PC software 200 becomes unusable, the li-
cense for use of the PC software 200 on the PC 20A
remains registered at the license registration device 10.
Thus, even if the same PC software is installed on a dif-
ferent PC 20, the different PC 20 cannot be licensed for
use of the PC software. Also, if the PC software 200 be-
comes unusable, part of the PC software 200 (equivalent
to the license cancel information providing section 210
described above) remains executable on the PC 20A.
[0048] When the cancelable time indicated by the time
information 222 has arrived, a license cancel information
providing process (described later) is performed to pro-
vide the license cancel information 265A to the user A
(S330). Then, the user A sends the license cancel infor-
mation 265A to the license registration device 10 from
the online terminal (S335). Upon receiving the license
cancel information 265A, the license registration device
10 performs a license cancel process to be described
later to cancel the license for use of the PC software 200
onthe PC 20A (S355). As aresult, the license registration
device 10 becomes capable of registering a license for
use of the PC software on a different PC 20 based on
license request information 260 form the different PC 20.
[0049] When PC software allocated with the same li-
cense ID with that allocated to the PC software 200 in-
stalled on the PC 20A is installed on the PC 20B, the
license request information providing process is per-
formed in the PC 20B (S340). As a result, the license
request information 260B is provided to a user of the PC
20B (hereinafter referred to as "user B"). At this time also,
a trial period is set.

[0050] Upon receiving the license request information
260B (S345), the license registration device 10 performs
the license registration process (S350). However, if the
PC 20A has already been licensed to use the PC software
200, use of the PC software installed on the PC 20B is
not permitted and thus the license registration fails. How-
ever, if the license request information 260B is sent to
the license registration device 10 after the license for use
ofthe PC software 200 on the PC 20A has been canceled
(S360), the license registration process is performed in
the license registration device 10 (S365), and then the
license registration for the PC 20B succeeds this time.
That is, use of the PC software on the PC 20B is permit-
ted. Then, the license registration device 10 generates
the license information 120B for the PC 20B that proves
that the PC 20B is licensed and provides the same to the
user B (S370).
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[0051] When the user B having received the license
information 120B inputs the license information 120B to
the PC 20B, the PC 20B performs the license information
setting process (S375). Note that the license information
120B also includes the expiration information indicating
the limiting period, and the license information setting
process is performed only if the PC 20B receives the
license information 120B within the limiting period. As a
result of the license information setting process, the li-
cense data 230 is set for the PC software installed on
the PC 20B.

[0052] If the PC software allocated with the same li-
cense IDis installed on the PC 20A again after the license
for use of the PC software 200 on the PC 20A has been
cancelled, then the license request information providing
process is performed in the PC 20A (S380) to provide
the license request information 260A to the user A. Upon
receiving the license request information 260A, the li-
cense registration device 10 performs the license regis-
tration process. However, because the license for use of
the PC software on the PC 20B has been registered, use
of the PC software on the PC 20A is not permitted this
time. Even if the user A inputs the previously obtained
license information 120A to the PC 20A, the license data
230A is not set because the limiting period indicated by
the expiration information included in the license infor-
mation 120A has already elapsed at the time of when the
license cancel information 265A was sent to the license
registration device 10.

[0053] Next, the license request information providing
process will be described with reference to the flowchart
of Fig. 4. The license request information providing proc-
ess is executed when PC software is installed on the PC
20. For example, the license request information provid-
ing process is executed in S305, S340, and S380 in the
timing chart of Fig. 3. In the following, the license request
information providing process executed in the PC 20A in
S305 upon installation of the PC software will be de-
scribed as a representative.

[0054] As shown in Fig. 4, in S405 of the license re-
quest information providing process, the control section
21 of the PC 20A generates the license request informa-
tion 260A. Then, in S410, the control section 21 provides
the same to the user A, and ends the license request
information providing process. The license request infor-
mation 260A my be provided to the user A in S410 by
storing the same into a storage area of the memory unit
26 accessible to the user A or by displaying the same on
the display 22, for example.

[0055] As described above, the license request infor-
mation 260A includes the encrypted software informa-
tion, the encrypted PC unique information, and the ref-
erence time information.

[0056] Note that the license request information pro-
viding process is not necessarily executed upon instal-
lation of the PC software, but may be executed when the
license request information is requested by the user A
after installation of the PC software or when the user
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inputs an activation command for the PC software.
[0057] Next,thelicenseregistration process will be de-
scribed with reference to the flowchart of Fig. 5. The li-
cense registration process is executed by the control sec-
tion 11 (Fig. 1(a)) of the license registration device 10 for
register a license for use of PC software on the PC 20
when the license registration device 10 starts receiving
the license request information 260. For example, the
license registration process is executed in S315, S350,
and S365 of the timing chart of Fig. 3. The license request
information 260 may be received from an online terminal
through the network I/F 15 or may be inputted by the
manager or the like through manipulation of the license
registration device 10, for example. In the following, the
license registration process executed in S315 of Fig. 3
will be described as a representative.

[0058] Inthe license registration process, firstin S505,
the control section 11 accepts input of the license request
information 260A. Then, in S510, the control section 11
decrypts the encrypted PC unique information and soft-
ware information included in the license request informa-
tion 260A.

[0059] Nextin S515, the control section 11 determines
whether or not the decrypted software information match-
es any software information pre-registered on the license
managing table 110 in the memory unit 16. If not (S515:
No), then the control section 11 proceeds to S545 One
possible reason for a negative determination in S515 is
that software information has been input in error. On the
other hand, if so (S515:Yes), then the control section 11
determines in S520 whether or not any PC unique infor-
mation is registered on the license managing table 110
in association with software information that matches the
decrypted software information. If not (S520:No), this
means that no PC 20 is currently licensed for use of the
PC software corresponding to the software information,
and the control section 11 proceeds to S525. On the other
hand, if so (S520:Yes), then the control section 11 pro-
ceeds to S545. In S545, the control section 11 notifies
the user A that the requested registration is not permitted
by, for example, sending a message to the transmitter of
the license requestinformation 260A, displaying the mes-
sage on the display 12 of the license registration device
10, or having the manager tell the user A the message.
[0060] In S525, the control section 11 sets a limiting
period based on, for example, the reference time infor-
mation included in the license request information 260A.
Then in S530, the control section 11 generates the li-
cense information 120A that includes the expiration in-
formation indicating the limiting period set in S525, en-
crypted PC unique information, and encrypted software
information. In S535, the control section 11 provides the
license information 120A to the user A by, for example,
sending the license information 120A to the transmitter
of the license request information 260A, storing the Ii-
cense information 120A into a storage area in the storing
unit 16 accessible to the user A, or displaying the license
information 120A on the display 12 of the license regis-
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tration device 10.

[0061] In S540, the control section 11 registers a li-
cense by registering the decrypted PC unique informa-
tion on the license managing table 110 in association
with the software information that matches the decrypted
software information. Then, the control section 11 ends
the license registration process.

[0062] Next, the license information setting process
will be described with reference to the flowchart of Fig.
6. The license information setting process is executed
by the control section 21 of the PC 20 for setting the
license data 230 for the PC software installed on the PC
20 when a user inputs the license information 120 to the
PC 20. Inthe timing chart of Fig. 3, the license information
setting process is performed in S325 and S375. Howev-
er, in the following, the license information setting proc-
ess executed in the PC 20A in S325 will be described as
a representative.

[0063] As shown in Fig. 6, first in S605, the control
section 21 of the PC 20A accepts input of the license
information 120A from the user A. Then, in S610, the
control section 21 acquires the limiting period indicated
by the expiration information included in the license in-
formation 120A.

[0064] In S615, the control section 21 determines
whether or not it is within the limiting period. If so (S615:
Yes), then in S620, the control section 21 sets the can-
celable time based on the limiting period, generates time
information 222 indicating the cancelable time, and
stores the time information 222 in association with the
license information 120A into the memory unit 26. More
specifically, the cancelable time is set to a time that is at
or later than an expiration time of the limiting period. For
example, the cancelable time may be exactly the expi-
ration time of the limiting period. Alternatively, the can-
celable time may be several days after the expiration
time.

[0065] In S625, the control section 21 generates the
license data 230A and stores the same into the memory
unit 26. Note that the license data 230A may be a com-
bination of the encrypted PC unique information and the
encrypted software information. Then, the control section
21 ends the license information setting process.

[0066] Note that in S615 the control section 21 may
also perform a process to decrypt the encrypted PC
unique information and software information included in
the license information 120A and to determine whether
or not the decrypted PC unique information and software
information match respectively the PC unique informa-
tion 220 and the software information 215 of the PC 20A.
This process ensures the license data 230A is generated
in S625 for the PC software installed on the PC 20A.
[0067] If a negative determination is made in S615
(S615:No), then in S630, the control section 21 notifies
the user A through the display 22 or the like that the lim-
iting period for inputting the license information 120A has
elapsed, and ends the license information setting proc-
ess.
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[0068] Next, an execution determining process will be
described with reference to the flowchart of Fig. 7. The
execution determining process is executed by the control
section 21 of the PC 20 installed with PC software when
an activation command for the PC software is received.
[0069] In the execution determining process, first in
S705, the control section 21 determines whether or not
it is within the trial period. If so (S705:Yes), then the con-
trol section 21 proceeds to S725. On the other hand, if
not (S705:No), then the control section 21 proceeds to
S710.

[0070] In S710, the control section 21 determines
whether or not the license data 230 is stored in the mem-
ory unit 26 of the PC 20. If so (S710:Yes), then the control
section 21 proceeds to S715. On the other hand, if not
(S710:No), then the control section 21 proceeds to S730.
[0071] In S715, the control section 21 generates the
verification data 240 based on the software information
215 and the PC unique information 220 stored in the
memory unit 26, and then in S720, the control section 21
determines whether or not the verification data 240
matches the license data 230 stored in the memory unit
26.1fso (S720:Yes), then the control section 21 proceeds
to S725. On the other hand, if not (S720:No), then the
control section 21 proceeds to S730.

[0072] In S725, the control section 21 permits the ex-
ecution of the PC software, and ends the execution de-
termining process. On the other hand, in S730, the control
section 21 halts execution of the PC software, and ends
the execution determining process. In S730, the control
section 21 may notify the user through the display 22 or
the like that the user is not permitted to use the PC soft-
ware either because the license for use of the PC soft-
ware is not registered or because valid license data 230
is not stored.

[0073] The execution determining process may be per-
formed each time the execution command for PC soft-
wareisinputtothe PC 20 after the PC software is installed
on the PC 20. Alternatively, if execution of PC software
is once permitted in S725, then execution of the PC soft-
ware may be automatically permitted later on without per-
forming the execution determining process, until the PC
software becomes unusable on the PC 20.

[0074] Next, the license cancel information providing
process will be described with reference to the flowchart
of Fig. 8. As described above, if the disabling instruction
130A is input to the PC 20A, for example, before the
cancelable time, then part of the PC software 200 equiv-
alent to the license cancel information providing section
210 remains executable on the PC 20A. The license can-
cel information providing process is executed by the con-
trol section 21 of the PC 20A at a predetermining timing
if the disabling instruction 130A is input to the PC 20A
before the cancelable time. However, if the disabling in-
struction 130A is input to the PC 20A after the cancelable
time, then the license cancel information providing proc-
ess is executed in the disabling process (S326 of Fig. 3,
for example) for disabling the usage of the PC software
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200.

[0075] Inthelicense cancelinformation providing proc-
ess, first in S805, the control section 21 determines
whether or not the cancelable time has arrived. If not
(S805:No), then the control process 21 ends the license
cancel information providing process. On the other hand,
if so (S805:Yes), then in S810, the control section 21
generates the license cancel information 265. The Ii-
cense cancel information 265 includes the encrypted
software information and the encrypted PC unique infor-
mation as described above.

[0076] Next in S815, the control section 21 provides
the license cancel information 265 to a user by storing
the same into a storage area in the memory unit 26 of
the PC 20 accessible to the user. Then, the control sec-
tion 21 ends the license cancel information providing
process. Note that in S815 the control process 21 may
instead provide the license cancel information 265 to the
user by displaying the same on the display 22 of the PC
20, for example.

[0077] Next, the license cancel process executed in
the license registration device 10 will be described with
reference to the flowchart of Fig. 9. The license cancel
process is executed when the license registration device
10 starts receiving the license cancel information 265 (in
S355 of the timing chart of Fig. 3, for example). The Ii-
cense cancel information 265 may be sentfrom the online
terminal and received through the network I/F 15 or input
by the manger or the like through manipulation of the
license registration device 10.

[0078] In the license cancel process, first in S905, the
control section 11 accepts the input of the license cancel
information 265. Then, in S91, the control section 11 de-
crypts the encrypted PC unique information and software
information included in the license cancel information
265.

[0079] Next,inS915, the control section 11 determines
whether or not the decrypted software information match-
es any software information registered on the license
managing table 110 stored in the memory unit 16. If not
(S915:No), then the control section 11 ends the license
cancel process. On the other hand, if so (S915:Yes), then
in S920, the control section 11 determines whether or
not the decrypted PC unique information is registered on
the license managing table 110 in association with the
software information that the encrypted software infor-
mation matches. If not (S920:No), then the control sec-
tion 11 ends the license cancel process. On the other
hand, if so (S920:Yes), then in S925, the control section
11 cancels the license by deleting the PC unique infor-
mation that is registered in association with the software
information from the license managing table 110. Then,
the control section 11 ends the license cancel process.
[0080] As described above, according to the present
embodiment, a license for use of PC software is regis-
tered only if the license information 120 is input to the
PC 20 within the limiting period indicated by the expiration
information included in the license information 120 after
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the PC software is installed on the PC 20. Also, the li-
cense cancel information 265 is provided to a user only
when or after the cancelable time has arrived, so the
license can be canceled only when or after the cancelable
time has arrived.

[0081] There may be a case where after having a li-
cense for use of PC software on the PC 20 canceled
while saving corresponding license information 120, a
user inputs the saved license information 120 to the PC
20 on which the same PC software is reinstalled. How-
ever, in this case, the limiting period has elapsed by the
time the license becomes cancelable, so use of the PC
software reinstalled on the PC cannot be permitted even
if the user inputs the saved license information 120.
[0082] Also, even if the usage of the PC software is
disabled within the limiting period, the license cannot be
canceled before the cancelable time. Thus, a license for
the PC software cannot be registered again unless the
cancelable time arrives. As described above, the cance-
lable time arrives only when or after the limiting period
elapses. Therefore, use of the PC software cannot be
permitted when the saved license information 120 is in-
put.

[0083] In this manner, the present embodiment can
prevent misuse of PC software even if the license infor-
mation 120 is saved.

[0084] Next, a modification of the above-described
embodiment will be described. Note that in the following
description, only parts differing from those of the above-
described embodiment will be described.

[0085] In this modification, a time period in which the
license cancel information 265 can be used is limited by
using a registration time and a cancel time in the following
manner.

[0086] Thatis, in S540 of the license registration proc-
ess shown in Fig. 5, the control section 11 of the license
registration device 10 sets the registration time relating
to the registration of the license information 120, and reg-
isters the same on the license managing table 110.
[0087] The registration time may be the time at which
the corresponding PC unique information is registered
on the license managing table 110, the time at which
corresponding license request information 260 is re-
ceived or generated, or the time at which corresponding
PC software is installed on the PC 20, for example. In
this case, the reference time information included in the
license request information 260 may indicate the time at
which the corresponding PC software is installed on the
PC 20.

[0088] Also, in S810 of the license cancel information
providing process shown in Fig. 8, the control section 21
of the PC 20 sets the cancel time and generates license
cancel information 265 including the cancel time. The
cancel time may be the cancelable time or the time at
which the license cancel information 265 is generated.
[0089] Further, in the license cancel process in Fig. 9,
the license registration device 10 determines whether or
not the cancel time is after the registration time registered
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on the license managing table 110. More specifically, in
S910 of Fig. 9, the control section 11 retrieves the cancel
time included in the license cancel information 265 in
addition to the process to decrypt the software informa-
tion and the PC unique information. In S920, in addition
to determining whether or not the PC unique information
matches as described above, the control section 11 also
determines whether or not the cancel time is after the
registration time registered on the license managing table
110. If the cancel time is not after the registration time,
then the control section 11 ends the license cancel proc-
ess without deleting corresponding PC unique informa-
tion from the license managing table 110.

[0090] Thatis, the license can be canceled only if the
cancel time included in the license cancel information
265 is after the registration time registered on the license
managing table 110.

[0091] Here,itisconceivable thatafter havingalicense
for PC software canceled while saving corresponding li-
cense cancel information 265, a user obtains a license
for the same PC software reinstalled on the PC 20 for
some reason, and then inputs the saved license cancel
information 265 to the PC 20. However, in this case, reg-
istration time registered at the time of the second-time
license registration is later than cancel time included in
the saved license cancel information 265. Thus, the li-
cense is not canceled by using the saved license cancel
information 265.

[0092] While the invention has been described in detail
with reference to the embodiment thereof, it would be
apparent to those skilled in the art that various changes
and modifications may be made therein without departing
from the spirit of the invention.

[0093] For example, in the above described embodi-
ment, only a single PC 20 can be licensed for use of one
PC software. However, a plurality of predetermined
number of PCs 20 may be licensed for use of one PC
software. In this case, the control section 11 determines
in S520 of Fig. 5 whether or not the predetermined
number of entries of PC unique information are registered
in association with the same software information. In this
way, the plurality of predetermined number of PCs 20
can be permitted to use the same PC software.

[0094] Also, in the above-described embodiment, the
disabling process is executed in S326 of Fig. 3 for disa-
bling the usage of the PC software 200 on the PC 20A
by changing the settings. However, the usage of the PC
software 200 on the PC 20A may be disabled by actually
uninstalling the PC software 200 from the PC 20A. In this
case also, the part of the PC software 200 (equivalent to
the license cancel information providing section 210 de-
scribed above) remains on the PC 20A after the uninstal-
lation.

Claims

1. A program (200) executable on a data processing
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device (20), usable for controlling the data process-
ing device (20), and becoming executable on the da-
ta processing device (20) under a condition where
license information (120) is input to the data process-
ing device (20) within a limiting period set for the
license information (120), the license information
(120) being provided by a license registration device
(10) after registration of a license for use of the pro-
gram (200) on the data processing device (20), com-
prising:

storing time information (222) in association with
the license information (120), the time informa-
tion (222) indicating a cancelable time that ar-
rives at or after an expiration time of the limiting
period (S620);

accepting input of a disabling command (130);
disabling use of the program (200) (S326) upon
accepting the input of the disabling command;
and

providing (S330,S815), if the cancelable time
has arrived (S805:Yes) and if the disabling com-
mand has been accepted, license cancel infor-
mation (265) necessary for canceling the li-
cense.

2. The program according to claim 1, further compris-
ing:

enabling execution of the program (200) on the
data processing device (20) (S625) upon input
of the license information (120) (S605); and
determining the cancelable time based on the
limiting period set for the license information
(120) (S620) when enabling the execution of the
program (200).

3. The program according to claim 1 or 2, wherein the
license cancelinformation (265) is provided to a user
(S815) (S805:Yes) so as to enable the user to pro-
vide the license cancel information (265) to the li-
cense registration device (10), the license cancel in-
formation (265) being generated (S810) if the can-
celable time has arrived (S805:Yes).

4. The program according to any of claims 1 to 3, further
comprising providing license request information
(260) (S405) necessary for requesting the license
information (120) from the license registration device
(10), the license request information (260) being
generated upon accepting a user command request-
ing to enable the execution of the program (200).

5. Theprogramaccording to claim 4, further comprising
generating the license request information (260) up-
on accepting the user command requesting to ena-
ble the execution of the program (200), wherein the
license requesting information (260) is provided to a
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user for enabling the user to provide the license re-
questing information (260) to the license registration
device (10).

A license registration device (10) comprising:

afirstreceiving section (S505) thataccepts input
of license request information (260);

a license registration section (S540) that regis-
ters a license for use of program (200) relating
to the license request information (260) in ac-
cordance with a license registration status of the
program (200);

a setting section (S525) that sets a limiting pe-
riod;

a license information generation section (S530)
that generates license information (120) indicat-
ing successful registration of the license, the li-
cense information (120) including the limiting
period;

a providing section (S535) that provides the li-
cense information (120) to a user, wherein the
program (200) can become executable onadata
processing device (20) if the license information
(120) is input to the data processing device (20)
within the limiting period;

a second receiving section (S905) that accepts
input of license cancel information (265); and
a cancel section (S925) that cancels the license
in response to the license cancel information
(265).

The license registration device (10) according to
claim 6, wherein the setting section (S525) sets the
limiting period when the license registration section
(S540) registers the license.

The license registration device (10) according to
claim 6 or 7, wherein the providing section (S535)
provides the license information (120) to the user so
as to enable the user to input the license information
(120) to the data processing device (20).

The license registration device (10) according to any
of claims 6 to 8, further comprising a number deter-
mining section and a register section (110), wherein:

the license registration section (S540) registers
the license by registering the data processing
device (20) licensed for the use of the program
(200) on the register section (110) in association
with the program (200); and

the number determining section determines a
number of data processing devices (20) current-
ly registered on the storing section (110) in as-
sociation with the program (200),

wherein the license registration section (S540)
registers the license if the number determined
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10

by the number determining section is less than
a predetermined number.

10. The license registration device (10) according to any

of claims 6 to 9, wherein:

the license cancel information (265) includes a
cancel time;

the license registration section (S540) also reg-
isters a registration time when registering the
license; and

the cancel section (S925) cancels the license if
the cancel time is after the registration time.

11. The license registration device according to any of

claims 6 to 10, wherein the first receiving section
accepts the input of the license request information
that requests registration of a license for use of the
program according to any of claims 1 to 5.
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