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Description
Technical Field

[0001] The present invention relates generally to Uni-
versal Plug and Play (UPnP), or a middleware protocol
for home networking, and more particularly, to a method
and an apparatus for protecting personal information of
users in a UPnP-based home network.

Background Art

[0002] In general, a home network, which consists of
Internet Protocol (IP)-based private networks, connects
and controls various types of devices used in a home,
such as Personal Computers (PCs), intelligent products
and wireless devices. These devices are connected to a
single network through a common virtual computing en-
vironment called "middleware".

[0003] The term "middleware" refers to software that
connects various digital devices on a peer-to-peer basis
and enables communication between the devices. Vari-
ous types of technology, such as Home AV Interopera-
bility (HAVI), UPnP, Java Intelligent Network Infra-struc-
ture (JINI), and Home Wide Web (HWW), have been pro-
posed as middleware.

[0004] Since the addition of Plug and Play (PnP) func-
tions to current operating systems, it has been very easy
to install and set peripheral devices of PCs. UPnP, which
has evolved from PnP, enables various home appliances
and network devices, such as network printers and In-
ternet gates, to perform networking, especially home net-
working. UPnP provides convenient functions to the en-
tire network based on Internet standard technologies,
such as Transmission Control Protocol/Internet Protocol
(TCP/IP), Hyper Text Transfer Protocol (HTTP), and ex-
tensible Markup Language (XML).

[0005] A UPnP network consists of Controlled Devices
(CDs), which are connected to and controlled by an IP-
based home network. The UPnP is also consisted of Con-
trol Points (CPs) for controlling the CDs. The UPnP net-
work performs communication between the CPs and the
CDs through the use of a UPnP protocol stack structure
that includes Internet protocols such as TCP/IP and HT-
TP, and technologies such as XML and Simple Object
Access Protocol (SOAP).

[0006] In a first addressing step of UPnP communica-
tion, a CP and a CD have their own individual IP address-
es. Upon joining the network, the CD fetches its IP ad-
dress using a Dynamic Host Configuration Protocol (DH-
CP), or it is assigned an IP address using automatic IP
addressing if there is no DHCP server in the network.
[0007] In a second discovery step, the CP searches
for the CD, or the CD advertises its location. The discov-
ery step is performed using a Simple Service Discovery
Protocol (SSDP). If the CD is added to the network, the
CD delivers an SSDP alive message to the network
through IP multicasting. The CP can determine the pres-
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ence/absence of the CD through the reception of the alive
message. When the CP newly joins the network, the CP
multicasts an SSDP Multicast-search (M-search) mes-
sage to the network. All of the CDs, which checked the
M-search message, send M-search response messages
containing their own information to the CP.

[0008] In a third description step, the CP checks the
description content of the CD. When the CP wants the
CD after checking the response message, the CP may
send to the CD a request for detailed information related
tothe CD. The CD, which hasreceived the request, sends
its information in an XML document.

[0009] Ina fourth control step, the CP operates the CD
by controlling a function of the CD. When the CP intends
to control an arbitrary CD, the CP sends a desired service
to the CD using SOAP, based on the detailed information
related to the CD. SOAP is a protocol that is written on
HTTP by XML for the purpose of invoking (or calling) a
remote function.

[0010] a fifth event step, the CP receives an event
change of the CD. The CP sends a subscribe request for
arelevant eventtothe CD when the CP desires toreceive
an event message from the CD. If the subscription is
successful, the CD sends an event message to the CP
using General Event Notification Architecture (GENA).
[0011] In a sixth presentation step, the CP presents a
state of the CD using a Hyper Text Markup Language
(HTML) of the CD.

[0012] FIG. 1is adiagram illustrating device discovery
and action execution in a conventional UPnP network
system.

[0013] Referring to FIG. 1, in step 110, a CP 101 dis-
covers or searches for a CD 102, or the CD 102 adver-
tises its location. In step 120, the CP 101 sends an action
request to the CD 102. In step 130, the CD 102 performs
an action corresponding to the received action request.
In step 140, the CD 102 provides a response to the CP
101 with the action result. More specifically, the CD 102
performs the requested action, and transmits the execu-
tion result for the action or an error message to the CP
101.

[0014] Based on the above-described basic UPnP
control method, a UPnP CD can provide various services
(or functions) to the CP. For example, based on the basic
UPnNP control method, a UPnP CP can control the UPnP
CD in which Audio/Visual (A/V) content is stored, so that
the A/V content can be played back in other UPnP CDs.
When the UPnP CD is a gateway, the UPnP CP can
change and set an IP address band and addresses of a
subnet and a gateway, to be assigned to the devices in
the home, by controlling the UPnP gateway, or the CD.
[0015] FIG. 2 is a diagram illustrating an event notifi-
cation in a conventional UPnP network system.

[0016] ReferringtoFIG. 2,in step 210, a CP (or display
device) 201 searches for a CD (or mobile phone) 202, or
the CD 202 advertises its location. In step 220, the CP
201 sends a request for event reception/registration (or
subscribes) to the CD 202. Upon receipt of the subscribe
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request, the CD 202 assigns a Subscribe ID (SID) in step
230, and delivers the assigned SID to the CP 201 in step
240. If an event occurs in the CD 202 in step 250, the
CD 202 delivers the event to the CP 201 in step 260. If
there is a change in an event-related state variable
among state variables defined in association with respec-
tive UPnP services, the CD 202 delivers the relevant
event to the CP 201 that sent the subscribe request.
[0017] FIG. 3 is a diagram illustrating a subscribe re-
questmessage fromaCP toa CDin aconventional UPnP
network system. Methods and headers of the subscribe
message follow the format defined in UPnP Device Ar-
chitecture.

[0018] A UPnNP telephony service can be provided to
the CD as a UPnP service based on the above-described
technology. In the telephony service, if an incoming call
or a text message is received at a mobile terminal (or
CD), the mobile terminal notifies the pertinent eventto a
display device (or CP). If the display device requests the
received call information or text message information,
the mobile terminal can provide the call information or
text message information in response to the request.
[0019] However, because call information or text mes-
sage informationis delivered to the CP, eventinformation
from the CD to the CP may include a user’s personal
information. The result values for a UPnP action request-
ed by the CP from the CD may also include a user’'s
personal information stored in the CD. Thus, personal
information of users enjoying the UPnP service may be
leaked out.

[0020] Jammes F et al: "Service-Oriented Device
Communications Using the Devices Profile for Web serv-
ices", 21st International Conference on Advanced Infor-
mation Networking and Applications Workshops, 2007,
AINAW ’07, IEEE, Piscataway, NJ, USA, 21 May 2007.
This document outlines the benefits of adopting service-
oriented architectures at the level of the communications
between resource-constrained embedded devices, in
particular for industrial device networks. If focuses on the
usage of the Devices Profile for Web Services (DPWS)
as the underpinning of such "smart device" architectures
and discusses an implementation thereof.

[0021] US-2005/074018A1 discloses a universal plug
and play (UPnP) device which makes itself known
through a set of processes-discovery, description, con-
trol, eventing, and presentation. Following discovery of
a UPnP device, an entity can learn more about the device
and its capabilities by retrieving the device’s description.
The description includes vendor-specific manufacturer
information like the model name and number, serial
number, manufacturer name, URLs to vendor-specific
Web sites, etc. The description also includes a list of any
embedded devices or services, as well as URLs for con-
trol, eventing, and presentation. The description is written
by a vendor, and is usually based on a device template
produced by a UPnP forum working committee. The tem-
plate is derived from a template language that is used to
define elements to describe the device and any services
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supported by the device.; The template language is writ-
ten using an XML-based syntax that organizes and struc-
tures the elements.

[0022] US-2004/064575-A1 discloses a method in-
cluding matching a data transmission characteristic of a
first application on a first network device and of a second
application on a second network device, requesting a
prioritized data transfer between the first and second ap-
plications from a policy manager application, determining
whether to approve the requested prioritized data trans-
fer based upon a set of policy rules, and transferring data
between the first and second application with preferential
treatment.

[0023] Feng Wang et al: "Services and Policies for
Care AtHome", Pervasive Health Conference and Work-
shops, 2006, IEEE, PI, 1 November 2006. This document
outlines desirable characteristics of care services to be
delivered to aging users in their own homes. The OSGi
is described as being particularly suitable for developing
home care services. Service discovery is enhanced
through ontologies that achieve greater flexibility and pre-
cision in service description.

Disclosure of Invention
Technical Problem

[0024] Embodiments of the present invention have
been made to address atleast the above problems and/or
disadvantages and to provide at least the advantages
described below. Accordingly, an aim of embodiments
of the present invention is to provide a personal informa-
tion protection method and apparatus for preventing leak-
age of a user’s personal information, which may occur
during execution of a UPnP service in a UPnP home net-
work.

Technical Solution

[0025] Another aim of embodiments of the present in-
vention is to provide a UPnP-based service, a series of
an action invocation method, a controlled device control
method and a controlled device-to-control point event
method, needed to provide the UPnP service, and a con-
trolled device and a control point device for the same.

[0026] According to a first aspect of the present inven-
tion there is provided a method for protecting personal
information in a home network, the method comprising
the steps of: receiving, by a controlled device, a subscribe
request for a service of the controlled device, from a con-
trol point; accepting, by the controlled device, the sub-
scribe request; receiving, by the controlled device, infor-
mation about the control point from the control point; and
performing, by the controlled device, event information
delivery to the control point according to a policy when
an event occurs in the controlled device; wherein the
method is characterized in that it further comprises the
steps of: transmitting, by the controlled device, the infor-
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mation about the control point to a policy manager; and
receiving, by the controlled device, a policy for event in-
formation delivery to the control point, which is generated
by the policy manager based on the information about
the control point; wherein the step of performing, by the
controlled device, event information delivery to the con-
trol point is in accordance with the policy received from
the policy manager, wherein the policy manager gener-
ates the policy for event information delivery by setting
event delivery conditions based on user input, said event
delivery conditions prescribing whether at least one of
delivery, authentication and encryption is to be applied.
[0027] According to a second aspect of the present
invention there is provided a controlled device for pro-
tecting personal information in a home network, the con-
trolled device comprising: a receiver; an event manager;
and a transmitter; wherein the receiver is arranged to
receive information over the home network including a
subscribe request for a service of the controlled device
from a control point; wherein the controlled device is ar-
ranged to accept the subscribe request; wherein the re-
ceiver is further arranged to receive information about
the control point from the control point; wherein the event
manager is arranged to determine when an event occurs
and to control event information delivery to the control
point according to a policy; and wherein the transmitter
is arranged to transmit the eventinformation to the control
point; wherein the controlled device is characterized in
that: the transmitter is further arranged to transmit the
information about the control point to a policy manager;
the receiver is further arranged to receive a policy for
event information delivery to the control point, which is
generated by a policy manager based on the information
about the control point; and the event manager is further
arranged to control event information delivery to the con-
trol point according to the policy received from the policy
manager, wherein the policy manager generates the pol-
icy for event information delivery by setting eventdelivery
conditions based on user input, said event delivery con-
ditions prescribing whether at least one of delivery, au-
thentication and encryption is to be applied.

Advantageous Effects

[0028] As is apparent from the foregoing description,
according to embodiments of the presentinvention, when
an event occurs in a service that a UPnP home network
system provides to a CD, the CD performs event notifi-
cation based on a set policy, without delivering the event
to all CP devices that sent a subscribe request to the
service. In addition, based on the set policy, the CD may
request authentication or encrypt detailed event informa-
tion with personal information, which is requested by the
CP.

[0029] Accordingly, the presentinvention prevents pri-
vacy information, which is stored in the CD or provided
by the CD through a service, from being included in the
eventinformation, making it possible to protect the user’'s
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personal information.
Brief Description of Drawings

[0030] The above and other aspects, features and ad-
vantages of the present invention will be more apparent
from the following detailed description when taken in con-
junction with the accompanying drawings, in which:

FIG. 1 is a diagram illustrating device discovery and
action execution in a conventional UPnP network
system;

FIG. 2 is a diagram illustrates an event notification
operation in a conventional UPnP network system;
FIG. 3 is a subscribe request message from a CP to
a CD in a conventional UPnP network system;
FIG. 4 is a diagram illustrating a session generation
operation for event delivery during a UPnP service,
according to an embodiment of the present inven-
tion;

FIG. 5 is a diagram illustrating a policy-based event
delivery operation during a UPnP service, according
to an embodiment of the present invention;

FIG. 6 is a diagram illustrating a filter-based event
delivery operation during a UPnP service, according
to another embodiment of the present invention;
FIG. 7 is a diagram illustrating a detailed event de-
livery operation during a UPnP service, according to
an embodiment of the present invention;

FIG. 8 is a diagram illustrating a detailed event de-
livery operation when encryption parameter negoti-
ation is not performed, according to an embodiment
of the present invention;

FIG. 9 is a subscribe request message in which in-
formation on a CPisincluded in a policy-based event
delivery operation during a UPnP service, according
to an embodiment of the present invention;

FIG. 10 is a block diagram of a device for protecting
personal information during a UPnP service, accord-
ing to an embodiment of the present invention; and
FIG. 11 is afilter list in a filter-based event delivery
operation during a UPnP service, according to an-
other embodiment of the present invention.

Mode for the Invention

[0031] Embodiments of the invention are described in
detail with reference to the accompanying drawings. The
same or similar components may be designated by the
same or similar reference numerals although they are
illustrated in different drawings. Detailed descriptions of
constructions or processes known in the art may be omit-
ted to avoid obscuring the subject matter of the present
invention.

[0032] FIG. 4 is a diagram illustrating a session gen-
eration operation for event delivery during a UPnP serv-
ice, according to an embodiment of the present invention.
The scheme illustrated in FIG. 4 maps SIDs and device
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information to subscribe requests based on session au-
thentication. The event scheme shown in FIG. 4 causes
a CP or a user issuing a subscribe request for an event
of a service provided by a CD to be subject to authenti-
cation. The CD can acquire information about a device
or a user as authentication results on the device or the
user, and maps the acquired information to an event ses-
sion.

[0033] Referring to FIG. 4, if a CP 401 sends a sub-
scribe requesttoa CD 402 in step 405, the CD 402 sends
an error message in response to the request in step 410.
This error message is not defined in the existing UPnP
Device Architecture standard, and its error code is de-
fined as '413’ in this embodiment of the presentinvention.
Such an error code value notifies the CP 401 that sent
the subscribe request of a need for an authentication
process. A device supporting the authentication in the
CP 401 performs a series of authentication procedures.
The detailed authentication procedure and message for-
mat are defined in the UPnP Device Protection standard.
In step415,the CP 401 andthe CD 402 generatea Trans-
port Layer Security (TLS) session using a self-signed cer-
tificate for channel protection between the two devices.
In step 420, in order to authenticate the CP 401, an au-
thentication procedure is performed using anintroduction
protocol, such as Wi-fi Protected Setup (WPS) and
Transport Layer Security Pre-Shared Key (TLS-PSK).
After the generation of the TLS session, the CP 401
sends a role request to the CD 402 in step 425. When
the CP 401 needs another role, the CP 401 may perform
login in step 430, and when the CP 401 changes its role,
the CP 401 may change an Access Control List (ACL) in
step 435.

[0034] After the authentication process, the CP 401
sends a subscribe request to the CD 402 in step 440,
and the CD 402 accepts the subscribe request using an
accept message (hereinafter referred to as an "HTTP
200 OK message") in step 445. When sending the sub-
scribe request in step 440, the CP 401 may deliver port
information of a callback Uniform Resource Locator
(URL) to the CD 402 along with the subscribe request.
Thereafter, if an event occurs in a service of the CD 402
in step 450, a TLS session is generated, a single time at
first, in step 455. During the TLS session generation, the
CD 402 generates the TLS session on the port of the
callback URL that the CP 401 delivered along with the
subscribe request. The CD 402 delivers the event to the
CP 401 in step 460.

[0035] Duringthe TLS session generation, the CD 402
may reuse the TLS session that it used during the au-
thentication procedure.

[0036] FIG. 5 illustrates a policy-based event delivery
operation during a UPnP service, according to an em-
bodiment of the present invention. In this embodiment of
the present invention a mobile phone serves as a CD, a
display device serves as a CP, and the policy-based
event delivery operation is performed during occurrence
of a call event in a UPnP telephony service.
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[0037] Referring to FIG. 5, in step 505, a CP 501 dis-
covers a CD 502, or the CD 502 advertises its location.
In step 510, the CP 501 sends a subscribe request to a
telephony service of the CD 502. In step 515, the CD 502
assigns an SID to the CP 501, accepting the subscribe
request from the CP 501. In step 520, the CD 502 returns
the assigned SID to the CP 501. In step 525, the CP 501
maps its Universally Unique Identifier (UUID) and friendly
name information to the assigned SID, and the mapped
information is stored in the CD 502. This is performed by
a SOAP action such as 'Set-FriendlyName()'.

[0038] Mapping information of the CP 501 to the as-
signed SID and storing the mapped information is a basic
operation of the CP 501 that uses the telephony service.
The CD 502 uses the mapped information to deliver an
event to selected ones of multiple CPs.

[0039] A usercaninvoke a’SetFriendlyName()’ action
using the CP 501, or the 'Set-FriendlyName() action can
be set to be automatically invoked upon receipt of a re-
sponse to the subscribe request.

[0040] According to an embodiment of the present in-
vention, another CP device can generate a policy by col-
lecting information on CPs that sent the subscribe re-
quest. This CP device is referred to as a policy manager
503.

[0041] Instep 530, the policy manager 503 may collect
the information on CPs by invoking, for example, a 'Get-
SldList()’ action at the CD 502. In step 535, the policy
manager 503 receives a list of CP information stored in
the CD 502. The information list includes mapping infor-
mation between SIDs that the CD 502 assigned to indi-
vidual CPs, and UUIDs and friendly names of the CPs.
In step 540, the policy manager 503 generates a policy
based on the received information. Based on user input,
the policy manager 503 may set a CP to which a call/SMS
reception event is to be delivered and a CP to which
events are not to be delivered. The policy manager 503
may also set whether to perform an authentication re-
quest in response to a detailed information request for a
call/SMS event from a CP, or whether to encrypt detailed
event information. That is, the policy manager 503 gen-
erates an eventpolicy by setting event delivery conditions
(at least one of delivery of event information, authentica-
tion request for event information delivery, and encryp-
tion of event information) based on user input regarding
each service.

[0042] In step 545, the policy manager 503 delivers
the generated policy to the relevant CD 502 by invoking,
for example, an ’SetCallPolicy()’ action.

[0043] Thereafter, if a call event occurs in step 550 as
an incoming call is received at the relevant CD 502, the
CD 502 delivers the call event to the CP 501 according
to the set policy in step 555.

[0044] FIG. 6 illustrates a filter-based event delivery
operation during a UPnP service, according to another
embodiment of the presentinvention. The method shown
in FIG. 6 sets the policy using a variety of information in
addition to the friendly name information.
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[0045] Referring to FIG. 6, in step 605, a CP 601 dis-
covers a CD 602, or the CD 602 advertises its location.
In step 610, the CP 601 sends a subscribe request to a
telephony service of the CD 602. In step 615, the CD 602
assigns an SID to the CP 601, accepting the subscribe
request from the control point 601. In step 620, the CD
602 returns the assigned SID to the CP 601.

[0046] In step 625, the CP 601 delivers its information
to the CD 602, and may deliver a user name in addition
to its UUID and friendly name information. This operation
may be performed by a 'SetFriendlyName()’ action. A
policy manager 603 sends a request for information on
CPs to the CD 602 in step 630, and receives the infor-
mation on CPs from the CD 602 in step 635. This oper-
ation may be performed by a ’'GetSub-scribeList()’ action.
[0047] In step 640, the policy manager 603 generates
a policy for the CD 602, i.e., filters for event delivery,
based on the information on the CP 601, which is re-
ceived from the CD 602. In step 645, the policy manager
603 delivers the policy to the CD 602 using 'Set-Filter-
ForCallNotification(FilterList) ’.

[0048] If a call reception event occurs in step 650, the
CD 602 generates a TLS session in step 655 and option-
ally delivers the event according to the set policy (filter)
in step 660. In step 655, the CD 602 can generate a TLS
session on the port of the callback URL that the CP 601
delivered along with the subscribe request.

[0049] Accordingly, the CD 602 may divide users
based on the set policy, i.e., filter, using not only IDs and
SIDs of the CPs that will receive an event, but also user
names, and deliver the event to the users. Even for
events that are delivered to the same user, the CD 602
may filter the events by applying a specific condition ac-
cording to values of the events. In addition, the CD 602
may optionally encrypt the events according to such sev-
eral conditions.

[0050] FIG. 11 is afilter list in a filter-based event de-
livery operation during a UPnP service, according to an-
other embodiment of the presentinvention. As illustrated
in FIG. 11, in 'AllowTargetList’ of a filter, a 'Receiving-
Callinfo’ state variable transmits events to 'Mark’s Game
Console’ with a name '"ACME Widget Model XYZ’, and
the eventis encrypted using an encryption key with ID=0.
[0051] FIG. 7 is a diagram illustrating a detailed event
delivery operation during a UPnP service, according to
an embodiment of the present invention. FIG. 8 is a dia-
gramiillustrating a detailed eventdelivery operation when
encryption parameter negotiation is not performed, ac-
cording to an embodiment of the present invention.
[0052] In the processes shown in FIGs. 7 and 8, when
a CP 701, 801 sends a request for detailed call/SMS
information to a CD 702, 802, the CD 702, 802 requests
authentication based on a policy or provides encrypted
detailed information. However, in the operation disclosed
in FIG. 7, the CD 702 provides a privacy (personal infor-
mation) protection function in response to the detailed
call/SMS information request from the CP 701 and a pa-
rameter negotiation necessary for authentication or en-
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cryption is needed.

[0053] If acall or an SMS is received at the CD 702 in
step 705, the CD 702 determines occurrence of an event
in step 710 and delivers the event to the CP 701 in step
715.

[0054] In step 720, the CP 701 sends a request for
detailed information about the call/SMS to the CD 702.
The CD 702 determines in step 725 whether to perform
encryption or authentication, based on a set policy. The
policy referred to in step 725 can be a policy that is set
by the policy manager as described above with reference
to FIGs. 5and 6. When the CD 702 determines to perform
encryption or authentication in step 725, the CD 702 re-
turns an error code of 701 (Privacy Mode enabled) in
response to the detailed call/SMS information request
from the CP 701 in step 730.

[0055] If the error code value is 701, the CP 701 is
authenticated by the CD 702 by receiving a password
from the user in step 735, or the CP 701 performs pa-
rameter negotiation with the CD 702 necessary for en-
cryption in step 740. Alternatively, both of steps 735 and
740 may be performed. If the CP 701 re-requests the
detailed call/SMS information in step 745, the CD 702
provides the detailed call/SMS information based on the
authentication result or the negotiated encryption param-
eters in step 750. In step 755, the CP 701 displays the
provided information.

[0056] FIG. 8 illustrates a simplified operation for a
case where encryption parameter negotiation is unneed-
ed, according to an embodiment of the presentinvention.
[0057] Referring to FIG. 8, if a call or an SMS is re-
ceived atthe CD 802 in step 805, the CD 802 determines
occurrence of an eventin step 810 and delivers the event
to the CP 801 in step 815.

[0058] In step 820, the CP 801 sends a request for
detailed information about the call/SMS to the CD 802.
In step 825, the CD 802 determines whether to perform
encryption, based on a set policy. The policy referred to
in step 825 can be a policy that is set by the policy man-
ager as described above with reference to FIGs. 5 and
6. If the CD 802 determines to perform encryption in step
825, the CD 802 encrypts (encodes) a call/ SMS mes-
sage and sends the encrypted call/SMS message to the
CP 801 in step 830.

[0059] The CP 801 decrypts (decodes) the call/SMS
message received from the CD 802 by receiving a pass-
word from the user in step 835, and displays the decrypt-
ed call/lSMS message in step 840.

[0060] Instead of using a 'SetFriendlyName()' action
in delivering information on a CP to a controlled device
CD, the present invention may include such information
in a subscribe request message when first making a sub-
scribe request. FIG. 9 is a subscribe request message
in which information on a CP is included in a policy-based
event delivery operation during a UPnP service, accord-
ing to an embodiment of the present invention.

[0061] When the control point information is delivered
in the subscribe request message during sending of the
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subscribe request in an embodiment of the present in-
vention, an additional header may be defined in an event
message in the UPnP Device Architecture standard. As
illustrated in FIG. 9, the CP information may be described
by further defining a SUBSCRIBER.UPNP.ORG header.
The 'SetFriendlyName()’ action in FIGs. 5 and 6 may be
omitted if the CP information is delivered along with the
subscribe request.

[0062] FIG. 10 is a block diagram of a device for pro-
tecting personal information during a UPnP service, ac-
cording to an embodiment of the present invention. Re-
ferring to FIG. 10, a CD for privacy protection includes a
receiver 1010, an eventmanager 1020, an authentication
requester 1030, a target selector 1040, a message en-
cryptor 1050, a transmitter 1060, an authenticated-de-
vice list information storage 1080, a policy information
storage 1070, and an encryption algorithm information
storage 1090. The CD communicates with a display de-
vice 1001 that serves as a CP.

[0063] The receiver 1010 receives messages and in-
formation over a home network.

[0064] The event manager 1020 determines when an
event occurs, and delivers the event only to an allowed
CP according to a policy stored in the policy information
storage 1070. The event manager 1020 determines
whetherto send an authentication requestto the request-
ing CP 1001 or to encrypt a message to be delivered to
the CP 1001 according to the policy.

[0065] The authentication requester 1030 makes an
authentication requestbased on the decision of the event
manager 1020.

[0066] The message encryptor 1050 encrypts event
information based on the decision of the event manager
1020.

[0067] The target selector 1040 selects a target to
which it will transmit a notification for an authentication
request or event information, upon request of the event
manager 1020.

[0068] The transmitter 1060 transmits the notification
or the event information to the CP, or the display device
1001.

[0069] The policy information storage 1070 stores pol-
icy information received from (or set by) an external policy
manager (not shown). The authenticated-device list in-
formation storage 1080 stores information about authen-
ticated CPs. The encryption algorithm information stor-
age 1090 stores an encryption algorithm to be used for
encrypting detailed call/SMS information messages.
[0070] As is apparent from the foregoing description,
according to embodiments of the presentinvention, when
an event occurs in a service that a UPnP home network
system provides to a CD, the CD performs event notifi-
cation based on a set policy, without delivering the event
to all CP devices tha sent a subscribe request to the
service. In addition, based on the set policy, the CD may
request authentication or encrypt detailed event informa-
tion with personal information, which is requested by the
CP.
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[0071] Accordingly, the presentinvention prevents pri-
vacy information, which is stored in the CD or provided
by the CD through a service, from being included in the
eventinformation, making it possible to protect the user’s
personal information.

[0072] Embodiments of the present invention can also
be embodied as computer-readable codes on a compu-
ter-readable recording medium. The computer-readable
recording medium is any data storage device that can
store data, which can thereafter be read by a computer
system. Examples of computer-readable recording me-
dium include, but are not limited to, Read-Only Memory
(ROM), Random-Access Memory (RAM), CD-ROMs,
magnetic tapes, floppy disks, optical data storage devic-
es, and carrier waves (such as data transmission through
the Internet via wired or wireless transmission paths).
The computer-readable recording medium can also be
distributed over network-coupled computer systems so
that the computer-readable code is stored and executed
in a distributed fashion. Also, function programs, codes,
and code segments for accomplishing the present inven-
tion can be easily construed as within the scope of the
invention by programmers skilled in the art to which the
present invention pertains.

[0073] While the invention has been shown and de-
scribed with reference to certain embodiments thereof,
it will be understood by those skilled in the art that various
changes in form and detail may be made therein without
departing from the scope of the invention as defined by
the appended claims.

Claims

1. A method for protecting personal information in a
home network, the method comprising the steps of:

receiving (510), by a controlled device (502), a
subscribe request for a service of the controlled
device, from a control point (501);

accepting, by the controlled device (502), the
subscribe request;

receiving (525), by the controlled device (502),
information about the control point (501) from
the control point (501); and

performing (555), by the controlled device (502),
event information delivery to the control point
(501) according to a policy when an event occurs
in the controlled device (502);

wherein the method is characterized in that it
further comprises the steps of:

transmitting (535), by the controlled device
(502), the information about the control
point (501) to a policy manager (503); and
receiving (545), by the controlled device
(502), a policy for event information delivery
tothe control point (501), whichis generated
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by the policy manager (503) based on the
information about the control point (501);
wherein the step of performing (555), by the
controlled device (502), event information
delivery to the control point (501) is in ac-
cordance with the policy received from the
policy manager (503),

wherein the policy manager generates the
policy for event information delivery by set-
ting event delivery conditions based on user
input, said event delivery conditions pre-
scribing whether at least one of delivery, au-
thentication and encryption is to be applied.

The method of claim 1, wherein accepting the sub-
scribe request comprises assigning (515), by the
controlled device (502), a Subscription Identifier,
SID, in response to the subscribe request and deliv-
ering (520) the assigned SID to the control point
(501).

The method of claim 1, wherein the information about
the control point (501) comprises a Universally
Unique Ildentifier, UUID, and a friendly name of the
control point (501).

The method of claim 2, wherein receiving (525) in-
formation comprises receiving, by the controlled de-
vice (502), information about the control point (501),
which is mapped to the assigned SID, from the con-
trol point (501).

The method of claim 1, further comprising:

collecting (530), by the policy manager (503),
the information about the control point (501);
generating (540), by the policy manager (503),
the policy for event information delivery to the
control point (501) based on the collected infor-
mation about the control point (50); and
delivering (545), by the policy manager (503),
the generated policy to the controlled device
(502).

The method of claim 5, wherein the information about
the control point (501) further comprises a user
name.

The method of claim 1, wherein the information about
the control point (501) is included in the subscribe
request message.

The method of claim 1, further comprising:

sending, by the control point (501), a request for
detailed information about an event to the con-
trolled device (502) upon receiving the event;

determining, by the controlled device (502),
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whether to encrypt the detailed information
about the event, based on the policy; and
encrypting, by the controlled device (502), the
detailed information about the event and trans-
mitting the encrypted information to the control
point (501), when the controlled device (502) de-
termines to encrypt the detailed information
about the event based on the policy.

9. Themethod of claim 8, wherein determining whether

to encrypt the detailed information comprises:

determining, by the controlled device (502),
whether to encrypt detailed information about
the event and whether to authenticate the con-
trol point (501), based on the policy; and
receiving, by the controlled device (502), a pass-
word from a user of the control point (501) and
performing authentication using the password,
when the controlled device (502) determines to
authenticate the control point (501) based on
the policy.

10. A controlled device (502) for protecting personal in-

formation in a home network, the controlled device
(502) comprising:

a receiver (1010);

an event manager (1020); and

a transmitter (1060) ;

wherein the receiver (1010) is arranged to re-
ceive (510) information over the home network
including a subscribe request for a service of the
controlled device from a control point (501);
wherein the controlled device (502) is arranged
to accept the subscribe request;

wherein the receiver (1010) is further arranged
to receive (525) information about the control
point from the control point (501);

wherein the event manager (1020) is arranged
to determine when an event occurs and to con-
trol eventinformation delivery to the control point
(501) according to a policy; and

wherein the transmitter (1060) is arranged to
transmit (555) the event information to the con-
trol point (501);

wherein the controlled device is characterized
in that:

the transmitter (1060) is further arranged to
transmit (535) the information about the
control point (501) to a policy manager
(503);

the receiver (1010) is further arranged to
receive (545) a policy for event information
delivery to the control point (501), which is
generated by a policy manager (503) based
on the information about the control point
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(501); and

the event manager (1020) is further ar-
ranged to control event information delivery
to the control point (501) according to the
policy received from the policy manager
(503),

wherein the policy manager generates the
policy for event information delivery by set-
ting event delivery conditions based on user
input, said event delivery conditions pre-
scribing whether at least one of delivery, au-
thentication and encryption is to be applied.

11. The controlled device of claim 10, further comprising:

an authentication requester (1030);

a message encryptor (1050);

atarget selector (1040) arranged to select a tar-
get to which the event information is to be trans-
mitted;

a policy information storage (1070) arranged to
store the policy received from a policy manager
(503);

an encryption algorithm information storage
(1090) arranged to store an encryption algorithm
to be used for the encryption of the event infor-
mation; and

an authenticated-device list information storage
(1080) arranged to store a list of authenticated
control points (501);

wherein the event manager (1020) is further ar-
ranged to decide whether to send an authenti-
cation request to the control point (501) or to
encrypt the event information to be delivered to
the control point (501) based on the policy;
wherein the authentication requester (1030) is
arranged to make an authentication request
based on the decision of the event manager
(1020); and

wherein the message encryptor (1050) is ar-
ranged to encrypt the event information based
on the decision of the event manager (1020).

12. A home network comprising:

the controlled device (501) of claim 10 or claim
11; and

a control point (501) for protecting personal in-
formation in a home network, the control point
(501) comprising:

means for sending (510) a subscribe re-
quest for a service of a controlled device
(502);

means for performing authentication with
the controlled device (502); and

means for receiving (555) eventinformation
for an occurred event delivered from a con-
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trolled device (502) through a TLS session
between the control point (501) and the con-
trolled device (502);

wherein the TLS session is generated by
the controlled device (502) when the event
occurs in the controlled device (502).

13. The home network of claim 12, wherein the means
for performing authentication is further arranged to
generate the TLS session using a self-signed certif-
icate for channel protection between the control point
(501) and the controlled device (502), and to perform
an authentication procedure using an introduction
protocol.

14. The home network of claim 12, further comprising:

means for including information about a port of
a callback Uniform Resource Locator, URL in a
message for the subscribe request when send-
ing the subscribe request; and

means for generating the TLS session on the
port of the callback URL, when the event occurs
in the controlled device (502).

Patentanspriiche

1. Verfahren zum Schutz von persdnlichen Informatio-
nen in einem Heimnetzwerk, wobei das Verfahren
folgende Schritte umfasst:

Empfangen (510), durch eine gesteuerte Vor-
richtung (502), einer Abonnement-Anfrage nach
einem Dienst der gesteuerten Vorrichtung von
einem Kontrollpunkt (501);

Annehmen, durch die gesteuerte Vorrichtung
(502), der Abonnement-Anfrage;

Empfangen (525), durch die gesteuerte Vorrich-
tung (502), von Informationen tiber den Kontroll-
punkt (501) von dem Kontrollpunkt (501); und
Durchfiihren (555), durch die gesteuerte Vor-
richtung (502), einer Lieferung von Ereignisin-
formationen an den Kontrollpunkt (501) geman
einer Richtlinie, wenn ein Ereignis in der gesteu-
erten Vorrichtung (502) auftritt;

wobeidas Verfahren dadurch gekennzeichnet
ist, dass es ferner folgende Schritte umfasst:

Senden (535), durch die gesteuerte Vor-
richtung (502), der Informationen tGber den
Kontrollpunkt (501) zu einem Richtlinien-
manager (503); und

Empfangen (545), durch die gesteuerte
Vorrichtung (502), einer Richtlinie fir die
Lieferung von Ereignisinformationen an
den Kontrollpunkt (501), die von dem Richt-
linienmanager (503) basierend auf den In-
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formationen iber den Kontrollpunkt (501)
erzeugt wird;

wobei der Schritt der Durchfiihrung (555),
durch die gesteuerte Vorrichtung (502), der
Lieferung von Ereignisinformationen an
den Kontrollpunkt (501) der Richtlinie ent-
spricht, die von dem Richtlinienmanager
(503) empfangen wird,

wobei der Richtlinienmanager die Richtlinie
fur die Lieferung von Ereignisinformationen
durch Einstellen der Ereignislieferbedin-
gungen basierend auf einer Benutzereinga-
be erzeugt, wobei die Ereignislieferbedin-
gungen vorschreiben, ob mindestens eine
Lieferung, Authentifizierung oder Ver-
schliisselung angewendet werden soll.

Verfahren nach Anspruch 1, wobei die Annahme der
Abonnement-Anfrage Folgendes umfasst: Zuwei-
sen (515), durch die gesteuerte Vorrichtung (502),
einer Abonnement-Kennung (Subscription Identifier
- SID) als Reaktion auf die Abonnement-Anfrage und
Lieferung (520) der zugeordneten SID an den Kon-
trollpunkt (501).

Verfahren nach Anspruch 1, wobei die Informationen
Uber den Kontrollpunkt (501) eine universell eindeu-
tige Kennung (Universally Unique Identifier - UUID)
und einen freundlichen Namen des Kontrollpunktes
(501) umfassen.

Verfahren nach Anspruch 2, wobei das Empfangen
(525) der Informationen das Empfangen, durch die
gesteuerte Vorrichtung (502), von Informationen
Uber den Kontrollpunkt (501) umfasst, die der zuge-
ordneten SID von dem Kontrollpunkt (501) zugeord-
net sind.

Verfahren nach Anspruch 1, das ferner Folgendes
umfasst:

Sammeln (530), durch den Richtlinienmanager
(503), der Informationen tber den Kontrollpunkt
(501);

Erzeugen (540), durch den Richtlinienmanager
(503), der Richtlinie fur die Lieferung von Ereig-
nisinformationen an den Kontrollpunkt (501) ba-
sierend auf den gesammelten Informationen
Uber den Kontrollpunkt (50);

Liefern (545), durch den Richtlinienmanager
(503), der erzeugten Richtlinie an die gesteuerte
Vorrichtung (502).

Verfahren nach Anspruch 5, wobei die Informationen
Uber den Kontrollpunkt (501) ferner einen Benutzer-

namen umfassen.

Verfahren nach Anspruch 1, wobei die Informationen
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Uber den Kontrollpunkt (501) in der Abonnement-
Anfragenachricht enthalten sind.

Verfahren nach Anspruch 1, das ferner Folgendes
umfasst:

Senden, durch den Kontrollpunkt (501), einer
Anfrage nach ausfiihrlichen Informationen Gber
ein Ereignis zu der gesteuerten Vorrichtung
(502) bei Empfang des Ereignisses;
Bestimmen basierend auf der Richtlinie, durch
die gesteuerte Vorrichtung (502), ob die aus-
fuhrlichen Informationen Uber das Ereignis ver-
schlisselt werden sollen; und

Verschlisseln, durch die gesteuerte Vorrich-
tung (502), der ausfihrlichen Informationen
Uiber das Ereignis und Ubertragen der ver-
schlusselten Informationen zu dem Kontroll-
punkt (501), wenn die gesteuerte Vorrichtung
(502) basierend auf der Richtlinie bestimmt, die
ausfihrlichen Informationen Uber das Ereignis
zu verschlisseln.

9. Verfahren nach Anspruch 8, wobei das Bestimmen,

ob die ausfiihrlichen Informationen verschliisselt
werden sollen, Folgendes umfasst:

Bestimmen basierend auf der Richtlinie, durch
die gesteuerte Vorrichtung (502), ob die aus-
fuhrlichen Informationen Uber das Ereignis ver-
schlusselt werden sollen und ob der Kontroll-
punkt (501) authentifiziert werden soll; und
Empfangen, durch die gesteuerte Vorrichtung
(502), eines Passworts von einem Benutzer des
Kontrollpunkts (501) und Durchfiihren einer Au-
thentifizierung unter Verwendung des Pass-
worts, wenn die gesteuerte Vorrichtung (502)
basierend auf der Richtlinie bestimmt, den Kon-
trollpunkt (501) zu authentifizieren.

10. Gesteuerte Vorrichtung (502) zum Schutz von per-

sonlichen Informationen in einem Heimnetzwerk,
wobei die gesteuerte Vorrichtung (502) Folgendes
umfasst:

einen Empfanger (1010);

einen Ereignismanager (1020); und

einen Sender (1060);

wobeider Empfanger (1010) dafiir ausgelegt ist,
Informationen iber das Heimnetzwerk zu emp-
fangen (510), die eine Abonnement-Anfrage
nach einem Dienst der gesteuerten Vorrichtung
von einem Kontrollpunkt (501) umfassen;
wobei die gesteuerte Vorrichtung (502) dafir
ausgelegt ist, die Abonnement-Anfrage zu ak-
zeptieren;

wobei der Empfanger (1010) ferner dafiir aus-
gelegtist, Informationen tiber den Kontrollpunkt
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von dem Kontrollpunkt (501) zu empfangen
(625);

wobei der Ereignismanager (1020) fur Folgen-
des ausgelegt ist: Bestimmen, wann ein Ereig-
nis stattfindet, und Steuern der Lieferung der Er-
eignisinformationen an den Kontrollpunkt (501)
gemal einer Richtlinie; und

wobei der Sender (1060) daflir ausgelegt ist, die
Ereignisinformation zu dem Kontrollpunkt (501)
zu senden (555);

wobei die gesteuerte Vorrichtung dadurch ge-
kennzeichnet ist, dass:

der Sender (1060) ferner dafiir ausgelegt
ist, die Informationen Uber den Kontroll-
punkt (501) zu einem Richtlinienmanager
(503) zu senden (535);

der Empfanger (1010) ferner daflr ausge-
legt ist, eine Richtlinie fir die Lieferung von
Ereignisinformationen an den Kontrollpunkt
(501) zu empfangen (545), die von einem
Richtlinienmanager (503) basierend auf
den Informationen Uber den Kontrollpunkt
(501) erzeugt wird; und

der Ereignismanager (1020) ferner daflr
ausgelegt ist, die Lieferung von Ereignisin-
formationen an den Kontrollpunkt (501) ge-
maf der Richtlinie, die von dem Richtlinien-
manager (503) empfangenwird, zu steuern,
wobei der Richtlinienmanager die Richtlinie
fur die Lieferung von Ereignisinformationen
durch Einstellen der Ereignislieferbedin-
gungen basierend auf einer Benutzereinga-
be erzeugt, wobei die Ereignislieferbedin-
gungen vorschreiben, ob mindestens eine
Lieferung, Authentifizierung oder Ver-
schliisselung angewendet werden soll.

11. Gesteuerte Vorrichtung nach Anspruch 10, die fer-
ner Folgendes umfasst:

einen Authentifizierungsanforderer (1030);
einen Nachrichtenverschlissler (1050);

eine Zielwahlvorrichtung (1040), die dafiir aus-
gelegt ist, ein Ziel zu wahlen, zu dem die Ereig-
nisinformationen zu Ubertragen sind;

einen Richtliniendatenspeicher (1070), der da-
fur ausgelegt ist, die Richtlinie zu speichern, die
von einem Richtlinienmanager (503) empfan-
gen wurde;

einen Verschlisselungsalgorithmusdatenspei-
cher (1090) der dafirr ausgelegt ist, einen Ver-
schliisselungsalgorithmus zu speichern, der fir
die Verschlisselung der Ereignisinformationen
zu verwenden ist; und

einen Listendatenspeicher (1080) fiir authenti-
fizierte Vorrichtungen, der dafiir ausgelegt ist,
eine Liste von authentifizierten Kontrollpunkten

10

15

20

25

30

35

40

45

50

55

12

12.

13.

14.

zu speichern (501);

wobei der Ereignismanager (1020) ferner fur
Folgendes ausgelegt ist: Entscheiden basie-
rend auf der Richtlinie, ob eine Authentifizie-
rungsanforderung an den Kontrollpunkt (501) zu
senden ist oder ob die Ereignisinformationen,
die zu dem Kontollpunkt (501) zu senden sind,
zu verschlisseln sind;

wobei der Authentifizierungsanforderer (1030)
daflr ausgelegt ist, eine Authentifizierungsan-
forderung basierend auf der Entscheidung des
Ereignismanagers (1020) zu stellen; und
wobei der Nachrichtenverschlissler (1050) da-
fur ausgelegt ist, die Ereignisinformationen ba-
sierend auf der Entscheidung des Ereignisma-
nagers (1020) zu verschlisseln.

Heimnetzwerk, das Folgendes umfasst:

die gesteuerte Vorrichtung (501) nach Anspruch
10 oder Anspruch 11; und

einen Kontrollpunkt (501) zum Schutz von per-
sonlichen Informationen in einem Heimnetz-
werk, wobei der Kontrollpunkt (501) Folgendes
umfasst:

Mittel (510) zum Senden einer Abonne-
ment-Anfrage nach einem Dienst einer ge-
steuerten Vorrichtung (502);

Mittel zur Durchfihrung einer Authentifizie-
rung mit der gesteuerten Vorrichtung (502);
und

Mittel (555) zum Empfangen von Ereignis-
informationen fir ein aufgetretenes Ereig-
nis, das von einer gesteuerten Vorrichtung
(502) durch eine TLS-Sitzung zwischen
dem Kontrollpunkt (501) und der gesteuer-
ten Vorrichtung (502) geliefert wird;

wobei die TLS-Sitzung von der gesteuerten
Vorrichtung (502) erzeugt wird, wenn das
Ereignis in der gesteuerten Vorrichtung
(502) auftritt.

Heimnetzwerk nach Anspruch 12, wobei das Mittel
zur Durchfihrung der Authentifizierung ferner fir
Folgendes ausgelegt ist: Erzeugen der TLS-Sitzung
unter Verwendung eines selbst signierten Zertifikats
fur den Kanalschutz zwischen dem Kontrollpunkt
(501) und der gesteuerten Vorrichtung (502) und
Durchfiihren eines Authentifizierungsverfahrens un-
ter Verwendung eines Einfiihrungsprotokolls.

Heimnetzwerk nach Anspruch 12, das ferner Fol-
gendes umfasst:

Mittel zum Einschliel3en von Informationen tber
einen Port eines Callback-Uniform Resource
Locators, URL, in einer Nachricht fiir die Abon-
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nement-Anforderung, wenn die Abonnement-
Anforderung gesendet wird; und

Mittel zum Erzeugen der TLS-Sitzung auf dem
Portder Callback-URL, wenn das Ereignisin der
gesteuerten Vorrichtung (502) auftritt.

Revendications

Un procédé de protection d’informations personnel-
les dans un réseau domestique, le procédé compre-
nant les opérations suivantes :

la réception (510), par un dispositif commandé
(502), d’'une demande d’abonnement pour un
service du dispositif commandé, a partir d’'un
point de commande (501),

I'acceptation, par le dispositif commandé (502),
de la demande d’abonnement,

la réception (525), par le dispositif commandé
(502), d’informations relatives au point de com-
mande (501) a partir du point de commande
(501), et

I'exécution (555), par le dispositif commandé
(502), d’'une remise d’'informations d’événement
au point de commande (501) en fonction d’'une
regle lorsqu’'un événement se produit dans le
dispositif commandé (502),

ou le procédé est caractérisé en ce qu’il com-
prend en outre les opérations suivantes :

la transmission (535), par le dispositif com-
mandé (502), des informations relatives au
point de commande (501) a un gestionnaire
de regles (503), et

la réception (545), par le dispositif comman-
dé (502), d’'une regle pour une remise d’in-
formations d’événement au point de com-
mande (501) qui est générée par le gestion-
naire de regles (503) en fonction des infor-
mations relatives au point de commande
(501),

ou I'opération d’exécution (555), par le dis-
positif commandé (502), d’'une remise d’in-
formations d’événement au point de com-
mande (501) est conforme a la regle regcue
du gestionnaire de régles (503),

ou le gestionnaire de regles géneére la régle
pour une remise d’informations d’événe-
ment par la définition de conditions de re-
mise d’événement en fonction d’une entrée
d’utilisateur, lesdits conditions de remise
d’événement prescrivant si au moins une
opération parmi remise, authentification et
chiffrement doit étre appliquée.

Le procédé selon la Revendication 1, ou I'accepta-
tion de la demande d’abonnement comprend I'attri-
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13

bution (515), par le dispositif commandé (502), d’'un
identifiant d’abonnement, SID, en réponse a la de-
mande d’abonnement et la remise (520) du SID at-
tribué au point de commande (501).

Le procédé selon la Revendication 1, ou les infor-
mations relatives au point de commande (501) com-
prennent un identifiant universellement unique,
UUID, et un nom convivial du point de commande
(501).

Le procédé selon la Revendication 2, ou la réception
(525) d’'informations comprend la réception, par le
dispositif commandé (502), d’'informations relatives
au point de commande (501), qui sont mises en cor-
respondance avec le SID attribué, a partir du point
de commande (501).

Le procédé selon la Revendication 1, comprenant
en outre :

le recueil (530), par le gestionnaire de regles
(503), des informations relatives au point de
commande (501),

lagénération (540), par le gestionnaire deregles
(503), de la régle de remise d’informations
d’événement au point de commande (501) en
fonction des informations recueillies relatives au
point de commande (50), et

la remise (545), par le gestionnaire de regles
(503), de larégle générée au dispositif comman-
dé (502).

Le procédé selon la Revendication 5, ou les infor-
mations relatives au point de commande (501) com-
prennent en outre un nom d’utilisateur.

Le procédé selon la Revendication 1, ou les infor-
mations relatives au point de commande (501) sont
incluses dans le message de demande d’abonne-
ment.

Le procédé selon la Revendication 1, comprenant
en outre :

I'envoi, par le point de commande (501), d’'une
demande d’informations détaillées relatives a
un événement au dispositif commandé (502)
aprés la réception de I'événement,

la détermination, par le dispositif commandé
(502), s’il convient de chiffrer les informations
détaillées relatives al'événement en fonction de
la régle, et

le chiffrement, par le dispositif commandé (502),
des informations détaillées relatives a I'événe-
ment et la transmission des informations chif-
frées au point de commande (501) lorsque le
dispositif commandé (502) détermine qu'il con-
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vient de chiffrer les informations détaillées rela-
tives a 'événement en fonction de la régle.

24

gestionnaire derégles (503) en fonction des
informations relatives au point de comman-

de (501), et

le gestionnaire d’événements (1020) est
agenceé en outre de fagon a commander une
remise d’informations d’événement au
point de commande (501) en fonction de la
régle regue du gestionnaire de regles (503),
ou le gestionnaire de regles génére la régle
de remise d’informations d’événement par
la définition de conditions de remise d’évé-
nement en fonction d’'une entrée d’utilisa-
teur, lesdits conditions de remise d’événe-
ment prescrivant si au moins une opération
parmi remise, authentification et chiffre-
ment doit étre appliquée.

9. Le procédé selon la Revendication 8, ou la détermi-
nation s’il convient de chiffrer les informations dé- 5
taillées comprend :

la détermination, par le dispositif commandé
(502), s’il convient de chiffrer les informations
détaillées relatives a 'événement et s’il convient 70
d’authentifier le point de commande (501) en
fonction de la regle, et

la réception, par le dispositif commandé (502),
d’un mot de passe a partir d’'un utilisateur du
point de commande (501) et I'exécution d’'une 15
authentification au moyen du mot de passe lors-

que le dispositif commandé (502) détermine
qu’il convient d’authentifier le point de comman-

de (501) en fonction de la regle.

11. Le dispositif commandé selon la Revendication 10,
comprenant en outre :

fagon a recevoir (545) une régle de remise
d’'informations d’événement au point de
commande (501) qui est générée par un

14

20
10. Un dispositif commandé (502) de protection d’infor- un demandeur d’authentification (1030),
mations personnelles dans un réseau domestique, un chiffreur de messages (1050),
le dispositif commandé (502) comprenant : un sélecteur de cible (1040) agencé de fagon a
sélectionner une cible a laquelle les informa-
un récepteur (1010), 25 tions d’événement doivent étre transmises,
un gestionnaire d’événements (1020), et un espace mémoire d’informations de regle
un émetteur (1060), (1070) agencé de fagon a conserveren mémoire
ou le récepteur (1010) est agencé de fagon a larégle recue d’'un gestionnaire de régles (503),
recevoir (510) des informations par l'intermé- un espace mémoire d’informations d’algorithme
diaire du réseau domestique comprenant une 30 de chiffrement (1090) agencé de fagon a con-
demande d’abonnement pour un service du dis- server en mémoire un algorithme de chiffrement
positif commandé a partir d’'un point de com- destiné a étre utilisé pour le chiffrement des in-
mande (501), formations d’événement, et
ou le dispositif commandé (502) est agencé de un espace mémoire d'informations de liste de
fagon a accepter la demande d’abonnement, 35 dispositifs authentifiés (1080) agencé de fagon
ou le récepteur (1010) est agencé en outre de a conserver en mémoire un liste de points de
fagon arecevoir (525) des informations relatives commande authentifiés (501),
au point de commande a partir du point de com- ou le gestionnaire d’événements (1020) est
mande (501), agenceé en outre de fagon a décider s’il convient
ou le gestionnaire d’événements (1020) est 40 d’envoyer une demande d’authentification au
agenceé de fagon a déterminer le moment ou un point de commande (501) ou de chiffrer les in-
événement se produit et a commander une re- formations d’événement a remettre au point de
mise d’informations d’événement au point de commande (501) en fonction de la regle,
commande (501) en fonction d’'une regle, et ou le demandeur d’authentification (1030) est
ou I'émetteur (1060) est agencé de fagon a 45 agencé de fagon a effectuer une demande
transmettre (555) les informations d’événement d’authentification en fonction de la décision du
au point de commande (501), gestionnaire d’événements (1020), et
ou le dispositif commandé est caractérisé en ou le chiffreur de messages (1050) est agencé
ce que: de fagon a chiffrer les informations d’événement
50 en fonction de la décision du gestionnaire d’évé-
I'émetteur (1060) est agencé en outre de nements (1020).
fagon a transmettre (535) les informations
relatives au point de commande (501) a un 12. Un réseau domestique comprenant :
gestionnaire de regles (503),
le récepteur (1010) est agencé en outre de 55 le dispositif commandé (501) selon la Revendi-

cation 10 ou 11, et
un point de commande (501) destiné a la pro-
tection d’informations personnelles dans un ré-
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seau domestique, le point de commande (501)
comprenant :

un moyen d’envoi (510) d’'une demande
d’abonnement pour un service d’'un dispo- 5
sitif commandé (502),

un moyen d’exécution d’'une authentifica-
tion avec le dispositif commandé (502), et

un moyen de réception (555) d’'informations
d’événement pour un événement survenu 70
remises a partir d’'un dispositif commandé
(502) par l'intermédiaire d’'une session TLS
entre le point de commande (501) et le dis-
positif commandé (502),

ou la session TLS est générée par le dispo- 75
sitif commandé (502) lorsque I'événement

se produit dans le dispositif commandé
(502).

13. Le réseau domestique selon la Revendication 12, 20
ou le moyen d’exécution d’une authentification est
agenceé en outre de fagon a générer la session TLS
au moyen d'un certificat auto-signé pour une protec-
tion de canal entre le point de commande (501) et
le dispositif commandé (502) et a exécuter une pro- 25
cédure d’authentification au moyen d’un protocole
d’introduction.

14. Le réseau domestique selon la Revendication 12,
comprenant en outre : 30

un moyen d’inclusion d’'informations relatives a

un port d’un localisateur de ressources univer-

sel, URL, de rappel dans un message de de-
mande d’abonnement lors de I'envoi de la de- 35
mande d’abonnement, et

un moyen de génération de la session TLS sur

le port de 'URL de rappel lorsque I'événement

se produit dans le dispositif commandé (502).
40

45

50

55
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[Fig. 1]
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[Fig. 3]

SUBSCRIBE publisher path HTTP/1.1

HOST: publisher host:publisher port
USER-AGENT: OS/version UPnP/1.1 product/version
CALLBACK: <delivery URI>

NT: upnp : event

TIMEOUT: Second-requested subscription duration
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[Fig. 4]
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[Fig. 5]
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[Fig. 6]
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[Fig. 7]
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[Fig. 8]
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[Fig. 9]

SUBSCRIBE publisher path HTTP/1.1

HOST: publisher host:publisher port

USER-AGENT: 0S/version UPnP/1.1 product/version
CALLBACK: <delivery URI>

NT: upnp : event

TIMEQUT: Second-requested subscription duration
SUBSCRIBER.UPNP.ORG: uuid of CP, friendly name of the CP
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[Fig. 10]
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[Fig. 11]
<FilterList>

<Serviceld>urn:upnp-org:serviceld:TS:1</Serviceld >
<EventingStateVariable >
<Name>ReceivingCalllnfo</Name >
<AllowTargetList>
<CP Encrypt="Yes" EncryptKeylD=0>
<Name >ACME Widget Model XYZ</Name>
<Alias>Mark’'s Game Console</Alias>
<Hash>TMzI20zMON TueYgi93Q==</Hash>
</CP>
</AllowTargetList>
<DenyTargetlist>
<User>Tom</User>
</DenyTargetList>
</BventingStateVariable >
</FilterList>

22



EP 2 316 190 B1
REFERENCES CITED IN THE DESCRIPTION
This list of references cited by the applicant is for the reader’s convenience only. It does not form part of the European

patent document. Even though great care has been taken in compiling the references, errors or omissions cannot be
excluded and the EPO disclaims all liability in this regard.

Patent documents cited in the description

* US 2005074018 A1 [0021] * US 2004064575 A1 [0022]

Non-patent literature cited in the description

*  Service-Oriented Device Communications Using the e Services and Policies for Care At Home. FENG
Devices Profile for Web services. JAMMES F et al. WANG et al. Pervasive Health Conference and
21st International Conference on Advanced Informa- Workshops. IEEE, 01 November 2006 [0023]

tion Networking and Applications Workshops. IEEE,
21 May 2007 [0020]

23



	bibliography
	description
	claims
	drawings
	cited references

