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(54) HOME NETWORK SYSTEM, GATEWAY DEVICE, AND FIRMWARE UPDATE METHOD

(57) There is provided a technique for more efficiently
updating a piece of firmware in an information processing
device forming a home network. To this end, the invention
provides a remote management section for communicat-
ing with a server device storing a piece of software to be
distributed and a controlled device within a home network
and managing an application, a service management
program for managing a service of the controlled device,
a firmware management program for managing a piece
of firmware of the controlled device, a gateway firmware
management program for managing a piece of firmware
of the gateway device, a gateway firmware updating pro-
gram which rewrites the piece of firmware of the gateway
device, and a dependence relationship management
program which, when a piece of software is to be distrib-
uted, analyzes a dependence relationship aggregation
table obtained by aggregating the contents of a depend-
ence relation table describing a piece of software on
which the piece of software to be distributed depends
(see Figure 1).
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Description

Technical Field

[0001] The present invention relates to a home net-
work system, a gateway device, and a firmware update
method and, for example, to a technique for firmware
deployment operation such as installing, updating, or un-
installing a piece of firmware.

Background Art

[0002] Application management systems and applica-
tion management methods intended to update an appli-
cation for a home appliance (controlled device) such as
a DVD and dynamically extend functions of the applica-
tion in a home network environment have already been
proposed (see, e.g., Patent Literature 1). In these pro-
posals, for the purpose of sensing whether an information
processing device (controlled device) is newly added to
a home network with an application server (e.g., a home
gateway), middleware such as UPnP (Universal Plug and
Play) uses the OSGi (Open Services Gateway Initiative)
framework to add an application which enables use of
functions (services) of the information processing device
from the application server to the application server. It is
said that this allows, for example, rewriting of a piece of
JAVA (registered trademark) bundle software (an appli-
cation on OSGi) without restarting an operating system.

Citation List

Patent Literature

[0003]

Patent Literature 1: JP Patent Publication (Kokai)
No. 2002-24039 A

Disclosure of the Invention

Technical Problem

[0004] However, techniques for updating a piece of
bundle software as in Patent Literature 1 give no regard
to updating of a piece of software other than an applica-
tion (a piece of bundle software) on the OSGi framework
(remote service providing platform), such as a piece of
firmware (e.g., a kernel (a software file for the core of an
OS corresponding to I/O processing and the like)), in a
home gateway. The techniques also give no regard to
updating of a piece of firmware in a controlled device
which is connected to a home gateway.
[0005] Additionally, the techniques give no regard to a
mechanism for simultaneously modifying an application
and a piece of firmware having a dependence relation-
ship with the application, such as adding an application
on the OSGi framework of a home gateway and modifying

a piece of firmware of a controlled device, in a case where
a new service with a combination of controlled devices
is added (a case where one new service is implemented
by using a combination of functions) and other cases.
Note that the term firmware refers to all data stored in
advance in a nonvolatile memory including data other
than applications (pieces of bundle software) on the OS-
Gi framework of an embedded device in this specifica-
tion.
[0006] The present invention has been made in con-
sideration of the circumstances, and has as its object to
propose, in a gateway device and a controlled device
forming a home network and managed by an application
execution environment such as the OSGi framework, a
mechanism for updating a piece of firmware other than
an application (a piece of bundle software) running on
the application execution environment such as the OSGi
framework and a mechanism for simultaneously modify-
ing an application running on the OSGi framework and
a piece of firmware having a dependence relationship
with (combined with) the application.

Solution to Problem

[0007] In order to solve the above-described problem,
a home network system according to the present inven-
tion includes a gateway device and at least one controlled
device connected to the gateway device over a home
network. The gateway device includes a gateway
firmware updating unit which installs or updates a piece
of firmware of the gateway device, and each of the at
least one controlled device includes a firmware updating
unit which installs or updates a piece of firmware of the
controlled device. When a piece of firmware is to be in-
stalled or updated, a communication unit of the gateway
device acquires a firmware component of the gateway
device and/or the controlled device and an update file
describing a procedure for installing (performing updat-
ing with) the firmware component from a server placed
outside the home network. The gateway firmware updat-
ing unit and/or the firmware updating unit installs the ac-
quired firmware component in the gateway device and/or
the controlled device according to the installation proce-
dure described in the update file. Note that the piece of
firmware is a piece of software which runs outside an
application execution environment (e.g., on the OSGi
framework) of the gateway device.
[0008] The gateway device further includes a depend-
ence relationship management table which manages in-
formation on a piece of firmware and/or an application
required to implement a predetermined service and in-
formation on a piece of firmware and an application cur-
rently installed in the gateway device and the controlled
device, a dependence relationship management unit
which determines whether the piece of firmware and/or
the application required to implement the predetermined
service is present in the gateway device and/or the con-
trolled device while referring to the dependence relation-
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ship management table, and an application updating unit
which installs or updates the application. The gateway
device acquires a firmware component and/or an appli-
cation component for implementing the predetermined
service and an update file describing a procedure for in-
stalling (performing updating with) the firmware compo-
nent from the server on the basis of a result of determi-
nation by the dependence relationship management unit.
After that, the gateway firmware updating unit and/or the
firmware updating unit installs the acquired firmware
component in the gateway device and/or the controlled
device according to the installation procedure described
in the update file. The application updating unit installs
the acquired application component (an application
which runs in the application execution environment) in
the gateway device.
[0009] Further features of the present invention will be-
come apparent from the best mode for carrying out the
present invention and the accompanying drawings be-
low.

Advantageous Effects of Invention

[0010] According to the present invention, it is possible
to perform bug fixing and function expansion after device
shipment, including updating pieces of firmware of a
gateway device and a controlled device not regarded as
update targets by the OSGi framework.
[0011] Simultaneous modification of an application
running on the OSGi framework and a piece of firmware
having a dependence relationship with the application
allows a reduction in burden of update work and short-
ening of a period of time when a service to be provided
by a device serving as an update target is stopped.

Brief Description of Drawings

[0012]

[Figure 1] Figure 1 is a diagram showing the sche-
matic configuration of a center server and a home
network system according to an embodiment of the
present invention.
[Figure 2] Figure 2 is a functional block diagram of
a remote management section.
[Figure 3] Figure 3 is a flow chart for explaining a
process of analyzing a dependence relationship ag-
gregation table by a dependence relationship man-
agement program.
[Figure 4] Figure 4 is a flow chart for explaining a
dependence destination settlement process to be
performed by the dependence relationship manage-
ment program.
[Figure 5] Figure 5 is a flow chart for explaining the
procedure for installing a depended-on application
or a piece of depended-on firmware.
[Figure 6] Figure 6 is a chart showing an example of
a dependence relationship aggregation table in

which not all dependence relationships are settled.
[Figure 7] Figure 7 is a chart showing an example of
a dependence relationship table which is distributed
simultaneously with installation of service A of con-
trolled device A in a gateway device.
[Figure 8] Figure 8 is a chart showing an example of
a dependence relationship table which is distributed
simultaneously with installation of firmware A, on
which service A of controlled device A depends, in
controlled device A.
[Figure 9] Figure 9 is a view showing an example of
a firmware update procedure table (update file).
[Figure 10] Figure 10 is a chart showing an example
of the dependence relationship aggregation table af-
ter dependence relationships are settled.
[Figure 11] Figure 11 is a chart showing an example
of a management information table.
[Figure 12] Figure 12 is a flow chart for explaining a
process of updating a piece of firmware and an ap-
plication.

Description of Embodiments

[0013] The present invention provides a mechanism
for updating a piece of firmware which does not run in an
application execution environment such as the OSGi
framework.
[0014] An embodiment of the present invention will be
described below with reference to the accompanying
drawings. Note that this embodiment is merely an exam-
ple for implementing the present invention and is not in-
tended to limit the technical scope of the present inven-
tion. Components common to the drawings are denoted
by same reference numerals.

<System Configuration>

[0015] Figure 1 is a diagram showing the schematic
configuration of an information processing system
(firmware management system) according to the embod-
iment of the present invention.
[0016] The firmware management system includes a
center server 1 which provides content (including infor-
mation on a piece of firmware to be added), a gateway
device 2 for controlling all controlled devices within a
home network 6, at least one controlled device 3, and a
router 5.
[0017] The center server 1 is connected to the home
network 6 composed of the gateway device 2, the con-
trolled device 3, a controlled device 4, and the router 5
via the Internet 7.
[0018] The center server 1 includes a terminal device
11 having a CPU 11A and a memory 11B, a communi-
cation port 12, and an external storage device 13. The
external storage device 13 in the center server 1 stores
a data transfer section 13A which transmits an instruction
for data (software) update and an update to a piece of
software serving as an update target to the gateway de-
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vice 2 and a distribution data management section 13B
which searches for a piece of software to be transmitted
and performs other processing as software codes. The
software codes operate as a data transfer unit and a dis-
tribution data management unit, respectively, in cooper-
ation with the CPU 11 A.
[0019] The gateway device 2 includes a terminal de-
vice 21 having a CPU 21A and a memory 21B, a com-
munication port 22, and an external storage device 23.
The external storage device 23 stores an application ex-
ecution environment 23A for executing an application (a
program serving as a foundation for executing an appli-
cation), a remote management section 23B which com-
municates with the center server 1 to update an applica-
tion and performs other processing, service manage-
ment programs 23C and 23D for managing services of
controlled devices, firmware management programs 23E
and 23F for managing pieces of firmware of the controlled
devices 3 and 4, a gateway firmware updating program
23G for managing a piece of firmware of the gateway
device 2, a gateway firmware updating program 23H for
rewriting the piece of firmware of the gateway device 2,
a dependence relationship management program 231
which analyzes a dependence relationship between
pieces of software, a dependence relationship aggrega-
tion table 23J (Figures 6 and 10) which is obtained by
aggregating dependence relationships among pieces of
software stored in the gateway device 2 and the control-
led devices 3 and 4, and management information 23K
(Figure 11) for managing the version information of ap-
plication programs and pieces of firmware. The programs
and sections operate as processing units in cooperation
with the CPU 21A. For example, the service management
programs 23C and 23D operate as a service manage-
ment unit under the control of the CPU 21A. Note that
since a piece of bundle software in the OSGi framework
runs in the application execution environment 23A, the
service management programs 23C and 23D, the
firmware management programs 23E and 23F, and the
gateway firmware updating program 230 are illustrated
as being located above the application execution envi-
ronment 23A in Figure 1. When a new function is imple-
mented by combining two or more functions (services),
functions (service components) to be combined are re-
ferred to herein as having a mutual dependence relation-
ship with each other. For example, when a monitoring
function of sensing an intruder by a sensor function and
activating a camera function to record the intruder is im-
plemented, the sensor function and the camera function
are referred to as having a mutual dependence relation-
ship.
[0020] The controlled devices 3 and 4 each include a
terminal device 31 having a CPU 31A and a memory
31B, a communication port 32, and an external storage
device 33. The external storage device 33 stores a serv-
ice processing program 33A serving as a section which
performs services of the controlled devices 3 and 4, a
firmware updating program 33B serving as a section

which rewrites a piece of firmware, and a data transfer
section 33C for receiving an instruction for update and
an update to a piece of software serving as an update
target from the gateway device 2 as pieces of software.
The programs and sections operate as processing units
in cooperation with the CPU 31A. For example, the serv-
ice processing program 33A operates as a service
processing unit under the control of the CPU 31A.
[0021]  In the gateway device 2, the service manage-
ment programs 23C and 23D request the service
processing programs 33A of the controlled devices 3 and
4 to perform predetermined services by using the remote
management section 23B. The service processing pro-
grams 33A transmit in response processing results ob-
tained by performing the requested services (e.g., the
success or failure of the performance of the services and
processed data obtained by the performance) to the serv-
ice management programs 23C and 23D.
[0022] The firmware management programs 23E and
23F request the firmware updating programs 33B of the
controlled devices to perform a process of updating piec-
es of firmware of the controlled devices by using the re-
mote management section 23B. The firmware updating
programs 33B transmit in response processing results
obtained by performing the process of updating the piec-
es of firmware of the controlled devices (e.g., information
on the success or failure of the updating and the details
of the updating) to the firmware management programs
23E and 23F. Note that a firmware management program
to be called in the gateway device 2 is prepared for each
control device in order to update pieces of firmware of
controlled devices.
[0023] The gateway firmware management program
23G requests the gateway firmware updating program
23H to perform a process of updating a piece of firmware
of the gateway device 2 by using the remote management
section 23B. The gateway firmware updating program
23H transmits in response a processing result obtained
by performing the process of updating the piece of
firmware (e.g., information on the success or failure of
the updating and the details of the updating) to the gate-
way firmware management program 23G. As described
above, the process of updating the piece of firmware of
the gateway device 2 is performed by the gateway
firmware updating program 23H, which is not affected by
the application execution environment and is operated
by an OS.
[0024]  Note that if rewriting of a single piece of
firmware is to be implemented, the dependence relation-
ship management program 231 and the dependence re-
lationship aggregation table 23J need not be provided.
[0025] The center server 1 may include the depend-
ence relationship management program 231, analyze
the dependence relationship or each piece of distribution
data in advance, and simultaneously distribute not only
an update to a piece of software requested to be updated
but also an update to a piece of depended-on software.
[0026] The gateway device 2 and the controlled devic-

5 6 



EP 2 328 088 A1

5

5

10

15

20

25

30

35

40

45

50

55

es 3 and 4 may each be provided with an emergency
kernel which can run without fail even if a malfunction
occurs in the device during an update. A kernel to be run
the next time may be changed to the emergency kernel
immediately before the start of an update, and the kernel
may be restored to its original one immediately after the
update.
[0027] A startup script describing an instruction to start
the application execution environment 23A, the remote
management section 23B, and applications which run on
the application execution environment 23A immediately
after the OS of the gateway device 2 is started may be
prepared in order to conform completion of an update
when restart of the OS is required at the time of firmware
updating.
[0028] The firmware management programs 23E and
23F, the gateway firmware management program 23 G,
and the gateway firmware updating program 23H may
not be provided in the gateway device 2 in advance. The
service management programs 23C and 23D may ac-
quire the programs from the outside by using the remote
management section 23B and add them to the gateway
device 2.
[0029] The controlled devices 3 and 4 may each in-
clude an application execution environment and a remote
management section, like the gateway device 2.
[0030] The center server and the gateway device may
each include an input device and a display device.

<Internal Configuration of Remote Management Sec-
tion>

[0031] Figure 2 is a block diagram showing functions
of the remote management section 23B. The remote
management section 23B includes a data transfer sec-
tion 201 for transmitting and receiving a piece of software
and an update instruction between the center server 1
and the controlled devices 3 and 4 and an application
management section 202 which manages startup and
termination of an application and the like.

<Updating of Firmware and Application>

[0032] Figure 11 is a chart showing management in-
formation for the pieces of firmware and applications of
the gateway device and controlled devices managed by
the gateway device 2. As can be seen from Figure 11,
the gateway device 2 manages the version information
of applications (e.g., the service management programs,
the firmware management programs, the gateway
firmware management program, the gateway firmware
updating program, the service processing programs, and
the firmware updating programs) and pieces of firmware
currently used in the controlled devices 3 and 4 and the
gateway device 2. The management information 23K is
used to determine whether an application or a piece of
firmware is data to be updated at the time of updating
the application or the piece of firmware.

[0033] Figure 12 is a flow chart for explaining a process
of updating a piece of firmware and an application.
[0034] A user or an administrator gives an instruction
to update a piece of firmware and/or an application by
using an input section (not shown) of the gateway device
2 (step 1201). Upon receipt of the update instruction, the
remote management section 23B of the gateway device
2 transmits the management information 23K to the cent-
er server 1 together with the firmware and application
update request (step 1202).
[0035] Upon receipt of the management information
23K and the update request, the center server 1 deter-
mines on the basis of the transmitted management infor-
mation (the version information of the pieces of firmware
and the like) 23K whether there is any piece of firmware
or the like to be updated, by using the distribution data
management section 13B. If there is a piece of firmware
or the like to be updated, the center server 1 transmits
an update component to the gateway device 2 (step
1203).
[0036] The gateway device 2 receives the update com-
ponent by using the remote management section 23B
and checks with which application or piece of firmware
the received update component is associated (step
1204). The remote management section 23B determines
whether the update target is (the update component is
for) an application on the remote management section
(step 1205). If YES in step 1205, the remote management
section 23B instructs the application management sec-
tion (application management unit) 202 to update the ap-
plication concerned with the received update component.
Upon receipt of the update instruction, the application
management section 202 installs the update component
and updates the application (step 1206). Since each ap-
plication on the remote management section 23B is a
piece of OSGi bundle software, the application can be
updated only by installing an update component.
[0037] On the other hand, if NO in step 1205, the re-
mote management section 23B determines whether the
update target is a piece of firmware of the gateway device
2 (step 1207). If YES in step 1207, the remote manage-
ment section 23B instructs the gateway firmware man-
agement program (gateway firmware management unit)
23G to update the piece of firmware concerned with the
received update component. Upon receipt of the update
instruction, the gateway firmware management program
23G passes the update component to the gateway
firmware updating program (gateway firmware updating
unit) 23H, and the gateway firmware updating program
23H updates the piece of firmware concerned. A piece
of firmware cannot be updated only by installing an up-
date component, unlike a piece of bundle software. For
this reason, the gateway firmware updating program 23H
performs updating while referring to an update file (Figure
9) transmitted from the center server 1 together with the
update component. The update file (Figure 9) is a file
describing an update procedure for the piece of firmware
concerned. A firmware update process based on such
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an update file will be described later.
[0038] On the other hand, if NO in step 1207, the re-
mote management section 23B determines whether the
update target is one of pieces of firmware of the controlled
devices 3 and 4 (step 1209). If YES in step 1209, the
remote management section 23B instructs the firmware
management programs (firmware management unit)
23E and 23F to update the piece of firmware concerned
with the received update component. Upon receipt of the
update instruction, the firmware management programs
23E and 23F pass the update component and the update
file to the corresponding firmware updating program
(firmware updating unit) 33B via the remote management
section 23B, and the firmware updating program 33B up-
dates the piece of firmware concerned (step 1210). Al-
though firmware updating is also performed in this case,
updating of the piece of firmware is not completed only
by installing the update component. The updating is per-
formed on the basis of the update file describing an up-
date procedure.
[0039] If NO in step 1209, after step 1206, after step
1208, or after step 1210, the process ends.

<Firmware Updating Based on Update File>

[0040] Figure 9 is a view showing an example of a
firmware update procedure table (update file). Figure 9
shows, for example, an example of a finnware update
procedure table which is distributed when firmware A, on
which service A of controlled device A depends, is in-
stalled in controlled device A. Such an update file is gen-
erated for each update component by the distribution da-
ta management section of the center server 1 and is
transmitted to the gateway device 2 by the data transfer
section 13A.
[0041] As described above, installation and updating
of a service on the remote management section 23B is
implemented only by downloading an update (because
the service is a piece of bundle software). In contrast,
installation and updating of a piece of firmware requires
various processes including change of settings, such as
the privilege for and the owner of a file, and system re-
start. Accordingly, the table describing the procedures
for the processes is necessary.
[0042] In the firmware update procedure table, a proc-
ess required prior to updating is described in the "#be-
fore" section, the details of the updating are described in
the "#update" section, and a process required after the
updating is described in the "#after" section. A process
of decompressing downloaded data and the like is de-
scribed in the #before section, and data copying, data
deletion, change of the owner of a file, and the like are
described in the #update section. A process of restarting
a program and the like are described in the #after section.
[0043] According to an updating procedure described
in the firmware update procedure table, a corresponding
one of the processing units (the gateway firmware up-
dating program 23H and the firmware updating programs

33B) reflects an update component in a piece of existing
firmware, thereby implementing updating.

<Analysis of Dependence Relationship Aggregation Ta-
ble>

[0044] Figure 3 is a flow chart for explaining a process
of analyzing a dependence relationship aggregation ta-
ble to be performed by the dependence relationship man-
agement program. The dependence relationship man-
agement program 231 performs the dependence rela-
tionship analysis while referring to the dependence rela-
tionship aggregation table 23J (Figure 6).
[0045] First, the dependence relationship manage-
ment program (dependence relationship management
unit) 231 checks whether there is any unprocessed
record in the dependence relationship aggregation table
23J. If there is no unprocessed record, the dependence
relationship management program 231 ends the proc-
ess; otherwise, the flow shifts to step 302 (step 301).
[0046] The dependence relationship management
program 231 goes on to the next unprocessed record (a
first unprocessed record at the beginning of the process)
(step 302) and acquires a piece of dependence relation-
ship settlement information from the dependence rela-
tionship aggregation table 23J (step 303).
[0047] The dependence relationship management
program 231 checks whether the dependence relation-
ship is unsettled in the acquired unprocessed record
(step 304). If the dependence relationship is settled, the
flow returns to step 301; otherwise, the flow advances to
step 305.
[0048] The dependence relationship management
program 231 acquires a piece of dependence destination
information from the dependence relationship aggrega-
tion table 23J (step 305) and performs a dependence
destination settlement process by using the piece of de-
pendence destination information (step 306). The details
of the dependence destination settlement process will be
described later.

<Dependence Destination Settlement Process>

[0049] Figure 4 is a flow chart for explaining the de-
pendence destination settlement process to be per-
formed by the dependence relationship management
program.
[0050] The dependence relationship management
program 231 first checks whether there is any unproc-
essed dependence destination in acquired dependence
destination information (step 401). If there is no unproc-
essed dependence destination, the process ends; oth-
erwise, the flow shifts to step 402.
[0051]  The dependence relationship management
program 23I goes on to the next dependence destination
(a first unprocessed dependence destination at the be-
ginning of the process) (step 402) and makes an inquiry
to the application management section 202 about wheth-
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er a component concerned is installed. For example, the
dependence relationship management program 23I
checks whether components named FirmwareB-1.0 and
SeriviceA-2.0, which are required to implement a com-
ponent named ServiceB-1.0 in Figure 6, are installed. In
this example, the name FirmwareB-1.0 is present in the
column for 601 in Figure 6, but the name ServiceA-2.0
is not present. It can be seen from the table that the com-
ponent named ServiceA-2.0 is not installed.
[0052] If the component concerned is not installed, the
flow shifts to step 404; otherwise, the flow shifts to step
405 (step 403).
[0053] In step 404, the component concerned required
to implement a service is installed (step 404). The details
of step 404 will be described later with reference to Figure
5.
[0054] The dependence relationship management
program 231 acquires a piece of dependence relation-
ship settlement information from the dependence rela-
tionship aggregation table 23J (step 405) and checks
whether the dependence relationship is unsettled. If the
dependence relationship is settled, the flow shifts to step
401; otherwise, the flow shifts to step 407 (step 406).
[0055] If the dependence relationship is not settled
(NO in step 406), the dependence relationship manage-
ment program 23I acquires a piece of dependence des-
tination information (step 407). The dependence relation-
ship management program 231 performs the depend-
ence destination settlement process (steps 401 to 407)
again (step 408).

<Installation of Component Concerned>

[0056] Figure 5 is a flow chart for explaining a process
of installing an application or a piece of firmware. The
process in Figure 5 is different from the process in Figure
12 in that the former process takes dependence relation-
ships into account. However, the processes have com-
mon steps and overlap with each other.
[0057] The gateway device 2 requests the center serv-
er 1 to distribute a component concerned. The data trans-
fer section 13A of the center server 1 receives the re-
quest, and the distribution data management section 13B
locates the component concerned. The data transfer sec-
tion 13A transmits the acquired component to the gate-
way device 2 (step 501).
[0058] The remote management section 23B of the
gateway device 2 determines whether the component
concerned is for an application on the remote manage-
ment section (step 502). If YES in step 502, the remote
management section 23B instructs the application man-
agement section (application management unit) 202 to
update an application concerned with the received up-
date component. Upon receipt of the update instruction,
the application management section 202 installs the up-
date component and updates the application concerned
(step 503). Since each application on the remote man-
agement section 23B is a piece of OSGi bundle software,

the application can be updated only by installing an up-
date component. When the process in step 503 ends,
the flow shifts to step 508.
[0059] On the other hand, if NO in step 502, the remote
management section 23B determines whether the up-
date target is a piece of firmware of the gateway device
2 (step 504). If YES in step 504, the remote management
section 23B instructs the gateway firmware management
program (gateway firmware management unit) 23G to
install a firmware component concerned by using the re-
ceived update component. Upon receipt of the installa-
tion instruction, the gateway firmware management pro-
gram 23G passes the component to the gateway
firmware updating program (gateway firmware updating
unit) 23H, and the gateway firmware updating program
23H installs the piece of firmware concerned (step 505).
A piece of firmware cannot be updated only by installing
a firmware component, unlike bundle software. For this
reason, the gateway firmware updating program 23H per-
forms installation while referring to an update file (Figure
9) transmitted from the center server 1 together with the
firmware component. The details of the update file (Fig-
ure 9) and the updating (installation) are as described
above. When the process in step 505 ends, the flow shifts
to step 508.
[0060] On the other hand, if NO in step 504, the remote
management section 23B determines whether the instal-
lation target is a piece of firmware of the controlled de-
vices 3 and 4 (step 506). If YES in step 506, the remote
management section 23B instructs the firmware man-
agement programs (firmware management unit) 23E and
23F to update a piece of firmware concerned with the
received component. Upon receipt of the installation in-
struction, the firmware management programs 23E and
23F pass the firmware component and the update file to
the corresponding firmware updating program (firmware
updating unit) 33B via the remote management section
23B, and the firmware updating program 33B installs the
piece of firmware concerned (step 507). Although
finnware updating is also performed in this case, updating
of the piece of firmware is not completed only by installing
the firmware component. The updating is performed on
the basis of the update file describing an update proce-
dure. When the process in step 505 ends, the flow shifts
to step 508.
[0061] If NO in step 506, after step 503, after step 505,
or after step 507, the dependence relationship manage-
ment program (dependence relationship management
unit) 23I registers a piece of information of a dependence
relationship table in the dependence relationship aggre-
gation table 23J (step 508). The dependence relationship
management program 231 updates dependence rela-
tionship information 603 in the dependence relationship
aggregation table 23J and ends the process (step 509).
[0062] Note that if the installation target is an applica-
tion on the remote management section, the gateway
firmware management section may perform installation
instead of the application management section.
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<Examples of Dependence Relationship Aggregation 
Table and Dependence Relationship Table>

[0063] Figure 6 is a chart showing an example of the
dependence relationship aggregation table in which not
all dependence relationships are settled. The depend-
ence relationship aggregation table 23J contains a com-
ponent name 601, a piece 602 of dependence destination
information, and the piece 603 of dependence relation-
ship information as pieces of information to be managed.
Although each component name 601 is composed of a
name and a version number connected with a hyphen,
the name and the version number may be separately
managed. Assume here a home network including con-
trolled device A and controlled device B in addition to the
gateway device 2. Reference characters serviceA and
serviceB denote applications on the remote manage-
ment section 23B which manage the functions of control-
led device A and controlled device B, respectively. Ref-
erence characters firmwareA and firmwareB denote
pieces of firmware of controlled device A and controlled
device B, respectively. Reference characters firmwareG
denote a piece of firmware of the gateway device. Ref-
erence characters serviceA-1.0 denote a service based
on a component named firmwareA-1.0, and reference
characters serviceB-1.0 denote a collaborative service
based on a component named firmwareB-1.0 and a com-
ponent named serviceA-2.0.
[0064] Referring to Figure 6, for example, the compo-
nents named firmwareB-1.0 and serviceA-2.0 are re-
quired to implement the application named serviceB. Al-
though the component named firmwareB-1.0 is already
installed, the component named serviceA-2.0 is not in-
stalled yet. It can be seen that the component named
serviceA-2.0 needs to be acquired from the center server
1.
[0065] Figure 7 shows an example of a dependence
relationship table 700 which is distributed simultaneously
with installation of service A of controlled device A in the
gateway device 2. Figure 8 shows an example of the
dependence relationship table 700 which is distributed
simultaneously with installation of firmware A, on which
service A of controlled device A depends, in controlled
device A. The pieces of information of the tables are ad-
ditionally registered in the dependence relationship ag-
gregation table 23J, thereby settling the dependence re-
lationships.
[0066] Figure 10 shows an example of the dependence
relationship aggregation table 23J after dependence re-
lationships are settled by installing the components
named serviceA-2.0 and firmwareA-2.0.

<Conclusion>

[0067] According to the present invention, when a
piece of firmware is installed or updated, a gateway de-
vice acquires a firmware component of the gateway de-
vice and/or a controlled device and an update file de-

scribing the procedure for installing (performing updating
with) the firmware component from a server placed out-
side a home network. A gateway firmware updating unit
and/or a firmware updating unit installs the acquired
firmware component in the gateway device and/or the
controlled device according to the installation procedure
described in the update file. This allows reliable installa-
tion or updating of a piece of firmware running outside
an application execution environment (e.g., the OSGi
framework) of the gateway device.
[0068] The gate device further includes a dependence
relationship management table which manages informa-
tion on a piece of firmware and/or an application required
to implement a predetermined service and information
on pieces of firmware and applications currently installed
in the gateway device and the controlled device, a de-
pendence relationship management unit which deter-
mines whether a piece of firmware and/or an application
required to implement a predetermined service is present
in the gateway device and/or the controlled device while
referring to the dependence relationship management
table, and an application updating unit which installs or
updates an application. The gateway device acquires a
firmware component and/or an application component
for implementing a predetermined service and an update
file describing the procedure for installing (performing up-
dating with) the firmware component from the server on
the basis of a result of determination by the dependence
relationship management unit. After that, the gateway
firmware updating unit and/or the firmware updating unit
installs the acquired firmware component in the gateway
device and/or the controlled device according to the in-
stallation procedure described in the update file. The ap-
plication updating unit installs the acquired application
component (an application which runs in the application
execution environment) in the gateway device. As de-
scribed above, a combination of (a dependence relation-
ship between) an application and a piece of firmware
required to implement a predetermined service is man-
aged, and if an application or a piece of firmware necess-
sary for the gateway device and the controlled device is
not installed, the piece of firmware or application is ac-
quired from the center server and is installed. This makes
it possible to implement a predetermined service, regard-
less of whether the service is in the application execution
environment.
[0069] Note that the present invention can also be im-
plemented by the program codes of software implement-
ing the functions of the embodiment. In this case, a stor-
age medium having the program codes recorded therein
is provided in a system or an apparatus. A computer (or
a CPU or an MPU) in the system or apparatus reads the
program codes stored in the storage medium. In this
case, the program codes themselves read from the stor-
age medium implement the functions of the above-de-
scribed embodiment. The program codes themselves
and the storage medium storing the program codes con-
stitute the present invention. For example, a flexible disk,

13 14 



EP 2 328 088 A1

9

5

10

15

20

25

30

35

40

45

50

55

a CD-ROM, a DVD-ROM, a hard disk, an optical disk, a
magnetooptic disk, a CD-R, a magnetic tape, a nonvol-
atile memory card, or a ROM may be used as the storage
medium for supplying the program codes.
[0070] Alternatively, an OS (Operating System) or the
like running on the computer may perform a part or all of
the actual processing in accordance with the instructions
of the program codes, so as to implement the functions
of the above-described embodiment. Moreover, after the
program codes read from the storage medium are written
to a memory on the computer, the CPU or the like in the
computer may perform a part or all of the actual process-
ing in accordance with the instructions of the program
codes, so as to implement the functions of the above-
described embodiment.
[0071] Alternatively, the program codes of the software
implementing the functions of the embodiment may be
distributed via a network and stored in storage means
such as a hard disk or a memory of the system or appa-
ratus, or a storage medium such as a CD-RW or a CD-
R. Then, during use, the computer (or CPU or MPU) in
the system or apparatus may read and execute the pro-
gram codes stored in the storage means or the storage
medium.

Reference Signs List

[0072]

1 ... center server
11A, 21A, 31A ... CPU
11B, 21B, 31B ... memory
13, 23, 33 ... external storage device
2 ... gateway device
3, 4 ... controlled device
5 ... router
6 ... home network
7 ... Internet
13A ... data transfer section
13B ... distribution data management section
23C, 23D ... service management program
23E, 23F ... firmware management program
23 G ... gateway firmware management program
23H ... gateway firmware updating program
23I ... dependence relationship management pro-
gram
23J ... dependence relationship aggregation table
33A ... service processing program
33B ... firmware updating program
33C ... data transfer section
201 ... data transfer section
202 ... application management section
700 ... dependence relationship table
900 ... update procedure table

Claims

1. A home network system comprising a gateway de-
vice and at least one controlled device connected to
the gateway device over a home network,
wherein the gateway device includes a gateway
firmware updating unit which installs or updates a
piece of firmware of the gateway device,
each of the at least one controlled device includes a
firmware updating unit which installs or updates a
piece of firmware of the controlled device,
the gateway device acquires a firmware component
of the gateway device and/or the controlled device
and an update file describing a procedure for install-
ing (performing updating with) the firmware compo-
nent from a server placed outside the home network,
and
the gateway firmware updating unit and/or the
firmware updating unit installs the acquired firmware
component in the gateway device and/or the control-
led device according to the installation procedure de-
scribed in the update file.

2. A home network system according to claim 1, where-
in the pieces of firmware are each a piece of software
which runs outside an application execution environ-
ment of the gateway device.

3. A home network system according to claim 1, where-
in
the gateway device further includes a dependence
relationship management table which manages in-
formation on a piece of firmware and/or an applica-
tion required to implement a predetermined service
and information on a piece of firmware and an ap-
plication currently installed in the gateway device
and the controlled device, a dependence relation-
ship management unit which determines whether
the piece of firmware and/or the application required
to implement the predetermined service is present
in the gateway device and/or the controlled device
while referring to the dependence relationship man-
agement table, and an application updating unit
which installs or updates the application,
the gateway device acquires a firmware component
and/or an application component for implementing
the predetermined service and an update file de-
scribing a procedure for installing (performing updat-
ing with) the firmware component from the server on
the basis of a result of determination by the depend-
ence relationship management unit, and
the gateway firmware updating unit and/or the
firmware updating unit installs the acquired firmware
component in the gateway device and/or the control-
led device according to the installation procedure de-
scribed in the update file, and the application updat-
ing unit installs the acquired application component
in the gateway device.
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4. A gateway device which is connected to at least one
controlled device over a home network and manages
each of the at least one controlled device, compris-
ing:

a gateway firmware updating unit which installs
or updates a piece of firmware of the gateway
device; and
a communication unit which communicates with
a server placed outside the home network and
the controlled device,
wherein the communication unit acquires a
firmware component of the gateway device and
a gateway device update file describing a pro-
cedure for installing (performing updating with)
the firmware component of the gateway device
from the server, and
the gateway firmware updating unit installs the
acquired firmware component in the gateway
device according to the installation procedure
described in the update file.

5. A gateway device according to claim 4, further com-
prising
a firmware management unit which instructs a
firmware updating unit of the controlled device which
installs or updates a piece of firmware of the control-
led device to install or update a piece of firmware of
the controlled device via the communication unit,
wherein
the communication unit acquires a firmware compo-
nent of the controlled device and a controlled device
update file describing a procedure for installing (per-
forming updating with) the firmware component of
the controlled device from the server, and
the firmware management unit transfers the
firmware component of the controlled device and the
controlled device update file to the controlled device
by using the communication unit and gives an in-
struction to install or update the piece of firmware of
the controlled device.

6. A gateway device according to claim 5, wherein
the piece of firmware is a piece of software which
runs outside an application execution environment
of the gateway device.

7. A gateway device according to claim 5, further com-
prising:

a dependence relationship management table
which manages information on a piece of
firmware and/or an application required to im-
plement a predetermined service and informa-
tion on a piece of firmware and an application
currently installed in the gateway device and the
controlled device;
a dependence relationship management unit

which determines whether the piece of firmware
and/or the application required to implement the
predetermined service is present in the gateway
device and/or the controlled device while refer-
ring to the dependence relationship manage-
ment table; and
an application updating unit which installs or up-
dates the application, wherein
the communication unit acquires a firmware
component and/or an application component for
implementing the predetermined service and an
update file describing a procedure for installing
(performing updating with) the firmware compo-
nent from the server on the basis of a result of
determination by the dependence relationship
management unit,
the gateway firmware updating unit installs the
acquired firmware component in the gateway
device according to the installation procedure
described in the update file, and the application
updating unit installs the acquired application
component in the gateway device, and
if the firmware component and the update file
for implementing the predetermined service are
intended for the controlled device, the firmware
management unit transfers the firmware com-
ponent of the controlled device and the control-
led device update file to the controlled device by
using the communication unit and gives an in-
struction to install or update the piece of
firmware of the controlled device.

8. A firmware update method for updating a piece of
firmware of a gateway device within a home network
and at least one controlled device connected to the
gateway device,
wherein the gateway device includes a gateway
firmware updating unit which installs or updates a
piece of firmware of the gateway device,
each of the at least one controlled device includes a
firmware updating unit which installs or updates a
piece of firmware of the controlled device,
the gateway device acquires a firmware component
of the gateway device and/or the controlled device
and an update file describing a procedure for install-
ing (performing updating with) the finnware compo-
nent from a server placed outside the home network,
and
the gateway firmware updating unit and/or the
firmware updating unit installs the acquired firmware
component in the gateway device and/or the control-
led device according to the installation procedure de-
scribed in the update file.
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