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(57)  The inventions relate to checking devices and be sent to him, period of actuality is established within

in particular to devices for money documents checking
and can be used for detection of counterfeit money doc-
uments - banknotes.

Claimed inventions work is based on the fact that
banknotes owe their individual uniqueness comprising

such a complex as producer, nominal value, individual

number (usually represented by its alphanumeric assign-
ment). Detection of banknotes with the coinciding indi-

which incoming banknote identification data remain vital
for a particular payee, digital signals are formed in such
away thatthey correspond not only to incoming banknote
identification data but also to the established actuality
period of these data, digital signals values corresponding
to incoming banknote identification data are stored in the
memory of data store taking into account the established
actuality period of these data.

vidual characteristics at several payees makes it evident
that at least one of such banknotes is counterfeit.
Method of identifying banknotes defective in unique-
ness is as follows: banknote identification data values
are inserted to the memory of data store, incoming ban-
knotes accepted by the payee are identified by recogniz-

ing required banknote characteristics which determine . .
identification data of these banknotes and by their trans- . .
forming into digital signals, digital signals are transmitted e [ ,
via electronic communication channels, digital signals i :"_" N i
values corresponding to incoming banknote identification ! T !
data values are compared to values of identification data i i"_fl____________________i

of banknotes in data store, if a coincidence in digital sig-
nals values with values of identification data of banknotes
in data store is detected, a decision is made on detection
of banknotes defective in uniqueness, payee which has Fig. 1
sent digital signals is identified, results of comparison to
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Description
Technical Field

[0001] The inventions relate to checking devices and
namely to checking devices for money documents and
can be used for detection of suspected counterfeit money
documents.

Background Art

[0002] The problem of illegal production of counterfeit
monetary notes - banknotes is still of current interest in
the world. During the last 6 months of 2005 the European
Central Bank immobilized 250 000 counterfeit banknotes
("Tekhnika Molodezhy" magazine, No 12, 2005, p. 17,
subscription index in the Rospechat’ catalogue - 70973).
Considerable resources including methods and engi-
neering systems are directed by the society to the coun-
terwork against production and spread of bad money.
[0003] The closestinits technical essence is the meth-
od of counterfeit banknote recognition that compares
banknotes under check with characteristics already
available after comparing authentic banknotes and es-
tablished counterfeit ones, uses additional comparison
data of counterfeits of a new type, and in which to define
if a banknote under checking is a counterfeit one it is
compared with both comparison data already available
and with additional comparison data related to the coun-
terfeits of a new type (See RU 2006126788 A, cl.
G07D7/00).

[0004] A time-lag between counterfeit banknotes de-
tection and current market situation as for counterfeit
banknotes is a disadvantageous feature of method cur-
rently in use. This time-lag is connected with a preliminary
identification of counterfeit banknotes in the market or
recognition of the presence of counterfeit banknotes that
have been put into circulation but are not identified yet,
necessary to insert counterfeit banknotes or suspected
counterfeit banknotes into a database. As current situa-
tion is constantly changing, suspected counterfeit ban-
knotes detection based on data of counterfeit banknotes
having been duly recognized will be always behind areal
presence of counterfeit banknotes in the market. Where-
from a low reliability of detection of suspected counterfeit
not having unique features banknotes.

[0005] The closest in its technical essence to variant
1 of the suggested system is a machine for banknote
processing, comprising an actuation device, a nonvola-
tile storage and a sensor device permitting to recognize
counterfeit banknotes where banknotes under check are
registered by a sensor providing data which are com-
pared with those in nonvolatile storage having been ob-
tained while comparing authentic banknotes with estab-
lished counterfeit ones, characterized in that some addi-
tional characteristics related to counterfeits of a new type
are stored in a nonvolatile storage wherein data achieved
by sensor for banknotes under check are compared with
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both comparison data and additional comparison data
related to the counterfeits of a new type (see RU
2006126788 A , cl. GO7D7/00) by an actuation device to
determine if a banknote under check is counterfeit or not.
[0006] A time-lag between counterfeit banknotes de-
tection and current market situation as for the presence
of bad (counterfeit) banknotes is a disadvantage of meth-
od currently in use. Such time-lag is connected with a
preliminary identification of counterfeit banknotes in the
market or detection of the presence of counterfeit ban-
knotes that have been put into circulation but are not
identified yet, which is necessary to insert counterfeit
banknotes or suspected counterfeit banknotes into da-
tabase. As current situation is constantly changing, a de-
tection of suspected counterfeit banknotes based on data
of counterfeit banknotes having been duly recognized
will be always behind a real presence of counterfeit ban-
knotes in the market. Wherefrom there is a low reliability
of suspected counterfeit, not having unique features ban-
knotes.

[0007] The closestin its technical substance to variant
2 of the suggested system is a machine for banknote
processing, comprising an actuation device, a nonvola-
tile storage and a sensor device permitting recognition
of counterfeit banknotes where banknotes under check
are registered by sensor providing data which are com-
pared with those in nonvolatile storage, having been ob-
tained while comparing authentic banknotes with estab-
lished counterfeit ones, characterized in that some addi-
tional characteristics related to a new type of counterfeit-
ing are stored in a nonvolatile storage wherein data
achieved by sensor for banknotes under check are com-
pared with both comparison data and additional compar-
ison data related to the counterfeits of a new type (see
RU 2006126788 A , cl. GO7D7/00) by an actuation device
to determine if a banknote under check is counterfeit or
not.

[0008] A time-lag between counterfeit banknotes rec-
ognition and current market situation as for the presence
of counterfeit banknotes is a disadvantage of the method
currently in use. This time-lag is connected with a pre-
liminary identification of counterfeit banknotes in the mar-
ket or recognition of the presence of counterfeit ban-
knotes that have been put into circulation but are not
identified yet, necessary to insert counterfeit banknotes
or suspected counterfeit banknotes into database. As
current situation is constantly changing, a detection of
suspected counterfeit banknotes based on data of coun-
terfeit banknotes having been duly recognized will be al-
ways behind a real presence of counterfeit banknotes in
the market. Wherefrom there is a low reliability of sus-
pected counterfeit, not having unique features ban-
knotes.

Description of embodiments

[0009] The objective of the invention is enhancing of
reliability and probability of identification of suspected
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counterfeit banknotes.

[0010] Technical result of the invention is to provide
detection of two and more banknotes with identical iden-
tification characteristics which must be unique, that is an
evidence of counterfeiting of banknotes having these
identification characteristics before detection of counter-
feit banknotes presence in the market, as well as possi-
bility to determine identification data of banknotes that
have been put into circulation illegally well in advance of
detection of any counterfeit banknotes

[0011] To achieve technical result in the method of
identifying banknotes defective in uniqueness wherein
values of identification data of banknotes are stored in
the memory, incoming banknotes received by payees
are identified by recognition of required characteristics
of banknotes, determining identification data of these
banknotes, and their digitization, digital signals are trans-
mitted via electronic communication channels, values of
digital signals corresponding to identification data of in-
coming banknotes are compared with identification data
of banknotes in the memory; as long as values of digital
signals are found to agree with values of identification
data of banknotes in the memory, decision is taken on
detection of banknotes defective in uniqueness, payee,
the digital signals have been transmitted by, is identified
to be informed on the results of the comparison, period
of data actuality is established within which identification
data of incoming banknotes remain vital for a particular
payee having transmitted the digital signals, digital sig-
nals are formed in such a way that they conform not only
to identification data of incoming banknotes, but also to
the established actuality period of these data, values of
digital signals corresponding to identification data of in-
coming banknotes are stored in the memory taking into
account the established actuality period of these data.
[0012] Inaddition the method establishes period of ac-
tuality of identification data of incoming banknotes not
longer than the period of time within which the involved
banknotes can stay at not more than one payee;
[0013] - comparison of values of digital signals corre-
sponding to identification data of incoming banknotes
with values of identification data of banknotes in the data
store is made only within the period of actuality, values
of identification data of these banknotes are to be deleted
from the data store, this period having been over;
[0014] - required characteristics of banknotes deter-
mining identification data of incoming banknotes are data
on money producer and/or nominal value and/or ban-
knote number and/or banknote serial;

[0015] - prior to transmitting of digital signals corre-
sponding to identification data of several incoming ban-
knotes through electronic communication channels sim-
ilarity of values of their identification data is checked;
[0016] - comparison of values of digital signals corre-
sponding to identification data of incoming banknotes
with values of identification data of banknotes in the mem-
ory is made for each payee, meanwhile digital signals
corresponding to identification data of incoming ban-

10

15

20

25

30

35

40

45

50

55

knotes are transmitted via electronic communication
channels to all payees who in turn transmit the compar-
ison result via electronic communication channels only
to the payee which has transmitted the digital signals,
and values of identification data of incoming banknotes
are stored for each payee separately in his data store;
[0017] - comparison of values of digital signals corre-
sponding to identification data of incoming banknotes
with values of identification data of banknotes in the mem-
ory is made in a single point whereto via electronic com-
munication channels are transmitted digital signals cor-
responding to identification data of incoming banknotes
of different payees to be stored then in memory, and re-
sult of comparison is transmitted via electronic commu-
nication channels to payees of corresponding banknotes;
[0018] - values of identification data of counterfeit ban-
knotes having been detected previously are also stored
in the memory;

[0019] -banknotes are received by payees inreceiving
points distanced from each other;

[0020] - incoming banknotes are banknotes in hand of
a payee;

[0021] - banknotes are soft money.

[0022] The objective of the invention is enhancing of

reliability and probability of identification of suspected
counterfeit banknotes.

[0023] Technical result of the invention is to provide
detection of two and more banknotes with identical iden-
tification characteristics which must be unique, thatis an
evidence of counterfeiting of banknotes having these
identification characteristics prior to detection of counter-
feit banknotes presence in the market, as well as possi-
bility to determine identification data of banknotes that
have been put into circulation illegally well in advance of
detection of any counterfeit banknotes.

[0024] To achieve technical result a system imple-
menting method of identifying banknotes defective in
uniqueness, including facilities for processing soft money
received from other payees, variant 1, comprises an in-
put/output terminal of a soft money payee, a memory
block and a comparison block forming soft money
processing facility, wherein outputs of I/O terminals of
each soft money processing facility are connected via
electronic communication channels with inputs of com-
parison blocks of other soft money processing facilities
that are made capable to transmit comparison results to
the 1/0 terminal of a payee’s banknote processing facility
via electronic communication channels, and I/O termi-
nals themselves are made capable to input not only iden-
tification data of incoming banknotes but also incoming
banknotes actuality time within which soft money cannot
stay at more than one payee.

[0025] In addition, - at least a part of I/O terminals of
soft money payees is made in the form of banknote
counters recognizing their producer, nominal value and
alphanumeric banknote number assignment;

[0026] - at least a part of I/O terminals of soft money
payees are capable to check agreement of identification
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data of incoming banknotes at their receiving point;
[0027] - communication channels are represented by
local and/or global computer networks and/or phone
communication channels;

[0028] - terminals are provided with an input keyboard
to insert time of incoming banknotes actuality;

[0029] - banknote processing facilities are provided
with blocks for identification of payees’ /0O terminals to
transmit comparison results there;

[0030] - soft money processing facilities are distanced
from each other.

[0031] The objective of the invention is enhancing of
reliability and probability of identification of suspected
counterfeit banknotes.

[0032] Technical result of the invention is to provide
detection of two and more banknotes with identical iden-
tification characteristics which must be unique, that is an
evidence of counterfeiting of banknotes having these
identification characteristics prior to detection of counter-
feit banknotes presence in the market, as well as possi-
bility to determine identification data of banknotes that
have been put into circulation illegally well in advance of
detection of any counterfeit banknotes.

[0033] To achieve technical result a system imple-
menting method of identifying banknotes defective in
uniqueness, variant 2, including an input/output terminal
of a soft money payee, amemory block and a comparison
block comprises input/output terminals of other payees
wherein I/O terminals of each payee are connected via
electronic communication channels with input of compar-
ison block capable to transmit comparison results to I/O
terminal of payee, and terminals themselves are capable
to input not only identification data of incoming banknotes
but also incoming banknotes actuality time within which
soft money cannot stay at more than one payee, wherein
memory block and comparison block form a comparison
facility made separately from, at least, one 1/O terminal
of a payee.

[0034] In addition, - at least a part of 1/O terminals of
soft money payees is made in the form of banknote
counters recognizing banknote producer, nominal value
and alphanumeric banknote number assignment;
[0035] - at least a part of I/O terminals of soft money
payees is capable to check agreement of identification
data of incoming banknotes at their receiving point;
[0036] - communication channels are represented by
local and/or global computer networks and/or phone
communication channels;

[0037] -terminals are provided with an input keyboard
to insert time of incoming banknotes actuality;

[0038] - I/O terminals of soft money payees are dis-
tanced from each other;

[0039] - comparison facility is provided with a block for
identification of payees’ I/O terminals to transmit com-
parison results there.
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Industrial Applicability

[0040] The inventions are explained by drawings
where functional diagram of the system for embodiment
of the method of identifying banknotes defective in
uniqueness (variant 1) is shown in Fig.1, functional dia-
gram of the system for embodiment of the method of
identifying banknotes defective in uniqueness (variant 2)
is shown in Fig.2.

[0041] Method of identifying banknotes defective in
uniqueness wherein values of identification data of ban-
knotes are stored in the memory, incoming banknotes
received by payees are identified by recognition of re-
quired characteristics of banknotes determining identifi-
cation data of these banknotes, and their digitization, dig-
ital signals are transmitted via electronic communication
channels, values of digital signals corresponding to iden-
tification data of incoming banknotes are compared with
identification data of banknotes in the data store; as long
as values of digital signals are found to agree with values
of identification data of banknotes in the store, decision
is taken on detection of banknotes defective in unique-
ness, payee, the digital signals have been transmitted
by, is identified to be informed on the results of the com-
parison, period of data actuality is established wherein
identification data of incoming banknotes remain vital for
a particular payee having transmitted the digital signals,
digital signals are formed in such a way that they conform
not only to identification data of incoming banknotes, but
also to the established actuality period of these data, val-
ues of digital signals corresponding to identification data
of incoming banknotes are stored in the memory taking
into account the established actuality period of these da-
ta.

[0042] To provide for the possibility of banknotes pay-
ee identification, digital signals transmission via commu-
nication channels is accompanied by transmission of
service signals which permit to identify the payee having
transmitted digital signal, i.e. his e-mail account or phone
number.

[0043] Actuality time of identification data of incoming
banknotes is established not to overcome a limit of time
within which these banknotes can stay at not more than
one payee.

[0044] Comparison of values of digital signals corre-
sponding to identification data of incoming banknotes
with values of identification data of banknotes in the data
store is made only for the period of actuality, values of
identification data of these banknotes are to be deleted
from the memory, this period having been over.

[0045] Required characteristics of banknotes deter-
mining identification data of incoming banknotes are
money producer and/or nominal value and/or banknote
number and/or banknote serial.

[0046] Prior to transmitting of digital signals corre-
sponding to identification data of several incoming ban-
knotes via electronic communication channels, similarity
of values of their identification data is checked.
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[0047] Comparison of values of digital signals corre-
sponding to identification data of incoming banknotes
with values of identification data of banknotes in the data
store is made for each payee, digital signals correspond-
ing to identification data of incoming banknotes are trans-
mitted via electronic communication channels to all pay-
ees who in turn transmit the comparison result via elec-
tronic communication channels only to the payee which
has transmitted the digital signals, and values of identi-
fication data of incoming banknotes are stored for each
payee separately in his data store.

[0048] Comparison of values of digital signals corre-
sponding to identification data of incoming banknotes
with values of identification data of banknotes in the data
store is made in a single point whereto via electronic com-
munication channels are transmitted digital signals cor-
responding to identification data of incoming banknotes
of different payees to be stored then in data store, and
via electronic communication channels is transmitted re-
sult of comparison for payees of corresponding ban-
knotes.

[0049] Values of identification data of counterfeit ban-
knotes having been detected beforehand are also stored
in the memory.

[0050] Banknotes are received by payees in receiving
points distanced (geographically) from each other.
[0051] Incoming banknotes are banknotes in hand of
a payee, and banknotes are soft money.

[0052] Method of identifying banknotes defective in
uniqueness is used as follows.

[0053] Possibility of achieving technical result of the
suggested method is defined by the following. Money in
hand can exist both in coins and in banknotes. All mon-
etary units are issued by a definite producer and have
some nominal value. Unlike coins banknotes have some
identifying characteristic essential for banknotes. As a
rule it is an alphanumerical code: serial and number. So
each banknote (note) is unique as for the set of the re-
quired characteristics: producer designation, nominal
value designation, and alphanumerical code. Such is
banknote issuing practice practically in all modern coun-
tries, and the suggested technical decision is based pre-
cisely on this uniqueness of each banknote. Banknote
payees i.e. persons - participants of commodity-money
relations receive banknotes for temporary possession,
and due to their uniqueness other payees cannot pos-
sess banknotes with the same set of the required char-
acteristics of banknotes with the same set of the required
identifying characteristics (violation of uniqueness of a
banknote) shows that at least one of such " not-unique”
banknotes is counterfeit, and the suggested method im-
plements detection of suspected counterfeit banknotes.
[0054] The suggested method work is explained by the
following actual examples.

[0055] Example1. Payees, for example lending insti-
tutions, supermarkets etc, who receive money in hand,
have receiving points for money in hand and are inter-
ested in receiving valid instruments of payment, cohere
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on terms which they have defined, and form a necessary
communications infrastructure via electronic channels:
Internet or phone, for instance mobile telephony. How-
ever, payees can act anonymously, their actual names
(denominations) unannounced.

[0056] Producer, nominal value and registration
number of banknotes accepted at cash payment, are
identified in a money receiving point of each payee. Iden-
tification of these characteristics is made either automat-
ically, for instance with a counter device identifying ban-
knotes, or manually. Banknote incoming can be accom-
panied with an additional check for detection of counter-
feit or rejected banknotes. As a result of identification or
manual input, digital signals corresponding to the identi-
fication characteristics unique for each banknote that
have been found while recognizing the banknote required
characteristics, are formed at the output of the terminal.
From entry keyboard every payee sets up a period of
time, so called period of actuality, while incoming ban-
knotes are sure not to be put into further circulation and
not to be received by any other payee. Values of identi-
fication data of the incoming banknotes are stored by the
payee during the set period of actuality and sent via the
internet or telephone, e.g. mobile one, to other payees
to check similar banknotes emergence at other payees,
i.e. to check incoming banknotes uniqueness.

[0057] Therefore each payee belonging to the system
stores values of identification data of banknotes that are
kept in stock at the moment and will be kept on for some
time according to the established period of actuality, in
the data store of the machine for banknote processing.
This particular payee also receives signals sent via com-
munication channels by other payees whose addresses
and phone numbers are identified to send them back
results of comparison, so in case of a telephone commu-
nication automated phone number identifier can be used.
Incoming signals correspond to identification data of ban-
knotes, received by the payees who have sent these sig-
nals. Receiving digital signals from other payees, the
payee who is checking banknotes uniqueness compares
incoming signals with the content of his data store. Com-
parison can be made with both software tools and stand-
ard digital integrated circuits provided with function of
comparison, or "manually" i.e. by the payee himself.
Comparison is made taking into account the time of ac-
tuality, as the time of actuality being over, correspondent
values are deleted from the memory.

[0058] If this payee receives a digital signal corre-
sponding to the identification data of the banknote that
has come to him, then as a result of the comparison a
warning signal is formed which is sent through electron
communication channels to the payee who has initiated
this digital signal and informing this very payee that ban-
knotes of the mentioned nominal value and number are
found simultaneously at two or more payees. So the pay-
ee having received the banknote of the mentioned iden-
tification data can conclude that this is a suspected coun-
terfeit banknote and take appropriate measures to define
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a counterfeit banknote.

[0059] Example2. Payees, for example lending insti-
tutions, supermarkets etc, who receive money in hand,
have receiving points for money in hand and are inter-
ested in receiving valid instruments of payment and cre-
ating a centralized data base of incoming banknotes, join
infrastructure containing means of communication with
a comparison facility provided with means of recording
of identification data values of incoming banknotes. The
internet or telephone, e.g. mobile (cellular) communica-
tion can be used.

[0060] Producer, nominal value and registration
number of banknotes accepted at cash payment, are
identified in a money receiving point of each payee. Iden-
tification of these characteristics is made either automat-
ically, e.g. with a counter device identifying banknotes,
or manually from the keyboard of the terminal. Banknote
incoming can be also accompanied with an additional
check for detection of counterfeit or rejected banknotes.
As aresult ofidentification or manual input, digital signals
corresponding to the identification characteristics unique
for each banknote that have been found while recogniz-
ing the banknote required characteristics, are formed at
the output of the terminal.

[0061] From entry keyboard every payee sets up a pe-
riod of time, so called period of actuality, while incoming
banknotes are sure not to be put into further circulation
and not to be received by any other payee. Digital signals
having been formed in such a way and corresponding to
the incoming banknotes identification data as well as to
their period of actuality are sent via the internet or tele-
phone, e.g. mobile one to comparison facility of digital
signals with values of banknote identification data stored
in the data store of the comparison facility being detached
from the payee.

[0062] Inthe comparisonfacility,addressesand phone
numbers of payees are identified to send them results of
comparison; payee’s registration in the site of the com-
parison facility or, for example, phone number identifier
if phone communication is used, can act as means of
payee’s e-mail account identification.

[0063] Values stored in the memory of the comparison
facility correspond to the identification data of banknotes
that are kept in stock at other payees. Values of digital
signals sent by the payees are also stored in the memory
taking into account their period of actuality.

[0064] Comparisonis made automatically using stand-
ard hardware components and correspondent software.
The result of comparison is messaged to the payee who
has sent the correspondent digital signal. The message
can mention that at the moment no payees have ban-
knotes with the same identification data as the payee
who has sent the digital signal or some of the payees
have banknotes with the same identification data. In the
first case the payee has no presumptions for suspecting
banknotes of counterfeiting, in the second - on the con-
trary, banknotes received by one of the payees should
be considered counterfeit.
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[0065] Values corresponding to identification data of
banknotes which have already been found counterfeit
can be also stored in the memory. Their receiver decides
what to do further on all by himself.

[0066] The suggested method can be embodied using
standard equipment, standard hardware components
and with actual telecommunication means.

[0067] So the method of identifying banknotes defec-
tive in uniqueness provides for higher probability and re-
liability of suspected counterfeit banknotes detecting be-
cause there is probably not yet any information detected
in due course on the counterfeit banknotes in the market
with the same identification characteristics as the ban-
knotes detected by the suggested method.

[0068] The method of identifying banknotes defective
in uniqueness makes it possible to detect two or more
banknotes with identical identification data, which give
evidence of a fact of forging of banknotes with such iden-
tification characteristics before finding of the fact of coun-
terfeit banknotes presence in the market, as well as to
detect data of banknotes having been put into circulation
illegally well in advance, before counterfeit banknotes
detection, as presence of two banknotes of the same
nominal value and of the same series is illegal.

[0069] System thatembodiesthe method ofidentifying
banknotes defective in uniqueness, variant 1, includes a
lot of payees’ banknote processing facilities 1 (Fig.1) rep-
resented by a set of hardware and software with input-
output terminal 2 of a banknote receiver, memory block
3 to store banknote identification data base and block of
comparison 4, where the output of the memory block is
connected to the first input of the block of comparison,
I/O terminals of each payee’s banknote processing facil-
ities are connected to the second inputs of blocks of com-
parison of other payees’ banknote processing facilities
through electronic communication channels 5, and pay-
ees’ banknote processing facilities are capable to trans-
mit results of comparison to I/O terminal of each payee’s
banknote processing facilities through electronic com-
munication channels, wherefore processing facilities are
provided with identification blocks 6. 1/O terminals are
capable to insert time of incoming banknotes actuality
within which these banknotes can stay at not more than
one payee wherefore they are provided with keyboard 7.
[0070] At least a part of I/O terminals of soft money
payees is made in the form of banknote counters recog-
nizing banknote producer, nominal value and alphanu-
meric banknote number assignment.

[0071] At least a part of I/O terminals of soft money
payees is capable to check agreement of identification
data of incoming banknotes at their receiving point.
[0072] Communication channels are made in the form
of local and/or global computer networks and/or phone
communication channels.

[0073] 1/O terminals of soft money payees are (geo-
graphically) distanced one from another.

[0074] System that implements the method of identi-
fying banknotes defective in uniqueness (variant 1) works
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as follows.

[0075] Possibility of achieving technical result of the
suggested system is defined by the following. Money in
hand can exist both in coins and in banknotes. All mon-
etary units are issued by a definite producer and have
some nominal value. Unlike coins banknotes have some
identifying characteristic essential for banknotes. As a
rule it is an alphanumerical code: serial and number. So
each banknote (note) is unique as for the set of the re-
quired characteristics: producer designation, nominal
value designation, and alphanumerical code. Such is
banknote issuing practice practically in all modern coun-
tries, and the suggested technical decision is based quite
on this uniqueness of each banknote. Banknote payees
i.e. persons - participants of commodity-money relations
receive banknotes for temporary possession, and due to
their uniqueness other payees cannot possess ban-
knotes with the same set of the required characteristics.
Emergence of banknotes with the same set of the iden-
tifying required characteristics (violation of uniqueness
of a banknote) shows that at least one of such "not-
unique" banknotes is counterfeit, and the suggested sys-
tem implements detection of suspected counterfeit ban-
knotes.

[0076] Incoming banknotes are recognized, i.e. their
unique identification data - required banknote character-
istics are defined. Identification of these characteristics
is made either automatically, for instance with a counter
device identifying banknotes, or manually by inserting
banknote producer, nominal value and serials with a ter-
minal keyboard. A banknote counter device, provided
with identification function, a personal computer or tele-
phone can be used as a terminal. A payee sets up a
period of actuality of incoming banknotes for the payee,
while incoming banknotes will stay at this very payee and
will not to be put into further circulation. Banknote incom-
ing can be accompanied with an additional check for de-
tection of counterfeit or rejected banknotes.

[0077] As aresult of identification or manual input, dig-
ital signals obtained as a result of recognizing banknote
required characteristics and corresponding to the identi-
fication characteristics of incoming banknotes are stored
in the memory block of banknote processing facilities of
a particular payee and are also sent to memory blocks
of other payees’ banknote processing facilities via elec-
tronic communication channels to check incoming ban-
knotes identification data uniqueness. The same thing
occurs to the incoming banknotes of other payees in their
banknote processing facilities. So values of identification
data of incoming banknotes are stored in the memory
blocks of banknote processing facilities of every payee
for the time of their actuality, and corresponding digital
signals are sent to banknote processing facilities of other
payees via electron communication channels. Transmis-
sion of digital signals via communication channels is also
accompanied by transmission of service signals of the
corresponding banknote processing facilities of the pay-
ee, the latter permitting to identify banknote processing
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facilities of the payee who has sent the digital signal, i.e.
his e-mail account or phone number, in case of phone
communication an automated phone number identifier
can be used.

[0078] Values of identification data of banknotes re-
ceived by a particular payee which have been sent via
electron communication channels are directed to the
banknote processing facilities of other payees forming a
request wherein values of digital signals are compared
to values stored in the memory of the banknote process-
ing facilities of the payees receiving the request. Simul-
taneously identification block of banknote processing fa-
cilities of the payees identifies e-mail account of the re-
quest originator if computer networks are used as com-
munication channels, or phone number of the request
originator if phone lines are used as communication
channels.

[0079] Results of comparison of digital signal of the
request to banknotes identification data values stored in
the memory block are sent to the terminal of banknote
processing facilities of the payee which has made the
request. In accordance with the results the payee makes
a decision as for his further actions, e.g. a decision of
careful counterfeit examination of banknotes bearing
identification data coinciding with identification data of
other payee’s banknotes.

[0080] The system suggestedinvariant 1 canbe made
using standard equipment, standard hardware compo-
nents and actual telecommunication means.

[0081] So the system that implements the method of
identifying banknotes defective in uniqueness (variant 1)
provides for higher probability and reliability of suspected
counterfeit banknotes detection because there is proba-
bly not yet any information on the counterfeit banknotes
in the market with the same identification characteristics
as the banknotes detected in due course.

[0082] The system that implements the method of
identifying banknotes defective in uniqueness makes it
possible to detect two or more banknotes with identical
identification data, which give evidence of the fact of forg-
ing of banknotes with such identification characteristics
before finding of the fact of counterfeit banknotes pres-
ence in the market, as well as to detect data of banknotes
numbers having been put into circulation illegally well in
advance of counterfeit banknotes detection.

[0083] System thatembodiesthe method of identifying
banknotes defective in uniqueness, variant 2, includes
payee’s input-output terminal 8 (Fig.2) with a keyboard
9, a memory block 10, its output is connected to the first
input of the comparison block 11, memory block and com-
parison block having formed a comparison facility 12 rep-
resented by a set of hardware and software geographi-
cally and functionally autonomous and not having any
energy sources in common with at least one 1/O terminal
of a payee. I/O terminals of each payee are connected
through electronic communication channels 13 to the in-
put of memory block and second input of comparison
block that is capable to transmit results of comparison to
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the 1/0O terminal of banknotes payee therefore compari-
son facility is provided with identification block 14. Ter-
minal is enabled with a possibility to insert actuality time
of incoming banknotes within which these banknotes can
stay at not more than one payee wherefore it is provided
with a keyboard.

[0084] At least a part of I/O terminals of soft money
payees is made in the form of banknote counters recog-
nizing banknote type, nominal value and alphanumeric
number assignment.

[0085] At least a part of I/O terminals of soft money
payees is capable to check agreement of identification
data of incoming banknotes at their receiving point.
[0086] Communication channels are represented by
local and/or global computer networks and/or phone
communication channels.

[0087] 1/O terminals of soft money payees are (geo-
graphically) distanced from each other.

[0088] System that implements the method of identi-
fying banknotes defective in uniqueness (variant 2) works
as follows.

[0089] Possibility of achieving technical result of the
suggested system is defined by the following. Money in
hand can exist both in coins and in banknotes. All mon-
etary units are issued by a definite producer and have
some nominal value. Unlike coins banknotes have some
identifying characteristic essential for banknotes. As a
rule it is an alphanumerical code: serial and number. So
each banknote (note) is unique as for the set of the re-
quired characteristics: producer designation, nominal
value designation, and alphanumerical code. Such is
banknote issuing practice practically in all modern coun-
tries, and the suggested technical decision is based quite
on this uniqueness of each banknote. Banknote payees,
i.e. persons - participants of commodity-money relations
receive banknotes for temporary possession, and due to
their uniqueness other payees cannot possess ban-
knotes with the same set of the required characteristics.
Emergence of banknotes with the same set of the re-
quired identifying characteristics (violation of uniqueness
of a banknote) shows that at least one of such "not-
unique" banknotes is counterfeit, and the suggested sys-
tem implements detection of suspected counterfeit ban-
knotes.

[0090] Incoming banknotes are recognized, i.e. their
unique identification data - required banknote character-
istics are defined. Identification of these characteristics
can be made either automatically, for instance with a
counter device identifying banknotes, or manually by in-
serting producer, nominal value and registration number
of banknotes with a keyboard. A payee sets up a period
of incoming banknotes actuality for the payee that is a
period of time within which incoming banknotes will stay
at this very payee and will not be put into further circula-
tion. Banknote incoming can be accompanied with an
additional check for detection of counterfeit or rejected
banknotes.

[0091] Formed as a result of identification of ban-
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knotes, digital signals corresponding to the identification
characteristics of incoming banknotes and their actuality
period are transmitted via communication channels and
their values are stored for the fixed period of actuality in
the store of the comparison facility memory block. Digital
signals transmission via communication channels is ac-
companied by transmission of service signals of payee’s
terminal, the latter permitting to identify the terminal in
the comparison facility i.e. e-mail account or phone
number of the payee wherein comparison facility site reg-
istration may be necessary for e-mail account identifica-
tion and in case of phone communication an automated
phone number identifier can be used.

[0092] A base of identification data of banknotes,
which are at the moment at all these payees, is being
formed in such a way, using identification data of ban-
knotes received from different payees.

[0093] Prior to storing values of signals, coming from
payees’ terminals, in the comparison facility memory,
they are moved to the comparison block of the compar-
ison facility wherein they are compared to the values of
identification data of banknotes received from other pay-
ees, that have been already stored there. So digital signal
moved from the terminal, represent a request for check-
ing uniqueness of values of incoming banknotes identi-
fication data which are being transmitted.

[0094] Results of comparison are messaged through
electron communication channels to the 1/O terminal of
the payee, sending the request. E-mail account or phone
number of the payee’s terminal where the comparison
result is moved to, is identified with the help of identifica-
tion block.

[0095] In accordance with the results of comparison
the payee makes a decision as for his further actions,
e.g. a decision of further, more careful counterfeit exam-
ination of banknotes bearing identification data coincid-
ing with identification data of other payee’s banknotes.
[0096] The system suggestedinvariant2 canbe made
using standard equipment, standard hardware compo-
nents and actual telecommunication means.

[0097] So the system that implements the method of
identifying banknotes defective in uniqueness (variant 2)
provides for higher probability and reliability of suspected
counterfeit banknotes detection because there is proba-
bly not yet any information on the counterfeit banknotes
in the market with the same identification characteristics
as the banknotes detected in due course.

[0098] The system that implements the method of
identifying banknotes defective in uniqueness, variant 2,
makes it possible to detect two and more banknotes with
identical identification data, which give evidence of forg-
ing of banknotes with such identification characteristics
before finding counterfeit banknotes presence in the mar-
ket, as well as to detect data of banknotes numbers hav-
ing been put into circulation illegally well in advance of
counterfeit banknotes detection.

[0099] The claimed inventions can be embodied with
the help of means and components known in the art and
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conform to condition of industrial applicability.

Claims

1.

A method of identifying banknotes defective in
uniqueness wherein values of banknote identifica-
tion data are inserted in the memory of data store,
incoming banknotes accepted by payees are identi-
fied by recognizing of required characteristics of ban-
knotes defining identification data of these ban-
knotes and by their digitalization into digital signals,
digital signals are transmitted via electron commu-
nication channels, digital signals values conforming
to incoming banknotes identification data are com-
pared to identification data values of banknotes in
data store, decision of detection of banknotes defec-
tive in uniqueness is made if digital signals values
coincide with identification data values of banknotes
in data store characterized in that payee having
sent digital signals is identified for the purpose of
sending results of comparison to him, period of ac-
tuality is established within which incoming ban-
knotes identification data remain relevant for the pay-
ee having sent digital signals, digital signals are pro-
duced in such a way that they correspond not only
to incoming banknotes identification data but also to
the established period of actuality of these data, val-
ues of digital signals corresponding to incoming ban-
knotes identification data in the memory of data store
are stored taking into account the established period
of actuality of these data.

The method according to claim 1 characterized in
that incoming banknotes identification data actuality
period is established to be not longer than the period
of time within which the involved banknotes can stay
at not more than one payee.

The method according to claim 1 characterized in
that comparison of digital signals values corre-
sponding to incoming banknotes identification data,
with values of identification data of banknotes in data
store is made only within the actuality period,
these banknotes identification data values are to be
deleted from the data store, this period having been
over.

The method according to claim 1 characterized in
that banknotes required characteristics defining in-
coming banknotes identification data are the follow-
ing: information on their producer and/or nominal val-
ue and/or number and/or series.

The method according to claim 1 characterized in
that prior to transmitting digital signals correspond-
ing to identification data of several incoming ban-
knotes via electronic communication channels, their
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10.

11.

12.

identification data are tested for their reciprocal sim-
ilarity.

The method according to claim 1 characterized in
that comparison of digital signals values corre-
sponding to incoming banknotes identification data,
with values of identification data of banknotes in data
store is made at each payee of these banknotes
wherein digital signals corresponding to incoming
banknotes identification data are transmitted via
electronic communication channels to all the pay-
ees, who in turn send result of comparison only to
the payee who has sent digital signals, and incoming
banknotes identification data values are stored sep-
arately for each payee in the memory of his data
store.

The method according to claim 1 characterized in
that that comparison of digital signals values corre-
sponding to incoming banknotes identification data,
with values of identification data of banknotes in data
store is made in a single place whereto digital signals
corresponding to incoming banknotes identification
data from different payees are transmitted via elec-
tronic communication channels to be stored in the
memory of data store, and the result of comparison
is sent via electronic communication channels to the
payees of correspondent banknotes.

The method according to any of claims 1, 6 or 7 char-
acterized in that values of identification data of
counterfeit banknotes detected beforehand are also
inserted to the memory of data store.

The method according to claim 1 characterized in
that banknote are received by payees located in
places of banknote acceptance distanced from one
another.

The method according to claim 1 characterized in
that incoming banknotes are banknotes on hand of
a payee.

The method according to claim 1 characterized in
that banknotes are soft money.

A system that implements the method of identifying
banknotes defective in uniqueness including input-
output terminal of soft money payee, memory block
and comparison block, forming soft money process-
ing facility characterized in that banknote process-
ing facilities of other soft money payees are included
into it wherein outputs of 1/0 terminals of each ban-
knote processing facility are connected by electronic
communication channels to inputs of comparison
blocks of the rest banknote processing facilities
which are provided with a capability to transmit re-
sults of comparison via electronic communication
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14.

15.

16.

17.

18.

19.

20.

17

channels to 1/0O terminal of banknote payee’s
processing facility, and I/O terminals themselves are
capable to input incoming banknotes identification
data together with incoming banknotes actuality time
within which banknotes cannot stay at more than one
payee.

The system according to claim 12 characterized in
that at least a part of I/O terminals of soft money
payees is made as banknote counters recognizing
banknote producer, nominal value and alphanumer-
ic number assignment.

The system according to claim 12 characterized in
that at least a part of I/O terminals of soft money
payees is made capable to test incoming banknotes
identification data for their reciprocal similarity at the
place of their acceptance.

The system according to claim 12 characterized in
that local and/or global computer networks and/or
telephone communication channels are used for its
communication channels.

The sstem according to claim 12 characterized in
that terminals are provided with keyboard for insert-
ing actuality time of incoming banknotes.

The system according to claim 12 characterized in
that soft money processing facilities are provided
with identification blocks of banknote payees’ I/0 ter-
minals to send there results of comparison.

The system according to claim 12 characterized in
that soft money processing facilities are distanced
from one another.

A system that implements the method of identifying
banknotes defective in uniqueness including input-
output terminal of soft money payee, memory block
and comparison block, characterized in that other
soft money payees’ I/O terminals are added to it
wherein I/O terminal of each soft money payee are
connected through electronic communication chan-
nels to the input of comparison block made capable
to send results of comparison to 1/0 terminal of ban-
knote payee, and terminals themselves are made
capable to insert incoming banknotes identification
data together with incoming banknotes actuality time
within which banknotes cannot stay atmore than one
payee, wherein memory block and comparison block
form a comparison facility made separately of at least
one |/O terminal of payee.

The system according to claim 19 characterized in
that at least a part of /O terminals of soft money
payees is made in the form of banknote counters
recognizing their producer, nominal value and alpha-
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numeric number assignment.

The system according to claim 19 characterized in
that at least a part of I/O terminals of soft money
payees is made capable to test incoming banknotes
identification data for their reciprocal similarity at the
place of their acceptance.

The system according to claim 19 characterized in
that local and/or global computer networks and/or
telephone communication channels are used for its
communication channels.

The system according to claim 19 characterized in
that terminals are provided with keyboard for insert-
ing actuality time of incoming banknotes.

The system according to claim 19 characterized in
that I/O terminals of soft money payees are dis-
tanced from one another.

The system according to claim 19 characterized in
that comparison facility is provided with a block of
identification of 1/0 terminals of payees for sending
there results of comparison.
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