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(54) A system apparatus and method for electronic article surveillance

(57) A system for and method of managing article
surveillance or other surveillance in a retail store com-
prises a centralised unit having a computer, a memory
device connected to the computer, a power source, and
a display; one or more event peripherals connected to
the centralised unit operable to detect an article surveil-
lance event or other surveillance event; one or more ac-
tion peripherals connected to the centralised unit opera-
ble to take one or more actions to resolve a detected

article surveillance event or other surveillance event; the
memory device of the centralised unit having configura-
tion data which is operable to instruct the computer with
what actions to take based on the occurrence of a de-
tected event; and at least one of the actions comprising
sending an instruction to one or more action peripherals,
the instruction being operable to interrupt the operation
of the action peripherals to provide notification of the de-
tected event.



EP 2 339 554 A1

2

5

10

15

20

25

30

35

40

45

50

55

Description

Technical field

[0001] This invention relates to a system, apparatus
and a method for managing electronic article surveil-
lance. In particular, the invention relates to a system,
apparatus and a method for electronic article surveillance
and other surveillance to assist with preventing shoplift-
ing in a retail store.

Background art

[0002] Inventory shrinkage is a continuing and unfor-
tunately growing problem facing retailers. It has been
identified that two primary sources for inventory shrink-
age are shoplifting and employee theft. The resulting
costs due to these problems are ultimately absorbed by
the consumer in the form of price increases.
[0003] Various tactics have been developed to mini-
mize shoplifting and employee theft. One traditional pre-
vention system is the use of security guards positioned
at the entrance(s) and exit(s) of a retail store. In the past
quarter century, advances in closed circuit cameras and
monitors have given rise to manned surveillance rooms.
These techniques have considerable disadvantages.
Both are extremely expensive requiring highly trained
personnel at all times the retail store is open. Second,
both are largely ineffective in preventing theft of merchan-
dise which can be easily hidden or even worn while ex-
iting the retail store.
[0004] Because of these disadvantages, retailers have
developed automated systems to address these prob-
lems. One recent example is Electronic Article Surveil-
lance (EAS). While current EAS systems differ in com-
plexity, most use (a) tags affixed to each piece of mer-
chandise and (b) tag detection devices positioned at the
retail store’s entrance(s) and exit(s). Each tag should be
in an activated state while the merchandise is offered for
sale in the retail store and capable of deactivation by a
retail employee after the sale to allow the consumer to
pass through the tag detection device without setting off
of an alarm.
[0005] Advances in EAS technology have largely been
directed to improving the tag to make it more detectable
and less susceptible to degradation. Tags initially were
made of strips of amorphous material, often lined with a
strip of ferromagnetic material with a moderate coercive
field. Detection of these tags is based upon sensing har-
monics generated by non-linear magnetic response un-
der mixture of low-frequency (10 - 1000 Hz range) mag-
netic fields. When the ferromagnetic material is magnet-
ized, it no longer produces harmonics and can no longer
be detected by a tag detection device. Recent advances
in tag technology have included acousto-magnetic tags
which include strips of magneto-restrictive metal. Other
advances include use of Radio Frequency Identification
(RFID) tags which use radio waves instead of varying

magnetic fields.
[0006] Other advances in EAS have focused on im-
proved tag deactivation pads placed near retail store
checkout counters. These deactivation pads create mag-
netic and/or electromagnetic fields to deactivate tags
without degrading active tags affixed to merchandise
near the checkout counters. More specifically, the ad-
vances have included improved bias magnets and relat-
ed systems. These bias magnets must not be too strong
to deactivate active tags in nearby merchandise stands
to render them undetectable to the tag detection devices.
[0007] Although advances in EAS have yielded im-
proved tags and tag deactivation pads, there is a need
to advance the effectiveness of EAS systems.
[0008] One of the ways in which the effectiveness of
EAS systems and other surveillance systems can be im-
proved is by more efficient reporting or notification of
compromises to store management so that appropriate
actions to prevent or assist in the prevention of shoplifting
and employee theft can be taken quickly. The current
invention provides such a way in which the notification
of a security event may be reported in an effective and
efficient way so that the appropriate actions may be taken
to resolve the event.

Disclosure of the invention

[0009] A first aspect of this invention provides a system
for managing article surveillance or other surveillance in
a retail store, the system comprising:

- a centralised unit having a computer, a memory de-
vice connected to the computer, a power source, and
a display;

- one or more event peripherals connected to the cen-
tralised unit operable to detect an article surveillance
event or other surveillance event;

- one or more action peripherals connected to the cen-
tralised unit operable to take one or more actions to
resolve a detected article surveillance event or other
surveillance event;

- the memory device of the centralised unit having
configuration data which is operable to instruct the
computer with what actions to take based on the oc-
currence of a detected event; and

- at least one of the actions comprising sending an
instruction to one or more action peripherals, the in-
struction being operable to interrupt the operation of
the action peripherals to provide notification of the
detected event.

[0010] Preferably an instruction from the computer is
sent to a control means for taking one or more actions
through one or more action peripherals.
[0011] In one form of the invention the action periph-
erals comprise audio or video media playing devices.
Preferably the action peripherals may interrupt media
play on the audio or video media playing devices. The
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interruption may comprise the playing, for a predeter-
mined length of time, of a user determined audio, video
or still image and/or instruction on the audio or video play-
ing device to replace that which was previously being
played.
[0012] Further according to the invention an event pe-
ripheral may be comprise any device which provides an
output signal, which includes but is not limited to a retail
store alarm system, closed circuit camera system, point-
of-sale (POS) system, a cash register, a customer traffic
counter, a retail display cabinet door sensor, a tag, a tag
detection device, any system capable of indicating a
change of state output via a switch or similar device, or
a tag deactivation pad.
[0013] Even further according to the invention an ac-
tion peripheral may further be an electronic message
alert, video capture of an event through rotating and po-
sitioning a camera, lockdown of retail display cabinets,
an audible alert, or a security alert.
[0014] A second aspect of the invention provides a
control means for taking one or more actions through one
or more action peripherals operable with a system for
managing article surveillance as described above.
[0015] In one form of the invention an action peripheral
may comprise audio or video media playing devices.
Preferably the control means is operable to interrupt me-
dia play on the audio or video media playing devices.
The interruption may comprise the playing, for a prede-
termined length of time, of a user determined audio, video
or still image and/or instruction on the audio or video play-
ing device to replace that which was previously being
played.
[0016] A third aspect of this invention provides a meth-
od of managing article surveillance or other surveillance
in a retail store, the method comprising:

- connecting a centralised unit to one or more event
peripherals, the centralised unit having a computer,
a memory device connected to the computer, a pow-
er source and a display;

- communicating with one or more event peripherals
to determine if an article surveillance event or other
surveillance event has been detected;

- loading configuration data from the memory device
onto the computer once an article surveillance event
or other surveillance event has been detected to de-
termine the appropriate action to be taken based up-
on each detected article surveillance event or other
surveillance event;

- instructing one or more action peripherals to take
one or more actions; and

- sending an instruction to one or more action periph-
erals, the instruction being operable to interrupt the
operation of the action peripherals to provide notifi-
cation of the event.

[0017] Further according to the invention the method
further comprises sending an instruction from the com-

puter to a control means for taking one or more actions
through one or more action peripherals.
[0018] Preferably the action peripherals comprise one
or more audio or video media playing devices.
[0019] Further according to the invention the method
further comprises interrupting the media play on the au-
dio or video media playing devices.
[0020] The interruption may comprise playing, for a
predetermined length of time, a user determined audio,
video or still image and/or instruction on the audio or vid-
eo playing device to replace that which was previously
being played.
[0021] Further according to the invention an action pe-
ripheral of the method may comprise any device which
provides an output signal, including but not limited to a
retail store alarm system, closed circuit cameras system,
point-of-sale (POS) system, a cash register, a customer
traffic counter, a retail display cabinet door sensor, a tag,
a tag detection device, or a tag deactivation pad.
[0022] Even further according to the invention an ac-
tion peripheral of the method may further comprise an
electronic message alert, video capture of an event
through rotating and positioning a camera, lockdown of
retail display cabinets, an audible alert, or a security alert.
[0023] A fourth aspect of the invention provides a
method of using a control means to take one or more
actions through one or more action peripherals with a
system for managing article surveillance or other surveil-
lance as described above.
[0024] In one form of the invention the action periph-
erals comprise audio or video media playing devices.
Preferably the method of using a control means may fur-
ther comprise interrupting media play on the audio or
video media playing devices. The interruption may com-
prise playing, for a predetermined length of time, a user
determined audio, video or still image and/or instruction
on the audio or video playing device to replace that which
was previously being played.

Brief description of the drawings

[0025]

Figure 1 shows a schematic overview of a system
for managing article surveillance or other surveil-
lance according to an embodiment of the invention;
Figure 2 shows a schematic view of the system for
managing article surveillance or other surveillance
in a retail store according to the invention;
and
Figure 3 shows a schematic overview of the central-
ised unit according to an embodiment of the inven-
tion.

Mode(s) for carrying out the invention

[0026] An embodiment of a system 10 for managing
article surveillance or other surveillance in a retail store
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to prevent or assist with preventing shoplifting or theft is
shown in Figure 1.
[0027] The system 10 shown in Figure 1 comprises a
centralised unit 12 which is in communication with elec-
tronic article surveillance (EAS) system 14. Both the cen-
tralised unit 12 and the EAS system 14 are also in com-
munication with one or more event peripheral devices
which are able to detect an alarm event 16, as shown in
Figure 1.
[0028] It is further shown in Figure 1 that the centralised
unit 12 is in communication with a control means in the
form of control unit 18. This control unit 18 is connected
to both an audio visual server 20 and an audio or audio
visual device 22. Device 22 is preferably a third party
media screen with speakers attached on which multime-
dia content can be played. Control unit 18 is operable to
interrupt the operation of the audio or audio visual signal
playing on an audio visual device 22 when it receives an
instruction from the centralised unit 12 to do so, so that
the required people may be notified of the event and can
take the appropriate actions to resolve it. The interruption
by control unit 18 preferably does not stop the audio,
video or image being played on audio visual device 22,
it simply sends the video, audio or image sent from cen-
tralised unit 12 directly to audio visual device 22. While
the centralised unit’s interruption instructions are being
played on audio visual device 22, the audio visual server
20 will continue to play the video or audio it had originally
been playing, but the audio video device 22 simply does
not show it. When control unit 18 stops interrupting the
playing of audio visual device 22 the control of the media
content being played is given back to the audio visual
server 20, and the audio, video or image from audio visual
server 20 will then simply continue to be shown on audio
visual device 22.
[0029] In a further form of the invention the interruption
by control unit 18 actually does stop the audio, video or
image instruction from server 20 being played on device
22. In this case when the interruption is finished, server
20 is allowed to continue with its instruction to device 22
and the audio, video or image that was originally being
played on device 22 will then continue being played once
more.
[0030] As illustrated in Figure 1, the EAS system 14
has the centralised unit 12 connected thereto and is used
to manage the electronic article surveillance or other sur-
veillance in a retail store. As discussed previously, article
surveillance is the surveillance of any of the retail articles
for sale in a retail store, and other surveillance may be,
for example, the surveillance of people entering and leav-
ing the retail store, or the surveillance of people working
in the retail store.
[0031] The EAS system 14 also comprises event pe-
ripherals capable of reporting to the centralised unit 12
events such as shoplifting, employee theft, or a system
malfunction. The EAS system 14 may comprises some
of the action peripherals to carry out certain actions and
the centralised unit 12 may also comprise some of the

action peripherals for carrying out actions. The action
peripherals may be responsible for actions such as cap-
turing an image of a store exit, IP cameras, buzzers and
the like. Action peripherals may also be responsible for
contacting security, alerting a store manager or emailing
an alert to a store manager. Based upon the configuration
of a system certain event peripherals may also act as
action peripherals.
[0032] Further, the peripherals of the EAS system 14
that report the occurrence of events directly to the cen-
tralised unit 12 preferably do this by their relay output,
and the centalised unit 12 is then also operable to monitor
events reported from the EAS system 14.
[0033] The internal and external components of one
embodiment of the centralised unit 12 of the invention
are identified in Figures 2 and 3.
[0034] As shown in Figure 3, centralised unit 12 is com-
prised of an optional external housing 30 which houses
a computer 31 having processing capabilities and a
memory device 32 which may be a hard drive, compact
flash, flash memory or the like that is capable of storing
data or programs connected to computer 31. Centralised
unit 12 further comprises a display connectivity 33 that
is capable of connecting one or more display monitor(s)
which employs LED, LCD or the like screen technology
such as monitor 37. Further, centralised unit 12 may also
include speakers and/or touch screen capability through
connection to third party connectivity 34, and network
connectivity 33 for data transfer and communication,
which may be wired communication such as, for exam-
ple, an ethernet port or the like, or wireless such as, for
example, through Bluetooth™ WIFI™ or the like. Third
party connectivity 34 ports are for example, USB,
FireWire, eSATA, or serial ports which are used in data
transfer and communication to computer 31. Third party
connectivity 34 also includes audio in and audio out con-
nectivity to push and receive sound from a connected
device, such as monitor 37’s speakers to which sound is
pushed out.
[0035] Multiple monitors can be controlled by compu-
ter 31 through the use of any type of audio/video or video
only multiplexer 41. It will be understood that the com-
puter 31 and monitor 37 of centralised unit 12 may be
separate units as shown in Figure 3, or they may be
housed in the same unit.
[0036] The centralised unit 12’s external housing 30 is
preferably constructed of a rigid fire-resistant and non-
corrosive material such as a metal, plastic, composite or
any similar material known to one of ordinary skill in the
art. Construction and design of the external housing 30
should ensure the centralised unit 12 is essentially
tamper-proof and incapable of breach.
[0037] An internal or external power supply 35, which
can be a battery (rechargeable or not) is used to provide
power to computer 31, which in turn provides power to
the computer 31 connectivity options.
[0038] Relay controller 36 allows connectivity of any
relay capable devices to connect to centralised unit 12.
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Relay controller 36 is controlled by computer 31 through
any third party connectivity 34 or directly through internal
wiring or connectivity of computer 31.
[0039] The centralised unit 12 can connect through any
network 38 such as, for example, secured, unsecured,
LAN, WLAN, Internet, Intranet or the like.
[0040] Apart from these three internal components 31,
35 and 36, the centralised unit 12 further includes third
party connectivity to hard wire connect to both event pe-
ripherals and action peripherals. The third arty connec-
tivity interface 34 can include USB ports, serial ports,
Firewire ports or the like. Communication with both types
of peripherals, namely event and action peripherals, can
also be wireless through Bluetooth™, WIFI™ or similar
wireless configuration through network connectivity 33.
[0041] As further shown in Figures 2 and 3, the cen-
tralised unit 12 is preferably connected to a network 38
which includes a mainframe server 39. A network con-
nectivity 33 port such as an ethernet port (or similar net-
work port) capable of sending and receiving data is in
direct connection with computer 31. This allows the cen-
tralised unit 12 access to various databases 40 on the
server 39, so that it can determine what actions to take
based upon specific alarm events detected by event pe-
ripherals.
[0042] Likewise, the centralised unit 12 can obtain soft-
ware updates, new configurations, security warnings and
other data directly from the server 39, as well as other
centralised units 12 within the network 38. Thus, the EAS
system 14 can employ an array of centralised units 12 in
series within a single retail store to increase the effec-
tiveness of actions taken to reduce or prevent shoplifting
and employee theft.
[0043] Apart from the centralised unit 12, the EAS sys-
tem 14 includes event peripherals, which are any devices
within a retail store capable of reporting data to the cen-
tralised unit 12 to prevent shoplifting or employee theft.
This includes the retail store alarm system (not shown),
closed circuit cameras 50, a point-of-sale (POS) system
51 and cash registers 52.
[0044] These event peripherals may further include
customer traffic counter 53, retail display cabinet door
sensors 54, tags 55 (including acousto-magnetic tags,
radio frequency tags, RFID tags, and GPS/cellular capa-
ble tags), tag detection devices 56, and tag deactivation
pads 57. It will further be noted that any device capable
of measuring a variance in voltage can serve as an event
peripheral for detecting an alarm event in the retail store.
[0045] Event peripherals communicate detected alarm
events directly to the computer 31 through third party
connectivity 34 or relay controller 36, depending on how
the device is connected. Computer 31 interprets these
alarm events through configuration data stored in mem-
ory 32 by program 42. More specifically, configuration
data stored on memory 32 through program 42 interprets
a detected alarm event, determines the appropriate ac-
tion, and instructs the appropriate action peripheral(s)
through the third party connectivity 34 or relay controller

36 depending on where the action peripheral is connect-
ed. Configuration data on memory 32 controlled by pro-
gram 42 may also prompt the display 37 to request in-
formation as to the outcome of a taken action by retail
employees such as, for example, stolen merchandise re-
covered from shoplifter, open display cabinet has been
closed, deactivate a tag after sale, and the like based
upon certain events. Thus, the function of configuration
data on memory 32 together with program 42 is to create
retail store specific actions to effectively resolve the oc-
currence of an event and effectively thwart shoplifting
and employee theft.
[0046] Action peripherals receive instructions from
program 42 and data configuration data on memory 32
to orchestrate an effective response to an action. Exam-
ples of action peripherals used with the invention include
electronic message alerts such as, for example, related
email, RSS feeds, texts and tweets, to store or regional
managers, video capture of an event through positioning,
as well as rotation of a closed camera, lockdown of retail
display cabinets, audible alarms and prompting on dis-
play 37 for an explanation from a retail employee as to
what occurred and the result of the taken action to resolve
the event.
[0047] As shown in Figure 1, an audio or audio visual
device 22 is one of the action peripherals used. Device
22 is preferably a media screen on which multimedia con-
tent can be played. Control unit 18 is able to interrupt the
operation of the audio or an audio visual play on device
22 when it receives an instruction from the centralised
unit 12 to do so. It will be understood that there may be
one or more devices 22 which may be interrupted by
centralised unit 12 through control unit 18. It will further
be understood that centralised unit 12 may instruct de-
vice 22 directly without the use of a control unit 18.
[0048] The interruption of device 22 occurs when a se-
curity event has taken place, an alarm event message
has been sent to the computer 31 from one of the event
peripherals through third party connectivity 34 or relay
controller 36, and computer 31 then interprets these
events through configuration data on memory 32 and pro-
gram 42, then and sends an instruction to control 18.
Control 18 then initiates the interruption by replacing the
current operational media play of audio or video on device
22, by playing a user determined audio, video or still im-
age and/or instruction for a user predetermined length of
time through program 42 on computer 31. This user de-
termined audio or video may be selected by the user to
indicate how many and what type of alarm event has
occurred, as well as where in the retail store it has oc-
curred. The user determined audio or video may be in
the form of a sound file, video file, or a web based telem-
etry communication which is sent to device 22.
[0049] The user determined audio, video or still image
and/or instruction that is played on device 22 during an
interruption, provides a user, a store manager or any oth-
er person in the retail store who is in the vicinity of device
22 notification of the occurrence of a detected event. The
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user, store manager or person is then able to act upon
this notification and resolve the event by preventing or
assisting with the prevention of any theft which potentially
could result from the cause of the detected event.
[0050] It will be understood that the instruction sent to
control 18 may also be able to activate an output relay,
which in turn is used to trigger any connected device that
is connected to control 18.
[0051] After the alarm event has occurred, centralised
unit 12 will instruct control 18 to stop or override the user
determined audio, video or still image and/or instruction
being played on device 22, and to show the continued
playing of the audio or video which was interrupted on
device 22. The playing of audio or video content on device
22 will then continue normally until the next event that is
detected by EAS system 14 occurs and causes central-
ised unit 12 to initiate another interruption so as to provide
notification of the event.

Claims

1. A system for managing article surveillance or other
surveillance in a retail store, the system comprising:

- a centralised unit having a computer, a memory
device connected to the computer, a power
source, and a display;
- one or more event peripherals connected to
the centralised unit operable to detect an article
surveillance event or other surveillance event;
- one or more action peripherals connected to
the centralised unit operable to take one or more
actions to resolve a detected article surveillance
event or other surveillance event;
- the memory device of the centralised unit hav-
ing configuration data which is operable to in-
struct the computer with what actions to take
based on the occurrence of a detected event;
and
- at least one of the actions comprising sending
an instruction to one or more action peripherals,
the instruction being operable to interrupt the
operation of the action peripherals to provide no-
tification of the detected event.

2. A system as claimed in claim 1, wherein an instruc-
tion from the computer is sent to a control means for
taking one or more actions through one or more ac-
tion peripherals.

3. A system as claimed in claim 1 or 2, wherein the
action peripherals comprise audio or video media
playing devices.

4. A system as claimed in claim 3, wherein the action
peripherals interrupt media play on the audio or video
media playing devices.

5. A system as claimed in claim 4, wherein the inter-
ruption comprises the playing, for a predetermined
length of time, of a user determined audio, video or
still image and/or instruction on the audio or video
playing device to replace that which was previously
being played.

6. A system as claimed in any of the preceding claims,
wherein an event peripheral is any device which pro-
vides an output signal.

7. A system as claimed in claim 6, wherein an event
peripheral includes a retail store alarm system,
closed circuit camera system, point-of-sale (POS)
system, a cash register, a customer traffic counter,
a retail display cabinet door sensor, a tag, a tag de-
tection device, any system capable of indicating a
change of state output via a switch or similar device,
or a tag deactivation pad.

8. A system as claimed in any of claims 1, 2, 6 or 7,
wherein an action peripheral is an electronic mes-
sage alert, video capture of an event through rotating
and positioning a camera, lockdown of retail display
cabinets, an audible alert, or a security alert.

9. A control means for taking one or more actions
through one or more action peripherals operable with
a system for managing article surveillance as
claimed in any one of claims 1 to 8.

10. A control means as claimed in claim 9, wherein the
action peripherals comprise audio or video media
playing devices.

11. A control means as claimed in claim 10, which is
operable to interrupt media play on the audio or video
media playing devices.

12. A control means as claimed in claim 11, wherein the
interruption comprises the playing, for a predeter-
mined length of time, of a user determined audio,
video or still image and/or instruction on the audio
or video playing device to replace that which was
previously being played.

13. A method of managing article surveillance or other
surveillance in a retail store, the method comprising:

- connecting a centralised unit to one or more
event peripherals, the centralised unit having a
computer, a memory device connected to the
computer, a power source and a display;
- communicating with one or more event periph-
erals to determine if an article surveillance event
or other surveillance event has been detected;
- loading configuration data from the memory
device onto the computer once an article sur-
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veillance event or other surveillance event has
been detected to determine the appropriate ac-
tion to be taken based upon each detected arti-
cle surveillance event or other surveillance
event;
- instructing one or more action peripherals to
take one or more actions;
and
- sending an instruction to one or more action
peripherals, the instruction being operable to in-
terrupt the operation of the action peripherals to
provide notification of the event.

14. A method as claimed in claim 13, which further com-
prises sending an instruction from the computer to
a control means for taking one or more actions
through one or more action peripherals.

15. A method as claimed in claim 14, wherein the action
peripherals comprise one or more audio or video me-
dia playing devices.

16. A method as claimed in claim 15, which further com-
prises interrupting the media play on the audio or
video media playing devices.

17. A method as claimed in claim 16, wherein the inter-
ruption comprises playing, for a predetermined
length of time, a user determined audio, video or still
image and/or instruction on the audio or video play-
ing device to replace that which was previously being
played.

18. A method as claimed in any one of claims 13 to 17,
wherein an event peripheral is any device which pro-
vides an output signal.

19. A method as claimed in claim 18, wherein an event
peripheral includes a retail store alarm system,
closed circuit cameras system, point-of-sale (POS)
system, a cash register, a customer traffic counter,
a retail display cabinet door sensor, a tag, a tag de-
tection device, any system capable of indicating a
change of state output via a switch or similar device,
or a tag deactivation pad.

20. A method as claimed in any one of claims 13, 14, 18
or 19, wherein an action peripheral is an electronic
message alert, video capture of an event through
rotating and positioning a camera, lockdown of retail
display cabinets, an audible alert, or a security alert.

21. A method of using a control means to take one or
more actions through one or more action peripherals
with a system for managing article surveillance or
other surveillance as claimed in any one of claims 1
to 8.

22. A method as claimed in claim 21, wherein the action
peripherals comprise audio or video media playing
devices.

23. A method as claimed in claim 22, which further com-
prises interrupting media play on the audio or video
media playing devices.

24. A method as claimed in claim 23, wherein the inter-
ruption comprises playing, for a predetermined
length of time, a user determined audio, video or still
image and/or instruction on the audio or video play-
ing device to replace that which was previously being
played.
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