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(54) System and a method for determining an optimal restoration connection

(57) A system and method for determining, within a
communication network (1), a restoration connection
(C2"") at least partially replacing an original connection
(C2) interrupted by a failure (N7-N11), comprising the
steps of:

- determining from among the nodes (N2, N5, N7) of said
original connection (C2) located upstream of the inter-
ruption (N7-N11) an input node (N5) of said restoration

connection (C2") which minimizes a restoration time,

- determining from among the nodes (N11, N13) of said
original connection (C2) located downstream of the in-
terruption (N7-N11), an output node (N11) of said resto-
ration connection (C2"’) which minimizes a restoration
time,

- determining a restoration connection (C2") linking said
input node (N5) to said output node (Nil) while bypassing
the broken-down node/link (N7-N11).
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Description

[0001] The present invention concerns a method for
determining a restoration connection within the commu-
nication network, in the presence of a failure creating an
interruption in an original connection.

[0002] As depicted in Figure 1, a typical communica-
tion network 1 comprises any number of nodes N1-N16
connected by communication links, shown as dashes. In
such a communication network, connections C1-C4 are
established. A connection comprises a continuous, alter-
nating ordered oriented succession of nodes and links
forming a path. A connection links a source node and a
destination node via a succession of intermediate nodes.
[0003] Thus, for example, the connection C2 compris-
es in order: the nodes N2, N5, N7, N11, and N13. N2 is
the source node, N13 the destination node, and N5, N7,
N11 are intermediate nodes.

[0004] The invention may be applied in any communi-
cation network for which the network control functions
are distributed across multiple nodes of the network, such
as a network made up of nodes comprising a MPLS or
GMPLS controller: IP/MPLS router, Ethernet Switch, or
GMPLS Wavelength Cross-Connect. Thus, for a MPLS
signaling protocol, a connection is a LSP (Label Switch
Path). Such a connection is, for example, configured by
means of a signaling protocol such as RSVP-TE or CR-
LDP or any other similar protocol.

[0005] Whenever a breakdown occurs in such a net-
work, such a breakdown resulting for example from the
failure of a node, or the failure of a link, subsequent to
an outage or any event leading to an inability to transmit
via that node or that link with an acceptable level of qual-
ity, a connection traveling via that node or that link is
interrupted.

[0006] Inorderto be able to continue transmitting data
between the source node and the destination node, said
connection should be restored, preferably quickly, by a
restoration connection. It has been proposed to restore
such a connection globally, locally, or in segments.
[0007] Referring by way of example to Figure 1, the
breakdown is assumed to make the link N7-N11 connect-
ing the nodes N7 and N11 unusable. Thus, this break-
down creates an interruption between the node N7 and
the node N11 and interrupts all connections comprising
said link N7-N11 within their path, i.e. in our example,
the connections:

C1: N1-N6-N7-N11-N15-N14,
C2: N2-N5-N7-N11-N13,

C3: N3-N2-N5-N7-N11-N12,
C4: N4-N5-N7-N11-N13-N14,

[0008] Intheeventofabreakdown, aglobal restoration
offers arestoration connection replacing the original con-
nection end-to-end, by creating a complete restoration
connection between the source node and the destination
node. Thus, said restoration connection comprises an
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input node that is identical to the source node, and an
output node that is identical to the destination.

[0009] A global restoration of the connection C2 ac-
cording to the example thereby proposes a restoration
connection between the source node N2 and the desti-
nation node N13, for example by means of the restoration
connection C2’: N2-N3-N4-N9-N10-N12-N13.

[0010] One drawback of this global approach is partic-
ularly apparent for long lengths (as in continental-scale
networks, for example) for which both the breakdown sig-
naling time from the node that detects the failure to the
restoration node to be configured (input node or output
node), and additionally the activation time of said resto-
ration connection’s nodes, are no longer negligible and
run up the total restoration time. The node that detects
the breakdown is generally located in the immediate vi-
cinity of the breakdown.

[0011] In contrast, a local restoration offers a restora-
tion connection that replaces the original connection as
close as possible to the broken-down link/node, by cre-
ating a bypass close to the breakdown. In this situation,
the restoration connection is partial. Said restoration con-
nection comprises an input node that is identical to the
last node before the interruption along the original con-
nection’s path in its direction of travel, and an output node
thatis identical to the first node after the interruption along
the original connection’s path, in its direction of travel. In
the event of a link breakdown, the input and output nodes
are respectively the two nodes closest to the endpoint
nodes of the damaged link.

[0012] Alocalrestoration of the connection C2 accord-
ing to the example thereby proposes a restoration con-
nection creating a bypass between N7 and N11, such as
by means of the restoration connection C2": N7-N9-N10-
N11.

[0013] Such a local scheme has the advantage of be-
ing faster to implement, owing to the closeness between
the node detecting the breakdown and the restoration
nodes to be configured and activated. However, owing
to this very closeness between the restoration nodes and
the breakdown, a greater number of connections select-
ed to be interrupted by said breakdown travel through
the restoration node. The result is a significant increase
in the processing load related to restoration for that node,
causing a harmful waste of time.

[0014] In order to optimize a restoration between the
two aforementioned extreme approaches, it has recently
been proposed to create a segmented restoration. A seg-
mented restoration offers a compromise between the two
aforementioned approaches, by once again offering a
partial restoration connection. However, said restoration
connection comprises an input node chosen from among
the original connection’s nodes between the source node
and the last node before the interruption along the original
connection’s path, in its direction of travel, i.e. among the
nodes downstream of the interruption, and an output
node chosen from among the original connection’s nodes
between the first node after the interruption along the
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original connection’s path, in its direction of travel, and
the destination node, i.e. among the nodes downstream
of the interruption.

[0015] It may be noted, for a partial restoration con-
nection (local or segmented), that the restoration con-
nection may advantageously be completed, upstream by
an initial connection linking the source node to the input
node of the restoration connection and coinciding with
the original connection, and downstream by a final con-
nection linking the output node of the restoration connec-
tion to the destination node and coinciding with the orig-
inal connection.

[0016] Thus,inthe example, forthe original connection
C2, the partial restoration connection C2": N7-N9-N10-
N11 is advantageously completed by N2-N5-N7 and by
a final connection N11-N13, in order to create an end-to-
end connection having the same source node N2 and
the same destination node N13 as the original connection
C2.

[0017] Configuration and communication modes for
such segmented restorations have been proposed: IETF
RFC 4873, May 2007.

[0018] However, nothing in the prior art has specified
how to choose said input and output nodes of the resto-
ration connection.

[0019] Within that framework, the present invention
discloses a method for determining a segmented resto-
ration connection optimizing the implementation time of
the restoration of connection.

[0020] The object of the invention is a method for de-
termining, within a communication network comprising
nodes connected by links and within which a connection
comprises a continuous and alternating succession of
nodes and links connecting a source node and the des-
tination node, a restoration connection at least partially
replacing an original connection interrupted by a break-
down of one of its nodes or links, comprising the steps of:

- determining an input node of said restoration con-
nection from among the nodes of said original con-
nection located upstream of the interruption,

- determining an output node of said restoration con-
nection from among the nodes of said original con-
nection located downstream of the interruption,

- determining a restoration connection linking said in-
put node to said output node, bypassing the broken-
down node/link,

wherein said restoration connection’s input node is the
candidate node which minimizes a restoration time,
and wherein said restoration connection’s output node
is the candidate node which minimizes a restoration time.
[0021] The restoration time for a node is estimated by
adding a restoration processing time to a restoration or-
der propagation time.

[0022] The restoration processing time is estimated by
means of an increasing function of the node’s control
load.
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[0023] Accordingtoanothercharacteristic of the inven-
tion, the node’s control load is indicated by the number
of connections to restore travel through said node.
[0024] The restoration order’s propagation time is es-
timated by means of increasing function of the length of
the path used for the reporting of the breakdown and the
length of the restoration connection.

[0025] According toanothercharacteristic of the inven-
tion, the length of the reporting path and the length of the
restoration connection are indicated by the number of
nodes or links that make up said path or said connection.
[0026] According toanothercharacteristic of the inven-
tion, the restoration time for a given node is calculated
by means of a function R(x,y1,y2)=Ax+By1 +Cy2, where

- X is the number of connections to be restored
traveling through said node and

- y1is the number of nodes or links that make up the
path used for reporting the breakdown,

- y2is the number of nodes or links that make up the
restoration connection,

- Ais a number indicative of a processing time of the
connection to be restored,

- Bis a number indicative of a transmission time to a
neighboring node of a breakdown notification,

- Cis anumber indicative of a configuration time of a
node of a restoration connection.

[0027] A further object of the invention is a system for
determining, within a communication network comprising
nodes connected by links and within which a connection
comprises a continuous and alternating succession of
nodes and links connecting a source node and the des-
tination node, a restoration connection at least partially
replacing an original connection interrupted by a break-
down of one of its nodes or links, comprising:

- determining an input node of said restoration con-
nection from among the nodes of said original con-
nection located upstream of the interruption,

- determining an output node of said restoration con-
nection from among the nodes of said original con-
nection located downstream of the interruption,

- ameans of determining arestoration connection link-
ing said input node to say at that node bypassing the
broken-down nodes/link, wherein the means of de-
termining an input node is capable of selecting the
candidate node that minimizes a restoration time,
and wherein the means of determining an output
node is capable of selecting the candidate node that
minimizes a restoration time.

[0028] Other characteristics, details, and advantages
of the invention will become more clearly apparent from
the detailed description given below by way of example
with reference to the drawings, in which:

- Figure 1 illustrates an example network, showing 4
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connections and one broken-down link,

- Figure 2 is a graph for determining an optimal res-
toration node,

- Figure 3 illustrates, within the network of Figure 1,
an optimal restoration connection obtained by the
method.

[0029] Figure 1, already described in detail, shows a
typical communication network 1 composed here of 16
nodes N1-N16, connected by communication links,
shown as dashes. In this communication network 1, as
an example, 4 connections C1-C4 have been estab-
lished. Thus, for example, the connection C2 comprises
in the direction it travels: nodes N2, N5, N7, N11 and
N13. N2 is the source node, N13 the destination node,
and N5, N7, N11 are intermediate nodes. This is sum-
marized by the notation C2: N2-N5-N7-N11-N13 or C2:
{2-5-7-11-13}. This means there are 4 connections de-
fined by: C1: N1-N6-N7-N11-N15-N14, C2: N2-N5-N7-
N11-N13, C3: N3-N2-N5-N7-N11-N12, C4: N4-N5-N7-
N 11-N 13-N 14.

[0030] It is assumed for the example that the break-
down is caused by a link, and that this link is the link N7-
N11, shown as a cylinder at the center of the figure. Thus,
this breakdown interrupts all connections comprising
said link N7-N11 within their path, i.e. in the example, the
connections C1, C2, C3, and C4.

[0031] Also shown in Figure 1, for the connection C2,
is a restoration connection C2’: N2-N3-N4-N9-N10-N12-
N13 according to the global scheme and a restoration
connection C2": N7-N9-N10-N11 according to the local
scheme.

[0032] One important characteristic of the invention is
considering the restoration time to be an important pa-
rameter, i.e. the total time needed to implement a resto-
ration connection, from when a breakdown/interruption
is detected by a node generally close to said interruption
until the configuration of the restoration nodes (input
node and output node of the restoration connection), and
if need be, of all nodes of the restoration connection,
including the actual determination of said restoration
nodes.

[0033] The object of the invention is a method that de-
termines an input node of the restoration connection cho-
sen from among the nodes of the original connection lo-
cated upstream of the interruption and an output node of
the restoration connection chosen from among the nodes
of the original connection located downstream of the in-
terruption, said nodes optimizing the restoration time.
[0034] Many factors are involved in producing the total
restoration time. After researching the matter, it became
possible to separate factors which heavily contribute to
the restoration time and others which are secondary or
negligible. Two major factors were thereby identified: a
processing time and a propagation time.

[0035] Asmentionedinthe foreword, thelocal scheme,
by reducing the distances between the node detecting
the breakdown and the nodes to be configured to create
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a restoration connection, advantageously reducing a
propagation time related to the propagation along the
network of the information needed to implement the res-
toration However, owing to this very proximity of a res-
toration node to the breakdown, that node is traversed
by a greater number of connections altered by the break-
down. This potentially causes anincrease in a processing
time, related to the number of connections whose resto-
ration must be processed by said node.

[0036] On the other hand, the global scheme reduces
processing time, but increases propagation time.
[0037] One of the ideas of the invention is employing
a segmented scheme in order to find an intermediate
compromise. Thus, between the source node and the
last node before the breakdown, or respectively between
the first node after the breakdown and the destination
node, may be found an input node of the restoration con-
nection, or respectively an output node of the restoration
connection, which reaches the best compromise be-
tween these two trends by optimizing the sum of these
two times, the propagation time and the processing time.
[0038] The restoration processing time may combine
multiple contributions. However, the most important of
these contributions is related to processing, within the
node in question, the restoration of the various original
connections to travel via this node and which must be
restored owing to the breakdown. According to one char-
acteristic of the invention, it is assumed that the process-
ing time is an increasing function of said node’s control
load. With respect to the restoration time of an original
connection, this control load is an increasing function of
the number of failed connections that travel through said
node and which said node must restore.

[0039] According to an initial approximation, the
processing time is a linear function of the number of con-
nections to be restored. However, it is possible to refine
the model using other functions, for example to account
for saturation.

[0040] Besides the processing time, another major
contribution to the restoration time is the propagation
time.

[0041] The propagation time comprises the sum of all
times related to transmitting information or configuration
orders related to the restoration of an original connection
subsequent to a breakdown. Two contributions to this
propagation time may be distinguished: first, the time tak-
en to travel the path used to inform a restoration node
and second, the time taken to travel the restoration con-
nection segment.

[0042] The breakdown notification path links a node
detecting the breakdown to the candidate node under
consideration to be a restoration node (input node or out-
put node). The node detecting the breakdown is most
commonly a node adjacent to the broken-down node or
link, such as the node immediately downstream or im-
mediately upstream of the broken-down node or link. The
breakdown notification path must obviously bypass the
broken-down node or link.
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[0043] Inthe example used above, the breakdown-de-
tecting node is typically node N11.

[0044] Once the restoration node is notified of the
breakdown, the nodes of the restoration connection seg-
ment should be configured/activated. This brings us to
considering a second contribution to propagation time,
related to the configuration of said segment of the resto-
ration connection. This time corresponds to said resto-
ration connection segment’s travel time in order to acti-
vateit, fromthe nodein question (input node) to the output
node.

[0045] This configuration can only be made after the
node in question has been notified. Consequently, the
time contributions add up.

[0046] All of these propagation times are estimated
based on the distances to travel. The propagation time
is an increasing function of the length thereby traveled.
[0047] According to a first approximation, this function
may be linear depending on the distance to travel.
[0048] As seen above, in a network, a path is non-
homogenous. It includes nodes, each roughly a point,
and links made up of long homogeneous links of cables
(copper or optical fiber). This non-homogeneity results
in a non-linear propagation time. Detailed analyses have
shown that the contribution of the distance traveled to
the propagation time may be analyzed to a lesser extent
by a linear contribution due to the cables, but to a much
greater extent by a point-by-point contribution within the
nodes. One advantageous approximation consists of es-
timating, with respect to the propagation time, a distance
along the path, by means of the number of nodes, or its
equivalent, the number of links, also known as "spans,"
constituting said path. This amounts to ignoring the in-
fluence of the variation in length from one link to another,
prioritizing the influence of the node on the time. The
propagation time of a notification or configuration order
along the path is thereby advantageously estimated by
an increasing function of the number of nodes of said
path. This function may, as a first approximation, be lin-
ear.

[0049] Staying with the example, the length of the res-
toration notification path C2, is for the node N7, the short-
est path linking N11 to N7, or a notification path length
equal to 1.

[0050] In addition to the contribution, a contribution
should be added related to the length of the restoration
connection segment coming from N7, i.e. the connection
N7-N9-N10-N11 with 4 nodes. These two values 1 and
4 makes it possible to estimate a value indicative of the
propagation time, as a sum of a notification time making
it possible to transmit the breakdown information from
the node detecting said breakdown to the input node of
the restoration connection and a configuration/activation
time of the nodes of said restoration connection, by cu-
mulatively progressing along the restoration connection,
from the input node to the output node.

[0051] Analogously, we obtain for N5: 2 and 5 and for
N2: 3and 7.

10

15

20

25

30

35

40

45

50

55

[0052] According to one illustrative embodiment, the
optimization method uses an evaluation function of each
candidate node that takes into account the parameters
representative of both of the times (processing and prop-
agation) being considered.

[0053] Said function is, as an example, a function with
the format R(x,y1,y2)=Ax+By1 +Cy2. The first variable,
X, is the number of connections to restore traveling
through said node to be evaluated, and is therefore in-
dicative of the control load of said node and of the
processing time needed for restoration. This variable is
assigned a coefficient A which is a number indicative of
a processing time of a connection to be restored. Thus
A.x is indicative of the processing time.

[0054] The second variable y1 is the length of the no-
tification path, calculated as the number of nodes or links
that make up the path used to report the breakdown. It
is assigned a coefficient B which is a number indicative
of an elementary, cumulative transmission time, from one
node to a neighboring node, of a breakdown notification.
Thus B.y1 is indicative of the breakdown notification time.
[0055] The third variable y2 is the length of the resto-
ration connection, calculated as the number of nodes or
links that make up the restoration connection. It is as-
signed a coefficient C which is a number indicative of an
elementary configuration time for one node of a restora-
tion connection, it being understood that the activation
of a restoration connection is necessarily carried out
gradually, one node after another along the restoration
connection, from the input node to the output node.
[0056] By way of example, for the remainder of the
description, a function R is assumed whereby A=5, B=2,
and C=2. Such a function is depicted in Figure 2. The
curve is a compromise and results from two contradictory
influences. A Cartesian diagram showing the distance
traveled on the x-axis 10 and the time on the y-axis 11
depicts: both the processing time 12 that decreases as
a function of the distance between the node in question
and the breakdown, because increasing that distance
also goes along with a decrease in the number of con-
nections x to be processed, and also the propagation
time 13 thatincreases with distance. The total restoration
time is obtained by adding these two contributions to ob-
tain the curve 14. This curve 14 exhibits an optimal (min-
imal) time 15. For each candidate node, this function R
is evaluated, and the node for which the value of R is
minimal is adopted. Using Figure 2 as a graph, the values
X, y1 and y2 are determined for each of the candidate
nodes. These nodes are placed on the diagram and the
node closest to the minimum point 15 is adopted.
[0057] A first node is determined from among the up-
stream nodes to determine the input node of the resto-
ration connection. A second node is determined from
among the downstream nodes to determine the output
node of the restoration connection.

[0058] To return to the example being considered, in
order to restore the connection C2 following its interrup-
tion by a breakdown in the link N7-N11, it is determined



9 EP 2 343 854 A2 10

from among the nodes of C2, (N2, N5, N7, N 11, N13) a
set of upstream nodes: (N2, N5, N7) a set of downstream
nodes: (N11, N13).

[0059] By applying the method to the downstream
nodes, it is respectively obtained for N7: x=4, y1=1 and
y2=4, for N5: x=3, y1=2 et y2=5, for N2: x=2, y1=3 and
y2=7. For each of these nodes, the evaluation function
R(x,y1,y2)=5x+2y1+2y2 is decisive. R(N7)=30, R(N5)
=29, and R(N2)=30. The node N5 for which R is minimal
is adopted as the restoration connection’s input node. By
analogy, using the graph in Figure 2, three nodes are
placed, the node N5 is adopted because it is the closest
to the minimum point 15.

[0060] Proceeding in like fashion among the down-
stream nodes, the node N11 is adopted to be the output
node of the restoration connection.

[0061] Based on these two input N5 and output nodes
N11, a path linking them may be determined. Figure 3
ultimately depicts an optimal restoration connection C2"
obtained according to the method, where C2": N5-N4-
N9-N10-N11.

[0062] The coefficients A, B, and C may respectively
be determined based on the relative processing charac-
teristics (for example, the power of the processing units)
and propagation characteristics (for example, the aver-
age propagation speed and average size of a span) of
the network to which the method is applied, making a
distinction, if need be, between the breakdown notifica-
tion time and the restoration connection’s activation time.
[0063] The method described in this way may be im-
plemented in a centralized or distributed fashion, by any
unit capable of carrying out the computation processing
needed for the method, for example within at least one
node controller or one centralized network management
device.

[0064] The characteristics of the connection to be pro-
tected and the other connections established within the
network, particularly their paths and their component el-
ements, may be made available to the processing device
by means of a traffic engineering database configured
within an appropriate data storage device. Possible im-
plementations of such a database are well-known in net-
works incorporating centralized connection manage-
ment functions or connection control functions distributed
on GMPLS network element controllers.

Claims

1. A method for determining, within a communication
network (1) comprising nodes (N1-N16) connected
by links and within a connection (C1-C4, C2’, C2",
C2"™) comprises a continuous and alternating suc-
cession of nodes and links connecting a source node
(N2) and a destination node (N13), a restoration con-
nection (C2") at least partially replacing an original
connection (C2) interrupted by a breakdown of one
of its nodes or links (N7-N11), comprising the steps
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of:

- determining an input node (N5) of said resto-
ration connection (C2") among the nodes (N2,
N5, N7) of said original connection (C2) located
upstream of the interruption (N7-N11),

- determining an output node (N11) of said res-
toration connection (C2") among the nodes
(N11, N13) of said original connection (C2) lo-
cated downstream of the interruption (N7-N11),
- determining a restoration connection (C2")
linking said input node (N5) to said output node
(Nil) while bypassing the broken-down node/link
(N7-N11).

characterized in that the input node (N5) of
said restoration connection (C2") is the candi-
date node that minimizes a restoration time,
and in that the output node (N11) of said resto-
ration connection (C2") is the candidate node
that minimizes a restoration time, wherein said
restoration time for a node is estimated by add-
ing arestoration processing time to a restoration
order propagation time, said restoration
processing time being estimated by means of
an increasing function of the node’s control load,
said restoration order propagation time being
estimated by means of an increasing function of
the length of the path used to report the break-
down and the length of the restoration connec-
tion path.

A method according to claim 1, wherein the node’s
control load is indicated by the number of connec-
tions (C1-C4) to be restored travelling through said
node.

A method according to claim 1 or 2, wherein the
length of the notification path and the length of the
restoration connection are indicated by the number
of nodes or links that make up said path or said con-
nection.

A method according to any one of the preceding
claims, wherein the restoration time for a given node
is calculated by means of a function
R(x,y1,y2)=Ax+By1 +Cy2, where

- X is the number of connections to be restored
traveling through said node and

- y1 is the number of nodes or links that make
up the path used for reporting the breakdown,
- y2 is the number of nodes or links that make
up the restoration connection,

- A'is a number indicative of a processing time
of the connection to be restored,

- B is a number indicative of a transmission time
to a neighboring node of a breakdown notifica-
tion,
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- Cis a number indicative of a configuration time
of a node of a restoration connection.

A method according to claim 4, wherein A=5, B=2
and C=2. 5

A system for determining, within a communication
network (1) comprising nodes (N1-N16) connected
by links and within a connection (C1-C4, C2’, C2",
C2") comprises a continuous and alternating suc- 10
cession of nodes and links connecting a source node
(N2) and a destination node (N13), a restoration con-
nection (C2") at least partially replacing an original
connection (C2) interrupted by a breakdown of one
of its nodes or links (N7-N11), comprising: 15

- a means for determining an input node (N5) of
said restoration connection (C2"™) among the
nodes (N2, N5, N7) of said original connection
(C2) located upstream of the interruption (N7- 20
N11),

- a means for determining an output node (N11)

of said restoration connection (C2") among the
nodes (N 11, N13) of said original connection
(C2) located downstream of the interruption (N7- 256
N11),

- a means for determining a restoration connec-

tion (C2™) linking said input node (N5) to said
output node (Nil) while bypassing the broken-
down node/link (N7-N11). characterized in 30
thatthe means for determining an input node is
capable of selecting the candidate node that
minimizes a restoration time,

and in that the means for determining an output
node is capable of selecting the candidate node 35
that minimizes a restoration time,

said restoration time for a node being estimated

by adding a restoration processing time to ares-
toration order propagation time.

said restoration processing time being estimat- 40
ed by means of an increasing function of the
node’s control load,

said restoration order’s propagation time is es-
timated by means of increasing function of the
length of the path used for the reporting of the 45
breakdown and the length of the restoration con-
nection.
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