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Description
BACKGROUND

[0001] A typical content leasing scenario involves a
subscriber and a content provider. The subscriber agrees
to pay the content provider for the right to access and
use digital content associated with a service provided by
the content provider. The digital content includes digital
media such as audio, video, and images, or any combi-
nation thereof. The content provider agrees to allow the
subscriber to download and use the digital content on
her playback devices, such as a computer, telephone,
mobile device, or the like, as long as she is subscribed
to the service provided by the content provider. When
the subscriber cancels the subscription, digital rights
management (DRM) technology renders the digital con-
tent issued under the subscription agreement, and that
she downloaded to her playback devices, unusable.
There is a need for a content leasing system that allows
the subscriberto reinstate a canceled subscription agree-
ment so that the digital contentissued under the canceled
subscription agreement, and downloaded to playback
devices, becomes usable once again by the subscriber.
[0002] A prior art solution to allow the digital content
to become playable once again implements this content
usage model with the help of "root" and "leaf’ content
licenses. A root license represents a subscription, while
a leaf license represents an individual piece of stored
content. Since a leaf license "chains" to a root license,
license verification requires the validation of both the leaf
license and the root license. If the root license is expired,
then all leaf licenses that chained to it also expire. Thus,
when a user renews her subscription, she obtains a new
root license. The advantage of this prior art solution is
that it does not require the user to re-acquire every
single "leaf license for every piece of content when she
renews the subscription. However, this prior art solution
only works when the infrastructure (e.g., alicense server)
is aware of a license identifier for at least the root licenses
stored on the device because thatlicense identifier would
allow leaf licenses to chain to the root license.

[0003] Internet Protocol Rights Management (IPRM)
is a prior art DRM ticket-based architecture that delivers
digital content over an Internet Protocol (IP) network as
described in U.S. Patent Number 7,243,366. In an IPRM
architecture, the infrastructure is not aware of content
license identifiers. An IPRM content server (i.e., license
server) securely supplies a set of content rights, including
a content key, and the device itself locally creates and
encrypts content rights with a rights identifier that is
unique only within that one device. So, another solution
is needed for use within IPRM that takes advantage of
the existing IPRM ticket-based architecture and does not
require additional messaging to be defined or additional
new objects to be stored on a device just to implement
this feature.

[0004] Thus, thereis ademand for a system and meth-
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od for accessing digital content stored on a computing
device. The presently disclosed invention satisfies this
demand.

[0005] US 2003/063752 A1 discloses an arrangement
in which a session rights object and authorization data
are used for defining a consumer’s access right to a me-
dia content stream. The access rights are determined at
a caching server remotely located from the consumer
rather than locally at the end user site. In a first example,
in a computing network having a content provider, a key
distribution center, a caching server and a client, a meth-
od for controlling client access to a real-time data stream
from the caching server, is disclosed. The method in-
cludes receiving, by the client, a session rights object
from a content provider, the session rights object defining
access rules for accessing the real-time data stream; re-
ceiving, by the client, authorization data from the key dis-
tribution center, the authorization data defining the cli-
ent’s access rights to the real-time data stream; forward-
ing to the caching server the session rights object and
the authorization data; comparing, by the caching server,
the session rights object with the authorization data to
determine client authorization; and if the client is author-
ized, streaming, by the caching server, the real-time data
stream to the client.

[0006] MENEZES, VANSTONE, OORSCHOT:
"Handbook of Applied Cryptography", 1997, CRC
PRESSLLC, USA, discusses inter alia key establishment
protocols (chapter 12) and key management techniques
(chapter 13).

SUMMARY

[0007] Aspects of the present invention provide a
method and system for accessing digital content stored
on a computing device. In an embodiment, an agreement
between a subscriber and a content provider allows the
subscriber to lease the digital content from the content
provider, and download the digital content from a content
server operated by the content provider. The method re-
trieves a service ticket for the computing device, and re-
trieves content rights for the digital content. The service
ticket includes authorization data, and a session key,
where the authorization data include authorized sub-
scription services for the computing device. The content
rights include required subscription services for the digital
content and are delivered authenticated with the session
key. The method allows access to the digital content
when the authorized subscription services included with
the authorization data match the required subscription
services included with the content rights.

BRIEF DESCRIPTION OF THE DRAWINGS
[0008]

FIG. 1 is network diagram that illustrates one em-
bodiment of the hardware components of a system
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that performs the present invention in an IPRM ar-
chitecture.

FIG. 2 is a block diagram that illustrates, in detail,
one embodiment of the hardware components
shown in FIG. 1.

FIG. 3 is a message flow diagram that illustrates a
method for accessing digital content according to an
embodiment of the present invention.

FIG. 4 is a message flow diagram that illustrates a
method for accessing digital content according to an
embodiment of the present invention.

FIG. 5 is a message flow diagram that illustrates a
method for accessing digital content according to an
embodiment of the present invention.

DETAILED DESCRIPTION

[0009] FIG. 1 is network diagram that illustrates one
embodiment of the hardware components of a system
that performs the present invention in an IPRM architec-
ture. As shown in FIG. 1, a client device 120 connects to
acontent server 170 via a network 100. A subscriber 110
operates the client device 120 to subscribe to a service
185 that a content provider 180 provides via the content
server 170. Once subscribed to the service 185, the sub-
scriber 110 may access and download digital content of-
fered under the service 185 by the content provider 180.
In one embodiment, the subscriber 110 operates the cli-
ent device 120 to download the content to the client de-
vice 120. In another embodiment, the client device 120
connects to a mobile device 130, such as a digital video
recorder, portable audio or video media player, portable
hard drive, or the like, and the subscriber 110 operates
the mobile device 130 to retrieve the content from the
client device 120 and download the content to the mobile
device 130. In yet another embodiment, the client device
120 utilizes a home network 140 to connect to networked
devices, such as a networked client device 160, net-
worked mobile device 150, or the like, and the subscriber
110 operates the networked devices to retrieve the con-
tent from the client device 120 and download the content
to the networked devices. The client device 120 also con-
nects to a digital rights management (DRM) server 190
via the network 100. The subscriber 110 operates the
client device 120 to obtain contentrights, including a con-
tent key, and a list of subscribed services from the DRM
server 190 to access and download digital content of-
fered by another content provider (not shown). The DRM
server 190 utilizes a conditional access or DRM archi-
tecture other than IRPM.

[0010] The network 100 shown in FIG. 1 is a commu-
nication network that connects and enables data transfer
between the client device 120 and the content server
170. In one embodiment, the network 100 is a public com-
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munication network. The present invention also contem-
plates the user of comparable network architectures.
Comparable network architectures include the Public
Switched Telephone Network (PSTN), a public packet-
switched network carrying data and voice packets, a
wireless network, a private network, and the like. A wire-
less network includes a cellular network (e.g., a Time
Division Multiple Access (TDMA) or Code Division Mul-
tiple Access (CDMA) network), a satellite network, a wire-
less Local Area Network (LAN) (e.g., a wireless fidelity
(Wi-Fi) network), and the like. A private network includes
a LAN, a Personal Area Network (PAN) such as a Blue-
tooth network, a wireless LAN, a Virtual Private Network
(VPN), an intranet, an extranet, and the like. An intranet
is a private communication network that provides an or-
ganization such as a corporation, with a secure means
for trusted members of the organization to access the
resources on the organization’s network. In contrast, an
extranet is a private communication network that pro-
vides an organization, such as a corporation, with a se-
cure means for the organization to authorize non-mem-
bers of the organization to access certain resources on
the organizations network. The system also contem-
plates network architectures and protocols such as Eth-
ernet, Token Ring, Systems Network Architecture, Inter-
net Protocol, Transmission Control Protocol, User Data-
gram protocol, Asynchronous Transfer Mode, proprietary
network protocols comparable to the Internet Protocol,
and the like.

[0011] The home network 140 shown in FIG. 1 is a
communication network that connects and enables data
transfer between the clientdevice 120 and the networked
mobile device 150 and networked client device 160. In
one embodiment, the home network 140 is a public com-
munication network similar to the network 100. In another
embodiment, the home network 140 is a private commu-
nication network.

[0012] FIG. 2 is a block diagram that illustrates, in de-
tail, one embodiment of the hardware components shown
in FIG. 1. In particular, FIG. 2 illustrates the hardware
components and software comprising the client device
120, and content server 170.

[0013] As shown in FIG. 2, the client device 120 is a
general-purpose computer, such as a laptop computer,
mobile computer, desktop computer, or the like. In an-
other embodiment, the client device 120 is a set-top box,
information appliance, or the like. A bus 200 is a com-
munication medium that connects a central processor
unit (CPU) 205, data storage device 210 (such as a disk
drive, flash drive, flash memory, or the like), input device
215 (such as a keyboard, keypad, touchscreen, or the
like), output device 220 (such as a monitor, graphic dis-
play, or the like), network adapter 225, memory 230, and
mobile device 130. The network adapter 225 transmits
and receives network traffic for the client device 120. In
one embodiment, the network adapter 225 connects to
the network 100 and is the mechanism that facilitates the
passage of network traffic between the client device 120
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and the network 100. In another embodiment, the net-
work adapter 225 connects to the home network 140 and
is the mechanism that facilitates the passage of network
traffic between the client device 120 and the home net-
work 140.

[0014] The CPU 205 performs the disclosed methods
by executing the sequences of operational instructions
that comprise each computer program resident in, or op-
erative on, the memory 230. The reader should under-
stand that the memory 230 may include operating sys-
tem, administrative, and database programs that support
the programs disclosed in this application. In one em-
bodiment, the configuration of the memory 230 of the
client device 130 includes a web browser program 232,
user identifier 234, content player program 236, author-
ization data 238, content rights 240, and home key dis-
tribution center program 242. The web browser program
232 displays web pages on the output device 220. In one
embodiment, the user identifier 234 is stored in a file re-
ferred to as a cookie. The content server 170 may assign
and send the user identifier 234 to the client device 120
once when the client device 120 first communicates with
the content server 170. From then on, the client device
120 includes the user identifier 234 with all messages
sent to the content server 170 so the content server 170
can identify the source of the message. The content play-
er program 236 accesses the authorization data 238, and
content rights 240, including a content key, when playing
back protected content. The content player program 236
and home key distribution center program 242 perform
the method of the present invention disclosed in detail in
FIG. 3, FIG. 4, and FIG. 5. These computer programs
store intermediate results in the memory 230, or data
storage device 210. In another embodiment, the memory
230 may swap these programs, or portions thereof, in
and out of the memory 235 as needed, and thus may
include fewer than all of these programs at any one time.
[0015] As shown in FIG. 2, the content server 170 is a
general-purpose computer that provides server function-
ality, such as file services, web page services, or the like.
In another embodiment, the content server 170 is a net-
work appliance, or the like. A bus 250 is a communication
medium that connects a central processor unit (CPU)
255, data storage device 260 (such as a disk drive, flash
drive, flash memory, or the like), input device 265 (such
as a keyboard, keypad, touchscreen, or the like), output
device 270 (such as a monitor, graphic display, or the
like), network adapter 275, and memory 280. The net-
work adapter 275 transmits and receives network traffic
for the content server 170. In one embodiment, the net-
work adapter 275 connects to the network 100 and is the
mechanism that facilitates the passage of network traffic
between the content server 170 and the network 100.
[0016] The CPU 255 performs the disclosed methods
by executing the sequences of operational instructions
that comprise each computer program resident in, or op-
erative on, the memory 280. The reader should under-
stand that the memory 280 may include operating sys-
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tem, administrative, and database programs that support
the programs disclosed in this application. In one em-
bodiment, the configuration of the memory 280 of the
content server 170 includes a web server program 282,
and key distribution center 288. The web server program
282 includes an engine 284, and web pages 286. The
engine 282 receives web server request messages sent
by the web browser 232 on the client device 120, and
serves the web pages 286 in response to those requests.
The key distribution center 288 performs the method of
the present invention disclosed in detail in FIG. 3, FIG.
4, and FIG. 5. These computer programs store interme-
diate results in the memory 280, or data storage device
260. In another embodiment, the memory 280 may swap
these programs, or portions thereof, in and out of the
memory 280 as needed, and thus may include fewer than
all of these programs at any one time.

[0017] In the IPRM architecture shown in FIG. 1 and
FIG. 2, the key distribution center (KDC) 288 in the infra-
structure issues each client device 120 a ticket that in-
cludes Authorization Data which lists client entittements,
including a list of subscription services, if the user’s credit
card number is registered (to allow Pay-Per-View pur-
chases without a subscription), client’s geographical lo-
cation, etc.

[0018] The Authorization Data in the ticketis encrypted
and is not decipherable to the client device 120 - only the
content server 170 (i.e., license server) that authenti-
cates the client device 120 is capable of decrypting that
copy of the Authorization Data in the ticket. However, an
IPRM client also receives another copy of that same Au-
thorization Data in the same message (an AS Request
or TGS Request) that the client device 120 can decrypt
andinterpret. For the purpose of this embodiment, a client
is required to store its copy of the Authorization Data in
a secure software or hardware-based module that is safe
from unauthorized tampering, such as data storage de-
vice 210, or the authorization data 238 that is resident in
the memory 230.

[0019] An IPRM client, such as the client device 120
obtains a content rights and key from the content server
170 (i.e., license server), typically as part of a Key Reply
message. The client device 120 then writes those rights
out to a content rights secure storage, such as data stor-
age device 210 or the content rights 240 resident in the
memory 230. When the client device 120 attempts to
validate those rights, and determine whether the client
device 120 is authorized to play the content, it (1) checks
whether the rights are bound to a list of one or more
Subscription Services, such as the service 185 provided
by the content provider 180, with specific names or iden-
tifiers; and (2) checks whether the client device 120 has
a valid (non-expired) ticket with Authorization Data 238
that includes one of those Subscription Services. If the
answer to these checks is yes, the client device 120 can
play the content. Otherwise, the subscription has expired
and the content is no longer usable.

[0020] FIG.3isamessage flow diagram that illustrates
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one embodiment of the method of the present invention.
In particular, FIG. 3 illustrates the communication be-
tween the key distribution center 288, content server170,
client device 120, and content rights 240 store, as shown
in FIG. 1 and FIG. 2.

[0021] The ticket-based content leasing process 300
shown in FIG. 3 begins with the client device 120 sending
an IPRM AS Request message to the KDC 288 on the
content server 170 (step 305). The KDC 288 receives
the AS Request message, and generates an IPRM ticket
granting ticket (TGT) and authorization data. In another
embodiment, the KDC 288 only generates a TGT and
defers the generation of authorization data until later. The
KDC 288 sends an AS Reply message to the clientdevice
120 (step 310) that includes the TGT and, optionally, au-
thorization data. The client device 120 receives the AS
Reply message to obtain the TGT and authorization data
including a list of authorized subscription services. The
client device 120 stores the TGT and, optionally, author-
ization data in a secure location (step 315), such as data
storage device 210 or the authorization data 238 that is
residentin the memory 230. At some later time, the client
device 120 sends a ticket granting server (TGS) Request
message to the KDC 288 (step 320) that includes the
TGT. The KDC 288 receives the TGS Request message,
and generates a service ticket for the specific content
server 170. The service ticket for the content server 170
contains authorization data, either transferred from the
TGT, or inserted based on information in a subscriber
database accessible via the content server 170, and a
session key. The authorization data includes a list of au-
thorized subscriptions services for the client device 120.
The session key is used to encrypt the content key in-
cluded with the content rights 240 sent to the clientdevice
120. The KDC 288 sends a TGS Reply message to the
client device 120 (step 325) that includes the service tick-
et for the content server 170 and the authorization data.
In another embodiment, the AS Reply message (step
310) may return the service ticket for the content server
170 directly, rather than returning the TGT, thus making
the TGS Request message (step 320) and TGS Reply
message (step 325) optional. After the client device 120
receives the service ticket, it stores the service ticket and
authorization data in a secure location (step 330). In an-
other embodiment, the client device 120 retrieves the
TGT and authorization data from the secure location be-
cause the TGT and authorization data was previously
requested and stored in the secure location.

[0022] Referring again to FIG. 3, at some later time,
the client device 120 sends a key request message to
the content server 170 (step 335), that includes the serv-
ice ticket and authorization data, to request content rights
and a content key to decrypt and play back specific con-
tent. After receiving the key request message, the con-
tent server 170 verifies the authorization data (step 340).
If the authorization data is not verified, or the authoriza-
tion data does not include the necessary subscription
service for this content, the ticket-based content leasing
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process 300 ends. If the authorization data is verified,
and contains the necessary subscription service for this
content, the content server 170 sends a key reply mes-
sage to the client device 120 (step 345) that includes the
content rights and content key. The client device 120
receives the key reply message, and stores the content
rights and content key in a secure location (step 350),
such as data storage device 210 or the content rights
240 that is resident in the memory 230. In another em-
bodiment, the client device 120 obtains the content key
and rights in an encrypted form (not shown). In various
embodiments, the client device 120 may download a pre-
encrypted file over HTTP or FTP, or the client device 120
could receive and then record an encrypted RTP-based
or MPEG-2 transport-based content stream.

[0023] Referring again to FIG. 3, at some later time,
the client device 120 retrieves the content rights from
secure storage (step 355) in order to play back the con-
tent. The client device 120 checks whether the content
is bound to any subscription service (step 360). If it is,
the client device 120 extracts the required subscriptions
from the content rights and checks them against the client
device 120 current (non-expired) authorization data (step
365). If one of those subscription services is still listed in
the authorization data, the client device 120 is allowed
to playback the content (step 370).

[0024] In another embodiment, the client device 120
may be provisioned with a number of different content
providers and may have obtained a number of service
tickets with different authorization data from different KD-
Cs. In this embodiment, the client device 120 compares
the subscriptions inside the content rights against multi-
ple sets of authorization data obtained from different KD-
Cs (step 365). If any one of those sets of authorization
data contains a subscription services that matches the
license, the clientis allowed to play back the content (step
370).

[0025] Inanotherembodiment, each subscription serv-
ice listed in the authorization data uniquely identifies the
service 185 or content provider 180, for example, by in-
cluding a service provider identifier with a service iden-
tifier. Thus, the service identifiers in the authorization da-
ta are globally unique to allow for differentiation of au-
thorization data that may come from multiple service 185
or content providers 180.

[0026] In another embodiment, the ticket-based con-
tent leasing can extend to other devices on a home net-
work 140. After contentrights have been obtained by one
device (which communicates with the infrastructure KDC
288), typically a user would be allowed to share that con-
tent with other devices that are owned by the same user
(i.e., registered with the same home network 140). An
IPRM architecture is designed to support such content
sharing within the home network 140.

[0027] There is a demand for a further extension to
IPRM to support the sharing of leased content within that
same home network 140. Normally, service tickets with
authorization data are given out only by an infrastructure
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KDC 288 for client devices 120 that purchase content
from a content provider 180. In this case, all devices on
the home network 140 need access to the same author-
ization data in order to be able to render leased content
(available only during an active subscription).

[0028] The device that gives out service tickets to the
devices on the home network 140 is the home KDC 242.
Assuming that the home KDC 242 is the same device
that obtains service tickets from the infrastructure KDC
288, the extension is for the home KDC 242 to propagate
its own authorization data obtained from the infrastruc-
ture KDC 288 into all of the service tickets issued to the
devices in the home network 140.

[0029] FIG.4is amessage flow diagram thatillustrates
one embodiment of the method of the present invention.
In particular, FIG. 4 illustrates the communication be-
tween the key distribution center 288, content server170,
home key distribution center 242, and networked client
device 160, as shown in FIG. 1 and FIG. 2.

[0030] The home network 140 ticket-based content
leasing process 400 shown in FIG. 4 is similar to the
ticket-based content leasing process 300 shown in FIG.
3. The home network 140 ticket-based content leasing
process 400 begins with the home KDC 242 on the client
device 120 sending an IPRM AS Request message to
the KDC 288 on the content server 170 (step 405). The
KDC 288 receives the AS Request message, and gen-
erates an IPRM ticket granting ticket (TGT) and an au-
thorization data. In another embodiment, the KDC 288
only generates a TGT and defers the generation of au-
thorization data until later. The KDC 288 sends an AS
Reply message to the home KDC 242 (step 410) that
includes the TGT and, optionally, authorization data. The
home KDC 242 receives the AS Reply message to obtain
the TGT and authorization data including a list of sub-
scription services. The home KDC 242 stores the TGT
and, optionally, authorization data in a secure location
(step 415), such as data storage device 210 or the au-
thorization data 238 that is resident in the memory 230.
At some later time, the home KDC 242 sends a ticket
granting server (TGS) Request message to the KDC 288
(step 420) that includes the TGT. The KDC 288 receives
the TGS Request message, and generates a service tick-
et for the specific content server 170. The service ticket
for the content server 170 contains authorization data
either transferred from the TGT, or inserted based on
information in a subscriber database accessible via the
content server 170. The authorization data includes a list
of subscriptions services for the home KDC 242. The
KDC 288 sends a TGS Reply message to the home KDC
242 (step 425) that includes the service ticket for the con-
tent server 170 and the authorization data. In another
embodiment, the AS Reply message (step 410) may re-
turn the service ticket for the content server 170 directly,
rather than returning the TGT, thus making the TGS Re-
questmessage (step 420) and TGS Reply message (step
425) optional. After the home KDC 242 receives the serv-
ice ticket, it stores the service ticket and authorization
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data in a secure location (step 430).

[0031] Referring again to FIG. 4, at some later time,
the home KDC 242 sends a key request message to the
content server 170 (step 435), that includes the service
ticket and authorization data, to request content rights
and a content key to decrypt and play back specific con-
tent. After receiving the key request message, the con-
tent server 170 verifies the authorization data (step 440).
If the authorization data is not verified, or the authoriza-
tion data does not include the necessary subscription
service for this content, the home network 140 ticket-
based content leasing process 400 ends. If the authori-
zation data is verified, and contains the necessary sub-
scription service for this content, the content server 170
sends a key reply message to the home KDC 242 (step
445) that includes the content rights and content key.
The home KDC 242 receives the key reply message, and
stores the content rights and content key in a secure lo-
cation (step 450), such as data storage device 210 or the
content rights 240 that is resident in the memory 230. In
another embodiment, the home KDC 242 obtains the
content key and rights in an encrypted form (not shown).
In various embodiments, the home KDC 242 may down-
load a pre-encrypted file over HTTP or FTP, or the home
KDC 242 could receive and then record an encrypted
RTP-based or MPEG-2 transport-based content stream.
[0032] Optionally, the home KDC 242 shown in FIG. 4
may obtain the content rights, including the content key,
and the list of subscribed services from another DRM
server 190. In this scenario, the home KDC 242 sends a
DRM request message to the DRM server 190 (step 490)
for the content rights to play the specific content. The
DRM server 190 receives the request and sends a DRM
reply message to the home KDC 242 (step 495) that sup-
plies the content rights, including the content key. The
subscriber 110 had previously requested a list of sub-
scribed services from the DRM server 190 and the list
was sent to the home KDC 242 using a secure interface.
The home KDC 242 stores the content rights, including
the content key, and list of subscribed services received
from the DRM system 190 in a secure location (step 450),
such as data storage device 210 or the content rights
240 that is resident in the memory 230. In this scenario,
the DRM request and reply messages (steps 490 and
495) replace the message exchange described above
between the home KDC 242 and KDC 288 and content
server 170 (steps 405 through 445).

[0033] Referring again to FIG. 4, the AS Request, AS
Reply, TGS Request, TGS Reply, Key Request, and Key
Reply messages between the networked client device
160 and the home KDC 242 are the same as the mes-
sages between the home KDC 242 and KDC 288 (steps
405 through 445). Thus, at some later time, one of the
devices onthe home network 140, such as the networked
client device 160 sends an AS Request message to the
home KDC 242 on the client device 120 (step 455). The
home KDC 242 receives the AS Request message, and
retrieves the service ticket and authorization data from
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secure storage. The home KDC 242 sends an AS Reply
message to the networked client device 160 (step 460)
that includes the service ticket and authorization data.
Optionally, in another embodiment, the networked client
device 160 gets a TGT back in the AS Reply message,
then sends a TGS Request message to the home KDC
242 (step 465) and gets the service ticket back in the
TGS Reply message from the home KDC 242 (step 470).
The networked client device 160 then sends a key re-
quest message (step 475) to the home KDC 242 that
includes the service ticket and a content identifier. The
home KDC 242 sends back the corresponding content
rights, including a content key, in a key reply (step 480).
The networked client device 160 uses the content rights
to playback the content (step 485). In one embodiment,
the home KDC 242 is a home media server that enables
portable and transparent access to digital content stored
on any connected device in the home.

[0034] Thus, the home KDC 242 issues a service ticket
to the networked client device 160 with a copy of its own
authorization data obtained earlier from an infrastructure
KDC 288. This authorization data includes a list of sub-
scription services that would allow the home KDC 242 to
access leased content. When the networked client device
160 attempts to play back the content (step 485), it first
has to check that the authorization data (obtained in step
460) contains at least one subscription service that is
present in the corresponding content rights. If no such
subscription service is found, the networked client device
160 will refuse to play back this content.

[0035] Since the home KDC 242 could have service
tickets from multiple infrastructure KDCs 288 with several
sets of authorization data, the home KDC 242 has to
combine them into one authorization data object, before
returning it to the networked client device 160. Each
source of authorization data will include a corresponding
expiration timestamp extracted from the service ticket
issued by an infrastructure KDC 288. Individual parts of
the combined authorization data will become invalid after
each one expires.

[0036] The home network 140 scenario is more com-
plicated in the case that the home KDC 242 is not the
device that is registered with the infrastructure KDC 288
and is not the device that originally acquires purchased
content. Content can be distributed by any device on the
home network 140 to any other device on the home net-
work 140 if the content rights allow it. But, authorization
data is typically distributed only by the home KDC 242.
[0037] FIG. 5is amessage flow diagram thatillustrates
one embodiment of the method of the present invention.
In particular, FIG. 5 illustrates the communication be-
tween the key distribution center 288, content server 170,
home key distribution center 242, and networked client
device 160, as shown in FIG. 1 and FIG. 2.

[0038] The home network 140 ticket-based content
leasing process 500 shown in FIG. 5 is similar to the
ticket-based content leasing process 300 shown in FIG.
3. The home network 140 ticket-based content leasing
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process 500 begins with the networked client device 160
sending an IPRM AS Request message to the KDC 288
on the content server 170 (step 505). The KDC 288 re-
ceives the AS Request message, and generates an
IPRM ticket granting ticket (TGT) and authorization data.
In another embodiment, the KDC 288 only generates a
TGT and defers the generation of authorization data until
later. The KDC 288 sends an AS Reply message to the
networked client device 160 (step 510) that includes the
TGT and, optionally, authorization data. The networked
client device 160 receives the AS Reply message to ob-
tain the TGT and authorization data including a list of
subscription services. The networked client device 160
stores the TGT and, optionally, authorization data in a
secure location (step 515). At some later time, the net-
worked client device 160 sends a ticket granting server
(TGS) Request message to the KDC 288 (step 520) that
includes the TGT. The KDC 288 receives the TGS Re-
quest message, and generates a service ticket for the
specific content server 170. The service ticket for the
content server 170 contains authorization data either
transferred from the TGT, or inserted based on informa-
tion in a subscriber database accessible via the content
server 170. The authorization data includes a list of sub-
scriptions services for the networked client device 160.
The KDC 288 sends a TGS Reply message to the net-
worked client device 160 (step 525) that includes the
service ticket for the content server 170 and the author-
ization data. In another embodiment, the AS Reply mes-
sage (step 510) may return the service ticket for the con-
tent server 170 directly, rather than returning the TGT,
thus making the TGS Request message (step 520) and
TGS Reply message (step 525) optional. After the net-
worked client device 160 receives the service ticket, it
stores the service ticket and authorization data in a se-
cure location (step 530).

[0039] Referring again to FIG. 5, at some later time,
the networked client device 160 sends a key request
message to the content server 170 (step 535), that in-
cludes the service ticket and authorization data, to re-
quest content rights and a content key to decrypt and
play back specific content. After receiving the key request
message, the content server 170 verifies the authoriza-
tion data (step 540). If the authorization data is not veri-
fied, or the authorization data does not include the nec-
essary subscription service for this content, the home
network 140 ticket-based content leasing process 500
ends. If the authorization data is verified, and contains
the necessary subscription service for this content, the
content server 170 sends a key reply message to the
networked client device 160 (step 545) that includes the
content rights and content key. The networked client de-
vice 160 receives the key reply message, and stores the
content rights and content key in a secure location (step
550). In another embodiment, the networked client de-
vice 160 obtains the content key and rights in an encrypt-
ed form (not shown). In various embodiments, the net-
worked client device 160 may download a pre-encrypted
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file over HTTP or FTP, or the networked client device
160 could receive and then record an encrypted RTP-
based or MPEG-2 transport-based content stream.
[0040] Referring again to FIG. 5, the AS Request, AS
Reply, TGS Request, TGS Reply, Key Request, and Key
Reply messages between the networked client device
160 and the home KDC 242 are the same as messages
between the networked client device 160 and KDC 288
(steps 505 through 545). Thus, at some later time, one
of the devices on the home network 140, such as the
networked client device 160 sends an AS Request mes-
sage to the home KDC 242 on the client device 120 (step
555). The home KDC 242 receives the AS Request mes-
sage, and updates/merges the authorization data with
the other authorization data already active for the home
network 140 (step 560) The authorization data includes
a list of subscribed services and a timestamp (i.e., the
expiration time of the service ticket for the networked
client device 160 or home KDC 242 issued by the infra-
structure KDC 288. Even though the authorization data
is updated/merged, the part that came from the net-
worked client device 160 retains the timestamp in secure
storage so thatitbecomes invalid after its expiration time.
When the home KDC 242 receives the next AS Request
message from the networked client device 160, the net-
worked client device 160 provides the latest authorization
data with an up-to-date timestamp. The home KDC 242
sends an AS Reply message to the networked client de-
vice 160 (step 565) that includes updated/merged au-
thorization data (with the relevant timestamps). Thereaf-
ter, any other device on the home network 140 requesting
a service ticket will get that same updated/merged au-
thorization data. Optionally, in another embodiment, the
networked client device 160 gets a TGT back in the AS
Reply message, then sends a TGS Request message to
the home KDC 242 (step 570) and gets the service ticket
back in the TGS Reply message from the home KDC 242
(step 575). The networked client device 160 then sends
a key request message (step 580) to the home KDC 242
that includes the service ticket and a content identifier.
The home KDC 242 sends back the corresponding con-
tent rights, including a content key, in a key reply (step
585). The networked client device 160 uses the service
ticket and authorization data to playback the content
(step 590). In one embodiment, the home KDC 242 is a
home media server that enables portable and transpar-
ent access to digital content stored on any connected
device in the home.

[0041] One problem that is likely to occur is that the
home KDC 242 updates its authorization data (either
from an infrastructure KDC 288 or from another device,
such as networked client device 160) with a list of new
subscription services, but all the devices on the home
network 140 are not informed.

[0042] When one of the devices on the home network
140 attempts to playback some leased content and re-
alizes that it is missing authorization data, it should au-
tomatically request a new service ticket from the home
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KDC 242 that will result in the most up-to-date authori-
zation data for the home network 140. This will enable a
device on the home network 140 to recover and be able
to playback the leased content without any noticeable
effect to the user.

[0043] Although the disclosed exemplary embodi-
ments describe a fully functioning system and method
for accessing digital content stored on a computing de-
vice, the reader should understand that other equivalent
exemplary embodiments exist. Since numerous modifi-
cations and variations will occur to those reviewing this
disclosure, the system and method for accessing digital
content stored on a computing device is not limited to the
exact construction and operation illustrated and dis-
closed. Accordingly, this disclosure intends all suitable
modifications and equivalents to fall within the scope of
the claims.

Claims

1. A method for accessing digital content, which is
stored in a content server (170), by a networked cli-
ent device (160) that is available to set top boxes,
the networked client device (160) communicating via
a home network (140) with a home key distribution
center (242) which is located within a client device
(120) which belongs to a subscriber (110), compris-

ing:

retrieving by the networked client device (160)
and from akey distribution center (288) a service
ticket for the networked client device (160), the
service ticket including authorization data that
includes a first identification of at least one au-
thorized subscription service for the networked
client device (160), and a session key;
retrieving, by the networked client device (160)
and from the content server (170), for the digital
content, content rights (240) that include a sec-
ond identification of at least one subscription
service that is required for access to play the
stored digital content, wherein the session key
is used to encrypt a content key included with
the content rights (240);

validating, by the networked client device, that
said at least one authorized subscription service
identified in the authorization data is non-ex-
pired and matches said at least one required
subscription service identified in the content
rights;

allowing access by the networked client device
to play the digital content stored on the net-
worked client device only if the validating is suc-
cessful;

sending arequest by the networked clientdevice
(160) fora home service ticket, whichis a service
ticket requested, to the home key distribution
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center (242), the home service ticket including
the authorization data; and

receiving the home service ticket including
home authorization data that merges the author-
ization data from other computing devices that
communicate with the home key distribution
center;

wherein said validating, by the networked client
device, enforces an agreement between the
subscriber (110) and a content provider (180)
that allows the subscriber to lease the digital
content from the content provider, and wherein
to lease comprises a right to download, and to
store in the networked client device, the digital
content from a content server (170) operated by
the content provider.

2. The method of claim 1, wherein the retrieving of the

service ticket further comprises:

sending a request for a ticket granting ticket to
a key distribution center (288) for the content
server;

receiving the ticket granting ticket;

storing the ticket granting ticket on the net-
worked client device;

sending a request for the service ticket to the
key distribution center;

receiving the service ticket;

receiving the authorization data;

storing the service ticket on the networked client
device; and

storing the authorization data on the networked
client device.

3. The method of claim 1, wherein the retrieving of the

content rights further comprises:

sending a key request for the content rights to
the content server, the key request including the
service ticket and the authorization data;
receiving the content rights including content
rights and a content key; and

storing the content rights on the networked client
device.

The method of claim 1, wherein when the agreement
between the subscriber and the content provider ter-
minates, the allowing of access and playing the
stored digital content further comprises:

reinstating the agreement between the subscriber
and the content provider to allow the subscriber to
lease the digital content from the content provider.

The method of claim 1, wherein the home key distri-
bution center is a media server, the method further
comprising:

10

15

20

25

30

35

40

45

50

55

sending a key request to the media server for
the digital content; and

receiving a key reply that includes the content
rights for the digital content,

wherein the networked client device allows ac-
cess to play the digital content stored on the net-
worked client device only upon validating that
said at least one subscription service identified
in the content rights matches said at least one
authorized subscription service identified in the
authorization data.

6. A system for accessing digital content, which is

stored in a content server (170), by a networked cli-
ent device (160) that is available to set top boxes,
the networked client device (160) communicating via
a home network (140) with a home key distribution
center (242) which is located within a client device
(120) which belongs to a subscriber (110), compris-

ing:

a memory device resident in the networked cli-
ent device (160); and

a processor disposed in communication with the
memory device, the system being configured to:

retrieve a service ticket by the networked
client device (160) and from a key distribu-
tion center (288), the service ticket including
authorization data that includes a first iden-
tification of atleast one authorized subscrip-
tion service for the networked client device,
and a session key;

retrieve, by the networked client device
(160) and from the content server (170), for
the digital content, content rights that in-
clude a second identification of at least one
subscription service that is required for ac-
cess to play the stored digital content,
wherein the session key is used to encrypt
a content key included with the content
rights (240);

validate, by the networked client device,
that said at least one authorized subscrip-
tion service identified in the authorization
data is non-expired and matches said at
least one required subscription service
identified in the content rights;

allow access by the networked client device
to play the digital content stored on the net-
worked client device only if the validating is
successful;

send a request by the networked client de-
vice (160) for a home service ticket, which
is a service ticket requested, to the home
key distribution center (242), the home serv-
ice ticket including the authorization data;
and
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receive the home service ticket including
home authorization data that merges the
authorization data from other computing de-
vices that communicate with the home key
distribution center;

wherein said validating by the networked cli-
ent device enforces an agreement between
the subscriber (110) and a content provider
(180) that allows the subscriber to lease the
digital content from the content provider,
and wherein to lease comprises a right to
download, and to store in the networked cli-
ent device, the digital contentfrom a content
server (170) operated by the content pro-
vider.

The system of claim 6, wherein to retrieve the service
ticket, the system is further configured to:

send a request for a ticket granting ticket to a
key distribution center (288) for the content serv-
er;

receive the ticket granting ticket;

store the ticket granting ticket on the networked
client device;

send a request for the service ticket to the key
distribution center;

receive the service ticket;

receive the authorization data;

store the service ticket on the networked client
device; and

store the authorization data on the networked
client device.

The system of claim 6, wherein to retrieve the content
rights, the system is further configured to:

send a key request for the content rights to the
content server, the key request including the
service ticket and the authorization data;
receive the content rights including content
rights and a content key; and

store the content rights on the networked client
device.

The system of claim 6, wherein when the agreement
between the subscriber and the content provider ter-
minates, to allow access and play the previously
stored digital content, the system is further config-
ured to:

reinstate the agreement between the subscriber and
the content provider to allow the subscriber to lease
the digital content from the content provider.

The system of claim 6, wherein the home key distri-
bution center is a media server, the system is further
configured to:
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send a key request to the media server for the
digital content; and

receive a key reply that includes the content
rights for the digital content,

wherein the networked client device allows ac-
cess to play the digital content stored on the net-
worked client device only upon validating said
at least one subscription service identified in the
content rights matches said at least one author-
ized subscription service identified in the author-
ization data.

Patentanspriiche

1.

Verfahren zum Zugreifen auf digitalen Inhalt, der auf
einem Inhaltsserver (170) gespeichert ist, durch ein
vernetztes Client-Gerat (160), das fur Set-Top-Bo-
xen verflgbar ist, wobei das vernetzte Client-Geréat
(160) Uber ein Heimnetzwerk (140) mit einer Heim-
schliissel-Verwaltungszentrale (242) kommuniziert,
die sich in einem zu einem Abonnenten (110) geho-
renden Client-Geréat (120) befindet, umfassend:

Abrufen, durch das vernetzte Client-Gerat (160)
und von einer Schllsselverwaltungszentrale
(288), eines Service-Tickets fiir das vernetzte
Client-Gerat (160), wobei das Service-Ticket
Autorisierungsdaten, welche eine erste Identifi-
zierung von zumindest einem autorisierten
Abonnementdienst fiir das vernetzte Client-Ge-
rat (160) beinhalten, und einen Sitzungsschlis-
sel beinhaltet;

Abrufen, durch das vernetzte Client-Gerat (160)
und von dem Inhaltsserver (170), von Inhalts-
rechten (240) fur den digitalen Inhalt, die eine
zweite ldentifizierung von zumindest einem
Abonnementdienst, der fiir einen Zugriff auf die
Wiedergabe des gespeicherten digitalen Inhalts
erforderlich ist, beinhalten, wobei der Sitzungs-
schliissel verwendet wird, um einen Inhalts-
schlissel, der in den Inhaltsrechten (240) bein-
haltet ist, zu verschlisseln;

Validieren, durch das vernetzte Client-Gerat,
dass der zumindest eine autorisierte Abonne-
mentdienst, der in den Autorisierungsdaten
identifiziert wurde, nicht abgelaufen ist und dem
zumindest einen erforderlichen Abonnement-
dienst, der in den Inhaltsrechten identifiziert
wurde, entspricht;

Ermdglichen eines Zugriffs durch das vernetzte
Client-Gerat auf die Wiedergabe des digitalen
Inhalts, der auf dem vernetzten Client-Gerat ge-
speichertist, nur dann, wenn die Validierung er-
folgreich ist;

Senden, durch das vernetzte Client-Gerat (160),
einer Anforderung fir ein Heim-Service-Ticket,
welches ein angefordertes Service-Ticketist, an
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die Heimschllssel-Verwaltungszentrale (242),
wobei das Heim-Service-Ticket die Autorisie-
rungsdaten beinhaltet; und

Empfangen des Heim-Service-Tickets, das
Heimautorisierungsdaten beinhaltet, die die Au-
torisierungsdaten von anderen Computergera-
ten, die mitder Heimschlussel-Verwaltungszen-
trale kommunizieren, zusammenfihren;

wobei das Validieren, durch das vernetzte Cli-
ent-Gerat, eine Vereinbarung zwischen dem
Abonnenten (110) und einem Inhaltsanbieter
(180) durchsetzt, die es dem Abonnenten er-
moglicht, den digitalen Inhalt von dem Inhalts-
anbieter zu mieten, und wobei das Mieten ein
Recht umfasst, den digitalen Inhalt von einem
Inhaltsserver (170), der durch den Inhaltsanbie-
ter betrieben wird, herunterzuladen und auf dem
vernetzten Client-Gerat zu speichern.

2. Verfahren nach Anspruch 1, wobei das Abrufen des

Service-Tickets ferner umfasst:

Senden einer Anforderung eines Ticket-Gran-
ting-Tickets an eine Schlisselverwaltungszen-
trale (288) fir den Inhaltsserver;

Empfangen des Ticket-Granting-Tickets;
Speichern des Ticket-Granting-Tickets auf dem
vernetzten Client-Gerét;

Senden einer Anforderung fiir das Service-Ti-
cket an die Schliisselverwaltungszentrale;
Empfangen des Service-Tickets;

Empfangen der Autorisierungsdaten;
Speicherndes Service-Tickets auf dem vernetz-
ten Client-Gerat; und

Speichern der Autorisierungsdaten auf dem ver-
netzten Client-Gerat.

3. Verfahren nach Anspruch 1, wobei das Abrufen der

Inhaltsrechte ferner umfasst:

Senden einer Schlisselanforderung fur die In-
haltsrechte an den Inhaltsserver, wobei die
Schlusselanforderung das Service-Ticket und
die Autorisierungsdaten beinhaltet;
Empfangen der Inhaltsrechte, die die Inhalts-
rechte und einen Inhaltsschliissel beinhalten;
und

Speichern der Inhaltsrechte auf dem vernetzten
Client-Gerat.

Verfahren nach Anspruch 1, wobei, wenn die Ver-
einbarung zwischen dem Abonnenten und dem In-
haltsanbieter endet, das Zulassen eines Zugriffs auf
und einer Wiedergabe des gespeicherten digitalen
Inhalts ferner umfasst:

Wiederherstellen der Vereinbarung zwischen dem
Abonnenten und dem Inhaltsanbieter, um dem
Abonnenten zu ermdglichen, dendigitalen Inhalt von
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dem Inhaltsanbieter zu mieten.

Verfahren nach Anspruch 1, wobei die Heimschlis-
sel-Verwaltungszentrale ein Medienserver ist, das
Verfahren ferner umfassend:

Senden einer Schlisselanforderung an den Me-
dienserver fir den digitalen Inhalt; und

Empfangen einer Schlisselantwort, welche die
Inhaltsrechte fir den digitalen Inhalt beinhaltet,
wobei das vernetzte Client-Gerat einen Zugriff
aufdie Wiedergabe des digitalen Inhalts, der auf
dem vernetzten Client-Geratgespeichertist, nur
bei Validierung zulasst, dass der mindestens ei-
ne Abonnementdienst, derin den Inhaltsrechten
identifiziert ist, dem mindesten einen autorisier-
ten Abonnementdienst, der in den Autorisie-
rungsdaten identifiziert wird, entspricht.

System zum Zugreifen auf digitalen Inhalt, der auf
einem Inhaltsserver (170) gespeichert ist, durch ein
vernetztes Client-Gerat (160), das fir Set-Top-Bo-
xen verfligbar ist, wobei das vernetzte Client-Geréat
(160) Uber ein Heimnetzwerk (140) mit einer Heim-
schliissel-Verwaltungszentrale (242) kommuniziert,
die sich in einem zu einem Abonnenten (110) geho-
renden Client-Geréat (120) befindet, umfassend:

ein Speichergerat, das sich in dem vernetzten
Client-Gerat (160) befindet; und

einen Prozessor, der in Verbindung mit dem
Speichergerat angeordnet ist, wobei das Sys-
tem konfiguriert ist:

durch das vernetzte Client-Gerat (160) und
von einer Schlisselverwaltungszentrale
(288), ein Service-Ticket abzurufen, wobei
das Service-Ticket Autorisierungsdaten,
welche eine erste Identifizierung von zumin-
dest einem autorisieten Abonnement-
dienst fir das vernetzte Client-Geréat bein-
halten, und einen Sitzungsschliissel bein-
haltet;

durch das vernetzte Client-Geréat (160) und
von dem Inhaltsserver (170), Inhaltsrechte
fur den digitalen Inhalt abzurufen, die eine
zweite ldentifizierung von zumindest einem
Abonnementdienst, der fir einen Zugriff auf
die Wiedergabe des gespeicherten digita-
len Inhalts erforderlich ist, beinhalten, wobei
der Sitzungsschlissel verwendet wird, um
einen Inhaltsschliissel, der in den Inhalts-
rechten (240) beinhaltet ist, zu verschlis-
seln;

durch das vernetzte Client-Geréat zu validie-
ren, dass der zumindest eine autorisierte
Abonnementdienst, der in den Autorisie-
rungsdaten identifiziert wurde, nicht abge-



21 EP 2 374 087 B1

laufen ist und dem zumindest einen erfor-
derlichen Abonnementdienst, der in den In-
haltsrechten identifiziert wurde, entspricht;
einen Zugriff durch das vernetzte Client-Ge-
rataufdie Wiedergabe des digitalen Inhalts,
der auf dem vernetzten Client-Gerat ge-
speichert ist, nur dann zuzulassen, wenn
die Validierung erfolgreich ist;

durch das vernetzte Client-Gerat (160) eine
Anforderung fir ein Heim-Service-Ticket,
welches ein angefordertes Service-Ticket
ist, an die Heimschlissel-Verwaltungszen-
trale (242) zu senden, wobei das Heim-Ser-
vice-Ticket die Autorisierungsdaten bein-
haltet; und

das Heim-Service-Ticket, das Heimautori-
sierungsdaten beinhaltet, die die Autorisie-
rungsdaten von anderen Computergeraten,
die mitder Heimschllssel-Verwaltungszen-
trale kommunizieren, zusammenfiihren, zu
empfangen;

wobei das Validieren, durch das vernetzte
Client-Gerét, eine Vereinbarung zwischen
dem Abonnenten (110) und einem Inhalts-
anbieter (180) durchsetzt, die es dem Abon-
nenten ermdglicht, den digitalen Inhalt von
dem Inhaltsanbieter zu mieten, und wobei
das Mieten ein Recht umfasst, den digitalen
Inhalt von einem Inhaltsserver (170), der
durch den Inhaltsanbieter betrieben wird,
herunterzuladen und auf dem vernetzten
Client-Gerat zu speichern.

System nach Anspruch 6, wobei das System, um
das Service-Ticket abzurufen, ferner konfiguriert ist:

eine Anforderung eines Ticket-Granting-Tickets
an eine Schlisselverwaltungszentrale (288) fir
den Inhaltsserver zu senden;

das Ticket-Granting-Ticket zu empfangen;

das Ticket-Granting-Ticket auf dem vernetzten
Client-Gerat zu speichern;

eine Anforderung fir das Service-Ticket an die
Schlusselverwaltungszentrale zu senden; das
Service-Ticket zu empfangen;

die Autorisierungsdaten zu empfangen;

das Service-Ticket auf dem vernetzten Client-
Gerat zu speichern; und

die Autorisierungsdaten auf dem vernetzten Cli-
ent-Gerat zu speichern.

System nach Anspruch 6, wobei das System, um die
Inhaltsrechte abzurufen, ferner konfiguriert ist:

eine Schllsselanforderung fir die Inhaltsrechte
an den Inhaltsserver zu senden, wobei die
Schlisselanforderung das Service-Ticket und
die Autorisierungsdaten beinhaltet;
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die Inhaltsrechte, die Inhaltsrechte und einen In-
haltsschlissel beinhalten, zu empfangen; und
die Inhaltsrechte auf dem vernetzten Client-Ge-
rat zu speichern.

System nach Anspruch 6, wobei, wenn die Verein-
barung zwischen dem Abonnenten und dem Inhalts-
anbieter endet, das System, um einen Zugriff auf
und eine Wiedergabe des zuvor gespeicherten digi-
talen Inhalts zuzulassen, ferner konfiguriert ist:

die Vereinbarung zwischen dem Abonnenten und
dem Inhaltsanbieter wiederherzustellen, um dem
Abonnenten zu erméglichen, den digitalen Inhalt von
dem Inhaltsanbieter zu mieten.

System nach Anspruch 6, wobei die Heimschlissel-
Verwaltungszentrale ein Medienserver ist, wobei
das System ferner konfiguriert ist:

eine Schllsselanforderung an den Medienser-
ver fur den digitalen Inhalt zu senden; und
eine Schllsselantwort, welche die Inhaltsrechte
fur den digitalen Inhalt beinhaltet, zu empfan-
gen,

wobei das vernetzte Client-Geréat einen Zugriff
aufdie Wiedergabe des digitalen Inhalts, der auf
dem vernetzten Client-Gerat gespeichertist, nur
bei Validierung zulasst, dass der mindestens ei-
ne Abonnementdienst, derin den Inhaltsrechten
identifiziert ist, dem mindesten einen autorisier-
ten Abonnementdienst, der in den Autorisie-
rungsdaten identifiziert wird, entspricht.

Revendications

Procédé permettant d’accéder a un contenu nume-
rique, stocké dans un serveur de contenu (170), par
un dispositif client en réseau (160) disponible pour
les décodeurs, le dispositif client en réseau (160)
communiquantvia un réseau domestique (140) avec
un centre de distribution de clés domestiques (242)
qui est situé dans un dispositif client (120) qui ap-
partient a un abonné (110), comprenant :

la récupération par le dispositif client en réseau
(160) et a partir d’'un centre de distribution de
clé (288) d’un ticket de service pour le dispositif
client en réseau (160), le ticket de service in-
cluant des données d’autorisation incluant une
premiére identification d’au moins un service
d’abonnement autorisé pour le dispositif client
en réseau (160) et une clé de session ;

larécupération, par le dispositif client en réseau
(160) et a partir du serveur de contenu (170),
pour le contenu numérique, des droits de con-
tenu (240) incluant une seconde identification
d’au moins un service d’abonnement requis
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pour accéder a la lecture du contenu numérique
stocké, ou la clé de session est utilisée pour chif-
frer une clé de contenu incluse dans les droits
de contenu (240) ;

la validation, par le dispositif client en réseau,
que ledit au moins un service d’abonnement
autorisé identifié dans les données d’'autorisa-
tion n’a pas expiré et

correspond audit au moins un service d’abon-
nement requis identifi¢ dans les droits de
contenu ;

'autorisation de I'accés par le dispositif client en
réseau pour lire le contenu numérique stocké
sur le dispositif client en réseau uniquement si
la validation est réussie ;

I'envoi d’'une demande par le dispositif client en
réseau (160) pour un ticket de service domesti-
que, qui est un ticket de service demandé, au
centre de distribution de clés domestiques
(242), le ticket de service domestique incluant
les données d’autorisation ; et

la réception du ticket de service domestique in-
cluant des données d’autorisation domestique
qui fusionnent les données d’autorisation pro-
venant d’autres dispositifs informatiques qui
communiquent avec le centre de distribution de
clés domestique ;

ou ladite validation, par le dispositif client en ré-
seau, impose un accord entre 'abonné (110) et
un fournisseur de contenu (180) qui permet a
'abonné de louer le contenu numérique au four-
nisseur de contenu, et ou la location comprend
un droit de téléchargement et de stockage dans
le dispositif client en réseau, du contenu numé-
rique provenant d’un serveur de contenu (170)
exploité par le fournisseur de contenu.

2. Procédé selon la revendication 1, dans lequel la ré-

cupération du ticket de service comprend en outre :

I'envoi d’'une demande pour un ticket d’octroi de
ticket a un centre de distribution de clé (288)
pour le serveur de contenu ;

la réception du ticket d’octroi de ticket ;

le stockage du ticket d’octroi de ticket sur le dis-
positif client en réseau ;

I'envoi d’'une demande pour le ticket de service
au centre de distribution de clés ;

la réception du ticket de service ;

la réception des données d’autorisation ;

le stockage du ticket de service sur le dispositif
client en réseau ; et

le stockage des données d’autorisation sur le
dispositif client en réseau.

Procédé selon la revendication 1, dans lequel la ré-
cupération des droits de contenu comprend en
outre :
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I'envoi d’'une demande de clé pour les droits de
contenu au serveur de contenu, la demande de
clé incluant le ticket de service et les données
d’autorisation ;

la réception des droits de contenu incluant les
droits de contenu et une clé de contenu ; et

le stockage les droits de contenu sur le dispositif
client en réseau.

Procédeé selon la revendication 1, dans lequel, lors-
que I'accord entre I'abonné et le fournisseur de con-
tenu se termine, la permission de I'accés et la lecture
du contenu numérique stocké comprend en outre :
le rétablissement de I'accord conclu entre I'abonné
et le fournisseur de contenu afin de permettre a
I'abonné de louer le contenu numérique du fournis-
seur de contenu.

Procédé selon larevendication 1, dans lequel le cen-
tre de distribution de clés domestiques est un ser-
veur multimédia, le procédé comprenant en outre :

I'envoi d’'une demande de clé au serveur multi-
média pour le contenu numérique ; et

la réception d’une réponse de clé incluant les
droits de contenu pour le contenu numérique,
ou le dispositif client en réseau permet I'acces
pour lire le contenu numérique stocké sur le dis-
positif client en réseau uniquement aprés vali-
dation que ledit au moins un service d’abonne-
ment identifié dans les droits de contenu corres-
pond audit au moins un service d’abonnement
autorisé identifié dans les données d’autorisa-
tion.

Systeme permettant d’accéder a un contenu numé-
rique, stocké dans un serveur de contenu (170), par
un dispositif client en réseau (160) disponible pour
les décodeurs, le dispositif client en réseau (160)
communiquantvia un réseau domestique (140) avec
un centre de distribution de clés domestiques (242)
qui est situé dans un dispositif client (120) qui ap-
partient a un abonné (110), comprenant :

un dispositif de mémoire résidant dans le dispo-
sitif client en réseau (160) ; et

un processeur placé en communication avec le
dispositif de mémoire, le systeme étant configu-
ré pour :

récupérer un ticket de service par le dispo-
sitif client en réseau (160) et a partir d’'un
centre de distribution de clé (288), le ticket
de service incluant des données d’autorisa-
tion incluant une premiére identification
d’au moins un service d’abonnement auto-
risé pour le dispositif client en réseau, et
une clé de session ;
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récupérer, par le dispositif client en réseau
(160) et a partir du serveur de contenu
(170), pour le contenu numérique, des
droits de contenu qui incluent une seconde
identification d’au moins un service d’abon-
nement requis pour accéder a la lecture du
contenu numérique stocké,

dans lequel la clé de session est utilisée
pour chiffrer une clé de contenu incluse
dans les droits de contenu (240) ;

valider, parle dispositifclientenréseau, que
ledit au moins un service d’abonnement
autorisé identifié dans les données d’auto-
risation n’a pas expiré et correspond audit
au moins un service d’abonnement requis
identifié dans les droits de contenu ;
autoriser I'acces par le dispositif client en
réseau pour lire le contenu numérique stoc-
ké sur le dispositif client en réseau unique-
ment si la validation a réussi ;

envoyer une demande par le dispositif client
en réseau (160) pour un ticket de service
domestique, qui est un ticket de service de-
mandé, au centre de distribution de clés do-
mestiques (242), le ticket de service domes-
tiqueincluantles données d’autorisation ; et
recevoir le ticket de service domestique in-
cluant les données d’autorisation domesti-
que, qui fusionne les données d’autorisa-
tion provenant d’autres appareils informati-
ques qui communiquent avec le centre de
distribution de clés domestiques ;

ou ladite validation par le dispositif client en
réseau applique un accord entre 'abonné
(110) etun fournisseur de contenu (180) qui
permet a 'abonné de louer le contenu nu-
mérique aupres du fournisseur de contenu,
et ou la location comprend un droit de télé-
chargement, et de stockage dans le dispo-
sitif client en réseau, du contenu numérique
provenant d’un serveur de contenu (170)
exploité par le fournisseur de contenu.

Systeme selon la revendication 6, dans lequel pour
récupérerle ticketde service, le systéeme estenoutre
configuré pour :

envoyer une demande pour un ticket accordant
un ticket a un centre de distribution de clé (288)
pour le serveur de contenu ;

recevoir le ticket d’octroi de ticket ;

stocker le ticket d’octroi de ticket sur le dispositif
client en réseau ;

envoyer une demande de ticket de service au
centre de distribution de clés ; recevoir le ticket
de service ;

recevoir les données d’autorisation ;

stocker le ticket de service sur le dispositif client
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en réseau ; et
stocker les données d’autorisation sur le dispo-
sitif client en réseau.

Systeme selon la revendication 6, dans lequel pour
récupérer les droits de contenu, le systéme est en
outre configuré pour :

envoyer une demande de clé pour les droits de
contenu au serveur de contenu, la demande de
clé incluant le ticket de service et les données
d’autorisation ;

recevoir les droits de contenu incluant les droits
de contenu et une clé de contenu ; et

stocker les droits de contenu sur le dispositif
client en réseau.

Systeme selon la revendication 6, dans lequel, lors-
que I'accord entre I'abonné et le fournisseur de con-
tenu se termine, pour permettre I'acces et la lecture
du contenu numérique précédemment stocké, le
systeme est en outre configuré pour :

rétablir 'accord conclu entre 'abonné et le fournis-
seur de contenu afin de permettre al'abonné de louer
le contenu numérique du fournisseur de contenu.

Systeme selonlarevendication 6, dans lequel le sys-
téme de distribution de clés domestiques est en
outre configuré pour :

envoyer une demande de clé au serveur multi-
média pour le contenu numérique ; et

recevoir une réponse de clé incluant les droits
de contenu pour le contenu numérique,

ou le dispositif client en réseau autorise I'acceés
a la lecture du contenu numérique stocké surle
dispositif client en réseau uniquement lors de la
validation que ledit au moins un service d’abon-
nement identifié dans les droits de contenu cor-
respond audit au moins un service d’abonne-
ment autorisé identifié dans les données d’auto-
risation.
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