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Description
TECHNICAL FIELD

[0001] The present invention relates to a method for
automatic renewal of an identity document, comprising
the steps

a) registering a current identity document comprising
data regarding a current identification,

b) registering data regarding a new identification of
a person,

c¢) comparing at least one parameter of the new iden-
tification with at least one parameter of the current
identification in order to determine by this compari-
son if both identifications indicate the same person
and create a positive response if so, and

d) if a positive response has been created, transmit-
ting the new identification together with at least one
data item to a centre for creating a new identity doc-
ument.

BACKGROUND ART

[0002] The renewal of identity documents such as
passports, driver’s licences and the like are generally an
important and time consuming process. Since the creat-
ed document is of great importance to the person owning
it, and also to the state or country for which it is manu-
factured, it is important to safeguard against frauds or
mistakes that render the identity document invalid, such
as matching the wrong photograph to a name or allowing
the same person to create more than one similar docu-
ment. Therefore, the renewal process is generally a multi-
step process that needs to be carefully supervised and
managed.

[0003] One related technology is shown by
US5,717,776 (Watanabe), where a certificate card is
manufactured by printing a photographic image onto a
card and testing said image to determine a sufficient level
of quality. Additionally, an eye sight test is performed on
the person for whom the certificate card is made, and at
the same time a retina image of the person is captured
for identification purposes.

[0004] Another technology is disclosed by
US2002/0100802 (Sehr), where a multi-purpose card or
a passport that can serve both as identification and as a
ticket and itinerary for ajourney is created. Biometric data
is included for identification of the owner of the card.
[0005] These technologies, however, disclose meth-
ods and systems for renewal or manufacture of docu-
ments that are generally cumbersome and time-consum-
ing and require the assistance of a human operator to
assure the proper use of the methods and to prevent
forgery. Since identity documents are renewed more of-
ten than before, often once every five years as opposed
to once every ten years, and these documents now gen-
erally comprise more data than before and the security
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demands are higher, a way to manage these shifting con-
ditions is also required.

[0006] There is therefore generally a need for new
method and system for renewing an identity document,
where the operations required can be performed in an
easier and more convenient manner, while at the same
time maintaining a high level of security and reliability.

DISCLOSURE OF THE INVENTION

[0007] Itis an object of the invention to eliminate or at
least to minimise the problems mentioned above. This is
achieved through a method and system according to the
appended independent claims. Thereby, a renewed
identity document can be created by an automatic proc-
ess where the risk for frauds or mistakes in the issuing
of the renewed document can be prevented and where
the process is performed in a convenient and efficient
manner without requiring human intervention by an op-
erator.

[0008] By using a newly captured visual image of the
person requesting the renewal and comparing this to a
currentvisualimage contained in the currentidentity doc-
ument, biometric data from both images can be com-
pared to establish without a doubt if they show the same
person. Thereby, the issuing of a renewed identity doc-
ument to the wrong person can be prevented, without
needing to consult a database or an external register. As
an alternative to basing identification on a visual image,
other biometric data such as fingerprints, retinal or iris
scans or signature identification can be performed, pro-
vided that such biometric data is contained in the current
identity document.

[0009] After a secure identification of the person re-
questing the renewal, additional identifying information
in the form of desired biometric data can be collected by
instructing the person to write his or her signature, reg-
ister fingerprints, etc., and these data can be placed into
the new identity document, thus providing an increased
amount of reliable data for further identification of the
person when travelling with the new identity document,
or for identification on the next renewal of the document.
[0010] The system forrenewal can be adapted to each
new person using it, such as adjusting a placement height
of a camera for capturing an image or a pad for writing
a signature, by altering the height automatically based
on height data collected from the current document,
and/or based on a detection of the person by a sensor,
forinstance. Thereby, and by providing visual or acoustic
instructions in the form of symbols or acoustic signals,
respectively, and/or alternately by providing written or
oral instructions that are displayed to the person, the sys-
tem is decidedly easy and convenient to use and does
not require the assistance of another person such as an
operator. Further, this feature may allow the use of a
further biometric parameter (height) to be used for elim-
inating fraud.

[0011] The person can further be allowed to choose
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the visual image to be used from a series of such images
captured by the camera, after the system has determined
which of the captured images are suitable for use in an
identity document with respect to their quality and a po-
sition and facial expression of the person they show.
[0012] In order to prevent an identity document from
being issued to the wrong person and/or with biometric
data from a second person entering and interacting with
the system after a visual image of a first person has been
captured, a designated area where the personis required
to stand while interacting with the system can be moni-
tored, so that a removal of the first person and/or inter-
action of a second person will result in the method of
renewal being interrupted and/or optionally also of an
alarm function being activated.

[0013] Further advantages and features of the method
and system for renewal of an identity document will be-
come apparent from the description below.

BRIEF DESCRIPTION OF THE DRAWINGS

[0014] The invention will now be described in more de-
tail with reference to the appended drawings, wherein
Fig. 1a  shows a schematic view of a system compris-
ing a device according to a preferred embod-
iment of the invention,

shows a schematic view of a second preferred
embodiment of a system comprising a device
according to the invention, and

shows a schematic view of the basic steps of
the method according to the invention.

Fig. 1b

Fig. 2

DETAILED DESCRIPTION OF THE INVENTION

[0015] Fig. 1a shows a schematic view of a device 1
in a system for automatic renewal of an identity docu-
ment, according to a preferred embodiment of the
present invention. Said device 1 comprises registration
means 11, capturing means in the form of a camera 12,
display means in the form of a screen 13, a pad 14 for
registering a signature and fingerprint recording means
15. Said registration means 11 are in this embodiment a
registration device for registering a Machine Readable
Zone (MRZ) of an identity document and an RFID device
for registering information from a chip present in said
identity document. On each side of the camera 12 are
lighting means 16 that serve to provide additional light
for said camera 12. The device 1 is mounted on a holder
in the form of a pillar 8 in such a way that the device 1
itself can be moved vertically in the directions of arrows
displayed on the side of said pillar 8. A designated area
9 is provided adjacent to the device 1 on the pillar 8, for
purposes described further below. A position registration
device 21 is arranged at the top of said pillar 8, to enable
good control of a person within the designated area 9.
Further there is also schematically indicated a data proc-
essor, e.g. in the form of a server 22 interconnected with
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the device by means of an appropriate connection 23
allowing flexibility regarding execution of desired soft
ware and also exchange of desired data as well desired
control of the capture process. Of course, also the device
1 itself will also be equipped with one or more data proc-
essor/s.

[0016] In Fig. 1b, a second preferred embodiment is
shown, with a device 1 mounted on a holder in the form
of a pillar 8 and comprising capturing means 12 in the
form of a camera, lighting means 16, display means in
the form of a screen 13, fingerprint recording means 15
and a pad 14 for registering a signature. Registration
means 11 are also provided, here in the form of an optical
reader. A screen 2 is mounted adjacent to the device 1
so that a person can stand between said device 1 and
said screen 2. The screen 2 then provides a suitable
background for any visual images captured by the cam-
era 12. A designated area is placed adjacent to the pillar
8 and placed so that a person standing between the de-
vice 1 and the screen 2 will be standing on the designated
area 9. Here it is shown that a number of position regis-
tration devices 21 be used e.g. using different technolo-
gies for registration of the position of the person, and/or
merely using a plurality thereof to increase security.
[0017] Said current identity document 3 can be a na-
tional passport, a driver’s licence or an access card, for
instance, and said data can be contained in a chip, be
imprinted in a card or be present in or in conjunction with
the current identity document 3 in any suitable way. For
instance, said current identity document 3 can comprise
data that points towards additional information such as
a visual image or other identification data in a database
or the like. Said registration means 11 can be a RFID
unit, a scanner or another unit suitable for registering
data.

[0018] The current identity document 3 can be regis-
tered by any suitable registration means 11. In the first
preferred embodiment shown in Fig. 1a, a RFID device
is provided for registering information from a chip placed
in the current identity document 3. Before the information
can be read from the chip, a Machine Readable Zone
(MRZ) of the current identity document 3 is registered
and the chip is thereby activated so that the information
can be read by the RFID device. In the second preferred
embodiment shown in Fig. 1b, the registration means 11
comprises an optical reader where the current identity
document 3 is placed with a data page displayed so that
the information can be read from the current identity doc-
ument 3.

[0019] In general, when information is to be read from
the current identity document 3, the process is divided
into three steps. In a first step, security features of the
current identity document 3 are registered and analysed
to ascertain that the current identity document 3 is a gen-
uine identity document such as a passport. In a second
step, a chip or similar device is registered to make sure
that the current identity document 3 is valid and has not
been blocked, a fact that might indicate that the current
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identity document 3 has been lost or stolen and may be
used in an attempted fraud. In a third step data regarding
a current identification 30 and any other data items can
be read from the chip.

[0020] In Fig. 2, the steps for performing the method
according to a preferred embodiment of the invention are
shown. In a registration step 101, a current identity doc-
ument 3 is registered by a registration means 11 for reg-
istering data in the form of a current identification 30. This
currentidentification 30 can in this preferred embodiment
be in the form of a current facial image 31 or facial image
data, but could also be in the form of a current fingerprint
32, a current iris scan 33, or any other suitable form of
data by which a specific person can be identified. The
registration is performed by the person possessing the
current identity document 30 by following instructions
provided by the device 1, for instance in the form of visual
signals, such as symbols, or acoustic signals, such as
beeps or the like that are emitted at suitable times, such
as when a person interacts with the device 1 in an unde-
sirable way, or conversely when the interaction is correct,
depending on the particular embodiment. Instructions
may also be provided in the form of a text on the screen
13 or as prerecorded spoken instructions transmitted by
a loudspeaker, or by a sign provided near the device 1,
for instance.

[0021] In a second step 102, capture means 12 cap-
tures a new identification 40 of a person. In this preferred
embodiment, said new identification 40 is a new visual
image 41. Preferably, a series of new visual images 41
are captured within a short space of time and are evalu-
ated to determine if each of them is suitable for use as
identification. Those that are deemed suitable are dis-
played in a display step 102’ to the person who, in a
selection step 102" can select one of the visual images
41 that is the most appealing to him or her. The selection
can be made by touching the screen, by pressing a but-
ton, or in any other suitable manner. The evaluation to
determine a suitability of said new visual image 41 is
performed by evaluation means, for instance in the form
of a processor unit.

[0022] In a third step 103, the selected new visual im-
age 41 is compared to the current visual image 31 in
order to determine whether they both identify the same
person. This step serves to ensure that the new identity
document 3 that is to be created comprises data referring
to the same person as the current identity document 4.
The comparison can be performed in any suitable way.
In one embodiment, each visualimage 31, 41 is analysed
and a location of the eyes of the person is determined.
Starting from this location, a number of other features
are located and their distance to the eyes are calculated.
Depending on the quality of the comparison, a different
number of such features are located and a likeness be-
tween the current visual image 31 and the new visual
image 41 is determined. If a similarity is large enough,
i.e. over some predetermined threshold value, the imag-
es 31, 41 are determined to display the same person. A
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similar evaluation can be performed for comparing a cur-
rentand new fingerprint, irisimage or signature. The eval-
uation and comparison of the new identification and the
current identification are performed by comparison
means, for instance in the form of a data processor.
[0023] Itisimportantthat the threshold value is chosen
so that as many as possible of the persons attempting
to renew their identity documents are successful, i.e. that
their new visual images 41 are accepted as identical to
the current visual images 31. At the same time, the
threshold value must be high enough so that the risk for
anew visual image 41 of another person than that shown
by the current visual image 31 is falsely approved.
[0024] The threshold value may for instance be such
thatless than 1in 10 000 are given a false positive result,
or 1in 100 000, for instance.

[0025] Ifit has been established that the current visual
image 31 and the new visual image 41 display the same
person, the new identification 40 is transmitted in a fourth
step 104, together with at least one data item 34, such
as a nhame, social security or personal number, or demo-
graphical data in the event of a renewed passport, or
security clearance in the event of a key card for use in
an office building, for instance. Said data item or items
34 are thus transmitted to a location 6 together with the
new identification 40 and a new identity document 4 can
be created. The transmission is performed by transmis-
sion means, for instance in the form of an electronic link
from the system for renewal to the location 6 directly of
via a larger electronic network.

[0026] Before the transmission of the fourth step 104,
additional identifying information in the form of a finger-
print 32 captured by the fingerprint recording means 15
or a signature 45 recorded by the person writing on the
pad 14, or in any other suitable form, can be captured
and included with the data items 34 that are to be trans-
mitted. The location 6 can be a remote location or can
be placed in conjuncture with the system for renewal it-
self.

[0027] When new fingerprints 32 are captured, it is im-
portant that a correct digit is chosen for the print. If an
index finger is desired and another finger is registered
instead, problems may arise later when the person uses
the new identity document 4 as proof of his or her identity.
In order to ascertain which fingers are used for registering
the fingerprints 32, a camera may for instance supervise
the registering and, using pattern recognition methods,
recognise the position of a hand of the person when the
correct digit is presented to the fingerprint recording
means 15. In another embodiment, multiple fingers from
the same hand may be registered simultaneously on a
wide pad and the relative position of the different digits
being used to determine which of the recorded new fin-
gerprints 32 is suitable for use with the new identity doc-
ument 4.

[0028] The process of renewing an identity document
will now be described in more detail, with the assumption
that the current identity document 3 to be renewed is a
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national passport comprising information such as a
name, a social security or personal number, a passport
number, and a visual image of the person possessing
the passport. The same process applies mutatis
mutandis to the renewal of another identity document
such as a driver’s license, a key card or access card, or
the like.

[0029] A person that wishes to renew his or her pass-
port can go to a site where a system for renewal of an
identity document is placed and approach the system,
bringing an old passport, i.e. the current identity docu-
ment 3, to the site.

[0030] The system forrenewal may be placed together
with other similar systems in a larger space and be mon-
itored by an operator who can supervise the process and
assist any persons requiring special attention or inter-
vene if an attempt at fraud is detected. The device 1 may
be surrounded by open air, such as shown in Fig. 1a and
1b above, or may alternately be and integrated part of a
closed structure such as a conventional photo booth, for
instance. In this closed structure, a quality of registered
new visual images 41 may be increased due to the in-
creased opportunities of controlling a light distribution in-
side the booth.

[0031] The personisrequired to step into a designated
area between the device 1 and the screen 2. Instructions
are provided adjacent to the device 1, are displayed on
the screen 13 or as spoken prerecorded instructions, for
instance. Following instructions, the person presents the
current identity document/old passport 3 to the registra-
tion unit 11 and information contained in a chip on the
old passport 3 is recorded.

[0032] When the old passport 3 is recorded, the data
regarding identity of a person can be controlled against
a database to ascertain that the person does not have a
criminal record or is in other ways unsuitable for inde-
pendent and automatic renewal of a passport. In such
cases, as well as in other cases where the method is for
some reason interrupted, for instance if the person is
unable to achieve a suitable new visual image 41 or has
problems understanding the instructions presented, the
person can be guided towards an alternative system
where an operator can perform the steps of the method
and aid the person.

[0033] Among the recorded information can be data
regarding the height of the person, and based on this
information, the system for renewal can use height ad-
justment means such as a motor or the like to automat-
ically move the device 1 vertically along its holder 8 to
assure that the camera 12 is placed in a suitable height
for capturing a new visual image 41 of a face of the per-
son. Alternatively, or together therewith, the device 1 can
comprise sensor means for detecting a height of the per-
son standing in the designated area and adjust the ver-
tical position of the device 1 based on data from these
sensor means. Thanks to the height adjustment, aperson
sitting down in a wheelchair or the like may also use the
method.
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[0034] A series of new visual images 41 is created in
the second step 102 by photographing the person. The
screen 2 that serves to limit the size of the designated
are also serves as a neutral backdrop to the photograph
and can optionally be lit in a manner that is regarded as
especially beneficial to a quality of the visual images that
are to be taken by the camera 12. The series of visual
images 41 is processed to determine which of them are
suitable for use in a passport. The evaluation of each
new visual image 41 is performed based on a number of
criteria and values for each criterion are calculated. For
each criterion, athreshold value can be setand any visual
images 41 for which the calculated values are on a correct
side of each threshold value is approved as a suitable
new visual image 41. Alternately, it can be decided that
some of the criteria are more important than others and
that an incorrect value can be accepted in the case of a
few of the criteria, while a correct value is essential for
other criteria.

[0035] The criteria used can be among the following:
centered image, low motion blur, clear eyes, head size,
contrast, glare, eyes open, shadows in eye sockets, uni-
form lighting, facial shadows, background uniformity,
background shadows and brightness, etc. A factor for
determining the likelihood of the new visual image 41
being used successfully in future comparisons for iden-
tifying the person can also be calculated. A method for
determining a suitability of a visual image for use as iden-
tification according to the above may be a focus for a
future separate patent application.

[0036] The visual images 41 that are deemed to be
suitable for use in a passport are displayed to the person
on the screen 13 and the person is allowed to choose
which one he or she prefers. Since a passportis generally
renewed every five years or so, having the opportunity
to select the visual image 41 that is to be displayed in
the passport is generally very beneficial for the person.
[0037] Inoneembodiment ofthe presentinvention, the
system for renewal of identity documents can be ar-
ranged to provide feedback to the person so that the per-
son can be taught why a particular new visual image 41
or other identification data is unsuitable for use as iden-
tification. Thereby, the person may faster arrive at an
approved identification, since a mistake once made when
posing for an image, for instance, can be prevented from
happening again.

[0038] The selected visual image 41 is now compared
to the current visual image 31 and if they are determined
to display the same person, the renewal process is al-
lowed to continue. Otherwise, the renewal process is in-
terrupted and optionally an alarm can be activated to in-
dicate that a fraud might be attempted. Since a passport
is a very important document, it is equally important to
guarantee that no falsifications can be performed. For
this purpose, position registration means 21 in the form
of a sensor/sensors, for instance, can be used to contin-
ually monitor the person in the designated area to assure
that the person that registers an old passport, is photo-
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graphed and will later register fingerprints and signature
is the same person. Many different known kind of sensors
may be used, e.g. conventional CCTD-sensors (i.e. with-
in the visual field) and/or sensors based on capturing
infra red radiation, and/or sensors using ultra high fre-
quencies, e.g. radar. The latter kind is generally more
preferred due to the fact that more accurate control/su-
pervision may be achieved. This designated area and
monitoring system may have two purposes, the first is
avoiding exchange ofbiometric data or individuals during
the capture process, the second is keeping optimal dis-
tance to sensors such as cameras thereby avoiding ge-
ographical distorsions.

[0039] Ifthe new visual image 41 is found to match the
current visual image 31, the renewal process is allowed
to continue. The person is now asked to register addi-
tional identity information in the form of fingerprints 42
and a signature 45. This information, together with the
new visual image 41 and the data item 34 comprising
other information such as name, demographical data, old
passport number, social security of personal number, is
transmitted in the fourth step 104 to the location 6 where
the new passportis created. The renewal process is now
finished, and the person can step away from the desig-
nated area and leave the system ready for the next user.
[0040] The device can be adjusted vertically along the
process in order to be at a suitable height for the part of
the process taking place, such as being in a comfortable
writing position when a signature 45 is to be recorded,
or being sufficiently low for fingerprints 42

[0041] Thanks to the person interacting directly with
the system for renewal, no other person such as an op-
erator or the like is required for performing the steps of
the method, or for instructing the person. Thereby, the
process for renewal can be performed in a convenient
and simple manner while at the same time assuring that
the risk for a mistake or a fraud is kept very low.

[0042] Optionally the systems for renewal may also be
supervised by surveillance cameras or the like and tapes
be recorded and saved so that the renewal of a passport
of a particular person can be viewed at a later time if it
suspected that an attempt at fraud has taken place. How-
ever, thanks to the arrangement according to the inven-
tion, allowing secure identification of the person based
on biometric data (one or more parameters) in combina-
tion with secure monitoring/control of the process, any
extra surveillance may normally be disposed of.

[0043] In order to further protect the integrity of the
person, the registration in the first step 101 of the current
identity document 3 is performed by the user actively
registering the current identity document 3 in the regis-
tration unit 11 before its data are being registered by a
RFID unit reading data from a chip. Thereby, the person
actively allows the system to register the data and re-
mains in control of when personal information is given
away. Also, by screening the registration means 11 in-
cluding the RFID unit, any attempts by a third party to
intercept the information can be prevented. This is also
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very beneficial for the satisfaction of the person him/her-
self, as it makes him or her in charge of the process of
distributing the information.

[0044] If a person for some reason is not suitable for
using the system for renewal on their own, for instance
because of a criminal record, an altered appearance or
simply being unable to perform the steps of the method
for physical or cognitive reasons, a separate way is pre-
sented where the person can be assisted by an operator.
[0045] The basic steps of the method as described
herein may also be used after a new identity document
4 has been manufactured and the person wants to collect
the identity document 4. The steps of registering a new
identification 4 such as a new visual image 41 and com-
paring this to a current identification on the newly man-
ufactured identity document may be employed for ascer-
taining that the person collecting the new identity docu-
ment 4 is the same as the person whose identification is
comprised by the new identity document 4. This may be
the focus of a separate patent application.

[0046] Theinvention is notto be seen as limited by the
preferred embodiments described above, but can be var-
ied within the scope of the appended claims, as will be-
come readily apparent to the person skilled in the art. For
instance, the steps of the method as described herein
may be performed in a different order and any features
of the invention described herein may be the focus of a
separate patent application.

Claims

1. Method for automatic renewal of an identity docu-
ment, comprising the steps

a) registering a current identity document (3)
comprising data regarding a current identifica-
tion (31),

b) registering data regarding a new identification
(41) of a person,

¢) comparing at least one parameter of the new
identification (41) with at least one parameter of
the current identification (31) in order to deter-
mine by this comparison if both identifications
(31, 41) indicate the same person and create a
positive response if so,

d) if a positive response has been created, trans-
mitting the new identification (41) together with
atleast one dataitem (34) to a centre for creating
a new identity document (4), and

e) registering a presence in a designated area
(9) of aperson suitable for creating the new iden-
tification (41) of step b), continuously monitoring
a position of said person and interrupting the
steps ofthe method ifan unaccepted occurrence
is detected by a monitoring system.

2. Method for automatic renewal according to claim 1,
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wherein said current identification (3) and said new
identification (4) comprise each comprise a visual
image.

Method for automatic renewal according to claim 1
or 2, wherein said method comprises a step regis-
tering at least one additional identifying information
such as a fingerprint, and iris scan or a signature.

Method for automatic renewal according to claim 2,
wherein the method further comprises evaluating if
the visual image created in step b) is suitable for use
as a visual image for identifying a person.

Method for automatic renewal according to claim 2
or 4, wherein the method further comprises a step
adjusting a position of a visual image capture means
(12) according to a height data comprised in the data
regarding a current identification of step a).

Method for automatic renewal according to claim 2,
4 or 5, comprising creating a series of visual images
in step b) and allowing a person to choose which one
should be used with the method and transmitted as
new identification in step d).

Method for automatic renewal according to claim 1,
wherein said current identification (31) and said new
identification (41) each comprise a fingerprint or and
iris scan.

Method for automatic renewal according to any of
the previous claims, wherein said method comprises
the step of monitoring that said person is all the time
during step b) present in the designated area (9).

A system for automatic renewal of an identity docu-
ment, comprising registration means (11) for regis-
tering a current identity document (3) comprising at
least one current identification (31) of a person, cap-
ture means (12) for registering data regarding a new
identification (41) of a person, comparison means
for determining whether said new identification indi-
cates the same person, and transmitting means for
transmitting said new identification together with at
least one data item (34) to a centre for creating a
new identity document, characterised in said sys-
tem being arranged to interact automatically with the
person for renewing an identity document, and also
simultaneously interacting with a monitoring system
arranged to monitor a designated area (9).

A system according to claim 9, wherein said current
identification (3) and said new identification (4) each
comprise a visual image, namely a current visual im-
age (31) and a new visual image (41), respectively.

A system according to claim 9 or 10, wherein said
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12.

13.

14.

15.

system further comprises means for registering an
additional identity information.

A system according to any of claims 9-11, wherein
said system comprises evaluation means for evalu-
ating said new visual image for determining a suita-
bility for use as a new identification.

A system according to any of claims 10-12, wherein
said system is arranged to register a series of visual
images and present them to a person for choosing
a suitable new visual image for use as a new iden-
tification.

A system according to any of claims 9-13, wherein
said system further comprises height adjustment
means for adjusting a height of the system in relation
to a height of a person.

A system according to any of claims 9-14, wherein
said monitoring system comprises at least one po-
sition registration means (21) arranged to detect a
presence of a person in said designated area (9) and
continuously monitor said presence.
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