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Description
BACKGROUND

[0001] It is difficult to provide transparency and ano-
nymity in electronic voting systems. Using paper trails
for verification seems to be like paper based classic vot-
ing method and it does not solve verification problem
completely. Such voting systems are disclosed in prior
art document US 2008/0135632 A1. Voters want trans-
parent electronic voting systems. But this should not re-
sult in vote buying. Electronic voting methods should be
also user friendly and easy to understand. Secure, trans-
parent, voter verifiable and anonymity based electronic
voting methods are required for future electronic voting
systems.

BRIEF DESCRIPTION OF INVENTION

[0002] The presentinvention defined in the method of
independent claim 1, allows a voter to verify that the votes
she cast were properly counted while maintaining vote
anonymity. Anonymity and transparency are balanced
such that voters have proofs showing the votes they cast
are properly counted, but the same proofs are meaning-
less to the others. In this way, transparency is succeeded
without exposing voter privacy. While voters cast their
votes, for example in a voting machine, a witness is re-
quired to verify that the vote is counted properly. A wit-
ness proving voter privacy is implemented by using a
voter superiority over the voting system. This strength is
used to solve transparency-anonymity problem: Voting
system can’t guess next step of the voter, and when all
steps are revealed, it is not allowed the system to get
back. Voters present a random choice from a predeter-
mined set of random choices together with each voting
choice in the voting process, and she expects an algo-
rithm output as a proof of including voting choices and
random choices of the voting choices. After receiving al-
gorithm output, she presents all random choices of each
possible choice, and gets the random choices from the
voting system as she presents. Because the voting sys-
tem can not know random choices of the other possible
choices, a possible malware code in the system can not
dare to change voting choices of the voter. If it dares and
the random choices of the not intended voting choices it
selects is not as the random choices of the not intended
voting choice entered following to receiving the algorithm
output by the voter, then this illegal modification is re-
vealed. The possibility of reveal increases exponentially,
as the voting system'’s illegal modified votes increase.
Algorithm output is an output of a cryptographic algorithm
getting inputs that comprises voting choices and random
choices of the voting choices and using a secret. The
voting choices of the voters can’t be computed by using
the algorithm output without knowing the secret. The se-
cret can be an input text, the algorithm, key, or a combi-
nation of them. Key is preferably used as a secret be-
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cause of its strength against brute-force attacks.

[0003] Algorithm output and random choices of possi-
ble choices got by voter during the vote casting are also
made public for future verification. Voter compares her
algorithm output and random choices of possible choices
with the ones made public, and if they are same she
ensures for proper counting of her vote. Voting center
verifies and evaluates the votes by using public param-
eters that comprise algorithm output and random choices
of possible choices and secret. lllegal processes are re-
vealed by the voting center, if any. Beside the voting cent-
er, a trusted third party that gets secrets from the voting
center can be used for verification of the voting results.

BRIEF DESCRIPTION OF DRAWINGS
[0004]

FIG. 1 depicts a block diagram of a voting system
that can implement the voting method.

FIG. 2 depicts the flowchart of the voting method.

FIG. 3 depicts a user interface on which a voter may
enter voting choices and the random choices of the
voting choices.

FIG. 4 depicts an optic paper that may be used for
entering random choices of all possible choices to
the voting system.

FIG. 5 depicts a paper that may be received by the
voter for voter verification.

FIG. 6 depicts a look-up table on the voting machine
that comprises verification texts of the voters.

DETAILED DESCRIPTION

[0005] The present invention allows a voter to verify
thatthe votes she cast were properly counted while main-
taining vote anonymity. The system 5 may be implement-
ed as shown in FIG. 1. The system 5 includes voting
machines 10 which are located in voting precincts. While
there are three voting machinesinthe FIG. 1, any number
of voting machines can be provided. Each voting ma-
chine comprises a human-machine interface 15, a
processing unit 20, local databases 25 and 30. Human-
machine interface 15 provides communication and data
transfer with the environment. Processing unit 20 is gen-
erally responsible for running electronic voting method
and specifically runs an algorithm which uses secret S.
Local database 25 holds verification texts of voters. Local
database 30 holds candidate information which will be
displayed in the human-machine interface. Prior to polls,
candidate information is loaded to each local database
30 of the voting machines 10 separately from a central
database 40 of voting center 35 by a central authority.
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[0006] FIG. 2is aflowchart showing the electronic vot-
ing method. The method may be implemented in a sys-
tem 5 shown in the FIG. 1. The method begins at step
100. A voter is authorized to cast vote in a voting machine
10. In step 105, voter faces a user interface for selecting
voting choices in the human-machine interface 15. The
user interface may be implemented as 300 shown in the
FIG. 3. Inthe userinterface 300, all candidates or choices
310 are presented. Each candidate or choice has a set
of random choices 320 whose number and names are
determined by a voting authority. Not later than step 120,
preferably prior to voting process for convenience, voter
musthave determined random choices of each candidate
or choice except random choices of the voting choices.
Random choices of the voting choices must have been
determined up to this step. Random choice determination
of the voter may be performed on a paper 400 like in the
FIG. 4. In the FIG. 4, the choices 410 are shown in the
first column, and the random choices 420 of the choices
410 are shown in rows for each choice. The voter’s ran-
dom choices in the FIG. 4., for example, are red, green,
green, red, blue, green for mayor choice, and green, blue
for yes/no choice, respectively. In the user interface 300
in the FIG. 3, voter selects voting choices together with
random choices of the voting choices which are deter-
mined prior to that. For example, if she chooses "Mehmet
Camlibel" and "Yes" as shown in the FIG. 3, she also
enters "green" for "Mehmet Camlibel" and "green" for
"Yes" due to prior determination shown in the FIG. 4.
Following the selection of voting choices and random
choices of them, she casts vote. Vote casting may be
implemented by a Cast button as shown in FIG. 3. In step
110, voting machine, receiving voter’s voting choices and
random choices of the voter’s voting choices, processes
a cryptographic algorithm using a secret.

[0007] Algorithm’s input comprises voter’s voting
choices and random choices of the voter’s voting choices
and the algorithm produces output. The number of proc-
ess/processes may be one or more than one. For exam-
ple, there may be one process receiving "Mehmet Cam-
libel", "green", "Yes", "green" or two processes, one of
them receiving "Mehmet Camlibel", "green" and the other
receiving "Yes", "green", etc. The processes, being more
than one, may be independent or cascaded to each other
as one’s output is inputted to the other. In all conditions,
it is guaranteed to input all voting choices and random
choices of the voting choices and to receive output inde-
pendent of the number of the process/processes and the
output/outputs. The point here is that, all voting choices
and random choices of the voting choices should be able
to be guessed or determined by using algorithm out-
put/outputs and the other known input parameters if the
secret is known. Beside these, voting choices and ran-
dom choices can be symbolized with different elements
when inputting to the algorithm. For example, enumera-
tion of the voting choices and the random choices can
be performed. But the rule of the substitution must be
public.
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[0008] Algorithm’s input can include an id determined
by voter, voting machine, or both of them if a user friendly
verification process is desired in the verification step. Al-
gorithm’s input may also include voting machine id which
assures varying algorithm outputs across voting ma-
chines. Algorithm’s input may include any optional data
as long as voter’s voting choices and random choices of
the voter’s voting choices are assured to be in the input
parameters.

[0009] The algorithm makes use of a secret in the
processing. The secret may be a key, a text inputted to
the algorithm or the algorithm itself. It is preferably a key
because of its strength against brute-force attacks trying
to determine voting choices by using algorithm out-
put/outputs and the other known input parameters. The
point is that voting choices and random choices of the
voting choices can’t be determined by using only algo-
rithm, algorithm outputs and the other known parameters,
but also a secret is required.

[0010] In step 115, the voter receives algorithm output
and she makes sure it to be not changed in coming steps.
After receiving algorithm output/outputs, but not before
that, in step 120, the voter enters all random choices of
all possible choices to the voting system. This entrance
may be performed by entering an optical paper 400 in
FIG. 4 to an optic scanner of the voting machine. Then,
in step 125, the voter receives random choices of all pos-
sible choices just entered. This receiving together with
the algorithm output, received in step 115, can be named
verification text of the voter. The verification text and the
other optional parameters is given to the voter for future
verification by the voter. They may be given to the voter
on a paper 500 in FIG. 5. In the FIG. 5, the algorithm
output 510, the random choices 520 together with op-
tional parameters, which are voter id 530 and voting ma-
chine id 540, are shown. In step 130, the voter compares
entered and received random choices. In step 135, she
approves the voting if they are the same. If they are not
the same, she rejects the voting and voting process ends
with failure. The voter informs the officer for the incom-
patibility by showing her receiving. In step 140, if approv-
ing realizes, all receiving are recorded to the local data-
base of the voting machine, and vote casting for the voter
ends with success. The voter also gets all receiving which
may be like paper 500 in FIG. 5. Beside these, in step
120, if the random choices of the voting choices are en-
tered again, which is usual in the optical paper imple-
mentation, the voting process may be ended with failure
or may continue in normal flow depending on the voting
authority’s decision on method implementation. If the
method is implemented as the voting process to end with
failure, when the incompatibility happens in step 120, i.e.
the random choices of the voting choices entered in the
user interface 300 in FIG. 3 in step 105 does not fit into
the random choices of the voting choices on the paper
400 in FIG. 4 in step 120, the vote casting ends with
failure. If the method is implemented as the voting proc-
ess to continue, when the incompatibility happens in step
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120, i.e. the random choices of the voting choices entered
in the user interface 300 in FIG. 3 in step 105 does not
fit into the random choices of the voting choices on the
paper 400 in FIG. 4 in step 120, voting interface warns
the voter for this incompatibility. If the voter accepts the
incompatibility, the vote casting may be still valid, but
there must be a sign of incompatibility, but not in detail
as which one does not fit to which one, in the verification
text which is received by the voter and stored in local
database. If she does not accept the incompatibility, the
vote casting ends with failure. In failure, all voting process
must start from very beginning because of the disclosure
of the random choices.

[0011] This process is repeated for all voters during
the polls. After the polls are closed, verification texts and
the other optional parameters of all voters are in the local
database 25 in FIG. 1. The local database may be im-
plemented as the table 600 shown in FIG. 6. In the FIG.
6, eachrow 610 contains information related to one voter.
The sequence of the voters is preferably random, and
the table preferably does not contain voting time and ad-
ditional information threating voter anonymity if maxi-
mum degree of vote-voter anonymity is required.
[0012] After the polls are closed, the data on the local
databases of the voting machines is transferred to the
central database 40 of the voting center 35 in FIG. 1.
Transferring of the information can be on-line or off-line.
For enhanced security, the data is preferably copied from
the local database to a storage in off-line, then the data
can be transferred to the voting center in on-line. This
ensures of not getting out any intentional or non-inten-
tional information that will threaten vote anonymity from
the voting machine. Making public of database on each
voting machine can be performed by each voting ma-
chine locally, by the voting center globally after the trans-
fer, or both locally and globally.

[0013] Evaluation and declaration of results can be
performed by the voting center globally, or by both the
voting center globally and each voting machine locally.
Evaluation here means determining all voting choices
from each voting machine’s database which comprises
algorithm outputs, random choices of all candi-
dates/choices, and the other known parameters of each
voter by using the secret of each voting machine. For the
evaluation, the secret is required. The voting machine
may also count votes simply during the polls, and the
counts may be used in the local declaration without eval-
uation of the results. However these results are not basic,
but evaluation of results by the voting center is required
for certain results. The stored data and the voting results
of each voting machine are made public globally by the
voting center or globally by the voting center and locally
by each voting machine after the polling is closed. The
declaration of the stored data and the results of each
voting machine is visualized in FIG. 1.

[0014] The secrets of the algorithms can be generated
in the voting machines locally, or they can be generated
in voting center, and distributed to each voting machine.
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In the later case, the secrets are stored in voting center.
If the secrets are generated in the voting machines, they
are transferred to the voting center prior to evaluation of
results. But the confidentiality of the secrets must be
guaranteed during the transfer. Voting machines do not
expose the secrets, they preferably zeroize the secrets
after the polls are closed and the confidentiality of the
secrets is realized for the transfer if transfer is required.
[0015] After the polls are closed, the data collected
from the local databases is made public. Each voter finds
her receiving got from voting machines during the voting
process from the data made pubilic. If she finds the re-
ceiving as is, she can make sure of proper counting of
her vote. On the other hand, voting center evaluates
votes and verifies the proper casting of votes by using
data collected from the databases of voting machines.
Beside these, a trusted third party can repeat the verifi-
cation and evaluation of votes by using the secrets re-
ceived confidentially from the voting center. And finally,
the secrets of some or all voting machines may be dis-
closed for public evaluation and verification of votes. The
verifications, verification and evaluation by the voting
center, verification by the voters and verification by a
trusted third party are shown in FIG. 1.

Claims
1. An electronic voting method comprising:

a. Receiving a voting choice related to a sup-
ported candidate and a random choice from a
set of predetermined random choices, the re-
ceived random choice being assigned to the re-
ceived candidate choice, namely the voting
choice, via a human-machine interface of a vot-
ing machine,

b. generating an output of a cryptographic algo-
rithm for performing encryption by the voting ma-
chine, wherein

the cryptographic algorithm makes use of a se-
cret,

the inputs to the cryptographic algorithm com-
prising the voting choice and the random choice
c. Printing the algorithm output on a paper re-
ceipt,

d. Receiving a random choice for each candi-
date from the set of predetermined random
choices assigned to each of the candidates via
an optic scanner of the voting machine,

e. Printing all of the random choices received in
step (d) on the paper receipt,

f. Waiting until the received random choices of
step (d) are compared with the printed random
choices of step (e) by a voter,

g. Receiving approval of the voter if the received
and printed random choices are the same or,
h. Receiving rejection by the voterifthe received
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and printed random choices are not the same
and informing an officer of the incompatibility,
i. if approved, storing data comprising a voter’'s
verification text that is comprised of the algo-
rithm output of step (b) and the random choices
of step (d) in a local database of the voting ma-
chine, and providing the paper receipt to the vot-
er,

j. after the polls are closed, transferring the data
on the local databases of the voting machines
to a central database of a voting center and mak-
ing the transferred data public,

k. checking proper counting of the votes when
the voters check their verification texts with the
data made public,

I. assuring proper counting of the votes by the
voting center by verifying the proper casting of
votes during evaluation of votes from the data
collected from the databases of voting machines
by using the stored data comprising the algo-
rithm output, the random choices of step (d) and
the secret of each voting machine on which a
vote is cast.

The electronic voting method according to claim 1,
wherein if firstly entered random choice related to
the voting choice in step (a) and lastly entered ran-
dom choice related to the voting choice in step (d)
are not the same, the voting process ends with failure
or continues in normal flow depending on the voting
authority’s decision on method implementation.

The electronic voting method according to claim 1,
wherein the voting method is performed in all voting
machines.

The electronic voting method according to claim 1,
wherein if a possible malware code in the system
dares to change the voting choice of the voter, illegal
modification/malware is revealed provided that when
the voter enters random choices related to all pos-
sible candidate choices and if the random choice en-
tered by the voter as to malware-related candidate
choice is not same as the random choice chosen by
the malware code and taken as an input for the cryp-
tographic algorithm to produce algorithm output in
the prior step to entering random choices related to
all possible choices by the voter.

The electronic voting method according to claim 1,
wherein a trusted third party can perform the evalu-
ation and verification of votes in the same way the
voting center does by using the data stored in the
voting machines containing information as to algo-
rithm output and random choices of all possible
choices peculiar to each voter as well as the secrets
of the voting machines received confidentially from
the voting center.
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The electronic voting method according to claim 5,
wherein the voting results obtained in each of the
voting machines through the verification of votes per-
formed by both the voting center and the trusted third
party are respectively compared with each other in
order to ensure that the voting center and the trusted
third party arrive at the same voting results in the
same voting machines.

The electronic voting method according to claim 1,
wherein the evaluation and verification of votes can
be publicly performed on some or all of the voting
machines provided that the secrets of these voting
machines are made public by the voting center, and
the secrets coupled with the data stored in the voting
machines comprising the algorithm output and ran-
dom choices of all possible choices are used for the
verification of votes.

Patentanspriiche

Eine elektronische Wahlmethode, die Folgendes
umfasst:

a. Den Erhalt einer auf einen unterstitzten Kan-
didaten bezogenen Wahlentscheidung und eine
zufallige Auswahl aus einer Menge von vorbe-
stimmten zufélligen Auswahlen und die empfan-
gene zufallige Auswahl wird der erhaltenen
Stimme fir den Kandidaten, namlich der Wahl-
entscheidung, Uber eine Mensch-Maschinen-
Schnittstelle oder ein Wahlgerat zugeordnet,
b. die Erzeugung einer Ausgabe eines krypto-
grafischen Algorithmus fur die Durchfiihrung ei-
ner Verschllisselung durch das Wahlgerat, wo-
rin

der kryptografische Algorithmus ein Geheimnis
nutzt,

die Eingaben in den kryptografischen Algorith-
mus die Wahlentscheidung und die zuféllige
Auswahl umfassen,

c. den Druck der Algorithmus-Aufgabe aufeinen
Papierbeleg,

d. den Empfang einer zufalligen Auswahl fiir je-
den Kandidaten aus der Menge vorbestimmter
zufalliger Auswahlen, die jedem der Kandidaten
Uber einen optischen Scanner des Wahlgerats
zugeordnet sind,

e. den Druck aller zufalligen Entscheidungen,
die in Schritt (d) auf dem Papierbeleg empfan-
gen werden,

f. das Warten, bis die erhaltenen zuféalligen Aus-
wahlen von Schritt (d) mit den gedruckten zufal-
ligen Auswahlen von Schritt (e) durch einen
Wahler verglichen werden,

g. den Erhalt der Zustimmung des Wabhlers,
wenn die erhaltenen und gedruckten zufélligen
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Auswahlen Ubereinstimmen, oder

h. den Erhalt der Zuriickweisung durch den
Wahler, wenn die erhaltenen und gedruckten
Auswahlen nicht Gibereinstimmen und die Infor-
mation eines Verantwortlichen iber die Inkom-
patibilitat,

i. wenn die Zustimmung erhalten wird, die Spei-
cherung der Daten, welche den Uberpriifungs-
text eines Wahlers umfassen, der aus der Algo-
rithmus-Ausgabe von Schritt (b) und den zufal-
ligen Auswahlen von Schritt (d) in einer lokalen
Datenbank des Wahlgerats umfassen und dem
Wahler den Papierbeleg bereitstellen,

j. nachdem die Wahllokale geschlossen sind,
die Ubertragung der Daten der lokalen Daten-
banken des Wahlgerats an eine zentrale Daten-
bank eines Wahlzentrums und die Verdffentli-
chung der Ubertragenen Daten,

k. die Uberpriifung der richtige Zahlung der
Stimmen, wenn die Wahler ihre UberprUfungs-
stexte mit den verdéffentlichten Daten kontrollie-
ren,

I. die richtige Zahlung der Stimmen durch das
Wahlzentrum sicherzustellen, indem die richtige
Abgabe der Stimmen wahrend der Evaluierung
der Stimmen aus den von den Datenbanken der
Wahlgerate gesammelten Stimmen verifiziert
wird, indem die gespeicherten Daten, welche
die Algorithmus-Ausgabe, die zufédlligen Ent-
scheidungen von Schritt (d) und das Geheimnis
jedes Wahlgeréts, an dem eine Stimme abge-
geben wird, umfassen, verwendet werden.

Die elektronische Wahlmethode gemafR Anspruch
1, worin, wenn die zuerst eingegebene zuféllige Aus-
wahl hinsichtlich der Wahlentscheidung in Schritt (a)
und die zuletzt eingegebene zuféllige Auswahl hin-
sichtlich der Wahlentscheidung in Schritt (d) nicht
Ubereinstimmen, der Wahlvorgang abhangig von
der Entscheidung der Wahlbehérde tber die Metho-
denimplementierung mit einem Fehler endet oder
sich sein normaler Ablauf fortsetzt.

Die elektronische Wahlmethode gemaR Anspruch
1, worin die Wahlmethode in allen Wahlgeraten
durchgefihrt wird.

Die elektronische Wahlmethode gemaR Anspruch
1, worin, wenn ein méglicher Schadcode im System
die Wahlentscheidung des Wahlers andert, die ille-
gale Modifikation/Schadsoftware enthllt wird, vor-
ausgesetzt, dass wenn der Wahler zufallige Aus-
wahlen hinsichtlich aller méglichen Kandidatenent-
scheidungen eingibt und die zufélligen Auswahlen
durch den Wabhler im Vergleich zur zufalligen Aus-
wahl durch den Schadsoftwarecode nicht identisch
sind und als Eingabe fiir den kryptografischen Algo-
rithmus verwendet werden, um im vorherigen Schritt
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der Eingabe zufalliger Auswahlen hinsichtlich aller
moglichen Kandidatenentscheidungen durch den
Wahler Algorithmus-Ausgaben zu erzeugen.

Die elektronische Wahlmethode gemal Schritt 1,
worin ein vertrauenswirdiger Dritter die Evaluierung
und Verifizierung auf die gleiche Art und Weise wie
das Wahlzentrum durchfiinren kann, indem er die in
den Wahlgeraten gespeicherten Informationen fir
die Algorithmus-Ausgabe und die zufélligen Aus-
wahlen aller méglichen Auswabhlen, die jedem Wah-
ler eigen sind, ebenso wie die Geheimnisse der
Wahlgeréate, die er vertraulich vom Wahlzentrum be-
kommen hat, verwendet.

Die elektronische Wahlmethode gemaR Anspruch
5, worin die in jedem der Wahlgerate durch die Ve-
rifizierung der Stimmen, die sowohl vom Wahlzent-
rum als auch den vertrauenswiurdigen Dritten jeweils
ausgefuhrt werden, erhaltenen Ergebnisse mitein-
ander verglichen werden, um sicherzustellen, dass
das Wahlzentrum und der vertrauenswiurdige Dritte
in denselben Wahlgeraten zu denselben Wahler-
gebnissen kommen.

Die elektronische Wahlmethode gemaR Anspruch
1, worin die Evaluierung und Verifizierung der Stim-
men &ffentlich an einigen oder allen der Wahlgerate
durchgefiihrt werden kann, vorausgesetzt, das die
Geheimnisse dieser Wahlgerate vom Wahlzentrum
veroffentlicht werden, und die mit den in den Wahl-
geraten gekoppelten Geheimnisse, welche die Al-
gorithmus-Ausgabe und die zuféalligen Auswahlen
aller méglichen Auswahlen umfassen, zur Verifizie-
rung der Stimmen verwendet werden.

Revendications

Un procédé de vote électronique comprenant :

a. La réception d’'un choix de vote lié a un can-
didat soutenu et un choix aléatoire parmi un en-
semble de choix aléatoires prédéterminés, le
choix aléatoire regu étant attribué au choix de
candidat regu, notamment le choix de vote, via
une interface homme-machine d’'une machine
de vote,

b. Générer une sortie d’'un algorithme cryptogra-
phique pour effectuer un cryptage par la machi-
ne a voter, dans laquelle

- l'algorithme cryptographique utilise un se-
cret,

- les entrées de I'algorithme cryptographi-
que comprenant le choix de vote et le choix
aléatoire
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c. Imprimer l'algorithme de sortie sur un regu
papier,

d. Recevoir un choix aléatoire pour chaque can-
didat parmi 'ensemble de choix aléatoires pré-
déterminés attribués a chacun des candidats via
un scanner optique de la machine de vote,

e. Imprimer tous les choix aléatoires regus a
I'étape (d) sur le regu en papier,

f. Attendre jusqu’a ce que les choix aléatoires
recus de I'étape (d) soient comparés aux choix
aléatoires imprimés de I'étape (e) par un élec-
teur,

g. Recevoir I'approbation de I'électeur si les
choix aléatoires recus et imprimés sont identi-
ques ou,

h. Recevoir le rejet par I'électeur si les choix
aléatoires regus et imprimés ne sont pas iden-
tiques et informer un officier de cette incompa-
tibilite,

i. Si 'approbation est regue, stocker des don-
nées comprenant le texte de vérification de
I'électeur composé de I'algorithme de sortie de
I'étape (b) et des choix aléatoires de I'étape (d)
dans une base de données locale de la machine
de vote, et fournir le regu papier a I'électeur,

j. Apres la fermeture des bureaux de vote, trans-
férer les données des bases de données locales
des machines de vote vers une base de don-
nées centrale d’'un centre de vote et rendre pu-
bliques les données transférées,

k. Vérifier le décompte des votes lorsque les
électeurs vérifient leurs textes de vérification
avec les données rendues publiques,

I. Assurer le comptage correct des votes par le
centre de vote en vérifiant que les opérations de
vote sont corrects lors de I'évaluation des votes
a partir des données collectées des bases de
données des machines de vote en utilisant les
données stockées comprenant I'algorithme de
sortie, les choix aléatoires de I'étape (d) et le
secret de chaque machine de vote sur laquelle
un vote est exprimé.

Le procédé de vote électronique selon la revendica-
tion 1, dans lequel le choix du vote en premier effec-
tué en fonction du choix aléatoire de I'étape (a) et
en dernier en fonction du choix du vote aléatoire de
I'étape (d) sont différents, le processus de vote se
termine par un échec ou se poursuit normalement,
en fonction de la décision de l'autorité de vote sur la
mise en oeuvre de la méthode.

Le procédé de vote électronique selon la revendica-
tion 1, dans lequel la méthode de vote est exécutée
dans toutes les machines de vote.

Le procédé de vote électronique selon la revendica-
tion 1, dans lequel un code potentiel de maliciel (nui-
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sible) dans le systeme ose changer le choix de vote
de I'électeur, une modification illégale/un maliciel est
révélé a condition que lorsque I'électeur entre des
choix aléatoires liés a tous les choix de candidats
possibles et si le choix aléatoire entré par I'électeur
par rapport au choix de candidat lié¢ au maliciel n’est
pas identique au choix aléatoire choisi par le code
du maliciel et utilisé comme entrée pour que I'algo-
rithme cryptographique pour produire un algorithme
de sortie a I'étape précédente pour faire entrer des
choix aléatoires liés a tous les choix possibles par
I'électeur.

Le procédé de vote électronique selon la revendica-
tion 1, dans lequel un tiers de confiance peut effec-
tuer I'évaluation et la vérification des votes de la mé-
me maniére que le centre de vote en utilisant les
données stockées dans les machines de vote con-
tenant des informations sur 'algorithme de sorite et
des choix aléatoires de tous les choix possibles pro-
pres a chaque électeur, ainsi que les secrets des
machines de vote regus confidentiellement du centre
de vote.

Procédé de vote électronique selon la revendication
5, dans lequel les résultats de vote obtenus dans
chacune des machines de vote par la vérification
des votes effectuée a la fois par le centre de vote et
le tiers de confiance sont comparés les uns aux
autres, afin de garantir que le centre de vote et le
tiers de confiance parviennent aux mémes résultats
de vote dans les mémes machines de vote.

Le procédé de vote électronique selon la revendica-
tion 1, dans lequel I'évaluation et la vérification des
votes peuvent étre effectuées publiquement sur une
partie ou sur la totalité des machines de vote, a con-
dition que les secrets de ces machines de vote soient
rendus publics par le centre de vote et que les se-
crets soient accompagnés des données stockées
dans les machines de vote comprenant 'algorithme
de sortie et des choix aléatoires de tous les choix
possibles sont utilisés pour la vérification des votes.
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