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(54) METHOD FOR REALIZING AUTHENTICATION CENTER AND AUTHENTICATION SYSTEM

(57) A method for realizing an authentication center
(AC) and an authentication system are disclosed. The
method comprises: a UE sends an authentication request
to an AC and applies for temporary authentication infor-
mation, the AC assigns a first authentication random
code to the UE, then the UE calculates a first response
code and sends it to the AC, the AC assigns the tempo-
rary authentication information to the UE after authenti-
cation and authorization; the UE sends a login request
to the application system (AS) which assigns a second
authentication random code to the UE, and the UE uses
it and the temporary authentication information to calcu-
late a second response code, and sends this code to the
AS; the AS sends the second response code to the AC
for authentication and authorization; the AC returns the
authentication result to the AS which in turn returns the
authentication result to the UE. Since the temporary au-
thentication information is featured with uniqueness and
timeliness, it has enough security, thus the present in-
vention can be widely applied in the field of authentica-
tion.
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Description

Technical Field

[0001] The present invention belongs to the field of us-
er ID authentication, and more especially, to a method
for realizing a user ID authentication center in an multi-
application system with relatively high security require-
ments and an authentication system thereof.

Background of the Related Art

[0002] With the development of industry services, the
number of industry service application systems increas-
es rapidly. To date, the user ID authentication is imple-
mented by the application system of each service in most
cases, therefore, in order to access different application
systems, the user has to input his/her user credence to
different application systems respectively. In the case
that the number of application systems increases rapidly
and marketization develops very quickly, the disadvan-
tage of this mode is more and more evident and becomes
especially prominent particularly under the condition that
the application system increases exponentially. Although
the existing system has implemented unique authentica-
tion for the user ID, it is mainly by sending the response
code and random code acquired by calculating the user
token to the authentication center to perform authentica-
tion and authorization. If this information is intercepted,
the trust of the authentication center can be gained un-
limited by cheating, which brings severe threats to infor-
mation security. Therefore, it is necessary to provide a
method for realizing the authentication of the information
security.

Content of the Invention

[0003] The purpose of the present invention is to pro-
vide a method for realizing an authentication center with
relatively high security performance and an authentica-
tion system to overcome the shortcomings in the prior
art, the method provided in the present invention can not
only uniquely authenticate the user ID, but also have
enough security.
[0004] In order to solve the above technical problem,
the present invention is implemented with the following
technical scheme:

A method for realizing an authentication center, and
the method comprises the following steps of:

A. a user equipment (UE) sending an authenti-
cation request to an authentication center (AC)
and applying for temporary authentication infor-
mation for logging in the application system, the
AC assigning a first authentication random code
to the UE, and the UE calculating a first response
code according to this first authentication ran-

dom code and sending the first response code
to the AC, after the authenticating and authoriz-
ing the UE, the AC assigning the temporary au-
thentication information to the UE;

B. the UE sending a login request to the appli-
cation system, and the application system as-
signing a second authentication random code
to the UE, the UE calculating a second response
code according to the second authentication
random code and said temporary authentication
information, and sending the second response
code to the application system;

C. the application system sending the second
response code to the authentication center, and
the authentication center performing authenti-
cation and authorization; and

D. the authentication center returning the au-
thentication result to the application system, and
the application system returns the authentica-
tion result to the UE.

[0005] In the above method, said first and said second
authentication codes can exist in the form of MD5 (mes-
sage-digest algorithm 5).
[0006] In the above method, MD5 and SHA1 (Secure
Hash Algorithm) combined algorithm can be used in the
step of calculating the first and the second response
codes.
[0007] In the above method, said temporary authenti-
cation information might comprise the UE account, the
application system ID and a temporary token.
[0008] In the above method, said temporary authenti-
cation information might be featured with uniqueness and
timeliness, and it is valid for about one minute.
[0009] In the above step A, the authentication center
might directly use a symmetrical secure encryption algo-
rithm, secure socket layer (SSL), or transport layer se-
curity (TLS) to transmit the temporary authentication in-
formation which is assigned to the UE.
[0010] Said symmetrical encryption algorithm that can
be directly used might be data encryption standard
(DES), triple DES (3DES) or advanced encryption stand-
ard (AES).
[0011] In said step C, if the authentication is passed
successfully, the authentication center might clear said
temporary authentication information.
[0012] In addition, the present invention also provides
an authentication center, a user equipment, an applica-
tion system and an authentication system to solve the
above technical problem.
[0013] The authentication center, configured to:

receive an authentication request as well as an ap-
plication for temporary authentication information for
logging in the application system from the UE, assign
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a first authentication random code to said UE, re-
ceive a first response code calculated according to
said first authentication random code and sent by
said UE, and assign said temporary authentication
information to said UE after the authentication and
authorization;

receive a second response code from said applica-
tion system and perform authentication and author-
ization, wherein, said second response code is cal-
culated out by said UE according to the second au-
thentication random code assigned by the applica-
tion system and the temporary authentication infor-
mation after said UE sends a login request to the
application system; and

return the authentication result to said application
system, so that said application system can return
the authentication result to said UE.

[0014] In said authentication center, said temporary
authentication information might comprise the UE ac-
count, the application system ID and a temporary token.
[0015] In said authentication center, said temporary
authentication information is featured with uniqueness
and timeliness.
[0016] Said authentication center is also configured to
receive the second response code sent by said applica-
tion system, and clear said temporary authentication in-
formation if the authentication is passed successfully
when performing the authentication and authorization.
[0017] The user equipment, configured to:

send an authentication request to the authentication
center and apply for temporary authentication infor-
mation for logging in the application system, receive
the first authentication random code assigned by
said authentication center, calculate the first re-
sponse code according to said first authentication
random code and send said first response code to
said authentication center, receive said temporary
authentication information assigned by the authen-
tication center after the authentication and authori-
zation;

send a login request to said application system, re-
ceive the second authentication random code as-
signed by the application system, calculate said sec-
ond response code according to said second authen-
tication random code and said temporary authenti-
cation information, and send said second response
code to said application system; and

receive the authentication result returned from said
application system, wherein said authentication re-
sult is returned by said authentication center to the
application system after said application system
sends the second response code to the authentica-

tion center and said authentication center performs
the authentication and authorization.

[0018] The application system, which is configured to:

respond the login request sent from the UE, assign
the second authentication random code to said UE,
receive the second response code sent from said
UE, wherein said second response code is calculat-
ed out by said UE using said second authentication
random code and the temporary authentication in-
formation, wherein said temporary authentication in-
formation is assigned by said authentication center
after authentication and authorization based on the
first response code calculated out by said UE ac-
cording to the first authentication random code as-
signed by said authentication center and sent by the
user equipment after said UE sends an authentica-
tion request to the authentication center and applies
for temporary authentication information for logging
in the application system;

sending said second response code to said authen-
tication center, and after authentication and author-
ization are performed in said authentication center,
receive the authentication result returned from said
authentication center, and send the authentication
result to said UE.

[0019] An authentication system, comprising the
above authentication center, the UE and the application
system.
[0020] Using the method for implementing an authen-
tication center in accordance of the present invention has
the following benefit effects:

Since the temporary token is generated according
to a specific application system and it has timeliness,
it can guarantee the security of the user temporary
authentication information, furthermore, the method
for implementing the authentication center has
enough security.

Brief Description of Drawings

[0021]

FIG. 1 is a networking schematic diagram of the au-
thentication system in accordance with the present
invention; and

FIG. 2 is a flow chart of signaling of each network
element in the authentication system of the present
invention.

Preferred Embodiments of the Present Invention

[0022] In order to understand the present invention

3 4 



EP 2 391 083 A1

4

5

10

15

20

25

30

35

40

45

50

55

better, the present invention will be illustrated in further
detail in combination with the accompanying figures and
embodiments.
[0023] Refer to FIG. 1, the authentication system com-
prises client UE 4, application server AS 3 (correspond-
ing to the application system) and authentication center
AC1 which are connected together via access gateway
2. FIG. 1 takes the UE as an example, and UE 4 uses
the services offered by AS3; AC1 is used to authenticate
and authorize UE4.
[0024] Refer to FIG. 2 which is a flow chart of signaling
of each network element in the authentication system of
the present invention, it takes the hypertext transfer pro-
tocol (HTTP) as the interface between the UE and the
AC, and takes the simple object access protocol (SOAP)
between the AS and the AC as an example to describe
the flow chart of the implementation of the authentication
center, and the implementation comprises the following
steps:

Step 201: Before using the AS service officially, the
UE sends an authentication request to the AC,
meanwhile it applies for temporary authentication in-
formation for logging in the AS;

Step 202: the AC returns 401 (request for authenti-
cation) and assigns an authentication random code;

Step 203: the UE uses the authentication random
code assigned by the AC to calculate a response
code, and sends the response code to the AC;

Step 204: the AC authenticates and authorizes the
UE, and assigns the UE the temporary authentica-
tion information for logging in the AS, where the tem-
porary authentication information comprises the UE
account, the application system ID (the AS ID) and
a temporary token. Wherein, the AS ID is the iden-
tifier assigned to the AS by the AC, and it is a globally
unique identifier (GUID); in order to securely send
the temporary authentication information to the UE,
the following secure modes can be applied:

1) directly use a symmetrical encryption algo-
rithm
The encryption algorithm comprises DES,
3DES, AES, and so on, wherein, the DES has
high speed and is suitable to scenarios of en-
crypting a lot of data and systems with relatively
low security requirements; the 3DES is based
on the DES, uses three different tokens to en-
crypt a block of data for three times, has higher
security, and is used to the systems with rela-
tively high security requirement; the AES is the
next generation encryption algorithm standard
and has high speed, high security level, and is
suitable to encrypt digital information in the fields
of finance, telecommunication and government;

2) SSL/TLS

Step 205: the UE sends a login request to
the AS;

Step 206: the AS returns 401 (i.e. requests
for authentication), and assigns an authen-
tication random code; considering the token
security, the authentication random codes
of the AC and AS can be saved in the form
of MD5, and the MD5 and SHA1 combined
encryption algorithm can be used to calcu-
late the response code, which is more se-
cure;

Step 207: the UE uses the authentication
random code assigned by the AS and the
temporary authentication information as-
signed by the AC to calculate a response
code and sends the response code to the
AS;

Step 208: the AS sends the response code
of the UE to the AC transparently;

Step 209: the AC performs the authentica-
tion and authorization according to the ap-
plication identifier of the AS and the re-
sponse code transparently transmitted by
the AS, and returns the authentication result
to the AS, if the authentication is passed
successfully, the AC clears the temporary
authentication information;

Step 210: the AS returns the authentication
result to the UE.

[0025] In the above process, the temporary authenti-
cation information is uniquely assigned by the AC ac-
cording to the AS which the UE accesses, and it is unique
and has timeliness (the valid period is about one minute),
and can be used only once, which largely increases the
security of the authentication.
[0026] The above description is only preferred embod-
iments rather than the restriction of the scope of the
present invention, and it should be pointed out that, for
those skilled in the field, any modifications, equivalent
alternatives and improvement made within the spirit and
essence of the present invention should belong to the
scope of the claims of the present invention.

Industrial Applicability

[0027] In the present invention, since the temporary
token is generated according to a specific application
system, and the token has timeliness, it can guarantee
the security of the user temporary authentication infor-
mation, so that the method for implementing the authen-
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tication center has enough security.

Claims

1. A method for realizing an authentication center, and
the method comprising:

A. a user equipment sending an authentication
request to an authentication center and applying
for temporary authentication information for log-
ging in an application system, the authentication
center assigning a first authentication random
code to the user equipment, and the user equip-
ment calculating a first response code according
to the first authentication random code and
sending the first response code to the authenti-
cation center, after authenticating and authoriz-
ing the user equipment, the authentication cent-
er assigning the temporary authentication infor-
mation to the user equipment;
B. the user equipment sending a login request
to the application system, and the application
system assigning a second authentication ran-
dom code to the user equipment, the user equip-
ment calculating a second response code ac-
cording to the second authentication random
code and said temporary authentication infor-
mation, and sending the second response code
to the application system;
C. the application system sending the second
response code to the authentication center, and
the authentication center performing authenti-
cation and authorization; and
D. the authentication center returning an au-
thentication result to the application system, and
the application system returning the authentica-
tion result to the user equipment.

2. The method of claim 1, wherein, said first and said
second authentication random codes exist in a form
of message-digest algorithm MD5.

3. The method of claim 1 or 2, wherein, message-digest
algorithm MD5 and secure hash algorithm SHA1
combined algorithm are used in the step of calculat-
ing the first and the second response codes.

4. The method of claim 3, wherein, said temporary au-
thentication information comprises a user equipment
account, an application system identifier and a tem-
porary token.

5. The method of claim 4, wherein, said temporary au-
thentication information is featured with uniqueness
and timeliness.

6. The method of claim 4, wherein, in the step A, the

step of the authentication center assigning the tem-
porary authentication information to the user equip-
ment comprises: directly using a symmetrical secure
encryption algorithm or a secure socket layer (SSL)
/ transport layer security (TLS) to transmit the tem-
porary authentication information.

7. The method of claim 6, wherein, said symmetrical
encryption algorithm that is directly used is data en-
cryption standard (DES), triple data encryption
standard (3DES) or advanced encryption standard
(AES).

8. The method of claim 1, wherein in the step of the
authentication center performing authentication and
authorization in said step C, the authentication cent-
er clear said temporary authentication information if
the authentication is passed successfully.

9. An authentication center, configured to:

receive an authentication request as well as an
application for temporary authentication infor-
mation for logging in an application system from
a user equipment, assign a first authentication
random code to said user equipment, receive a
first response code calculated according to said
first authentication random code and sent by
said user equipment, and assign said temporary
authentication information to said user equip-
ment after authentication and authorization;
receive a second response code from said ap-
plication system and perform authentication and
authorization, wherein, said second response
code is calculated out by said user equipment
according to the second authentication random
code assigned by the application system and
the temporary authentication information after
said user equipment sends a login request to
the application system; and
return an authentication result to said applica-
tion system, so that said application system can
return the authentication result to said user
equipment.

10. The authentication center of claim 9, wherein, said
temporary authentication information comprise a us-
er equipment account, an application system identi-
fier and a temporary token.

11. The authentication center of claim 9, wherein, said
temporary authentication information is featured with
uniqueness and timeliness.

12. The authentication center of claim 9, wherein, said
authentication center is also configured to receive a
second response code sent by said application sys-
tem, and clear said temporary authentication infor-
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mation if the authentication is passed successfully
when performing authentication and authorization.

13. A user equipment, configured to:

send an authentication request to an authenti-
cation center and apply for temporary authenti-
cation information for logging in an application
system, receive a first authentication random
code assigned by said authentication center,
calculate a first response code according to said
first authentication random code and send said
first response code to said authentication cent-
er, receive said temporary authentication infor-
mation assigned by the authentication center af-
ter authentication and authorization;
send a login request to said application system,
receive a second authentication random code
assigned by the application system, calculate
said second response code according to said
second authentication random code and said
temporary authentication information, and send
said second response code to said application
system; and
receive an authentication result returned from
said application system, wherein said authenti-
cation result is returned by said authentication
center to the application system after said ap-
plication system sends the second response
code to the authentication center and said au-
thentication center performs authentication and
authorization.

14. An application system, configured to:

respond a login request sent from a user equip-
ment, assign a second authentication random
code to said user equipment, receive a second
response code sent from said user equipment,
wherein said second response code is calculat-
ed out by said user equipment using said second
authentication random code and temporary au-
thentication information, wherein said tempo-
rary authentication information is assigned by
said authentication center after authentication
and authorization based on a first response code
calculated out by said user equipment according
to a first authentication random code assigned
by said authentication center and sent by the
user equipment after said user equipment sends
an authentication request to the authentication
center and applies for temporary authentication
information for logging in an application system;
send said second response code to said authen-
tication center, and after authentication and au-
thorization are performed in said authentication
center, receive an authentication result returned
from said authentication center, and send the

authentication result to said user equipment.

15. An authentication system, comprising the authenti-
cation center of any claim from claim 9 to claim 12,
the user equipment of claim 13 and the application
system of claim 14.
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