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(54) A method of controlling a quality of a service in a computer network, corresponding computer
program product, and data storage device therefor

(57) The invention concerns a method of controlling
a quality of a service in a computer network, the method
comprising the steps of receiving (101) from a client a
request for the service, wherein the client is connected
to the computer network, providing (102) the service to
the client by means of the computer network, and, in re-
sponse to receiving a feedback signal (110) from the cli-
ent by means of the computer network, improving QoS
(103) of the computer network for the service. The inven-
tion further concerns a computer program product and a
device therefor.
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Description
Field of the Invention

[0001] The invention relates to a method of controlling
a quality of a service in a computer network.

Background

[0002] In the field of computer networking and other
packet-switched telecommunication networks, quality of
service (QoS) is the ability to provide different priority to
different applications, users, or data flows, or to guaran-
tee a certain level of performance to a data flow. Bit rate,
delay, jitter, packet dropping probability, and bit error rate
associated with a specific application are examples of
metrics that may be managed based on QoS. QoS guar-
antees are of particular importance if network capacity
proves to be insufficient, especially for real-time stream-
ing multimedia applications such as voice over IP, online
games, and IP-TV, these services often requiring fixed
bit rate and being sensitive to delay, and in networks
where capacity is a limited resource, such as in cellular
data communication.

[0003] In the following, by computer network, often
simply referred to as a network, is meant any collection
of computers and devices connected by channels that
facilitates communications among users.

[0004] In their monograph "Service Oriented Network
Framework Enabling Global QoS and Network Virtuali-
zation", published in the proceedings of the 20th ITC Spe-
cialist Seminar, May 2009, Hoi An, Vietnam, the authors
Daniel Schlosser and Tobias HoRfeld disclose a service-
oriented network framework to provide QoS on a global
level.

[0005] A major downside of this proposed approach is
the lack of control of the end user over the service quality
to be achieved.

Summary

[0006] It is an objective of the invention to present an
improved approach to QoS that allows end users to ex-
ercise and retain adequate control over the experience
desired or expected of a particular service.

[0007] This objective is achieved by method of control-
ling a quality of a service in a computer network, the meth-
od comprising the steps of receiving from a client a re-
quest for the service, wherein the client is connected to
the computer network, providing the service to the client
by means of the computer network, and, in response to
receiving a feedback signal from the client by means of
the computer network, allocating a resource of the com-
puter network to the service. The objective further is
achieved by a computer program product comprising
computer-executable instructions for performing said
method when the program is run on a computer, or by a
device programmed or configured to perform said meth-
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od.

[0008] Inthis context, by clientis meantany application
or system that accesses a remote service on another
computer system, known as a server, by way of the com-
puter network.

[0009] A mainidea of the invention is to effectively im-
plement a feedback loop wherein the feedback signal
triggers the provision or upgrade of a characterizing re-
source of the computer network. Herein, by resource,
often called system resource, is meant any physical or
virtual component of limited availability within the com-
puter network. For instance, devices attached to the net-
work, the connections established between those devic-
es. Other major resource types include the central
processing unit (CPU) time, random access memory
(RAM), virtual memory, or hard disk space of the net-
worked devices. Further, by feedback loop is meant any
causal path that leads from the initial generation of the
feedback signal to the subsequent allocation of the re-
source.

[0010] Further developments of the invention can be
gathered from the dependent claims and the following
description.

[0011] In the following the invention will be explained
further making reference to the attached drawing.
[0012] To control, in a computer network, a quality of
a service according to an embodiment of the invention,
a request for the service is received from a client con-
nected to the said computer network. Upon reception of
therequest, the requested service is provided to the client
by means of the computer network. Ultimately, in re-
sponse to receiving a feedback signal from the client by
means of the computer network, a resource, of that com-
puter network is allocated to the service.

Brief Description of the Figures
[0013]

Fig. 1 shows a flowchart depicting a method accord-
ing to an embodiment of the invention.

Description of the Embodiments

[0014] In the following, a method according to the in-
vention is elucidated by way of example, referencing Fig.
1.

[0015] The flowchart 100 of Fig. 1 comprises a first
processing step 101, a second processing step 102, and
a third processing step 103. A set of arrows represents
the flow of control passing through the processing steps
101 and 102, merging with data 110, and finally passing
into the third processing step 103. within this flow, an
arrow starting at a first symbol and ending at a second
symbol indicates that control passes from the first symbol
to the second symbol.

[0016] In the embodiment at hand, the method is ap-
plied by means of a dedicated server. In consistence with
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the term’s broad use in information technology, by server
is meant any computerized process that provides a serv-
ice to the client. More specifically, in this embodiment,
the server runs on a network host that is deployed to
execute such process. In this context, by network host
is meant any computer connected to the computer net-
work that hosts application software for providing network
services.

[0017] In the present scenario, to allow for the inter-
connection between server and client without the use of
wires, the computer network takes the form of a wireless
network. In networking, by wireless network is meant any
kind of computer network implemented with some type
of remote information transmission system that uses
electromagnetic waves, such as radio waves, for the car-
rier. In an alternative embodiment, the computer network
may take the form of a wireline network.

[0018] In the first processing step 101, the server re-
ceives from the client a request for the service. To this
end, the client, like the server, is connected to the com-
puter network. In submitting the request, the client initi-
ates a communication session with the server, which
server in turn awaits, or "listens for", incoming requests
for its content or service function. This type of distributed
application structure is widely known in the art as the
client-server model of computing.

[0019] In the second processing step 102, the server,
by means of the computer network, provides to the client
the service requested in the first processing step 101. In
the given embodiment, the service takes the form of a
video telecommunication service such as a videoconfer-
encing, telemedicine, or video relay service (VRC). By
VRC is meant a video telecommunication service that
allows deaf, hard-of-hearing and speech-impaired (D-
HOH-SI) individuals to communicate over video tele-
phones and similar technologies with hearing people in
real time via a sign language interpreter. This type of
service puts an emphasis on streaming media, that is,
multimedia that are constantly received by, and normally
presented to, an end user while being delivered by a
streaming provider. Herein, the term "presented" is used
in a general sense that includes, inter alia, audio or video
playback.

[0020] In an alternative embodiment, the service may
take the form of an online gaming service. Here, by online
game is meant any game suitable to be played over the
computer network. To this end, the service makes use
of a multimedia platform designed to add animation, vid-
eo, and interactivity to Web pages, such as Adobe Flash,
formerly Macromedia Flash. Like the videoconferencing
service of the previous embodiment, Flash supports bi-
directional streaming of audio and video between the
server and client, and it can capture user input via a
mouse, keyboard, microphone, or camera attached to
the client. To be able to display multimedia content, the
client used with this embodiment of the invention is
equipped with software for viewing animations and mov-
ies, such as Windows Media Player, VLC Media Player,

15

20

25

30

35

40

45

50

55

Adobe Flash Player or Adobe Flash Lite.

[0021] Upon delivery of the service to the client, in an
intermediate step (not depicted), a user of that client is
given the opportunity to evaluate a perceived quality of
the service (PQoS). By PQoS, also known outside engi-
neering as quality of experience (QoE) or quality of user
experience, is meant a purely subjective measure from
the user’s perspective of the overall value of the service
provided. In the context of telecommunications networks,
PQoS is more recently also abbreviated as QoX.
[0022] In this context, PQoS should not be understood
as simply the effective quality of the service but typically
also takes into consideration those factors that contribute
to overall user value at the services level, such factors
including suitable-ness, flexibility, mobility, security, cost,
personalization, and choice. The service at hand being
a video service, PQoS is a particularly relevant measure
as bad network performance may highly affect the user’s
experience, the delivered content being compressed and
of low entropy. PQoS can thus conceptually be regarded
as the remaining quality after the distortion introduced
during the preparation of the content on the server and
its delivery through the computer network until it reaches
a corresponding decoder on the client.

[0023] To allow for integration with well-established
web browser technology, the client provides a virtual con-
trol such as a button to obtain the user’s input on PQoS.
This way, the user can effectively request an upgrade in
service quality by activating the control offered by the
client.

[0024] To further provide for a differentiated yet man-
ageable evaluation of PQoS for the delivered audiovisual
content, the client presents to the user a range of potential
choices covering the possibilities of low, medium, or high
quality levels, the selected level being fed back to the
server by way of the computer network.

[0025] Inanalternative embodiment, instead of impos-
ing the task of subjective evaluation of PQoS on the end
user, the method makes use of objective performance
metrics to derive an unbiased measure of service quality.
In such embodiment, if the metrics applied indicate the
presence of congestion or an overload condition within
the computer network, this finding is fed back to the serv-
er by way of the computer network without the require-
ment for manual interaction. Among the factors consid-
ered are latency, packet loss, retransmission, and net-
work throughput.

[0026] Within the framework of the measurements tak-
en, what constitutes an overload depends on the nature
of the service delivered to the client. For instance, in the
given case of streaming video or voice, reduced reliability
may be acceptable up to a certain degree, but latency is
to be considered key to the avoidance of time lag during
presentation. In a different scenario, a bulk file transfer
or e-mail would need to be reliable and have high capac-
ity, but does not necessarily need to be instantaneous.
As yet another example, an instant messaging service
requires speed and reliability whereas bandwidth is of
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minor importance.

[0027] Upon receipt of the feedback signal 110 from
the client by means of the computer network, in the third
processing step 103, the server allocates a resource of
the computer network to the service of the first and sec-
ond processing steps 101, 102. To quantify the envis-
aged improvement in service quality, the allocation is di-
mensioned such that a predetermined QoS characteristic
may be met. In the present embodiment, assuming that
the computer network is based on the TCP/IP protocol
suite, the server makes use of a Transport Layer protocol
designed to reserve resources across the computer net-
work, such as the Resource Reservation Protocol
(RSVP) as proposed in Request for Comments 2205 of
the Internet Engineering Task Force’s Network Working
Group. More specifically, the server employs RSVP to
request a particular QoS level for the application data
stream or flow associated with the service delivered. This
operation will typically result in resources being reserved
in each node along the path from server to client. In com-
munication networks, by node is meant a connection
point either taking the form of a redistribution point or, as
in the cases of the server and client, a communication
endpoint.

[0028] To make optimal use of the information gath-
ered, the server accumulates the feedback signal 110
with feedback received from other clients of the network.
The accumulated PQoS can be stored in a database as-
sociated with the server and evaluated on demand, such
as for personalization of the service offering.

[0029] To compensate for the imposed increase in in-
frastructure cost, the network service provider levies a
service charge from the customer of the service thus im-
proved. Inthis context, by network service provider (NSP)
is meant any business or organization that sells band-
width or network access by providing direct access to the
computer network. Inthe case where the underlying com-
puter network is the Internet, the NSP is sometimes re-
ferred to as a backbone provider or Internet provider. The
NSP may take the form of, inter alia, a telecommunica-
tions company, data carrier, wireless communications
provider, Internet service providers (ISP), or cable tele-
vision operator offering high-speed Internet access. In
the given example, the NSP also takes the role of the
streaming provider.

[0030] In the present embodiment, it is assumed that
the user of the client also represents the NSP’s customer,
thus being entitled to incur financial obligations on behalf
of the latter. As a particular benefit, the invention enables
the NSP to establish specifically adapted business mod-
els by leveraging the improved fee structure. For exam-
ple, the NSP may want to adjust the service charge de-
pending on the feedback received or subject to load con-
ditions of the computer network.

[0031] To allow for an empirical evaluation of the po-
tentially improved PQoS on the side of the user, the NSP,
reserves the resource to be allocated for a predetermined
trial period prior to charging its customer. Instead of im-
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posing a particular time limit for the evaluation, to allow
for increased flexibility, duration of the trial may be re-
stricted to, inter alia, the delivery of a specific content
object from the server to the client or a single communi-
cation session between server and client.

[0032] As an additional benefit, the PQoS evaluation
and feedback signal 110 puts the NSP in a position to
minimize the engagement of storage and network re-
sources by allocating only those resources sufficient to
maintain a predetermined level of user satisfaction. In
the given embodiment, as for the placement of the res-
ervation, the server makes use of RSVP to relinquish the
reserved resources once the need for them has ended.
[0033] A person of skill in the art would readily recog-
nize that steps of various above-described methods can
be performed by programmed computers. Herein, some
embodiments are intended to cover program storage de-
vices, e.g., digital data storage media, which are machine
or computer readable and encode machine-executable
or computer-executable programs of instructions where
said instructions perform some or all of the steps of meth-
ods described herein. The program storage devices may
be, e.g., digital memories, magnetic storage media such
as a magnetic disks or tapes, hard drives, or optically
readable digital data storage media. The embodiments
are also intended to cover computers programmed to
perform said steps of methods described herein.
[0034] The present inventions may be embodied in
other specific apparatus and/or methods. The described
embodiments are to be considered in all respects as only
illustrative and not restrictive. In particular, the scope of
the invention is indicated by the appended claims rather
than by the description and figures herein. All changes
that come within the meaning and range of equivalency
of the claims are to be embraced within their scope.
[0035] The description and drawing merely illustrate
the principles of the invention. It will thus be appreciated
that those skilled in the art will be able to devise various
arrangements that, although not explicitly described or
shown herein, embody the principles of the invention and
are included within its spirit and scope. Furthermore, all
examples recited herein are principally intended ex-
pressly to be only for pedagogical purposes to aid the
reader in understanding the principles of the invention
and the concepts contributed by the inventor (s) to fur-
thering the art, and are to be construed as being without
limitation to such specifically recited examples and con-
ditions. Moreover, all statements herein reciting princi-
ples, aspects, and embodiments of the invention, as well
as specific examples thereof, are intended to encompass
equivalents thereof.

Claims
1. A method of controlling a quality of a service in a

computer network, the method comprising the steps
of
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receiving (101) from a client a request for the service,
wherein the client is connected to the computer net-
work, and

providing (102) the service to the client by means of
the computer network,

characterized in that the method comprises the fur-
ther step of,

inresponse toreceiving a feedback signal (110) from
the client by means of the computer network, pro-
viding (103) improved QoS.

A method according to claim 1, characterized in
that the method comprises the further steps of
evaluating a perceived quality of the service on the
client and

generating the feedback signal based on the per-
ceived quality of the service.

A method according to claim 1, characterized in
that the method comprises the further steps of
monitoring the computer network and

generating the feedback signal in response to de-
tecting an overload condition.

A method according to any of the preceding claims,
characterized in that the method comprises the fur-
ther step of

in response to receiving the feedback signal, levying
a service charge from a customer of the service.

A method according to claim 4, characterized in
that, prior to levying the service charge, the method
comprises the preliminary step of

improving QoS for the service for a trial period.

A method according to any of the preceding claims,
characterized in that the service comprises a de-
livery of streaming media to the client over the com-
puter network.

A method according to claim 6, characterized in
that the service is either of the following:

a video telecommunication service and
an online gaming service.

A method according to any of the preceding claims,
characterized in that the QoS is improved for the
service such that at least one of the following is
achieved:

a minimum bit rate,

a maximum delay,

a maximum delay variation,

a maximum packet dropping probability, and
a maximum bit error rate.

A computer program product comprising computer-
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executable instructions for performing a method
when the program is run on a computer, the method
comprising the steps of

receiving (101) from a client a request for a service,
wherein the client is connected to a computer net-
work, and

providing (102) the service to the client by means of
the computer network,

characterized in that the method comprises the fur-
ther step of,

inresponse toreceiving afeedback signal (110) from
the client by means of the computer network, improv-
ing QoS (103) of the computer network for the serv-
ice.

A device programmed or configured to perform a
method comprising the steps of

receiving (101) from a client a request for a service,
wherein the client is connected to a computer net-
work, and

providing (102) the service to the client by means of
the computer network,

characterized in that the method comprises the fur-
ther step of,

inresponse to receiving afeedback signal (110) from
the client by means of the computer network, improv-
ing QoS (103) of the computer network for the serv-
ice.



EP 2 410 699 A1

!

101 Receive request for service from client

y

102 Provide service to client

y

/ 110 Feedback signal /LY

103 Provide improved QoS

Fig. 1



des brevets

w

EPO FORM 1503 03.82 (P04C01)

EP 2 410 699 A1

Patentamt
0 ) sla‘tr:r':tnonffice Application Number
Office européen EUROPEAN SEARCH REPORT

EP 10 30 5800

DOCUMENTS CONSIDERED TO BE RELEVANT
Categor Citation of document with indication, where appropriate, Relevant CLASSIFICATION OF THE
gory of relevant passages to claim APPLICATION (IPC)
X US 2009/234965 Al (VIVEGANANDHAN MAHESH 1-10 INV.
CHAKRAVAR [US] ET AL) HO4L12/56
17 September 2009 (2009-09-17) HO4L29/06
* page 1, paragraph 14 - page 2, paragraph
20 *
* page 2, paragraph 22 - page 3, paragraph
41 *
* page 4, paragraph 46 - page 4, paragraph
47 *
* figures 1-4 *
X EP 1 441 288 A2 (MICROSOFT CORP [US]) 1-10
28 July 2004 (2004-07-28)
* page 4, paragraph 21 - page 5, paragraph
31 *
* page 6, paragraph 40 - page 7, paragraph
44 *
* figures 1,4 *
X EP 1 309 151 A2 (SAMSUNG ELECTRONICS CO 1-10
LTD [KR]) 7 May 2003 (2003-05-07) TECHNICAL FIELDS
* column 5, paragraph 28 - column 9, (Pe)
paragraph 63 * HO4L
* figures 1-2 *
A US 2007/271590 Al (GULAS JONATHAN [CA] ET [1-10
AL) 22 November 2007 (2007-11-22)
* page 2, paragraph 44 - page 3, paragraph
50 *
* page 4, paragraph 57 - page 5, paragraph
70 *
* page 7, paragraph 95 - page 7, paragraph
104 *
* figures 1-6,9 *
-/ -
The present search report has been drawn up for all claims
Place of search Date of completion of the search Examiner
Munich 16 September 2010 Koch, Gydrgy

CATEGORY OF CITED DOCUMENTS

T : theory or principle underlying the invention

E : earlier patent document, but published on, or

X : particularly relevant if taken alone

Y : particularly relevant if combined with another
document of the same category

A : technological background

O : non-written disclosure

P : intermediate document

after the filing date

D : document cited in the application

L : document cited for other reasons

& member of the same patent family, corresponding
document




Europdisches
Patentamt

EP 2 410 699 A1

European 5 - -
0> Patent Office EUROPEAN SEARCH REPORT Application Number

Office européen
des brevets

w

EPO FORM 1503 03.82 (P04C01)

EP 10 30 5800

DOCUMENTS CONSIDERED TO BE RELEVANT

Category

Citation of document with indication, where appropriate, Relevant CLASSIFICATION OF THE
of relevant passages

to claim APPLICATION (IPC)

A

* F F X X X PpC

S 6 085 252 A (ZHU QIN-FAN [US] ET AL) 1-10
July 2000 (2000-07-04)

column 4, Tine 56 - page 5, line 26 *
column 7, line 6 - column 8, line 11 *
column 10, line 11 - column 11, line 7 *
column 12, line 32 - column 13, line 17

figures 2,3,4,5,11,12 *

TECHNICAL FIELDS
SEARCHED  (IPC)

The present search report has been drawn up for all claims

Place of search

Munich

Date of completion of the search Examiner

16 September 2010 Koch, Gyorgy

CATEGORY OF CITED DOCUMENTS

X : particularly relevant if taken alone

Y : particularly relevant if combined with another
document of the same category

A : technological background

O : non-written disclosure

P : intermediate document

T : theory or principle underlying the invention

E : earlier patent document, but published on, or
after the filing date

D : document cited in the application

L : document cited for other reasons

& : member of the same patent family, corresponding
document




EPO FORM P0459

EP 2 410 699 A1

ANNEX TO THE EUROPEAN SEARCH REPORT

ON EUROPEAN PATENT APPLICATION NO. EP 10 30 5800

This annex lists the patent family members relating to the patent documents cited in the above-mentioned European search report.
The members are as contained in the European Patent Office EDP file on
The European Patent Office is in no way liable for these particulars which are merely given for the purpose of information.

16-09-2010
Patent document Publication Patent family Publication

cited in search report date member(s) date

US 2009234965 Al 17-09-2009 US 2009234968 Al 17-09-2009
WO 2009114558 A2 17-09-2009

EP 1441288 A2 28-07-2004 AT 428140 T 15-04-2009
BR P10400085 A 14-09-2004
CN 1518283 A 04-08-2004
JP 4448341 B2 07-04-2010
JP 2004236316 A 19-08-2004
KR 20040068880 A 02-08-2004
US 2004148423 Al 29-07-2004

EP 1309151 A2 07-05-2003  CN 1416244 A 07-05-2003
JP 3740113 B2 01-02-2006
JP 2003188909 A 04-07-2003
KR 20030035525 A 09-05-2003
US 2003083870 Al 01-05-2003

US 2007271590 Al 22-11-2007  NONE

US 6085252 A 04-07-2000  US 5768527 A 16-06-1998

For more details about this annex : see Official Journal of the European Patent Office, No. 12/82




EP 2 410 699 A1
REFERENCES CITED IN THE DESCRIPTION

This list of references cited by the applicant is for the reader’s convenience only. It does not form part of the European
patent document. Even though great care has been taken in compiling the references, errors or omissions cannot be
excluded and the EPO disclaims all liability in this regard.

Non-patent literature cited in the description

¢« DANIEL SCHLOSSER ; TOBIAS HORFELD. Serv-
ice Oriented Network Framework Enabling Global
QoS and Network Virtualization. proceedings of the
20th ITC Specialist Seminar, May 2009, Hoi An, Vi-
etnam, May 2009 [0004]

10



	bibliography
	description
	claims
	drawings
	search report

