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(54) Terminal device and program

(57)  Aterminal device configured to be connectable
with a plurality of accessory devices and a server con-
figured to store a firmware package, may include a proc-
essor, and a memory storing computer readable instruc-
tions that, when executed, cause the terminal device to
perform functions. The functions may include a function
ofreceiving the firmware package from the server, a func-

tion of storing the firmware package received from the
server into the memory, a function of providing the stored
firmware package to a first one of the plurality of acces-
sory devices to install the firmware package therein, and
a function of providing the stored firmware package to
the other of the plurality of accessory devices to which
the same firmware package is applied as the first one,
to install the firmware package therein.
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Description
TECHNICAL FIELD

[0001] The invention relates to a technique for updat-
ing a firmware package installed on a device.

BACKGROUND

[0002] Japanese Laid-open Patent Publication No.
2010-092322 discloses a technique for updating a
firmware package installed on a device, e.g., a printer
and a scanner. For example, a plurality of devices are
connected with a single terminal device. Ina conventional
technique, the terminal device downloads updated
firmware packages for the plurality of devices from a man-
ufacturer's server and transmits the downloaded
firmware packages to the plurality of devices to install
them on the respective devices.

[0003] However, when the number of devices whose
firmware packages are to be updated increases, an
amount of data of firmware packages to be received by
the terminal device may increase correspondingly.
Therefore, a network load and a server load may become
heavy.

SUMMARY

[0004] Accordingly, the invention has been made un-
der the circumstances. A technical advantage of the in-
vention is to reduce the number of times a terminal device
receives firmware packages to update firmware packag-
es currently installed on a plurality of devices.

[0005] According to one embodiment of the invention,
a terminal device configured to be connectable with a
plurality of accessory devices and a server configured to
store a firmware package, may include a processor, and
a memory storing computer readable instructions that,
when executed, cause the terminal device to perform
functions. The functions may include a function of receiv-
ing the firmware package from the server, a function of
storing the firmware package received from the server
into the memory, a function of providing the stored
firmware package to a first one of the plurality of acces-
sory devices to install the firmware package therein, and
a function of providing the stored firmware package to
the other of the plurality of accessory devices to which
the same firmware package is applied as the first one,
to install the firmware package therein.

[0006] Because the terminal device can provide the
plurality of devices with the common firmware package,
which has been obtained only once from the server and
stored in the memory, the number of receiving firmware
packages can be minimized as compared with a case
where a firmware package is received and provided in-
dividually to each device.

[0007] According to another embodiment of the inven-
tion, a computer-executable program executable by a
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processor of a terminal device which is connectable with
a plurality of accessory devices and a server storing a
firmware package may cause the processor to execute
functions. The functions may include a function of receiv-
ing the firmware package from the server, a function of
storing the firmware package received from the server in
a memory, a function of providing the stored firmware
package to a first one of the plurality of accessory devices
to install the firmware package therein, and a function of
providing the stored firmware package to the other of the
plurality of accessory devices to which the same firmware
package is applied as the first one, to install the firmware
package therein.

[0008] Because the same firmware package, which
has been obtained only once from the server and stored
in the memory, is provided to the first one and the other
of the plurality of accessory devices, the number of re-
ceiving firmware packages can be minimized as com-
pared with a case where a firmware package is received
and provided individually to each device.

[0009] According to still another embodiment of the in-
vention, a computer-readable storage device may store
a computer-executable program executable by a proc-
essor of a terminal device which is connectable with a
plurality of accessory devices and a server storing a
firmware package. The program may cause the proces-
sor to execute functions. The functions may include a
function of receiving the firmware package from the serv-
er, a function of storing the firmware package received
from the server in a memory, a function of providing the
stored firmware package to a first one of the plurality of
accessory devices to install the firmware package there-
in, and a function of providing the stored firmware pack-
age to the other of the plurality of accessory devices to
which the same firmware package is applied as the first
one, to install the firmware package therein.

[0010] Because the same firmware package, which
has been obtained only once from the server and stored
in the memory, is provided to the first one and the other
of the plurality of accessory devices, the number of re-
ceiving firmware packages can be minimized as com-
pared with a case where a firmware package is received
and provided individually to each device.

[0011] According to yet another embodiment of the in-
vention, a method for providing a common firmware pack-
age to a plurality of accessory devices by a terminal de-
vice that is configured to be connectable with the plurality
of accessory devices and a server storing a firmware
package, may include a step of receiving the firmware
package from the server, a step of storing the firmware
received from the server in a memory, a step of providing
the stored firmware package to a first one of the plurality
of accessory devices to install the firmware package
therein, and a step of providing the stored firmware pack-
age to the other of the plurality of accessory devices to
which the same firmware package is applied as the first
one, to install the firmware package therein.

[0012] Because the same firmware package, which
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has been obtained only once from the server and stored
in the memory, is provided to the first one and the other
of the plurality of accessory devices, the number of re-
ceiving firmware packages can be minimized as com-
pared with a case where a firmware package is received
and provided individually to each device.

[0013] According to yet still another embodiment, a
system may include a first accessory device connectable
with a terminal device, and a computer-readable storage
device storing a computer-executable program execut-
able by a processor of the terminal device which is con-
nectable with a plurality of accessory devices and a serv-
er storing a firmware package. The plurality of accessory
devices may include the first accessory device. The pro-
gram may cause the processor to execute functions. The
functions may include a function of receiving the firmware
package from the server, a function of storing the
firmware package received from the server in a memory
of the terminal device, a function of providing the stored
firmware package to the first one of the plurality of ac-
cessory devices to install the firmware package therein,
and a function of providing the stored firmware package
to the other of the plurality of accessory devices to which
the same firmware package is applied as the first one,
to install the firmware package therein.

[0014] Because the same firmware package, which
has been obtained only once from the server and stored
in the memory, is provided to the first one and the other
of the plurality of accessory devices, the number of re-
ceiving firmware packages can be minimized as com-
pared with a case where a firmware package is received
and provided individually to each device.

[0015] The invention can be accomplished in various
embodiments, for example, a terminal device, an acces-
sory device, a server, a system comprising a terminal
device, an accessory device, and a server, a program
for realizing those devices, functions or a method of the
system, or a storage medium that stores the program.

BRIEF DESCRIPTION OF THE DRAWINGS

[0016] lllustrative aspects will be described in detail
with reference to the following figures in which like ele-
ments are labeled with like numbers and in which:
[0017] Fig. 1 is a block diagram showing a configura-
tion of a system in an embodiment according to one or
more aspects of the invention;

[0018] Fig. 2 is a flowchart of update processing ac-
cording to a first embodiment according to one or more
aspects of the invention;

[0019] Fig. 3 is a flowchart of transmission/reception
processing in the first embodiment according to one or
more aspects of the invention;

[0020] Fig. 4 is a flowchart of update processing in a
second embodiment according to one or more aspects
of the invention; and

[0021] Fig. 5 is a flowchart of transmission/reception
processing in the second embodiment according to one
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or more aspects of the invention.
DETAILED DESCRIPTION

[0022] lllustrative embodiments will be described in
detail with reference to the accompanying drawings.
[0023] First, a first embodiment of the invention will be
described with reference to Figs. 1 to 3.

[0024] As shown in Fig. 1, a system comprises a ter-
minal device 10, a plurality of printers 20, and a plurality
of servers 30A, 30B.

[0025] The terminal device 10 is a general client com-
puter, and comprises a central processing unit (CPU) 11,
a read-only memory (ROM) 12, a random-access mem-
ory (RAM) 13, a hard disk drive (HDD) 14, an operating
portion 15, a display portion 16, and a network interface
(I/F)17. The ROM 12, the RAM 13, HDD 14, a nonvolatile
random-access memory (NVRAM), and an optical disk
are examples of computer readable storage devices of
the invention.

[0026] The ROM 12 is configured to store programs,
e.g., a basic input output system (BIOS). A memory, for
example, the HDD 14, is configured to store an operating
system (OS) and a management application for manag-
ing a firmware package of each printer 20 (described
later). A receiving section, a storing section, a providing
section, an obtaining section, a determining section, a
detecting section, and an erasing section, for example,
the CPU 11, is configured to control each component of
the terminal device 10 in accordance with the programs
read from the ROM 12, the RAM 13, or the HDD 14.
[0027] A detecting portion, for example, the operation
portion 15, comprises a keyboard and/or a pointing de-
vice. A user can input various instructions to the CPU 11
via the operating portion 15. The display portion 16 com-
prises a display configured to display various images
thereon under control of the CPU 11. The network inter-
face 17 is connected to a network, such as a local-area
network (LAN) 40.

[0028] An accessory device, for example, each printer
20, comprises a central processing unit (CPU) 21, aran-
dom-access memory (RAM) 23, a nonvolatile random-
access memory (NVRAM) 24, a network interface (I/F)
25, and a printing portion 26. The NVRAM 24 is config-
ured to store a firmware package (a program). The CPU
21 executes the firmware package to accomplish control
of each operation of the printer 20. A type and a version
are assigned to the firmware package. The firmware
package currently installed on the printer 20 can be up-
dated by which the firmware package is rewritten to an
updated version.

[0029] In one embodiment, the network interface 25 is
connected to the network such as the LAN 40. Therefore,
communications between the terminal device 10 and a
respective one of the printers 20 are available. The print-
ing portion 26 is configured to form an image on a sheet
based on print data provided by the terminal device 10,
under control of the CPU 11.
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[0030] Although three printers 20 are provided in this
system shown in Fig. 1, two or four, or more printers 20
may be provided in this system. Various models of print-
ers 20 may exist in this system. In this embodiment, the
type of firmware package to be installed on each printer
20 depends on the model of the printer 20.

[0031] The LAN 40 can be connected to a wide area
network (WAN) 41, such as the Internet, via a router (not
shown). The servers 30A, 30B are connected to the WAN
41. The server 30A is configured to store update data,
whichincludes, for example, updated version information
of firmware packages and download URLs for update
firmware packages on a model basis. The server 30A is
also configured to provide necessary information to the
terminal device 10 in response to a request made by the
terminal device 10.

[0032] The server 30B is configured to store various
types of update firmware packages, which are the newest
versions, and to transmit the update firmware packages
to the terminal device 10 in response to requests made
by the terminal device 10.

[0033] Update processing to be executed to update
firmware packages installed on the printers 20 will be
described with reference to Figs. 2 and 3. Fig. 2 shows
a flowchart of the update processing, and Fig. 3 shows
a flowchart of transmission/reception processing.
[0034] The update processingis executed as functions
of the control application. Prior to the execution of the
update processing, the management application is start-
ed on the terminal device 10 and an instruction to create
a printer list is inputted by a user via the operating portion
15. Upon receipt of the instruction, the CPU 11 of the
terminal device 10 broadcasts a detection signal of the
printers 20 to the LAN 40 via the network interface 17.
Then, based on the printers’ responses to the broadcast,
the CPU 11 creates a printer list, which is data showing
the printers 20 located on the LAN 40 in list form, and
displays the created printer list on the display portion 16.
[0035] After that, when an instruction to execute the
update processing is inputted by the user via the oper-
ating portion 15, the CPU 11 starts the update processing
shown in Fig. 2. First, the CPU 11 reads the printer list
that was created prior to the update processing (step
101, hereinafter, S stands for a step).

[0036] The CPU 11 obtains, from one of the printers
20 included in the printer list, device information, via the
network interface 17 (S102). The device information in-
cludes at least one of a type and version of firmware
package currently installed on the printer 20, the model
of the printer 20, and specifications of the printer 20. The
type of firmware package to be installed on each printer
20 may be determined from the model or specifications
of the printer 20.

[0037] Then, the CPU 11 sends arequest to the server
30A for providing identification information, together with
the obtained device information having the type and cur-
rent version of the firmware package installed on the
printer 20, via the network interface 17. After sending the
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request, the CPU 11 waits for a response from the server
30A. Upon receipt of the request, the server 30A obtains,
with reference to the update data stored therein, an up-
dated version appropriate for the firmware package type
included in the device information provided together with
the request, and compares the updated version and the
current version of the firmware package to determine
whether the version of the firmware package currently
installed on the printer 20 is an earlier version than the
updated version.

[0038] When the version of the firmware package cur-
rently installed in the printer 20 is an earlier version, the
server 30A sends identification information that includes
the firmware package type appropriate for the model (or
the specifications) of the printer 20, a download URL for
an update firmware package (a firmware package of an
updated version), and the updated version information,
back to the terminal device 10. Different download URLs
are assigned according to the types of update firmware
packages and a download URL is used as identification
data having the type of firmware package.

[0039] When the firmware package currently installed
on the printer 20 is the updated version, the server 30A
does not send identification information back to the ter-
minal device 10. As described above, the CPU 11 obtains
the identification information appropriate for the model
(or the specifications) of the printer 20 from the server
30A or waits for a certain time without obtaining the iden-
tification information (S103). When the firmware package
currently installed on the printer 20 is the updated version,
the server 30A may send, to the printer 20 or the terminal
device 10, information indicating that an update of the
firmware package is unnecessary.

[0040] The CPU 11 determines whether a request for
providing identification information has been sent to the
server 30A with respect to all of the printers 20 in the
printer list (S104). When a request for providing identifi-
cation information has not been issued with respect to
all of the printers 20 in the printer list yet (S104:NO), the
routine returns to S102. Then, the CPU 11 sends a re-
quest to another of the listed printers 20 whose identifi-
cation information has not been requested to the server
30A yet, and obtains the device information of the printer
20. After that, the CPU 11 obtains identification informa-
tion for the printer 20 from the server 30A or waits for a
certain time. This routine is repeated until a request for
providing identification information has been issued with
respect to all of the printers 20 in the printer list.

[0041] When a request for providing identification in-
formation has been issued with respect to all of the print-
ers 20 included in the printer list 20 (S104:YES), the CPU
11 determines whether the identification information,
which includes the firmware package type, the updated
version information and the download URL for the update
firmware package, has been obtained for each of the
printers 20 included in the printer list, i.e., thereis a printer
20 whose firmware package needs to be updated (S105).
[0042] When there is no printer 20 whose firmware
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package needs to be updated (S105:NO), the CPU 11
displays, on the display portion 16, a message to the
effect that there is no printer whose firmware package
needs to be updated (S106) and exits the update
processing.

[0043] When there are one or more printers 20 whose
firmware packages need to be updated (S105:YES), the
CPU 11 displays, on the display portion 16, the names
of the printers 20 in list form (S107). The printers 20
whose firmware packages are to be updated (hereinafter,
referred to as a target printer) are selected from the print-
ers 20 listed on the display portion 16 and an instruction
to perform an update of the firmware packages is inputted
by the user via the operation portion 15. The CPU 11
detects the selection and the input performed by the user
(S108).

[0044] When the instruction to perform the update of
the firmware package(s) is inputted, the CPU 11 performs
the transmission/reception processing on one of the tar-
get printers 20 selected in the printer list. In the transmis-
sion/reception processing, the CPU 11 receives an up-
date firmware package appropriate for the target printer
20 fromthe server 30B and transmits the received update
firmware package to the target printer 20.

[0045] In the transmission/reception processing
shown in Fig. 3, the CPU 11 determines whether the up-
date firmware package appropriate for the target printer
20, which was selected in the update processing, has
already been downloaded from the download URL for
the update firmware package (S202). When the update
firmware package appropriate for the target printer 20
has not been downloaded from the download URL yet
(S202:NO), the CPU 11 sends an update firmware pack-
age download request to the server 30B via the download
URL. Then, the CPU 11 receives the update firmware
package from the server 30B in response to the request,
and stores the received update firmware package in the
HDD 14 (S203).

[0046] Then, the CPU 11 determines whether the
download of the update firmware package succeeded
(S204). When the download failed due to some problems,
e.g., a communication failure between the terminal de-
vice 10 and the server 30B (S204:NO), the CPU 11 dis-
plays an error message as download results in the printer
list displayed on the display portion 16 (S205) and exits
the transmission/reception processing.

[0047] When the download of the update firmware
package succeeded (S204:YES), the CPU 11 provides
(sends) the downloaded update firmware package to the
target printer 20 (S206). Upon receipt of the update
firmware package from the terminal device 10, the CPU
21 of the printer 20 performs installation processing, in
which the current firmware package stored in the NVRAM
24 is overwritten and replaced with the update firmware
package. When the installation processing succeeds, the
CPU 21 of the printer 20 provides an update success
notification to the terminal device 10. When the installa-
tion processing fails due to some problems, the CPU 21
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of the printer 20 provides an update failure notification to
the terminal device 10.

[0048] When the CPU 11 of the terminal device 10 de-
termines that the update firmware package has already
been downloaded from the download URL (S202:YES),
the CPU 11 provides (sends) the update firmware pack-
age stored in the HDD 14 to the target printer 20 (S206).
[0049] That is, when there are target printers (similar
devices) on which the same update firmware packages
are to be installed, the CPU 11 reads, from the HDD 14,
the update firmware package appropriate for the target
printers 20 for common use (a common update firmware
package) and transmits the read common update
firmware package to the target printers 20, without down-
loading the same update firmware packages again and
again from the server 30B. In other words, the CPU 11
provides the stored firmware package to afirst one of the
plurality of the printers 20 to install the firmware package
therein, and provides the stored firmware package to the
other of the plurality of the printers 20 to which the same
firmware package is applied as the first one, to install the
firmware package therein. Upon receipt of the update
firmware package, the CPU 21 of the printer 20 performs
the installation processing. An update firmware package
for common use in a plurality of printers is referred to as
a common update firmware package. A plurality of print-
ers installed with a common update firmware package
are referred to as similar devices.

[0050] Whenthe CPU 11 received the update success
notification from the target printer 20 after providing the
update firmware package to the target printer 20 (S207:
YES), the CPU 11 transmits the update result of success
to the server 30A (S208) and exits the transmission/re-
ception processing. In the server 30A, the update result
is stored as management data. When the CPU 11 re-
ceived the update failure notification from the target print-
er 20 (S207:NO), the routine goes to S205. In S205, the
CPU 11 displays an error message to the effect that the
update ofthe firmware packagefailed, in the list displayed
on the display portion 16 and exits the transmission/re-
ception processing.

[0051] When the transmission/reception processing
for the target printer 20 is completed, the CPU 11 deter-
mines whether the transmission/reception processing
has been performed on all of the target printers 20 se-
lected in S108 of Fig. 2 (S110). When there is a target
printer 20 on which the transmission/reception process-
ing has not been performed yet (S110:NO), the routine
returns to S109 and the CPU 11 performs the transmis-
sion/reception processing on the target printer 20 on
which the transmission/reception processing has not
been performed yet.

[0052] When the transmission/reception processing
has been performed on all of the selected target printers
20 (S110:YES), the CPU 11 erases the update firmware
package, which was downloaded in the transmission/re-
ception processing, from the HDD 14 (S111) and exits
the update processing. In other words, the CPU 11 eras-
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es the firmware package from the HDD 14 after the
firmware package stored in the HDD 14 is provided to
the plurality of the printers 20 to which the same firmware
package is applied.

[0053] Inthe update processing, when there are print-
ers 20 (similar devices) on which the same update
firmware packages are to be installed, the CPU 11 pro-
vides the printers 20 with a common update firmware
package, which has been obtained only once from the
server 30B and stored in the HDD 14. Therefore, the
number of receiving firmware packages can be mini-
mized as compared with a case where a firmware pack-
age is received and provided individually to each of the
printers 20. Accordingly, loads on the terminal device 10
and the servers 30A, 30B incident to the receipt of the
firmware packages can be reduced.

[0054] In the update processing, the CPU 11 obtains
device information that has at least one of the model and
specifications of each printer 20 (S102) and obtains an
appropriate download URL based on the device informa-
tion (S 103). Then, the CPU 11 determines that printers
20 provided with the same download URLs are similar
devices on which a common update firmware package
is to be installed (S202). Thus, unnecessary downloads
of firmware packages can be prevented.

[0055] The determination is made as to whether the
printers 20 are similar devices, based on the provided
download URLs having the types of firmware packages.
For example, although a common update firmware pack-
age is to be installed on different model printers 20, the
terminal device 10 appropriately determines that those
printers 20 are similar devices. Accordingly, unnecessary
downloads of firmware packages can be prevented.
[0056] The CPU 11 can easily detecta plurality of print-
ers 20 located on the LAN 40 by broadcasting a detection
signal to the LAN 40.

[0057] After an update firmware package stored in the
HDD 14 is commonly provided to all of the appropriate
printers 20, the CPU 11 erases the update firmware pack-
age from the HDD 14 (S111). Accordingly, the update
firmware package can be erased when it becomes un-
necessary.

[0058] The CPU 11 can accept an instruction to per-
form an update inputted by the user via the operating
portion 15 (S108) and can receive an update firmware
package sent from the server 30B in response to the
instruction.

[0059] A second embodiment of the invention will be
described with reference to Figs. 4 and 5. Fig. 4 shows
a flowchart of update processing and Fig. 5 shows a flow-
chart of transmission/reception processing according to
the second embodiment of the invention. The overall sys-
tem has the same configuration as that according to the
firstembodiment and a description of that will be omitted.
[0060] Although the firmware package update of the
printer 20 is performed based on the instruction inputted
by the userin the first embodiment, the firmware package
update is automatically performed without user’s instruc-
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tion in the second embodiment. In the second embodi-
ment, the firmware package update is, for example, pe-
riodically, performed while the terminal device 10 is run-
ning.

[0061] Upon start of the update processing shown in
Fig. 4, the CPU 11 of the terminal device 10 broadcasts
a detection signal of the printers 20 to the LAN 40 via the
network interface 17. Then, the CPU 11 creates a printer
list based on the printers’ responses to the broadcast
(S301).

[0062] Then, the CPU 11 obtains, from one of the print-
ers 20 included in the printer list, device information for
identifying a type of firmware package to be installed in
the printer 20 and information of a type and version of
the firmware package currently installed on the printer
20 (S302). In other words, the CPU 11 obtains the device
information of each of the plurality of the printers 20, the
device information including at least one of a model,
specifications, and current firmware package versionand
type. In the second embodiment, the same type of
firmware packages will be installed on the same model
printers.

[0063] Next, the CPU 11 determines whether identifi-
cation information for the model that is the same as that
already obtained by the printer 20 from the server 30A
(S303). In other words, the CPU 11 determines whether
the device information for each of the other of the plurality
of the printers 20 is the same as the device information
of the one of the plurality of printers 20. When the iden-
tification information for the same model has not been
obtained yet (S303:NO), the CPU 11 obtains, from the
server 30A, identification information including version
information of the firmware package appropriate for the
printer model and a download URL for the update
firmware package (a updated version firmware package)
(S304). When the identification information for the same
model has already been obtained (S303:YES), the CPU
11 determines that the identification information for the
printer 20 has already been obtained and does not obtain
the identification information from the server 30A again.
In other words, the CPU 11 obtains the identification in-
formation from the server 30A of the one of the plurality
of the printers 20 based on the device information, the
identification information including a type of firmware
package appropriate for the one of the plurality of the
printers 20, and obtains the identification information
from the server 30A only for the others of the plurality of
the printers 20 determined not to have the same device
information as the one of the plurality of the printers 20.
[0064] In the first embodiment, the terminal device 10
obtains identification information or waits for a certain
time in S103. The server 30A determines whether the
firmware package currently installed in the printer 20 is
the updated version and further determines whether to
provide identification information in accordance with the
result of the determination of the version. In the second
embodiment, when the terminal device 10 sends a re-
quest to the server 30A for providing identification infor-
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mation, the server 30A provides identification information
in response to the request without performing the deter-
minations.

[0065] The CPU 11 determines whether identification
information for all of the printers 20 included in the printer
list have been obtained (S305). When the CPU 11 has
not obtained identification information for all of the print-
ers 20 (S305:NO), the routine returns to S302 and the
CPU 11 obtains device information of another of the print-
ers 20 whose identification information has not been ob-
tained and then obtains identification information for the
printer 20. This routine is repeated until the CPU 11 ob-
tains identification information for all of the printers 20.
As described above, in the processing of S302 to S305,
identification information is obtained only once from the
server 30A for the printers 20 having the same device
information. Thus, unnecessary downloads are not per-
formed.

[0066] When the CPU 11 has obtained identification
information for all of the printers 20 (all models) (S305:
YES), the CPU 11 determines whether there is a printer
20 whose firmware package needs to be updated by com-
paring the version information of the firmware package
currently installed in the printer 20 and the version infor-
mation included in the identification information for the
printer 20 with respect to all of the printers 20 included
in the printer list (S306).

[0067] When there is no printer 20 whose firmware
package needs to be updated (S306:NO), the CPU 11
displays, on the display portion 16, a message to the
effect that there is no printer whose firmware package
needs to be updated (S307) and exits the update
processing.

[0068] When there are one or more printers 20 whose
firmware packages need to be updated (S306:YES), the
CPU 11 selects all of the printers 20 whose firmware
packages need to be updated, as target printers on which
update firmware packages are to be installed, respec-
tively (S308). Then, the CPU 11 performs the transmis-
sion/reception processing on one of the target printers
20 (S309).

[0069] In the transmission/reception processing
shown in Fig. 5, the CPU 11 determines whether an up-
date firmware package appropriate for the target printer
20, which was selected in the update processing, has
already been downloaded from the download URL for
the update firmware package (S401). When the update
firmware package for the target printer 20 has not been
downloaded from the download URL yet (S401:NO), the
CPU 11 downloads the firmware package to HDD 14
from the server 30B by using the URL obtained in S304
of Fig. 4 (S403).

[0070] At that time, when the download failed (S404:
NO), the CPU 11 displays an error message on the dis-
play portion 16 (S405). When the download succeeded
(S404:YES), the CPU 11 provides the downloaded
firmware package to the target printer 20 (S406).
[0071] When the CPU 11 determines that the update
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firmware package has already been downloaded from
the download URL in S401 (S401:YES), the CPU 11
reads the firmware package appropriate for the target
printer 20 from the HDD 14 and transmits the read
firmware package to the target printer 20. That is, the
CPU 11 does not obtain the same download URL from
the server 30A again when the target printer 20 is the
same model as the printer 20 for which the download
URL has already been obtained. In addition, the CPU 11
does not download the same update firmware package
from the server 30B again.

[0072] When the printer 20 is provided with the update
firmware package from the terminal device 10, the printer
20 performs the installation processing and sends an up-
date success notification or an update failure notification
back to the terminal device 10 based on the update result.
When the CPU 11 of the terminal device 11 receives the
update success notification from the target printer 20
(S407:YES), the CPU 11 sends the update result of suc-
cess to the server 30A (S408) and exits the transmission/
reception processing. When the CPU 11 receives the
update failure notification from the target printer 20
(S407:NO), the routine goes to S405. In S405, the CPU
11 displays an error message to the effect that the update
of the firmware package failed in the list displayed on the
display portion 16 and exits the transmission/reception
processing.

[0073] After the CPU 11 exits the transmission/recep-
tion processing in S309 of Fig. 4, the CPU 11 determines
whether the transmission/reception processing has been
performed on all of the target printers 20 selected in S308
of Fig. 3 (S310). When there is a target printer 20 on
which the transmission/reception processing has not
been performed yet (S310:NO), the routine goes back to
S309 and the CPU 11 performs the transmission/recep-
tion processing on the target printer 20 on which the
transmission/reception processing has not been per-
formed yet.

[0074] When the transmission/reception processing
has been performed on all of the selected target printers
20 (S310:YES), the CPU 11 erases the update firmware
package, which was downloaded in the transmission/re-
ception processing, from the HDD 14 (S311) and exits
the update processing.

[0075] According to the second embodiment of the in-
vention, the CPU 11 obtains the device information of
each printer 20 (S302) and determines that the printers
20 that have the same device information are referred to
as similar devices (S303). Then, the CPU 11 provides
the printers 20 (the similar devices) with a common
firmware package, which was obtained only once from
the server 30B and stored in the HDD 14 (S406). There-
fore, the number of receiving firmware packages can be
reduced as compared with a case where a firmware pack-
age is received and provided individually to each of the
printers 20. Accordingly, loads on the terminal device 10
and the servers 30A, 30B incident to the receipt of the
firmware packages can be reduced. In addition, the ter-
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minal device 10 can easily determine that the printers 20
having the same device information are similar devices.
[0076] The CPU 11 obtains a single download URL for
the printers 20 having the same device information
(S304). This prevents the terminal device 10 from obtain-
ing a download URL of the same firmware package twice.
Accordingly, loads on the terminal device 10, the net-
work, and the server 30A incident to the receipt of iden-
tification information can be reduced.

[0077] While theinvention has been described in detail
with reference to the specific embodiments thereof, it
would be apparent to those skilled in the art that various
changes, arrangements and modifications may be ap-
plied therein without departing from the spirit and scope
of the invention.

[0078] In the above-described embodiments, the up-
date of the firmware packages of the printers are de-
scribed as an example. However, the invention is not
limited to the specific embodiments thereof, and the in-
vention may be applied to techniques for updating
firmware packages of image processing devices, e.g.,
copying machines, scanning devices, facsimile ma-
chines, and digital cameras, or devices other than the
image processing devices.

[0079] In the above-described embodiments, which
type of firmware package is to be installed on each printer
20 depends on the printer model. According to the inven-
tion, the type of firmware package may be specified
based on printer specifications or both of the printer mod-
el and specifications. For example, although printers are
the same model, different types of firmware packages
may be installed on the printers based on country-basis
specifications or the presence or absence of an optional
function, e.g., a scanning function.

[0080] The invention may be applied to a single device
on which a plurality of firmware packages are installed.
For example, four firmware packages A, B, C, D are in-
stalled on a device. The CPU 11 of the terminal device
10 determines whether each of the firmware packages
A, B, C, D needs to be updated. When the firmware pack-
ages B, C, D need to be updated, the CPU 11 obtains
update firmware packages B’, C’, D’ corresponding to
the firmware packages B, C, D and provides the update
firmware packages B’, C’, D’ to the device.

[0081] At that time, the CPU 11 determines whether
the update firmware packages B’, C’, D’ have already
been downloaded from the server 30B. As to the update
firmware package that has not been downloaded yet,
e.g., the update firmware package B’, the CPU 11 down-
loads and provides it from the server 30B to the device.
As to the update firmware packages that have already
been downloaded before, e.g., the update firmware pack-
ages C’ and D’, the CPU 11 reads and provides them
from the HDD 14 to the device without downloading the
same update firmware packages twice.

[0082] In the above-described embodiments, a down-
load URL for firmware package is used as identification
data indicating a type of firmware package. For example,
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a file name of firmware package may be used as identi-
fication information.

[0083] In the above-described embodiments, device
information is used as device information for identifying
a type of firmware package to be installed in a device.
According to the invention, serial numbers or specifica-
tion codes of a device, or identification data of firmware
package installed in the device may be used as device
information.

[0084] In the above-described embodiments, a down-
load URL corresponds to a type of firmware package.
However, they do not need to correspond to each other.
In this case, for example, a query is sent to a URL of a
server with a parameter indicating identification data of
firmware package to make the server provide an appro-
priate firmware package.

[0085] Update firmware packages may be distributed
and stored in several servers, or may be stored in a server
that stores update data.

[0086] In the above-described embodiments, the
downloaded update firmware package is erased from the
HDD 14 in the last step of each update processing. How-
ever, the downloaded update firmware package may be
maintained in the HDD 14 after the update processing is
finished. In this case, when there is a device whose
firmware package needs to be updated by using the
stored update firmware package, the stored update
firmware package may be provided to the device without
the same update firmware package downloaded again
from the server, in another update processing. Only up-
dated version firmware packages may be maintained in
the HDD 14 and the previous version firmware packages
may be erased from the HDD 14.

[0087] According to the invention, an entry screen for
management password may be displayed on the display
portion 16 when a firmware package of a device is up-
dated. A firmware package update may be allowed by a
user’s input of a predetermined password via the oper-
ating portion 15.

[0088] In the above-described embodiments, the ter-
minal device and the printers are connected with each
other via the LAN. According to the invention, a terminal
device and a plurality of devices may be connected with
each other via other ways, for example, a Universal Serial
Bus (USB).

[0089] In the first embodiment, the server 30A deter-
mines whether the firmware package currently installed
in a printer 20 is an earlier version than the updated ver-
sion. In the second embodiment, the terminal device 10
performs the same determination by using the identifica-
tion information sent from the server 30A. However, the
determination may be made by other ways in the first and
the second embodiments.

[0090] More specifically, in the first embodiment, the
processing of S 103 and S 104 of Fig. 2 may be replaced
with the processing of S304 and S305 of Fig. 4. In this
case, when the terminal device 10 sends a request for
providing identification information to the server 30A, the
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server 30A sends back the identification information in
response to the request without performing the determi-
nation on the request. In the second embodiment, the
processing of S304 and S305 of Fig. 4 may be replaced
with the processing of S 103 and S104. In this case, the
server 30A determines whether to send identification in-
formation to the terminal device 10 in response to a re-
quest for providing identification information and the ter-
minal device 10 obtains the identification information
from the server 30A or waits for a certain time.

[0091] Inthe above-described embodiments, areceiv-
ing section, a storing section, a providing section, an ob-
taining section, a determining section, a detecting sec-
tion, and an erasing section are implemented by the sin-
gle CPU. According to the invention, those sections may
be implemented by different CPUs, respectively, or an
application-specific integrated circuit (ASIC) or other cir-
cuits.

[0092] In another embodiment, the CPU 11 sends a
request for providing identification information to the
server 30A via the network interface 17. This request has
the obtained device information having the model of the
printer 20. After sending the request, the CPU 11 waits
for a response from the server 30A.

[0093] Upon receipt of the request, the server 30A us-
es the received printer model to determine the appropri-
ate firmware package, including firmware type and ver-
sion. The server 30A sends a download URL of the de-
termined firmware package to the CPU 11 that down-
loads the firmware package using the URL. The CPU 11
then distributes the firmware package to the printer 20
and any other printer having the same model as the print-
er 20 for which identification information had been re-
quested.

Claims

1. Aterminal device (10) configured to be connectable
with a plurality of accessory devices (20) and aserver
(30B) configured to store a firmware package, com-
prising:

means for receiving (S203, S403) the firmware
package from the server;

means for storing (S203, S403) the firmware
package received from the server (30B) into the
memory (14);

means for providing (S206, S406) the stored
firmware package to a first one of the plurality
of accessory devices (20) to install the firmware
package therein; and

means for providing (S206, S406) the stored
firmware package to the other of the plurality of
accessory devices (20) to which the same
firmware package is applied as the first one (20),
to install the firmware package therein.
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2. Theterminal device (10) according to claim 1, further
comprising:

means for obtaining (S102) device information
of each of the plurality of accessory devices (20),
the device information comprising at least one
of a model, specifications, and current firmware
package version and type; and

means for obtaining (S103), from the server
(30A), identification information of each of the
plurality of accessory devices (20) based on the
device information, the identification information
comprising a type of firmware package appro-
priate for one of the plurality of the accessory
devices (20).

3. Theterminal device (10) accordingto claim 1, further
comprising:

means for obtaining (S302) device information
of one of the plurality of accessory devices (20),
the device information comprising at least one
of a model, specifications, and current firmware
package version and type;

means for obtaining (S304), from the server
(30A), identification information of the one of the
plurality of accessory devices (20) based on the
device information, the identification information
comprising a type of firmware package appro-
priate for the one of the plurality of the accessory
devices (20);

means for obtaining (S302) device information
of the other of the plurality of accessory devices
(20), the device information comprising at least
one of a model, specifications, and current
firmware package version and type;

means for determining (S303) whether the de-
vice information for each of the other of the plu-
rality of accessory devices (20) is the same as
the device information of the one of the plurality
of accessory devices (20);

means for obtaining (S304), from the server,
identification information only for the others of
the plurality of accessory devices (20) deter-
mined not to have the same device information
as the one of the plurality of accessory devices
(20).

4. The terminal device (10) according to any one of
claims 1 to 3, wherein the terminal device (10) is
configured to be connectable with the plurality of ac-
cessory devices (20) via a network (40), and further
comprising:

means for detecting (S301) the plurality of ac-
cessory devices (20) connected to the network
(40) by broadcasting a detection signal to the
network (40).
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The terminal device (10) according to any one of
claims 1 to 4, further comprising means for erasing
(S111, S311) the firmware package from the mem-
ory (14) after the firmware package stored in the
memory (40) is provided to the plurality of accessory
devices (20) to which the same firmware package is
applied.

The terminal device (10) according to any one of
claims 1 to 5, further comprising a detecting portion
(S108) configured to detect a user’s input of an in-
struction to allow the server (30B) to transmit the
firmware package,

wherein the firmware package is received from the
server (30B) in accordance with the detection of the
instruction.

The terminal device (10) according to any one of
claims 1 to 6, wherein the firmware package is re-
ceived from the server (30B) in accordance with a
periodic instruction.

A method for providing a common firmware package
to a plurality of accessory devices (20) by a terminal
device (10) that is configured to be connectable with
the plurality of accessory devices (20) and a server
(30B) storing a firmware package, comprising the
steps of:

receiving (S203, S403) the firmware package
from the server;

storing (S203, S403) the firmware received from
the server (30B) in a memory (14);

providing (S206, S406) the stored firmware
package to a first one of the plurality of acces-
sory devices (20) to install the firmware package
therein; and

providing (S206, S406) the stored firmware
package to the other of the plurality of accessory
devices (20) to which the same firmware pack-
age is applied as the first one (20), to install the
firmware package therein.

A terminal device (10) configured to be connectable
with aplurality of accessory devices (20) and aserver
(30B) configured to store a firmware package, com-
prising:

a processor (11); and

a memory (12, 13, 14) storing computer reada-
ble instructions that, when executed, cause the
terminal device (10) to perform the method of
claim 8.

A computer-executable program executable by a
processor (11) of a terminal device (10) which is con-
nectable with a plurality of accessory devices (20)
and a server (30B) storing a firmware package, caus-
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10

ing the processor (11) to execute the method of claim
8.



EP 2 437 164 A1

do¢

.

49VXOvd
JdVMINAIL
41vddn

dIAEES

v1ivda
3.1vddn

d3AHES

~

vo0g

4%

NOILYOd ¢l
9L ™ Avidsia ! Nvd |1
NOILJOd 2
Sk onwvaado| T LAOGE H
)
o~ aaH ¢ Ndo
)1 —t— 1 dn>domian
o 0T 301A3d
/ TYNINYTL
i ! — N
62 —~—{ /1 MHOMLIN
NOILJOd | —1 e
¥AINIMG | | u3iNed | | A _ONLN
~ ~ 3OVMOVd
9z -
Oc 0c Juvmnaid IH— ndo L1z
I nvsAN
ve HILINNd
\.\
0 1614

11



EP 2 437 164 A1

Fig.2 (_rocessne )
¥

S101
READ PRINTER LIST "

ot

-y
OBTAIN DEVICE INFORMATION
FROM PRINTER
L 2
OBTAIN IDENTIFICATION S103
INFORMATION FROM SERVEROR | ~—
WAIT FOR CERTAIN TIME

— 5102

HAS REQUEST FOR 5104

PROVIDING IDENTIFICATION INFORMATION
BEEN ISSUED WITH RESPECT TO ALL
PRINTERS?

5105

PRINTER WHOS
FIRMWARE PACKAGE CAN BE
UPDATED EXISTS?

YES

S107

A 4 /f’/
DISPLAY LIST OF PRINTER(S)

WHOSE FIRMWARE PACKAGE(S)

CAN BE UPDATED
DISPLAY MESSAGE v

THAT THERE IS NO PRINTER

/E
DETECT SELECTION OF TARGET
WHOSE FIRMWARE PACKAGE| |PRINTER AND INPUT OF UPDATE

CAN BE UPDATED EXECUTION INSTRUCTION
/ N

5106 PERFORM TRANSMISSION/RECEPTION
PROCESSING ON SELECTED TARGET
PRINTER

5109

RANSMISSION/RECEPTIO
PROCESSING BEEN PERFORMED
ON ALL SELECTED TARGET
PRINTERS?

[NO

S110

ERASE DOWNLOADED UPDATE
FIRMWARE PACKAGE
]

F N

S111
4 cviIT \

12



Fig.3

NO

EP 2 437 164 A1

TRANSMISSION/RECEPTION
PROCESSING

5202

HAS UPDATE
FIRMWARE PACKAGE BEE
DOWNLOADED FROM URL
BEFORE?

YES

5203

/

DOWNLOAD UPDATE
FIRMWARE PACKAGE

S204

A

DOWNLOAD SUCCEEDED?

<Tmon

PROVIDE UPDATE FIRMWARE }—~_ $206
PACKAGE TO PRINTER

5207

DISPLAY ERROR
MESSAGE

UPDATE OF FIRMWARE
PACKAGE SUCCEEDED?

SEND UPDATE RESULT OF

—_ S208
SUCCESS TO SERVER

»
»
A

y

C RETURN )

13



EP 2 437 164 A1

Flg 4 ( PRLCJ)IZ:%ASTSIIENG )
]

CREATE PRINTER LIST BY BROADCAST 5301
v 8302
OBTAIN DEVICE INFORMATION FROM PRINTER
S303
HAS IDENTIFICATION
INFORMATION FOR THE MODEL YES

SAME AS THAT OF PRINTER BEEN
OBTAINED?

8304

OBTAIN IDENTIFICATION INFORMATION FROM SERVER

) 4

5305

NO HAS IDENTIFICATION
INFORMATION FOR ALL PRINTERS BEEN

OBTAINED?

5306

PRINTER WHOSE
FIRMWARE PACKAGE CAN BE
UPDATED EXISTS?

YES

S308
\ 4 / .

SELECT PRINTER THAT CAN BE
NO UPDATED AS TARGET PRINTER

N

PERFORM TRANSMISSION/RECEPTION
PROCESSING ON SELECTED TARGET
PRINTER

5309

RANSMISSION/RECEPTION
PROCESSING BEEN PERFORMED
ON ALL SELECTED TARGET
PRINTERS?

S307
\ 4
DISPLAY MESSAGE
THAT THERE IS NO PRINTER
WHOSE FIRMWARE PACKAGE] | ERASE DOWNLOADED UPDATE
CAN BE UPDATED FIRMWARE PACKAGE

P ]
<

¥ ‘ S311

C EXIT )

8310

14



Fig.5

EP 2 437 164 A1

TRANSMISSION/RECEPTION
PROCESSING

5401

HAS UPDATE
FIRMWARE PACKAGE BEE
DOWNLOADED FROM URL
BEFORE?

5403

—

DOWNLOAD UPDATE
FIRMWARE PACKAGE

S404
NO

A

WSUCCEEDED?

YES

A 4
PROVIDE UPDATE FIRMWARE {—~_ s406
PACKAGE TO PRINTER

5407

UPDATE OF FIRMWARE

A 4

PACKAGE SUCCEEDED?

MESSAGE

DISPLAY ERROR SEND UPDATE RESULT OF |~ 5408

SUCCESS TO SERVER

A4

( RETURN )

15



EP 2 437 164 A1

Europiisches
Patentamt
o E:{:ﬁf ao"ffice Application Number
e EUROPEAN SEARCH REPORT
des brevets EP 11 18 2978

DOCUMENTS CONSIDERED TO BE RELEVANT

Category Citation of document with indication, where appropriate, Relevant CLASSIFICATION OF THE
of relevant passages to claim APPLICATION (IPC)

X US 2006/236325 Al (RAO BINDU R [US] ET AL |1-10 INV.

RAO BINDU RAMA [US] ET AL) GO6F9/445
19 October 2006 (2006-10-19)

* abstract; figure 2 *

* paragraph [0028] - paragraph [0148] *

TECHNICAL FIELDS
SEARCHED (IPC)

GO6F
1 The present search report has been drawn up for all claims
Place of search Date of completion of the search Examiner
Munich 21 November 2011 Miiller, Tobias
CATEGORY OF CITED DOCUMENTS T : theory or principle underlying the invention

E : earlier patent document, but published on, or
X : particularly relevant if taken alone after the filing date
Y : particularly relevant if combined with another D : document cited in the application
document of the same category L : document cited for other reasons
A technological background e et et e
O : non-written disclosure & : member of the same patent family, corresponding
P : intermediate document document

EPO FORM 1503 03.82 (P04C01)

16




EPO FORM P0459

EP 2 437 164 A1

ANNEX TO THE EUROPEAN SEARCH REPORT
ON EUROPEAN PATENT APPLICATION NO. EP 11 18 2978

This annex lists the patent family members relating to the patent documents cited in the above-mentioned European search report.
The members are as contained in the European Patent Office EDP file on
The European Patent Office is in no way liable for these particulars which are merely given for the purpose of information.

21-11-2011
Patent document Publication Patent family Publication
cited in search report date member(s) date

US 2006236325 Al 19-10-2006  NONE

For more details about this annex : see Official Journal of the European Patent Office, No. 12/82

17



EP 2 437 164 A1
REFERENCES CITED IN THE DESCRIPTION
This list of references cited by the applicant is for the reader’s convenience only. It does not form part of the European
patent document. Even though great care has been taken in compiling the references, errors or omissions cannot be
excluded and the EPO disclaims all liability in this regard.

Patent documents cited in the description

* JP 2010092322 A [0002]

18



	bibliography
	description
	claims
	drawings
	search report

