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(54) MICROCOMPUTER AND OPERATION METHOD THEREOF

(57) [OBJECT]

It is an object to, even if a CPU of a microcomputer
becomes incapable of executing programs and under-
goes a fatal error such as so-called "runaway", due to
external noise, instability of power supply voltage and
other factors, restore the CPU to its original state within
a significantly short period of time, while minimizing ini-
tialization of the entire system.

[SOLUTION]

During execution of software-based routine process-
ing, an interrupt signal and a reset signal are output at
arbitrary timings. When it is determined that the CPU of
the microcomputer goes into the runaway state, data
storedin aRAMis read as recovery information to restore
the CPU to a state just before the runaway.

Thus, software being executed can be recovered
from the fatal error within a short period of time, so that
it becomes possible to continue the software-based
processing as if no fatal error occurs.
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Description
TECHNICAL FIELD

[0001] The present invention relates to a method of
operation of a microcomputer. More particularly, the
present invention relates to a circuit for, in the event of
an error, such as so-called "runaway", in a central
processing unit (CPU), automatically recovering the
CPU, and a usage of the circuit.

BACKGROUND ART

[0002] Due to external electrical noise, static electric-
ity, instability of power supply voltage and other factors,
afatal erroris likely to occur in a CPU of a microcomputer.
This can preclude the CPU from executing programs.
For example, such a fatal error state includes so-called
"CPU runaway". A common one of the countermeasures
to a fatal error in the CPU of the microcomputer is a tech-
niqgue known as "watchdog". In this technique, a timer
having a cycle (loop) time sufficiently greater than that
of software-based processing is provided, and config-
ured to be reset at intervals of the loop of the software-
based processing. In the event of a fatal error in the CPU,
the software-based processing does not operate normal-
ly, so that the timer will expire without being reset, and
the expiration of the timer serves as a trigger for providing
a reset to the entire microcomputer. On the other hand,
when the CPU operates normally (when no fatal error
occurs), the microcomputer is not reset, because the tim-
er is reset before the expiration.

[0003] However, in this technique, a fatal error state
of the CPU is likely to continue for a large part of a time
period from the start to expiration of the timer. Thus, in
an environmentwhere alag time between the occurrence
of a fatal error in the CPU and the expiration of the timer
has an adverse effect on the use of the microcomputer,
or where a false operation of the microcomputer during
the lag time poses a risk to a user, the watchdog is not
necessarily effective. However, it is employed because
there is no other means.

[0004] Moreover, in the watchdog-based counter-
measure to a fatal error in the CPU, it is difficult to, after
the occurrence of the fatal error in the CPU, return the
CPU to a state just before the occurrence of the error.
This is because it takes a long time before a fatal error
in the CPU is detected, so that a state of information in
a CPU register or the like at a timing of the detection of
the fatal error in the CPU becomes different from a state
just before the occurrence of the fatal error.

[0005] Heretofore, a microcomputer has been config-
ured such that, in response to detecting a fatal error in
the CPU, it is entirely initialized while discarding the in-
formation in the CPU register or the like at the timing of
the detection of the fatal error in the CPU. Thus, in order
to recover the CPU from a fatal error, it is conventionally
necessary to take a time for initializing the entire micro-
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computer, in addition to a time for detecting the fatal error
in the CPU. Then, in order to return the microcomputer
to the state just before the occurrence of the fatal error
in the CPU, it is necessary to allow processing (process-
ing according to an application program) which has been
previously running until just before the occurrence of the
error, to be reproduced after reset or initialization of the
CPU. It is not easy to reproduce the previously running
processing. Moreover, it is necessary to take a process-
ing time for performing the reproduction. Therefore, de-
pending on a usage environment of the microcomputer,
the above technique of recovering the microcomputer
from the fatal error of the CPU is likely to cause a big
problem. For example, a machine is likely to be placed
in an unstoppable state during the period after the fatal
error in the CPU through until the initialization, resulting
in the occurrence of an accident, and a serious situation
such as a loss of monetary count is likely to occur.
[0006] Generally, only one signal for initialization is
used for a one-chip microcomputer using a microcom-
puter. This means that the initialization is performed on
the entire microcomputer. Thus, the microcomputer is
designed on the assumption that the initialization of the
microcomputer is performed in the event of an error hav-
ing severity justifying the initialization of the entire micro-
computer. Therefore, it is conventionally believed that it
is unavoidable to take a long time for recovering the CPU
from a fatal error therein, or to lose information or the like
before the occurrence of the fatal error.

[0007] There has also been known a technique, of pe-
riodically or cyclically providing a reset to only a CPU,
instead of the cyclicinterrupt, as disclosed in the following
Patent Document 1. In the case of using this technique,
a time period from the start to end of execution of an
application program to be executed on the CPU is re-
quired to fall within a cycle time of the reset. This is be-
cause, if the CPU is reset during execution of the appli-
cation program, information in a CPU register such as a
program counter or a stack is also reset, so that address-
es for instructions in the application program are erased.
Thus, in the case of cyclically resetting only the CPU, the
application program is required to have a significantly
small size enough to allow a time period from the start
to end of the processing thereof to fall within an interval
of the CPU reset cycle. For this reason, a required size
of the application program becomes smaller than that of
a common program. This leads to an enormous increase
in the number of the application programs. There is an-
other problem that a programmer must create the appli-
cation program in consideration of not only contents of
processing based on the application program but also
the reset cycle.

LIST OF PRIOR ART DOCUMENTS
[PATENT DOCUMENTS]

[0008]
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Patent Document 1: JP 06-071024 A

Patent Document 2: JP 09-319602 A
SUMMARY OF THE INVENTION
[PROBLEM TO BE SOLVED BY THE INVENTION]

[0009] The present invention is intended to, in the
event of a fatal error in a CPU of a microcomputer, reset
only the CPU without initializing or resetting the entire
microcomputer, to allow the CPU of the microcomputer
to be recovered from a fatal error state within a signifi-
cantly short period of time. The present invention is fur-
ther intended to reset the CPC without exerting an ad-
verse effect on an application program being executed
on the microcomputer.

[MEANS FOR SOLVING THE PROBLEM]

[0010] The presentinvention provides a microcomput-
er which comprises: a CPU; a RAM connected to the
CPU viaa CPU bus; interrupt request signal output circuit
operable to output, to the CPU, aninterrupt request signal
for requesting to start execution of interrupt processing;
and CPU reset signal output circuit operable, after the
interrupt request signal output circuit outputs the interrupt
request signal, to output, to the CPU, a CPU reset signal
for requesting to start CPU reset processing, wherein the
CPU is operable, upon receiving the interrupt request
signal, to stop processing of an application program be-
ing executed on the CPU, and store, in the RAM, infor-
mation from a CPU register of the CPU, as recovery in-
formation, and, then upon receiving the CPU reset signal,
to undergo a reset, and copy the recovery information
stored in the RAM, to the CPU register.

[0011] Preferably, the microcomputer of the present
invention further comprises a timer counter circuit for cy-
clically generating the CPU reset signal and the interrupt
request signal.

[0012] More preferably, in the above microcomputer,
the timer counter circuit comprises an additional timer,
and the CPU is operable to determine whether the infor-
mation from the CPU register is normal, wherein the ad-
ditional timer is configured such that, only when the in-
formation from the CPU register is determined to be nor-
mal, it is activated to prohibit the execution of the CPU
reset processing, during a time period in which the CPU
reset signal is supplied to the CPU.

[0013] Preferably, the microcomputer of the present
invention further comprises a system rest signal source
for resetting the entire microcomputer, and an OR circuit,
wherein the CPU reset signal output circuit and the sys-
tem rest signal source are connected to an input of the
OR circuit, and the CPU is connected to an output of the
OR circuit.

[0014] The present invention further provides a meth-
od of operation of a microcomputer. The method com-
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prises the steps of: outputting, from a timer counter circuit
to a CPU, an interrupt request signal for requesting to
start execution of interrupt processing; causing the CPU
to stop processing of an application program being exe-
cuted on the CPU, upon receiving the interrupt request
signal; causing the CPU to store, in a RAM, information
from a CPU register of the CPU as recovery information;
after the output of the interrupt request signal, outputting,
from the timer counter circuit to the CPU, a CPU reset
signal for requesting to start CPU reset processing; caus-
ing the CPU to undergo a reset, upon receiving the CPU
reset signal; and causing the CPU to copy the recovery
information stored in the RAM, to the CPU register.
[0015] Preferably, in the method of the present inven-
tion, the CPU reset signal and the interrupt request signal
are cyclically generated by the timer counter circuit.
[0016] More preferably, the above method further
comprises the step of causing the CPU to determine
whether the information from the CPU register is normal,
and, only when the information from the CPU register is
determined to be normal, prohibiting execution of the step
of causing the CPU to undergo a reset, during a time
period in which the CPU reset signal is supplied to the
CPU.

[EFFECT OF THE INVENTION]

[0017] The presentinvention makes it possible to early
detect that a fatal error occurs in a CPU of a microcom-
puter, and perform recovery from the fatal error, which
allows a microcomputer-applied device to significantly
reduce an abnormal operation or a malfunction which
occasionally leads to a dangerous situation.

[0018] Particularly, in a mechanical-system control de-
vice for use in the field of automobiles, airplanes, ships,
industrial robots, etc., a malfunction of such a device is
likely to lead to a big accident (e.g., brake control or steer-
ing control for an automobile). A time required for recov-
ery from a fatal error of the CPU of the microcomputer
according to the present invention is far less than a time
required for detection of a malfunction of the mechanical-
system control device and recovery from the malfunction.
Thus, itis valuable that processing for detection of a mal-
function of the device due to a fatal error of the CPU of
the microcomputer, and recovery from the malfunction,
is performed with a focus on a microcomputer, instead
of the entire device.

[0019] Moreover, in the above fields, a factor causing
the fatal error, such as electrical noise, occurs more fre-
quently than in other fields. Thus, the present invention
applied to the mechanical-system control device makes
it possible to significantly ease conventional counter-
measures variously required for electrical noise and other
factors, while taking a stronger countermeasure than ev-
er before, so that it becomes possible to achieve both a
reduction in cost and an improvement in reliability. In a
situation where a fatal error continuously occurs in the
CPU of the microcomputer, it is possible to detect the
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continuous fatal error in the CPU, and, based on a result
of the detection, provide information for alarming a mal-
function of the device, through an input/output interface.
[0020] In the present invention, in the event of a fatal
errorin a CPU of a microcomputer, only the CPU is reset,
instead of resetting the entire microcomputer. This
makes it possible to perform recovery from the fatal error,
within a significantly short period of time. The present
invention also makes it possible to reset the CPU after
stopping an application program being executed on the
CPU when a fatal error occurs in the CPU, and then re-
start the execution of the application program from a state
at a timing just before the occurrence of the fatal error.
[0021] An example in the field where it is expected to
utilize the presentinvention will be taken as follows. Even
in a situation where, during operation of a lift or elevator,
a fatal error occurs in a CPU of a microcomputer for con-
trolling the elevator, due to lightning or power supply
noise or noise caused by design defect, and the elevator
malfunctions due to the CPU, the microcomputer of the
present invention may be used as the microcomputer for
the elevator to allow the elevator to be restored to a stable
operating state within a short period of time.

BRIEF DESCRIPTION OF THE DRAWINGS
[0022]

FIG. 1 is a block diagram illustrating an overall con-
figuration of a microcomputer according to one em-
bodiment of the present invention.

FIG. 2is a block diagram more specifically illustrating
a clock generation circuit, a timer counter circuit and
aCPUinFIG. 1.

FIG. 3 is a flowchart illustrating an operation of a
microcomputer according to a first embodiment of
the present invention.

FIG. 4 is a flowchart illustrating an operation of a
microcomputer according to a second embodiment
of the present invention.

FIG. 5 is a flowchart illustrating an operation of in-
terrupt processing.

FIG. 6 is a flowchart illustrating operation of CPU
reset processing.

FIG. 7 is a time chart regarding the first embodiment
in a situation where a CPU operates normally.

FIG. 8 is a time chart regarding the first embodiment
in a situation where a fatal error occurs in the CPU.
FIG. 9 is a time chart regarding the second embod-
iment in a situation where a fatal error occurs in a
CPU.

DESCRIPTION OF EMBODIMENTS

[0023] FIG. 1is a block diagram illustrating an overall
configuration of a microcomputer according to one em-
bodiment of the present invention. In this embodiment,
the microcomputer 100 comprises a central processing
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unit (CPU) 101, a main memory unit (RAM) 105, a ROM
110, a communication circuit 115, a universal counter
timer 120, an input/output port 125, an OR circuit 130, a
system reset signal source 135, a clock generation circuit
140, a timer counter circuit 145, additional timer 150, a
watchdog circuit 155, an illegal instruction detection cir-
cuit and improper external access detection circuit 160,
a system resetting bus 165, and a CPU bus 170.
[0024] The systemresetsignal source 135is operable,
in response to a power-on event or the like, to generate
a system resetting signal, and send the system resetting
signal via the system resetting bus 165. The system re-
setting signal is a signal for resetting the entire micro-
computer. The system resetting signal is used to reset
not only the CPU 101 but also other components, such
as the input/output port 125, the communication circuit
115 and the universal counter timer 120.

[0025] Each of the watchdog circuit 155 and the illegal
instruction detection circuitand improper external access
detection circuit 160 is operable to determine whether
the CPU 101 operates normally. Then, when it is deter-
mined that the CPU 101 does not operate normally, the
watchdog circuit 155 or the illegal instruction detection
circuit and improper external access detection circuit 160
is operable to send a system resetting signal to the CPU
101, the communication circuit 115 and others via the
system resetting bus 165 to reset the entire microcom-
puter 100.

[0026] The clock generation circuit 140 is a circuit for
generating a system clock signal. The timer counter cir-
cuit 145 is a circuit for generating a first processing signal
(interrupt request signal) and a second processing signal
(CPU reset signal). The OR circuit 130 is a circuit for
preventing the CPU reset signal from being sent from the
timer counter circuit 145 to the system resetting bus 165
so as to allow the CPU reset signal to be supplied only
to the CPU 101. The OR circuit is configured to be sup-
plied with the CPU reset signal and the system resetting
signal as an input. Thus, the CPU reset signal is not sup-
plied to any components other than the CPU 101, such
as the communication circuit 115 and the universal coun-
ter timer 120. The CPU 101 is a circuit for performing
controls and operations for the microcomputer 100.
[0027] FIG. 2 is a block diagram more specifically il-
lustrating the clock generation circuit 140, the timer coun-
ter circuit 145 and the CPU 101 in FIG. 1. The CPU 101
comprises a CPU register 235. The clock generation cir-
cuit 140 comprises a clock generator 210 and afrequency
demultiplier 215. The timer counter circuit 145 comprises
acounter 220, an additional timer 225, a comparator 230,
aregister 255, a CPU resetting signal flip-flop circuit 240,
an interrupt request signal flip-flop circuit 245, and a sys-
tem resetting flip-flop circuit 250.

[0028] The CPU 101 is connected to each of the reg-
ister 255 and the system resetting flip-flop circuit 250 via
the CPU bus 170. The clock generator 210 is a circuit for
generating a system clock signal.

[0029] The clock signal generated by the clock gener-
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ator 210, i.e., a first clock signal, is supplied to the CPU
101 and the frequency demultiplier 215. The frequency
demultiplier 215 is operable to convert the first clock sig-
nal to a second clock signal having an appropriate fre-
quency. Then, the frequency demultiplier 215 is operable
to supply the second clock signal to the counter 220.
[0030] The counter220isoperabletocountthe second
clock signal. The second clock signal is counted until a
second clock signal count value reaches an upper limit
count value. As used here, the term "second clock signal
count value" means a value obtained by subjecting the
second clock signal to counting by the counter 220. The
counter 220 is operable, when the second clock signal
count value reaches the upper limit count value, to gen-
erate the CPU reset signal while setting the CPU resetting
signal flip-flop circuit 240, and, after several clocks
enough to reset the CPU, to reset the CPU resetting sig-
nal flip-flop circuit 240. The counter 220 is operable, after
the second clock signal count value reaches the upper
limit count value, to reset the second clock signal count
value, and restart the counting. In another embodiment,
the microcomputer may be configured such that the CPU
101 sets the upper limit count value during initialization
processing, etc. Even in a situation where the second
clock signal count value is changed due to an influence
of electrical noise or the like, the counter 220 which is a
free-running counter never stops counting the second
clock.

[0031] In another embodiment, the clock generator
210 may be configured to supply the first clock signal to
the counter 220 without using the frequency demultiplier
215. In this case, as a clock signal, the counter 220 uses
the first clock signal in place of the second clock signal.
[0032] The CPU resetting signal flip-flop circuit 240 is
operable to waveform-shape the CPU reset signal re-
ceived from the counter 220, into a pulse signal having
a short pulse width, and supply the pulse signal to the
CPU 101. In an another embodiment, in the case where
the counter 220 is capable of generating the CPU reset
signal in the form of a pulse signal having a short pulse
width, the microprocessor may be configured such that
the counter 220 supplies the CPU reset signal directly to
the CPU 101 without passing through the CPU resetting
signal flip-flop circuit 240.

[0033] Upon power-on or the like, the system resetting
signal is supplied to the CPU 101 via the system resetting
bus 165. The CPU 101 is operable, in response to re-
ceiving the system resetting signal, to reset the system
resetting flip-flop circuit 250. In another embodiment, the
microcomputer may be configured such that, upon pow-
er-on or the like, the system reset signal source 135 re-
sets the system resetting flip-flop circuit 250 via the sys-
temresetbus. In another embodiment, the CPU 101 may
be configured to supply the system reset signal to the
timer counter circuit 145 to reset an entirety or a part of
the components of the timer counter circuit 145.

[0034] Subsequently, during initialization processing,
the CPU 101 is operable to set the system resetting flip-
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flop circuit 250. The counter 220 is configured to be pre-
vented from counting the second clock signal when the
system resetting flip-flop circuit 250 is under a reset
mode. The counter 220 is configured to start counting
the second clock signal when the system resetting flip-
flop circuit 250 is set through the initialization processing.
[0035] During the initialization processing, the CPU
101 is operable to supply a comparative value which is
a predetermined numerical value, to the register 255 via
the CPU bus 170. The register 255 is operable to store
therein the comparative value.

[0036] The comparator 230 is operable to compare the
second clock signal count value with the comparative
value stored in the register 255. The comparator 230 is
operable, when the second clock signal count value is
coincident with the comparative value, to generate an
interrupt request signal and supply the interrupt request
signal to the interrupt request signal flip-flop circuit 245.
[0037] The interrupt request signal flip-flop circuit 245
is operable to adjust the interrupt request signal received
from the comparator 230, to a pulse signal having a short
pulse width, and supply the pulse signal to the CPU 101.
In another embodiment, in the case where the compara-
tor 230 is capable of generating the interrupt request sig-
nal in the form of a pulse signal having a short pulse
width, the microcomputer may be configured such that
the comparator 230 supplies the interrupt request signal
directly to the CPU 101 without passing through the in-
terrupt request signal flip-flop circuit 245.

[0038] In another embodiment, the counter 220, the
counter 220 may comprise the additional timer 225. The
additional timer 225 has a timer function to be put into
an active state only for a predetermined time. When the
timer function is in the active state, the additional timer
225 is operable to control the counter 220 to prohibit the
counter 220 from supplying the CPU reset signal to the
CPU resetting signal flip-flop circuit 240. In another em-
bodiment, the additional timer 225 may be configured to,
when the timer function is in the active state, reset the
CPU resetting signal flip-flop circuit 240 to prohibit the
CPU resetting signal flip-flop circuit 240 from supplying
the CPU reset signal to the CPU 101.

[FIRST EMBODIMENT]

[0039] An operation of the circuit in FIG. 2 will be de-
scribed below.

Firstly, upon a power-on event, the system reset signal
source 135 resets the counter 220 and all of the flip-flop
circuits 240, 245, and 250 in the timer counter circuit 145.
In another embodiment, the microcomputer may be con-
figured such that the system resetting flip-flop circuit 250
is reset by the CPU 101. After the power-on event, the
CPU 101 executes the initialization processing. During
the initialization processing, the CPU 101 firstly sets an
appropriate comparative value to the register 255.
[0040] The comparative value is a value to be used
when the comparator 230 generates the interrupt request
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signal. The comparator 230 compares the second clock
signal count value with the comparative value, and, when
they are coincident with each other, generates the inter-
rupt request signal. Then, the CPU 101 receives the in-
terrupt request signal and executes the interrupt process-
ing. Thus, the interrupt processing is executed during an
elapse of a time period (comparison time) after start of
counting of the second clock signal through until the sec-
ond clock signal count value reaches the comparative
value. This means that the interrupt signal is generated
at predetermined time intervals. Then, the CPU 101 re-
ceives the interrupt signal at the predetermined time in-
tervals and executes the interrupt processing. The com-
parison time is a time required for counting the second
clock signal until the second clock signal count value
reaches the comparative value, and obtained by the fol-
lowing formula: (a cycle time of the second clock) X (the
comparative value).

[0041] As used here, the term "interrupt processing" is
processing having a higher processing priority than that
of an application program. Then, when the interrupt
processing is triggered, the CPU 101 interrupts an appli-
cation program and starts the interrupt processing.
[0042] The system resetting flip-flop circuit 250 is reset
by the CPU 101 or the system reset signal source 135,
onlywhen the system resetting signal is generated during
power-on of the microcomputer 100 or the like. Subse-
quently, during the initialization processing, the CPU 101
sets the system resetting flip-flop circuit 250. Just after
the system resetting flip-flop circuit 250 is set, the counter
220 starts counting the second clock signal. The reason
why no software-based resetting means is provided is to
prevent the system resetting flip-flop circuit 250 from be-
ing reset in the event of a fatal error in the CPU. In the
case where itis guaranteed that the system resetting flip-
flop circuit 250 operates without being reset in the event
of a fatal error in the CPU, software-based means for
resetting the system resetting flip-flop circuit 250 may be
provided.

[0043] The comparator 230 compares the second
clock signal count value with the comparative value
stored in the register 255. In other words, the comparator
230 ascertains whetherthe comparison time has elapsed
after the start or restart of counting of the second clock
signal. When the second clock signal count value and
the comparative value are coincident with each other,
the comparator 230 generates the interrupt signal while
setting the interrupt request signal flip-flop circuit 245,
and, after several clocks, resets the interrupt request sig-
nal flip-flop circuit 245. The interrupt request signal flip-
flop circuit 245 waveform-shapes the interrupt request
signal into a pulse signal having a short pulse width. The
interrupt request signal shaped into a pulse signal is sup-
plied to the CPU 101.

[0044] In another embodiment, in the case where the
comparator 230 is capable of generating the interrupt
request signal in the form of a pulse signal having a short
pulse width, the microcomputer may be configured such
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that the comparator 230 supplies the interrupt request
signal directly to the CPU 101 without passing through
the interrupt request signal flip-flop circuit 245. In re-
sponse to receiving the interrupt request signal, the CPU
101 executes the interrupt processing.

[0045] The counter 220 ascertains whether or not the
second clock signal count value has reached an upper
limit count value. In other words, the counter 220 ascer-
tains whether an upper limit counter time has elapsed
after start or restart of counting of the second clock signal.
The upper limit counter time is a time required for count-
ing the second clock signal until the second clock signal
count value reaches the upper limit count value, and ob-
tained by the following formula: (the cycle time of the
second clock) X (the upper limit count value).

[0046] When it is ascertained that the second clock
signal count value has reached the upper limit count val-
ue, the counter 220 generates the CPU reset signal while
setting the CPU resetting signal flip-flop circuit 240. The
CPU resetting signal flip-flop circuit 240 waveform-
shapes the CPU reset signal into a pulse signal having
a short pulse width. The CPU reset signal shaped into a
pulse signal is supplied to the CPU 101.

[0047] In an another embodiment, in the case where
the counter 220 is capable of generating the CPU reset
signal in the form of a pulse signal having a short pulse
width, the microprocessor may be configured such that
the counter 220 supplies the CPU reset signal to the CPU
101 without passing through the CPU resetting signal
flip-flop circuit 240.

[0048] In response to receiving the CPU reset signal,
the CPU 101 executes the CPU reset processing. The
CPU resetting signal flip-flop circuit 240 is reset, for ex-
ample, by the counter 220, shortly after being set.
[0049] The following description will be made about a
time period from the start to end of execution of the in-
terrupt processing to be executed in response to receiv-
ing the interrupt request signal (interrupt processing ex-
ecution time). In this embodiment, the comparison time
is less than the upper limit counter time. Further, the in-
terrupt processing is executed when an elapsed time
from a count start timing of starting or restarting the count-
ing of the second clock signal by the counter 220 reaches
the comparison time. The CPU reset processing is exe-
cuted when then elapsed time from the start or restart of
the counting reaches to the upper limit counter time. The
interrupt processing must be completed before execution
of the CPU reset processing. The reason will be de-
scribed later. Therefore, a time obtained by subtracting
the comparison time from the upper limit counter time
must be greater than an execution time of the interrupt
processing. More specifically, assuming that a time re-
quired for the interrupt processing is 50 microseconds,
a time obtained by (the upper limit counter time) - (the
comparison time) must be greater than 50 microseconds.
Thus, supposing that the upper limit counter time is 5
milliseconds, the comparison time must be less than
4950 microseconds. Preferably, the execution time of the
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interrupt processing is set to a value which is in the range
of about 2 to 5% of an upper limit time of the counter 220.

[SECOND EMBODIMENT]

[0050] The timer counter circuit 145 may further com-
prise the additional timer 225. During the interrupt
processing, the additional timer 225 is started, for exam-
ple, by the CPU 101. When the CPU reset signal is gen-
erated (the elapsed time from the start or restart of the
counting reaches the upper limit counter time), the addi-
tional timer 225 is operable to prohibit the CPU reset
signal from being generated or output. Specifically, the
additional timer 225 is operable to supply, to the CPU
resetting signal flip-flop circuit 240, a CPU reset prohibi-
tion signal which is a signal for prohibiting the flip-flop
circuit 240 from being set. In another embodiment, the
additional timer 225 may be configured to control the
counter 220 to prohibit the counter 220 from generating
the CPU reset signal. The microcomputer 100 according
to the second embodiment is configured such that the
CPU reset processing is not regularly executed, so that
it becomes possible to reduce a load on the CPU 101
and others, as compared to the microcomputer 100 ac-
cording to the first embodiment.

[0051] FIG. 3 is a flowchart illustrating an operation of
the microcomputer 100 according to the first embodi-
ment. Firstly, the microcomputer 100 is powered on (Step
S305). Then, the microcomputer 100 is initialized during
the initialization processing (Step S310). After comple-
tion of the initialization, the counter 220 counts a clock
signal supplied thereto (Step S315).

[0052] The comparator 230 determines whether the
clock signal count value has reached the comparative
value (Step S320). This clock signal count value is a value
obtained by subjecting the clock signal to counting by the
counter 220. When the clock signal count value has not
reached the comparative value, the comparator 230 is
kept in a standby state until the clock signal count value
becomes equal to the comparative value. When the clock
signal count value reaches the comparative value, the
comparator 230 generates the interrupt request signal
and supplies the interrupt request signal to the CPU 101
(Step S325).

[0053] In response to receiving the interrupt request
signal, the CPU 101 stops an application program which
is being executed, and executes the interrupt processing
(Step S330). The interrupt processing will be described
in detail later.

[0054] After completion of the interrupt processing,
the counter 220 is kept in a standby state until the clock
signal count value reaches the upper limit count value
(Step S335). When the clock signal count value reaches
the upper limit count value, the counter 220 generates
the CPU reset signal and supplies the CPU reset signal
to the CPU 101 (Step S340). Further, the counter 220
resets the clock signal count value and restarts counting
the clock signal.
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[0055] In response to receiving the CPU reset signal,
the CPU 101 executes the CPU reset processing (Step
S345). The CPU reset processing will be described in
detail later.

[0056] FIG. 4 is a flowchart illustrating an operation of
the microcomputer 100 according to the second embod-
iment. The flowchart in FIG. 1 is partially identical to the
flowchartin FIG. 3. Specifically, Steps S405, S410, S415,
S420, S425, S430, S450, S455 and S460 in FIG. 4 cor-
respond to respective ones of the Steps S305, S310,
S315, 8320, S325, S330, S335,S340and S345in FIG. 3.
[0057] In other words, the flowchart in FIG. 4 is equiv-
alent to a flowchart formed by adding Steps S445, S450
and S455 to the flowchart in FIG. 3. Therefore, a differ-
ence between FIGS. 3 and 4 will be primarily described
below. The CPU 101 acquires information from the CPU
register 235 (Step S435). The CPU 101 determines
whether or not the acquired information is normal (Step
S440). Whether or not the information from the CPU reg-
ister 235 is normal may be determined based on whether
the value in the CPU register 235 falls within a normal
range or is adequate.

[0058] When the acquired information is determined
to be not normal, Steps S450, S455 and S460 corre-
sponding to respective ones of the Steps S335, S340
and S345 in the flowchart of FIG. 3 will be executed.
When the acquired information is determined to be nor-
mal, the additional timer 225 prohibits output of the CPU
reset signal (Step S445). Alternatively, the CPU 101 may
be configured to activate the additional timer 225. In this
case, in the event of a fatal error in the CPU 101, the
additional timer 225 is not activated, so that the additional
timer 225 becomes unable to prohibit output of the CPU
reset signal. Thus, the CPU reset signal is supplied to
the CPU, and the CPU reset processing is executed. As
an example of the case where the additional timer 225
is not activated, a situation can be assumed in which,
due to the occurrence of a fatal error in the CPU 101, the
CPU 101 fails to acceptinterrupt processing for activating
the additional timer 225.

[0059] FIG. 5is a flowchart illustrating an operation of
the interrupt processing. The execution of the interrupt
processing is triggered when the CPU 101 receives the
interrupt request signal (see the Steps S325 and S330
in FIG. 3 or the Steps S425 and S430 in FIG. 4). Firstly,
the CPU 101 stores, in the RAM 105, information ac-
quired from the CPU register 235 at a timing of the start
of the interrupt processing (at a timing of stopping the
application program) (Step S505). Then, the CPU 101
determines whether or not the operation of the interrupt
processing is normal, (Step S510).

[0060] Whether or not the operation is normal is deter-
mined by causing the CPU 101 to ascertain that specific
information stored in the RAM 105 is correct. For exam-
ple, the CPU 101 may be operable, during the initializa-
tion processing, to pre-store at least one predetermined
value in the RAM 105, and then during the interrupt
processing, to ascertain that the value is not changed.
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In this case, as long as the CPU 101 operates normally,
the predetermined value is not changed, except through
the initialization processing. On the other hand, in the
event of a fatal error in the CPU 101, for example, due
to a false operation of the CPU 101, the predetermined
value is likely to be changed. Thus, a change in the pre-
determined value means the occurrence of the fatal error.
[0061] More specifically, the CPU 101 may be opera-
ble, during previous interrupt processing, to acquire in-
formation from the CPU register 235 at a timing of the
start of previous interrupt processing, and store the in-
formation acquired from the RAM 105, as recovery infor-
mation, and, then during current interrupt processing, to
compare information acquired from the CPU register 235
at a timing of the start of the current interrupt processing
and stored in the RAM 105, with the recovery information
acquired at the timing of the start of the previous interrupt
processing and stored in the RAM 105, to determine
whether or not predetermined data is normal.

[0062] The CPU 101 may be operable to ascertain
whether or not a predetermined flag is in an ON state, to
determine whether or not the predetermined data is nor-
mal. As an example of the predetermined flag, an inter-
rupt processing end flag may be provided in the RAM
105. The CPU 101 is operable, when the interrupt
processing end flag is in an ON state, to determines that
information stored in the RAM 105 is correct. In the case
of using the interrupt processing end flag, the CPU 101
is operable, just after the Step S510, to set the interrupt
processing end flag to an OFF state, and, at the end of
the interrupt processing, to return the interrupt process-
ing end flag to the ON state. Thus, in a situation where
a fatal error occurs during execution of the previous in-
terrupt processing, the CPU 101 is operable to determine
that specific information stored in the RAM 105 is not
correct, because the interrupt processing end flag is in
the OFF state in the Step 510 during the current interrupt
processing.

[0063] The CPU 101 may be operable, during the pre-
vious interrupt processing, to store the information ac-
quired from the CPU register 235 and/or the predeter-
mined flag, in two or more areas of the RAM 105, instead
of one area of the RAM 105, and, then during the current
interrupt processing, to ascertain whether the two or
more information and/or the two or more predetermined
flags stored in the RAM 105 during the previous interrupt
processing are not changed. The CPU 101 is operable,
when two or more information and/or the two or more
predetermined flags are not changed, to determine that
the predetermined data is normal. This makes it possible
to more accurately make the determination as to whether
or not the predetermined data is normal. As an example,
the member of information or flags to be stored may be
set to three. In this case, even if one of the three infor-
mation or flags is changed differently, the CPU 101 can
use the remaining two information or flags as correct
ones. Thus, even in a situation where data in the RAM
105 is partially corrupted, the CPU 101 can make the
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determination as to whether or not the predetermined
datais normal. The above examples of the determination
are offered by way of illustration, and any other suitable
technique may also be employed to make the determi-
nation.

[0064] When the operation of the interrupt processing
is normal, the CPU 101 determines whether or not the
information acquired from the CPU register 235 at the
timing of the start of the interrupt processing and stored
in the RAM 105 is normal (Step S515). Whether or not
the information acquired from the CPU register 235 at
the timing of the start of the interrupt processing is normal
may be determined based, for example, on whether a
value of the information from the CPU register 235 falls
within a normal range or is adequate.

[0065] When the information acquired from the CPU
register 235 at the timing of the start of the interrupt
processing is determined to be normal, the CPU 101
stores the information from the CPU register 235 in an-
other area of the RAM 105 as recovery information (Step
S$520). In another embodiment, the CPU 101 may be
operable to copy the recovery information already stored
in the RAM 105 during previous interrupt processing, to
another location of the RAM 105 so as to manage a his-
tory record of recovery information. In yet another em-
bodiment, in the case of using the interrupt processing
endflag, the CPU 101 may be operable to setthe interrupt
processing end flag to the ON state.

[0066] In the Step S510, when the operation of the
interrupt processing is determined to be not normal, the
CPU 101 determines whether or not the information
stored in the RAM 105 is normal, (Step S525). The de-
termination in the Step S525 is made using the afore-
mentioned specific information stored in the RAM 105,
etc.

[0067] In the Step S525, when the information stored
in the RAM 105 is determined to be not normal, system
reset is performed to reset the entire microcomputer 100
(Step S530). After completion of the system reset, any
processing after the Step S530 is cancelled, and the mi-
crocomputer 100 is initialized. In still another embodi-
ment, the Step S530 may be configured to allow any com-
ponent insusceptible to a fatal error in the CPU, such as
the input/output port 125, to be free of reset.

[0068] In the Step S515, when the information stored
in the RAM 105 and the register 235 is determined to be
not normal , or, in the Step S525 , when the information
acquired from the CPU register 235 at the time of the
start of the interrupt processing is determined to be
normal , the CPU 101 executes processing for restoring
information in the CPU register 235, using the recovery
information stored in the RAM 105 in the form of a history
record, etc (Step S535). In another embodiment, the in-
terrupt processing may be configured such that the Step
S535 is followed by the Step S510. As an example of the
restoration processing, the CPU 101 may be operable to
restore the CPU register 235, using the recovery infor-
mation stored in the RAM 105 in the form of a history
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record.

[0069] In another embodiment, the interrupt process-
ing may consist only of the Steps S505 and S520.
[0070] FIG. 6is a flowchart illustrating an operation of
the CPU reset processing. The execution of the CPU
reset processing is triggered when the CPU 101 receives
the CPU reset signal (see the Steps S340 and S345 in
FIG. 3 or the Steps S455 and S460 in FIG. 4).

[0071] Firstly, resetting of the CPU 101 is performed
(Step S610). Through the resetting, information in the
CPU register 235 is cleared. The CPU reset signal serv-
ing as a trigger for execution of the CPU reset processing
(Step S345 or Step S460) is certainty provided from the
timer counter circuit in a cyclic manner. Thus, the CPU
reset processing (Step S345 or S460) is executed even
if the interrupt processing (Step S330 or S430) is not
executed immediately therebefore. In other words, even
in a situation where the interrupt processing is not exe-
cuted due to the occurrence of a fatal error in the CPU
101, the CPU reset processing is executed without rely-
ing on the interrupt processing.

[0072] The CPU 101 copies the recovery information
stored in the RAM 105 to the CPU register 235 (Step
S615). The information copied to the CPU register 235
corresponds to the information stored through the inter-
rupt processing (Step S520 in FIG. 5). Thus, the appli-
cation program which was being executed just before the
execution of the interrupt processing can be restarted
without being adversely affected by the resetting of the
CPU 101.

[0073] In another embodiment, the CPU 101 may be
configured to, before copying the recovery information
to the CPU register 235, check whether a value of the
recovery information is normal or adequate. In this case,
if the value of the recovery information is not normal or
not adequate, system reset may be performed.

[0074] Whenthe CPU 101 isreset after the occurrence
of a fatal error in the CPU 101, information in the CPU
register 235 is overwritten by the recovery information
stored in the RAM 105 through the processing in the Step
S615. Thus, as long as the recovery information is not
affected by a fatal error in the CPU 101, the present in-
vention makes it possible to, even if a fatal error occurs
inthe CPU 101, recover the CPU 101 from the fatal error.
[0075] In this connection, the interrupt processing
must be completed before execution of the CPU reset
processing as mentioned above, because, when no fatal
error occurs in the CPU 101, the recovery information is
required to be preliminarily stored in the RAM 105 (see
the Step S 520 in FIG. 5) to allow the recovery information
to be copied from the RAM 105 to the CPU register 235
in the Step S615 of the CPU reset processing, and the
interrupt processing is required to be completed to allow
the CPU 101 to stand by for execution of the CPU reset
processing.

[0076] In another embodiment, a CPU reset process-
ing execution enabling flag may be stored in the CPU
register 235 and the RAM 105. In this case, for example,
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when the recovery information is stored in the RAM 105
during the interrupt processing, the CPU 101 is operable
to set the CPU reset processing execution enabling flag
to an ON state. Then, only when the CPU reset process-
ing execution enabling flag is in the ON state, the CPU
reset processing is executed. After completion of the
CPU reset processing, the CPU 101 is operable to set
the CPU reset processing execution enabling flag to an
OFF state. Thus, in a situation where, due to the occur-
rence of a fatal error in the CPU, no recovery information
is updated in the RAM 105 during the interrupt process-
ing, it becomes possible to prevent recovery information
stored before the fatal error from being continuously
used. In the situation where no recovery information is
updated in the RAM 105 during the interrupt processing,
the fatal error in the CPU 101 can be avoided by other
means, for example, by resetting the entire microcom-
puter 100.

[0077] Inanother embodiment, after resetting the CPU
(after the Step S610), the CPU reset processing may
additionally include the step of, if the recovery information
stored in the RAM 105 is not normal, restoring the recov-
ery information. In this case, the CPU 101 can determine
whether or not the recovery information is normal, based,
for example, on whether a value of the recovery informa-
tion falls within a normal range or is adequate. As an
example of the processing for restoring the recovery in-
formation, the CPU 101 may be operable to select normal
recovery information from the recovery information his-
tory record stored in the RAM 105, and copy the selected
recovery information to the CPU register 235.

[0078] In yet another embodiment, after resetting the
CPU (after the Step S610), the interrupt processing may
additionally include the step of, if the microcomputer can-
not operate normally, performing system reset. In this
case, whether or not the microcomputer can operate nor-
mally may be determined by causing the CPU 101 to
ascertain that specific information stored in the RAM 105
is correct. Further, whether or not the specific information
is correct may be ascertained by determining whether or
not specific information to be changed only by the initial-
ization processing is changed by processing other than
the initialization processing, due to the occurrence of a
fatal error. Alternatively, whether or not the microcom-
puter can operate normally may be determined by caus-
ing the CPU 101 to ascertain whether or not there is re-
covery information having a value falling within a normal
range or an adequate value, in a plurality of recovery
information stored in the RAM 105 as a history record.
When there is not any recovery information having a val-
ue falling within a normal range or an adequate value, it
is determined that the microcomputer cannot operate
normally.

[0079] FIG. 7 is atime chart regarding the first embod-
iment (see FIG. 3) in a situation where the CPU 101 op-
erates normally. In the time chart, time advances in order
of T1, T2, --, T5 and T6. Each of the states 701, 715, 730
indicates that processing of an application program is
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executed. Each of the states 505, 720 indicates that the
interrupt processing is executed. Each of the states 710,
725 indicates that the CPU reset processing is executed.
[0080] Before the time T4, the processing of the appli-
cation program is executed (state 701). At the time T4,
the CPU 101 receives the interrupt request signal. In re-
sponse to the receipt of the interrupt request signal as a
trigger, the CPU 101 stops the processing of the appli-
cation program and starts the interrupt processing (state
705). During the interrupt processing, the CPU 101
stores, in the RAM 105, information acquired from the
CPU register 235 at a timing of the start of the interrupt
processing, as recovery information.

[0081] At the time T,, the interrupt processing is com-
pleted, and the CPU 101 receives the CPU reset signal.
In response to the receipt of the CPU reset signal as a
trigger, the CPU 101 starts the CPU reset processing
(state 710). During the CPU reset processing, the CPU
101 is reset. Then, the CPU 101 copies the recovery
information stored in the RAM 105 to the CPU register
235. Then, at the time T, the CPU 101 restarts the
stopped application program from a state of processing
at the time T,. As with the states at the times T4, T,, Tj,
the stop of the application program, the interrupt process-
ing and the CPU reset processing are executed along
with the times Ty, Tg, Tg.

[0082] FIG. 8 is atime chart regarding the first embod-
iment (see FIG. 3) in a situation where a fatal error occurs
in the CPU 101. Along with the times T4, T,, Ts, the
processing of the application program, the interrupt
processing and the CPU reset processing are executed
(states 801, 805, 810). During the interrupt processing
in the state 805, the CPU 101 stores, in the RAM 105,
recovery information which is information acquired from
the CPU register 235 at the time T,.

[0083] Assuming that a fatal error occurs in the CPU
101 at the time T, during execution of the processing of
the application program (state 815). Due to the fatal error,
the CPU 101 cannot execute the processing normally.
The state 820 indicates that the processing of the appli-
cation program is not executed. The state 825 indicates
that the interrupt processing is not executed.

[0084] At the time Tg, the CPU 101 receives the CPU
reset signal. In response to the receipt of the CPU reset
signal as a trigger, the CPU 101 starts the CPU reset
processing (state 830). During the CPU reset processing,
the CPU 101 is reset. Then, the CPU 101 copies the
recovery information stored in the RAM 105 to the CPU
register 235. Then, at the time T, the CPU 101 restarts
the stopped application program from a state of process-
ing at the time T, (state 835).

[0085] FIG. 9is atime chart regarding the second em-
bodiment (see FIG. 4) in a situation where a fatal error
occurs in the CPU 101. Along with the times T4, T, the
processing of the application program and the interrupt
processing are executed (states 901, 905). During the
interrupt processing in the state 905, the CPU 101 stores,
in the RAM 105, recovery information which is informa-
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tion acquired from the CPU register 235 at the time T,.
[0086] Atthetime T,, processing for prohibiting output
of the CPU reset signal is executed (state 910). Thus,
the CPU reset processing is not executed. After comple-
tion of the interrupt processing, the processing of the ap-
plication program is restarted at the time T, (state 915),
because of non-execution of the CPU reset processing.
[0087] Assuming that a fatal error occurs in the CPU
101 at the time T, during execution of the processing of
the application program (state 915). Due to the fatal error,
the CPU 101 cannot execute the processing normally,
so that the processing of the application program in the
state 920 and the interrupt processing in the state 925
will not be executed, and the processing for prohibiting
output of the CPU reset signal which was executable at
the time T, will not be executed.

[0088] At the time Tg, the processing for prohibiting
output of the CPU reset signal is not executed. Thus, the
CPU 101 receives the CPU reset signal. In response to
the receipt of the CPU reset signal as a trigger, the CPU
101 starts the CPU reset processing (state 930). During
the CPU reset processing, the CPU 101 is reset. Then,
the CPU 101 copies the recovery information stored in
the RAM 105 to the CPU register 235. Then, at the time
T, the CPU 101 restarts the stopped application program
from a state of processing at the time T, (state 940).
[0089] The presentinventionis capable of, in the event
of an error, such as so-called "runaway", in a CPU, re-
covering the CPU from the fatal error by resetting only
the CPU, instead of resetting the entire microcomputer.
This makes it possible to cope with a fatal error occurring
in a CPU of an embedded-type microcomputer widely
used in industry, at higher speeds and in a simpler man-
ner. In the fields of mechatronics, robots, game devices
including a pachinko machine and a slot machine, auto-
mobile engine control, brake control, elevator or lift con-
trol, etc., a fatal error in a CPU of a microcomputer is
likely to cause accident, danger or monetary loss. Thus,
in such fields, the microcomputer of the presentinvention
can be used to significantly reduce the risk of the accident
or loss.

EXPLANATION OF CODES
[0090]

100:
101:
105:
110:
115:
120:
125:
130:
135:
140:
145:
150:

microcomputer

central processing unit (CPU)
main memory unit (RAM)
ROM

communication circuit
universal counter timer
input/output port

OR circuit

system reset signal source
clock generation circuit
timer counter circuit
additional timer
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155: watchdog circuit

160: illegal instruction detection circuit and improper
external access detection circuit

165: system resetting bus

170: CPU bus

210: clock generator

215: frequency demultiplier

220: counter

225: additional timer

230: comparator

235: CPU register

240: CPU resetting signal flip-flop circuit
245: interrupt request signal flip-flop circuit
250: system resetting flip-flop circuit

255: register

Claims

A microcomputer comprising:

a CPU;

a RAM connected to the CPU via a CPU bus;
interrupt request signal output means operable
to output, to the CPU, an interrupt request signal
for requesting to start execution of interrupt
processing; and

CPU reset signal output means operable, after
the interrupt request signal output means out-
puts the interrupt request signal, to output, to
the CPU, a CPU reset signal for requesting to
start CPU reset processing,

wherein the CPU is operable, upon receiving the
interrupt request signal, to store, in the RAM,
information from a CPU register of the CPU, as
recovery information, and stop processing of an
application program being executed on the CPU
and, then upon receiving the CPU reset signal,
to undergo a reset, and copy the recovery infor-
mation stored in the RAM, to the CPU register.

The microcomputer as defined in claim 1, which fur-
ther comprises a timer counter circuit for cyclically
generating the CPU reset signal and the interrupt
request signal.

The microcomputer as defined in claim 2, wherein
the timer counter circuit comprises an additional tim-
er, and the CPU is operable to determine whether
the information from the CPU register is normal, and
wherein the additional timer is configured such that,
only when the information from the CPU register is
determined to be normal, it is activated to prohibit
the execution of the CPU reset processing, during a
time period in which the CPU reset signal is supplied
to the CPU.

The microcomputer as defined in any one of claims
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1 to 3, which further comprises a system rest signal
source for resetting the entire microcomputer, and
an OR circuit, wherein the CPU reset signal output
means and the system rest signal source are con-
nected to an input of the OR circuit, and the CPU is
connected to an output of the OR circuit.

A method of operation of a microcomputer, compris-
ing the steps of:

outputting, from a timer counter circuitto a CPU,
an interrupt request signal for requesting to start
execution of interrupt processing;

causing the CPU to stop processing of an appli-
cation program being executed on the CPU, up-
on receiving the interrupt request signal;
causing the CPU to store, in a RAM, information
from a CPU register of the CPU as recovery in-
formation;

after the output of the interrupt request signal,
outputting, from the timer counter circuit to the
CPU, a CPU reset signal for requesting to start
CPU reset processing;

causing the CPU to undergo a reset, upon re-
ceiving the CPU reset signal; and

causing the CPU to copy the recovery informa-
tion stored in the RAM, to the CPU register.

The method as defined in claim 5, wherein the CPU
reset signal and the interrupt request signal are cy-
clically generated by the timer counter circuit.

The method as defined in claim 6, which further com-
prises the step of causing the CPU to determine
whether the information from the CPU register is nor-
mal, and, only when the information from the CPU
register is determined to be normal, prohibiting ex-
ecution of the step of causing the CPU to undergo a
reset, during a time period in which the CPU reset
signal is supplied to the CPU.



100

EP 2 490 125 A1

FIG.1

CPU bus
140 il
clock generation s clock input
circuit i
130 CPU
clock input
LN timer counter circuit reset
- . » interrupt request
|additional timer | f«— '\
S 101
145 150 RAM | 405
165~ ROM ~-110
R icati ouit
1?5 . communication circui |
watchdog circuit  [~> »luniversal counter timer
120
illegal instruction
detection circuit Ly »  input/output port
improper external access
detection circuit
125

)
\‘J

13

5




EP 2 490 125 A1

oL
)

snNg NdD , m
" e
5 i
e | S 062 \“/\ 4/4 Jo)sibal ,{\ulmmw
! i
1 ! t\.w.omw
1senbal jdnusiul | 1 d4/4 |e iojeiedwod |« “
I
1
M 0 \kmww :
| 1w} [euonippe !
Josal _ "
191UN0D =1 072
Ndo oe! ] I Ly LI
Ve gpp Aousnbaiy _
ndur yoopP |« “ ) "
w " Jjoresausb yoop H~012
, I
o T .m ]
ovli

¢ Ol4

13



EP 2 490 125 A1

FIG.3

S305

Power-on

v

S310~~

Initialization of
microcomputer

£
L

S315~~

Start of counting of
clock signal

Has clock

signal count value reached

comparative value?

S325~

Supply of interrupt
request signal to CPU

v

S330~—~

Execution of interrupt
processing

v

S335~

Waiting until clock signal
count value reaches upper

limit count value

¥

S340~~

Supply of CPU reset
signal to CPU

v

S345~—~

Execution of CPU
reset processing

14




EP 2 490 125 A1

FIG.4

S405~— Power-on

v

Initialization of

S410~~ microcomputer
G
Start of counting of
S415~~ clock signal

.

S420

Has clock
3|gnal count value reached
' comparative value? ,

Supply of interrupt

S425~ request signal to CPU

¥
5430 Execution of interrupt
processing

Acquisition of
S435~~ information from CPU
register

Is mformatlon ‘
from CPU register normal or

adequate?
S445

Prohibition of
generation of CPU
reset signal

Waiting until clock signal
S450~~ count value reaches upper
limit count value

v

Supply of CPU reset
5455~ signal to CPU

v

Execution of CPU
reset processing

S460~—

15



Storage of information

RAM

S510

Is operation
of interrupt processin
normal? :

YES
S525
S515

~ |s information
from CPU register
normal? ,

S520 YES

Storage of CPU
recovery information
into RAM

EP 2 490 125 A1

FIG.5

from CPU register into |_~S505

NO

‘Is information

in RAM normal?

YES
NO
b 4
System
S835~1 reset

FIG.6

S610~—

Resetting CPU

v

Copying recovery

S615‘flinformation to CPU register

16

NO

S530

k 4

Restoration
processing




EP 2 490 125 A1

FIG.7

Generation of interrupt request signal ¢

701 T2 715 Ts 730
Generation of CPU reset signal \\ 1:1 1:3 () T“‘ 1:5 () ;
Execution state of processing {.\ ! = n
according to application program k f NN ; \ N
Execution state of interrupt 705 1720
processing led.... LAl ;
Execution state of CPU reset E 710 :f 795
processing f '
(I b
Generation of interrupt request 4 ' | 4
signal | |
FIG.8
801 815 Ta
T2 & : Te 8:)35
Generation of CPU reset signal 1TI‘ 1:3 ] : TIS TI7 —
Execution state of processing according \\{ ! ! “
to application program 1 ] 4 ~
i i )
Execution state of interrupt processing —~+805 1820 / "\;*325
b ' P
Execution state of CPU reset processing ~810 ! \t~830

i
1

17

B L S————



EP 2 490 125 A1

FIG.9

901 915 T|4 940

T2 (
[
Generation of CPU reset signal ,\ Ti|Ts L T

Execution state of processing accordingsi
to application program }

o

%
%
7
.

e : o
Execution state of interrupt processing |/ ~+905 :950 +—+925
Execution state of processing for -+ HE
prohibiting generation of second NH-g10r )
processing signal e e .
(O B to [
| e i 1 ’
Execution state of CPU reset processing | | | ' | ~930

e

Generation of interrupt request signal $ E : } 4

18



EP 2 490 125 A1

INTERNATIONAL SEARCH REPORT

International application No.

PCT/JP2010/068203

A. CLASSIFICATION OF SUBJECT MATTER
GO6F11/30(2006.01)1i, GO6F1/24(2006.01)1

According to International Patent Classification (IPC) or to both national classification and IPC

B. FIELDS SEARCHED

GO6F11/30, GO6F1l/24

Minimum documentation searched (classification system followed by classification symbols)

1922-1996
1971-2010

Jitsuyo Shinan Koho
Kokai Jitsuyo Shinan Koho

Documentation searched other than minimum documentation to the extent that such documents are included in the fields searched
Jitsuyo Shinan Toroku Koho
Toroku Jitsuyo Shinan Koho

1996-2010
1994-2010

Electronic data base consulted during the international search (name of data base and, where practicable, search terms used)

C. DOCUMENTS CONSIDERED TO BE RELEVANT

& US 2007/0288741 Al

Category* Citation of document, with indication, where appropriate, of the relevant passages Relevant to claim No.

Y JP 06-161797 A (Mitsubishi Electric Corp.), 1,4,5
10 June 1994 (10.06.1994),
paragraphs [0024] to [0039]
(Family: none)

Y JP 2008-152594 A (Hitachi, Ltd.), 1,4,5
03 July 2008 (03.07.2008),
paragraph [0043]
& US 2008/0148015 Al

Y JP 2007-323631 A (Shinko Electric Industries 4
Co., Ltd.),
13 December 2007 (13.12.2007),
paragraph [0012]

I:l Further documents are listed in the continuation of Box C.

|:| See patent family annex.

* Special categories of cited documents:

ocument defining the general state of the art which is not considere:

“A” d t defining the g 1 state of the art which t dered
to be of particular relevance

“E” earlier application or patent but published on or after the international
filing date

ocument which ma ow doubts on priority claim(s) or which is

“"d t which may throw doubt priority cl. hich
cited to establish the publication date of another citation or other
special reason (as specified)

“0” document referring to an oral disclosure, use, exhibition or other means

g
“P”  document published prior to the international filing date but later than

the priority date claimed

“T” later document published after the international filing date or priority
date and not in conflict with the application but cited to understand

the principle or theory underlying the invention

“X”  document of particular relevance; the claimed invention cannot be
considered novel or cannot be considered to involve an inventive

step when the document is taken alone

“Y”  document of particular relevance; the claimed invention cannot be
considered to involve an inventive step when the document is
combined with one or more other such documents, such combination
being obvious to a person skilled in the art

“&”  document member of the same patent family

Date of the actual completion of the international search

Date of mailing of the international search report

09 December, 2010 (09.12.10) 21 December, 2010 (21.12.10)
Name and mailing address of the ISA/ Authorized officer

Japanese Patent Office
Facsimile No. Telephone No.

Form PCT/ISA/210 (second sheet) (July 2009)

19




EP 2 490 125 A1
REFERENCES CITED IN THE DESCRIPTION
This list of references cited by the applicant is for the reader’s convenience only. It does not form part of the European
patent document. Even though great care has been taken in compiling the references, errors or omissions cannot be
excluded and the EPO disclaims all liability in this regard.

Patent documents cited in the description

« JP 6071024 A [0008]  JP 9319602 A [0008]

20



	bibliography
	description
	claims
	drawings
	search report

