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(54) HANDY TERMINAL AND PAYMENT METHOD USED FOR THE HANDY TERMINAL

(57)  There is provided a handy terminal in which in-
putting of an application program and of a PIN is executed
and a keyboard and a display device are commonly used
thus security is secured with a simple system. A card
reader control program 23b in the keyboard unit memory
23 detects an insertion state of a credit card and notifies
a detected key cord from the keyboard control program
23a to a payment program on the main board 2. A main
CPU 12 calculates a program hash value provided to the
payment program and a program hash value at the time
of execution of a payment program 11b and encrypts and
decrypts these hash values using a secret key, encrypted
key, and public key so that these hash values are not
stolen. The main CPU 12 compares the program hash
value provided to the payment program 11b with the pro-
gram hash value to be used at the time of the execution
of the payment program 11b.
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Description
TECHNICAL FIELD

[0001] The presentinvention relates to a handy termi-
nal and a payment method to be used in the handy ter-
minal and more particularly to the handy terminal and the
payment method suitably used in a portable information
terminal having a payment capability to make a settle-
ment for a credit card.

BACKGROUND TECHNOLOGY

[0002] For a handy terminal to perform a process by
inputting a PIN (Personal Identification Number) of a
credit card, PCIDSS (Payment Card Industry Data Se-
curity Standard) being an international uniform standard
for security of a payment card is regulated. According to
the international uniform standard, by providing a handy
terminal with a keyboard for dedicated use for inputting
of a PIN and a display device, stealing of a PIN code can
be prevented. That is, when a PIN of a credit card is
inputted, in addition to a keyboard to be used in the ap-
plication program, by providing a keyboard for dedicated
use, inputting of the PIN is executed. Moreover, a display
device for an application program is separated from a
display device to be used in inputting of the PIN. Thus,
in the execution of inputting of a PIN and of the application
program by operating the keyboard and display device
in a separated manner, the PIN code can be also pre-
vented from being stolen.

[0003] As a related technology of this kind, there is an
order payment system disclosed in Patent Reference 1.
By using the order payment system, for example, at a
restaurant and a like, by cooperating a POS (Point of
Sales) with a handy terminal at a seat, without operations
at the POS, a payment process of a credit card while at
the seat can be performed.

[0004] In the payment device disclosed in Patent Ref-
erence 2, an IC card and PDA (Personal Digital Assist-
ance) device are so constructed to be operated in a co-
operated manner and customer information A is, in ad-
vance, registered with a payment server. When a PIN
inputted by a customer into the PDA is aligned with a PIN
of the IC card, customer information B is transmitted to
from the PDA to the payment server. Then, when the
customer information B transmitted from the PDA to the
payment server is aligned with the customer information
A registered with the payment server, an instruction for
payment of the IC card is provided from the payment
server to the PDA. By these operations, the prevention
of stealing customer’s information and the settlement of
a credit card can be simultaneously realized.

[0005] Moreover, in a data processing device dis-
closed in Patent Reference 3, in a multi CPU system
made up of a main CPU board and a sub CPU board,
only when the sub CPU board performs authentication
by using a certified secret key and a running program,
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the process of payment is performed by the main CPU
board. Thus, by separating the sub CPU board for certi-
fication from the main CPU board for execution of the
payment processing, the settlement process of a card
can be performed while preventing the steal of customer
information.

RELATED ART DOCUMENT
Related Art Patent References
[0006]

Related Art Patent Reference 1: Japanese Patent
Application Laid-open No. 2002-133533.
Related Art Patent Reference 2: Japanese Patent
Application Laid-Open No. 2005-182315.
Related Art Patent Reference 3: Japanese Patent
Application Laid-Open No. 2006-178544.

SUMMARY OF INVENTION
Problems to be solved by the Invention

[0007] However, in the case of the technologies dis-
closed in the above Related Art Patent References have
the following problems: That is, if one portable informa-
tion terminal is used as a dedicated device for inputting
a PIN, in addition to this device, another portable infor-
mation terminal for an application program must be pre-
pared and, as a result, two portable information terminals
must be also prepared, which causes portability to b lost.
Moreover, if two keyboards for an application program
and for inputting a PIN, two keyboards and two display
device have to be mounted in one portable information
terminal, thus inevitably causing an increase in manu-
facturing costs and further, its applications are also lim-
ited, which becomes a factor distributing the develop-
ment of products of the portable information terminal.

[0008] Then, if the keyboard to be used in an applica-
tion program and display device can be commonly used
in the putting of a PIN, one portable information terminal
can be made small-sized. In other words, an application
program and a program for inputting a PIN can share the
keyboard and display device, which enables a plat form
for software and hardware being an environment to be
commonly used, as a result, it is made possible to mini-
aturize a device for a portable information terminal and
to achieve effectively device development of products in
the portable information terminal. This enables improve-
ment of portability of a portable information terminal, sim-
plification of manufacturing design and manufacturing
costs, reduction of product costs, and improvement of
convenience of a portable information terminal for users.
However, there is a problem that, by commonly using a
keyboard for an application program and a program for
inputting a PIN and a display device, when a spurious
screen program is installed, a pseudo screen for inputting
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a PIN, which causes a PIN cord to be stolen.

[0009] Moreover, the order settlement system dis-
closedin the Patent Reference 1 is designed for perform-
ing the settlement by cooperation between the handy ter-
minal for dedicated use of the settlement and a POS and,
as aresult, the handy terminal system cannot solely per-
forms the settlement processes. This handy terminal is
used not for development of an application program but
for only payment process for a credit card. Therefore, by
using this technology, it is impossible to realize a handy
terminal capable of using commonly a keyboard for the
application program and a program for inputting a PIN
cord and a display device.

[0010] In the payment system disclosed in the Patent
Reference 2, the PDA is designed to perform the settle-
ment process while preventing stealing of a PIN cod by
cooperation with the settlement server and, therefore,
the settlement process system becomes complicated ac-
cordingly. In addition, the PDA is not provided with a func-
tion of performing the settlement process while solely
preventing stealing of a PIN and, therefore, as in the case
of the Patent Reference 1, it is impossible to achieve the
technology to commonly use a keyboard for an applica-
tion program and a program for inputting a PIN, and dis-
play device.

[0011] Also, in the data processing device disclosed
in the Patent Reference 3, it is made possible to perform
settlement processing while preventing stealing of a PIN
code by cooperation between the main CPU board and
the sub CPU board, however, the payment processing
system becomes complicated. Therefore, by using the
technology, it is impossible to expand the technology so
that the main CPU board or sub CPU board can solely
prevent the stealing of a PIN code while performing the
settlement processing at the same time.

[0012] In view of the above, an object of the present
invention is to provide a handy terminal and a payment
method to be used in the handy terminal to have a set-
tlement function of ensuring security with a simple system
even when a keyboard for inputting of an application pro-
gram and inputting of a PIN and a display device are
commonly used.

Means for Solving the Problems

[0013] Inorderto solve the above problems, according
to a first feature configuration of the present invention,
there is provided a handy terminal having a payment ca-
pability in which inputting of an application program and
inputting of a PIN of a credit card which is controlled by
a payment programis able to be processed by a common
keyboard, the handy terminal including a payment pro-
gram legitimateness judging unit to judge whether or not
the payment program, inputting of which is required, is
legitimately released when an inserted state of a credit
card is detected, by using a program hash value of the
payment program.

[0014] According to a second feature configuration of
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the present invention, there is provided a payment meth-
od to be used in a handy terminal in which, inputting of
an application program and inputting of a PIN of a credit
card which is controlled by a payment program is able to
be processed by a common keyboard, the payment
method including a first step of detecting a state of inser-
tion of the credit card and a second step of judging, when
a state of insertion of the credit card in the first step, using
a program hash value of the payment program, whether
or notthe payment program, inputting of which is request-
ed, is legitimately released.

EFFECTS OF INVENTION

[0015] According to the present invention, even when
a keyboard for an application program, a program for
inputting a PIN, and a display device are commonly used
by making, in advance, a designated program certifica-
tion to conform legitimateness of a payment program,
stealing of the PIN code of a credit card can be prevented.
When a state of inserting of a credit card is detected,
notification of the inputting of the PIN is made only to the
certified program. Moreover, in a state where the credit
card has been extracted, an existing application program
can be operated as a general-use keyboard, which en-
ables the versatility of a designated level to be obtained.

BRIEF DESCRIPTION OF DRAWINGS
[0016]

Figure 1 is a black diagram showing configurations
of a handy terminal according to one embodiment of
the present invention.

Figure 2 is a flow chart showing a flow of operations
of the handy terminal of Fig. 1.

Figure 3 is a flow chart showing a flow of the prep-
aration for installing a module in Steps S1 and S2 of
Fig. 2.

Figure 4 is a flow chart showing a flow of a certifica-
tion process of a payment program 11b in the Step
S6 of Fig. 2.

BEST MODE OF CARRYING OUT THE INVENTION

[0017] A handy terminal is realized which includes a
detecting means to detect a state of inserting and ex-
tracting of a credit card, a hash value calculating means
to calculate a first program hash value provided to a pay-
ment program and a second hash program used at time
of the execution of the program, which are used to detect
alteration of the payment program, an encryption means
to encrypt the first program hash value and the second
program hash value calculated by the hash value calcu-
lating means, a decryption means to decrypt, by using a
first key, the first program hash value and the second
program hash value encrypted by the encryption means,
a hash value comparing means to compare the first pro-



5 EP 2 500 880 A1 6

gram hash value with the second program hash value to
judge whether or not the payment program is legitimately
released, and a key cord notification controlling means
to control the notification of a key cord based on an in-
serting and extracting state of the above credit card de-
tected by the detecting means when results obtained by
the hash value comparing means are aligned with one
another.

[0018] When the payment program legitimateness
judging means judges that the payment program is legit-
imate, the execution of inputting of a PIN code of the
above credit card is enabled and, when the payment pro-
gram legitimateness judging means judges that the pay-
ment program is illegitimate, the notification of a key cord
is rejected and the execution of inputting of the PIN code
is disabled. When the hash value comparing means judg-
es that the first program hash value is aligned with the
second program hash value, the above key cord notifi-
cation controlling mean enables the execution of input-
ting the PIN code of a credit card and when the hash
value comparing means judges that the first program
hash value is not aligned with the second program hash
value, the key cord notification controlling means rejects
the notification of the key cord and disables the execution
of inputting the PIN code.

[0019] The handy terminal also has a coupling means
to couple an encrypted first program hash value to the
payment program which installs the encrypted first pro-
gram hash value and the payment program as a coupled
module in a main board memory. Moreover, the above
first key is an encrypted key produced by using a secret
key and a random number and the second key is the
encrypted key and public key and the first program hash
key and second program hash key are encrypted by using
at least one of the secret key and encrypted key and the
encrypted first program hash value and second hash val-
ue are decrypted by using the public key or the encrypted
key.

FIRST EMBODIMENT

[0020] Hereinafter, by referring to drawings, embodi-
ments of the handy terminal of a payment capability pro-
viding type of the present invention are described in de-
tail. Figure 1 is a block diagram showing configurations
of a handy terminal of the first embodiment of the present
invention. As shown in Fig. 1, the handy terminal 1 is
made up of a main board 2 and a keyboard unit 3. The
main board 2 includes a main board memory 11 to exe-
cute programs (application program 11a and payment
program 11b) on the main board 2, a main CPU (Central
Processing Unit) 12 to perform processing on entire op-
erations of the handy terminal 1, and a display unit 13 to
display contents of the application program 11a and pay-
ment program 11b and/or contents inputted from outside.
[0021] The keyboard unit 3 includes a sub CPU 21 to
control various kinds of programs mounted on the key-
board unit 3, a keyboard 22 serving as a user interface
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toinput data for various operations, a keyboard unit mem-
ory 23 to execute various control programs (keyboard
control program 23a, card reader control program 23b,
and PIN inputting control program 23c) installed in the
keyboard unit 3, and a card reader 24 to read information
stored in a credit card.

[0022] Figure 2 is a flow chart showing a flow of oper-
ations of the handy terminal shown in Fig. 1. Figure 3 is
also a flow chart showing a flow of operations including
install module preparation and registration of devices in
Step S1 and Step S2 in Fig. 2. Figure 4 is a flow chart
showing a flow of operations of certifying the payment
program in Step S6 of Fig. 2. By referring to these draw-
ings, contents of processing for payment method to be
used in the handy terminal of the embodiment.

[0023] The flows of operations of the main board 2 and
the keyboard unit 3 are shown in Fig. 2.

That is, as shown in Fig. 2, a module to be installed in
the handy terminal 1 is prepared (Step S1) and the mod-
ule is registered with a device of the handy terminal 1
(Step S2). When the registration of the module with the
device of the handy terminal (install operation) is com-
pleted (Step S2), the processing of works at an ordinary
operation is started (Step S3). By this, the keyboard unit
3 is operated as a generally used keyboard and inputting
operation of the keyboard is performed by a user. Here,
when the keyboard unit 3 detects the keyboard inputting
and then informs the main board 2 of the inputting (Step
S4), by the application program 11a of the main board
memory 11, a keyboard is obtained from the keyboard
inputting information of the keyboard unit 3 (Step S5).
[0024] Moreover, the keyboard unit 3 of the handy ter-
minal 1 can also perform the inputting of the PIN code.
At this point of time, in order to prevent the PIN code from
being stolen by a malicious program, a certification proc-
ess of the payment program 11b installed in the main
board memory 11 on the main board 2 is performed (Step
S6). The certification of the payment program 11b is per-
formed every time the payment program is booted (that
is, an EXE file is executed).

[0025] After the certification of the payment program
11b to be performed at Step 6 is completed, the insertion
is detected by the card reader control program 23b in-
stalled in the keyboard unit memory 23 on the keyboard
unit 3 (Step S7). From the result of comparison between
a first hash value provided to the payment program 11b
and a second hash value calculated at the time of exe-
cution of the payment program 11b, the payment pro-
gram is judged to be legitimate, the inputting of a key
code into the keyboard 22 is detected (Step S8). The
detected keyboard is notified from the keyboard control
program 23a installed in the keyboard unit 3 to the main
board 2. By this operation, the payment program 11b
stored in the main board memory 11 on the main board
2 obtains a key code (Step S9). Moreover, when, by the
result of the comparison of the hash values, the program
is judged to be illegitimate, the keyboard unit 3 does not
notify the inputting of a keyboard to the main board 2.
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[0026] When the payment program 11b obtains a key
code at Step S9, while a PIN code of a credit card is being
inputted (Step 10), though the keyboard unit 3 continues
the notification of the inputting of a key code to the pay-
ment program 11b (Step S8), the key cord to be notified
is "*code". Finally, when the extraction of a credit card is
detected (Step S11), all the results from comparisons of
hash values are cleared and the program returns back
to the process by the general-use keyboard performed
at Steps S4 and S5.

[0027] Inthe processes of the preparation of the install
module and the registration of the device, in order to pre-
vent the program hash value from being stolen, a pro-
gram producer must prepare a public key to be distributed
to general persons which is an asymmetric key in which
a key to be used in encryption is separated from a key
to be used in decryption (Step S21) and further prepares
a secret key which its owner himself or herself knows
(Step S22). Next, the payment program 11b stored in the
main board memory 11 in the main board 2 is prepared
(Step S23) and by using a developed PC (Personal Com-
puter), a hash value provided by the main CPU 12 to the
payment program 11b is calculated (Step S24). Moreo-
ver, the hash value is a value calculated according to a
calculation method by which a random number of fixed
length is produced from given data in the payment pro-
gram 11b and, by utilizing the hash value, retrieving time
of data can be shortened.

[0028] Next, for the prevention from stealing of the
hash value, by using a secret key prepared by Step S22,
the hash value calculated at Step S24 is encrypted (Step
S25). Then, the encrypted hash value is coupled to the
payment program 11b (Step S26) and the coupled mod-
ule (i.e., encrypted hash vale and payment program 11b)
is installed in the main board memory 11 of the main
board 2 in the handy terminal 1 (Step S27).

[0029] The application program 11a to perform a proc-
ess of work is also installed in the main board memory
11 on the main board 2 (Step S28) . Moreover, the public
key prepared at Step 21 in order to decrypt a hash value
is installed in the keyboard unit memory 23 on the key-
board unit 3 (Step S29).

[0030] In the process of authenticating the payment
program 11b at Step S6 in Fig. 2, as shown in Fig. 4, the
hash value coupled at Step S26 in Fig. 3 is first separated
from a coupled (encrypted) module to the payment pro-
gram (Step S31) and the payment program 11b is left on
the main board (Step S32) and an encrypted has value
is transferred to the keyboard unit 3 (Step S33). Then,
the sub CPU 21 in the keyboard unit 3 decrypts the hash
value by using the registered public key (Step S34) to
make the hash value be unencrypted (Step S35).
[0031] On the other hand, on the main board 2 side,
the hash value is calculated by the main CPU 12 to be
used at the time of execution of the payment program
11b left at Step 32 (Step S36). In order to prevent wire-
tapping between the main board 2 and the keyboard 22
in the keyboard unit 3, an encrypted key is produced by
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using arandom number on the keyboard unit 3 side (Step
S37) and the encrypted key is transferred to the main
board 2. Then, on the main board 2 side, by using the
encrypted key received from the keyboard unit 3, the
hash value calculated by the main CPU 12 at Step S36
is encrypted (Step S38) and encrypted hash value is
transferred to the keyboard unit 3 (Step S39).

[0032] By this operations, the keyboard unit 3 receives
the encrypted hash value from the main board 2 (Step
S40), and by using the encrypted key produced at Step
S37, the encrypted hash value is decrypted and a result-
ing unencrypted hash value is taken out (Step S41). Fur-
ther, the developed PC compares the first hash value
provided to the payment program 11b calculated by the
main CPU 12 at Step S24 in Fig. 3 with the second hash
value calculated by the main CPU 12 at Step S36 in Fig.
4 at the time of the execution of the payment program
(Step S42). If the comparison result shows that the first
hash value is aligned with the second hash value, the
payment program 11b is determined to be certified and
the certification result is stored in the keyboard unit mem-
ory 23 on the keyboard unit 3 side (Step S43).

[0033] Moreover, the reason for encryption of a hash
value is shown as the following reason (1) and (2):

(1) By confirming whether or not a logic for encryption
ofahashvalueis legitimate, it can be judged whether
the process on the main board 2 is legitimate.

(2) A serial interface portion between the main board
2 and the keyboard unit 3 is always monitored and,
in order to prevent a hash value from being stolen
and to prevent the hash value from being flown out,
a hash value is encrypted by changing an encrypted
key using a random number at every time of moni-
toring.

[0034] As described above, the handy terminal of the
present invention is provided with a payment program
legitimateness judging means to judge, when the inser-
tion of a credit card is detected, whether the payment
program demanded for inputting is released legitimately,
by using the hash value of the payment program. When
the payment program legitimateness judging means
judges that the payment program is legitimate, a key cord
is notified thus enabling the inputting of a PIN, while the
payment program legitimateness judging means judges
that the payment program is illegitimate, the notification
of the key cord is denied thus disabling the inputting of
the PIN. This enables the PIN code to be prevented from
being read by a malicious third person.

[0035] The handy terminal of the present invention is
made up of a detecting means to detect an insertion and
extraction state of a credit card, a key cord notification
control means to control the key code notification while
a credit card is being inserted or extracted, a hash value
calculating means to calculate a program hash value to
detect the alteration of the payment program, an encryp-
tion and decryption means to encrypt or decrypt a pro-
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gram hash value using a secrete key and encrypted key
possessed by a program producer, a coupling means to
couple an encrypted hash value to a payment program,
and a hash value comparing means to compare a hash
value provided to the program with the hash value ob-
tained by calculating at the time of execution of a pro-
gram.

[0036] The detection for detecting an insertion and ex-
traction state of a credit card is realized by detecting the
insertion of a credit card by the card reader control pro-
gram 23b installed in the keyboard unitmemory 23. More-
over, the key cord notification control for controlling the
key cord notification in a state where the credit card is
being inserted or extracted is realized by notification of
a detected key cord from the keyboard control program
23a in the keyboard unit 3 to the payment program 11b
of the main board 2.

[0037] The hash value calculation to calculate a pro-
gram hash value is realized by detecting the alteration
of the payment program by calculating, using the main
CPU 12, a hash value provided by the payment program
11b or the hash value obtained at the execution of the
payment program 11b. Encryption and decryption of the
program hash value by using a secret key, encrypted
key, and public key possessed by a program producer’s
to prevent a program hash value from being stolen is
achieved, by operations of the main CPU 12, and sub
CPU 21, of encrypting and decrypting a hash value using
the secret key, encrypted key, and public key.

[0038] The coupling of the encrypted hash value to the
payment program is realized by coupling the encrypted
hash value to the payment program to form a module
and by installing the module in the main board memory
11 on the main board 2. Moreover, the hash value com-
parison to compare the hash value provided to a program
with the hash value obtained by calculation at the time
of execution of the program is realized by calculating,
using the main CPU 12, a first hash value provided to
the payment program 11b and the second hash value
obtained at the execution of the payment program 11b
and by comparing these two values.

[0039] Thus, according to the present embodiment,
the handy terminal, even when the inputting of an appli-
cation program and of the PIN code is performed by a
common keyboard 22, prior to operations of the inputting
of a PIN code, judges whether the payment program is
legitimately released. At this time, if the payment pro-
gram, the inputting of which is required, is legitimate, the
key cord is notified and a Pin code can be inputted and
if the payment program, the inputting of which is required,
is illegitimate, the key cord is not notified, which, as a
result, enables the PIN code to be prevented from being
stolen.

[0040] Thus, the embodimentis described by referring
to the drawings and it is apparent that the present inven-
tion is not limited to the above embodiments and may b
e changed and modified without departing from the scope
and spirit of the present invention. For example, the
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handy terminal by which the inputting of application pro-
grams and the PIN code can be performed by a common
keyboard is not limited to the payment process of a credit
card and, when the handy terminal is used for electronic
money, illegitimate use of the electronic money by a third
person can be prevented.

[0041] The present invention claims the priority based
on Japanese Patent Application laid-open No.
2009-256218, the entire contents of which are incorpo-
rated herein by reference in its entirety.

INDUSTRIAL APPLICABILITY

[0042] The handy terminal of the present invention, by
alternately using solely the application program and PIN
inputting, stealing of the PIN code can be prevented, with-
out cooperation with a host processor such as a POS,
the handy terminal can be effectively used at a retail store
and/or a selling area and the like.

EXPLANATION OF LETTERS AND NUMERALS
[0043]

1: Handy terminal,

2: Main board,

3: Keyboard unit,

11: Main board memory,

11a: application program,

11b: Payment program (hash value calculating
means),

12: Main CPU (payment program legitimateness
judging means, hash value calculating means, en-
cryption means, coupling means),

13: Display unit,

21: Sub CPU (decryption means, hash value com-
parison means),

22: Keyboard,

23: Keyboard unit memory (key code notification
control means),

23a: Keyboard control program (detecting means),
23b: card reader control program,

23c: PIN inputting control program,

24: Card reader.

Claims

1. A handy terminal having a payment capability in
which inputting of an application program and input-
ting of a PIN of a credit card which is controlled by
a payment program is able to be processed by a
common keyboard, the handy terminal character-
ized by comprising:

a payment program legitimateness judging
means to judge whether or not the payment pro-
gram, inputting of which is required is, legiti-
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mately released when an inserted state of a
credit card is detected, by using a program hash
value of the payment program.

A handy terminal having a payment capability the
inputting of an application program and inputting of
a PIN of a credit card which is controlled by the pay-
ment program is able to be processed by a common
keyboard, the handy terminal characterized by
comprising:

a detecting means to detect a state of insertion
and extraction of the credit card;

a hash value calculating means to calculate a
first program hash value provided to the pay-
ment program and a second program hash value
to be used at a time of execution of a program;
an encryption means to encrypt, by using a first
key, a first program hash value and a second
program hash value obtained by calculation of
the hash value calculating means;

a decryption means to decrypt, by using a sec-
ond key, the first program hash value and sec-
ond program hash value encrypted by the en-
cryption means;

a hash value comparison means to compare the
first program hash value and the second pro-
gram hash value decrypted by the decryption
means to judge whether or not the payment pro-
gram is legitimately released; and

a key cord natification control means to control
notification of a key cord based on an insertion
and extraction state of the credit card detected
by the detecting means when results from the
comparison by the hash value comparison
means are aligned with each other;

The handy terminal according to Claim 1, charac-
terized in that the payment program legitimateness
judging means, when judging that the payment pro-
gram is legitimate, enables the execution of inputting
of a PIN code of the credit card, and when judging
that the payment program is illegitimate, denies the
notification of a key cord and disables the execution
of inputting of the PIN code.

The handy terminal according to Claim 2, charac-
terized in that, when the hash value comparison
means judges that the first program hash value is
aligned with the second program hash value, the key
cord notification control means enables the inputting
of the PIN cord of a credit card to be executed and
when the hash value comparison means judges that
the first program hash value is not aligned with the
second program hash value, the key code notifica-
tion control means denies the notification of a key
cord and disables the execution of inputting of a PIN
code.
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The handy terminal according to Claim 2 or 4, char-
acterized by further comprising a coupling means
to couple the encrypted first program hash value to
the payment program, in which the coupling means
installs a module obtained by coupling the encrypted
first program hash value to the payment program
into the main board memory.

The handy terminal according to Claim 2, 4, or 5,
characterized in that the first key is an encryption
key produced by using a secret key and a random
number and the second key is the encryption key
and public key and the first program hash value and
the second program hash value are produced by en-
cryption by using, at least one of the first program
hash value and the encryption key, and the encrypt-
ed first program hash value and the second program
hash value are decrypted by using the public key or
the encrypted key.

A payment method to be used in a handy terminal
in which, inputting of an application program and in-
putting of a PIN of a credit card which is controlled
by a payment program is able to be processed by a
common keyboard, the payment method character-
ized by comprising:

a first step of detecting a state of insertion of the
credit card; and

a second step of judging, when a state of inser-
tion of the credit card in the first step is detected,
using a program hash value of the payment pro-
gram, whether or not the payment program, in-
putting of which is requested, is legitimately re-
leased.

A payment method to be used in a handy terminal
in which, inputting of an application program and in-
putting of a PIN of a credit card which is controlled
by a payment program is able to be processed by a
common keyboard, the payment method character-
ized by comprising:

a first step of detecting an insertion and extrac-
tion state of a credit card;

a second step of calculating, in order to detect
alteration of the payment program, a first pro-
gram hash value provided by the payment pro-
gram and the second program hash value to be
used at a time of execution of a program;

a third step of encrypting, by using a first key.
the first program hash value and the second pro-
gram hash value calculated in the second step;
a fourth step of decrypting, by using the second
key, the first program hash value encrypted in
the third step;

a fifth step of comparing the first program hash
value decrypted by the fourth step with the sec-
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ond program hash value to judge whether the
payment program is legitimately released; and
a sixth step of controlling the notification of a
keyboard based on an insertion and extraction
of the credit card detected in the first step when
the comparison results are aligned with each
other in the fifth step;

The payment method according to Claim 7, charac-
terized in that, when the payment programis judged
as a legitimate one, the execution of inputting of a
PIN code of the credit card is enabled and when the
payment program is judged as an illegitimate one,
the notification of a key cord is denied and the exe-
cution of the inputting of the PIN code is disabled.

The payment method according to Claim 8, charac-
terized in that, when the first program hash value
judged to be aligned with the second program hash
value in the fifth step and the execution of the PIN
code of the credit card is enabled in the sixth step
and the first program hash value is judged not to be
aligned with the second program hash value, the no-
tification of a key cord is denied in the sixth step and
the execution of the inputting of a PIN code is disa-
bled in the sixth step.

The payment method according to Claim 8 or 10,
characterized in that, when the first program hash
value and the second program hash value are en-
crypted in the third step, the encrypted first program
hash value and the payment program are installed,
as a coupled module, in the main board memory.

The payment method according to Claim 8, 10, or
11, characterized in that the first key to be used in
the third step is an encrypted key produced by using
the secret key and a random number,

that the second key to be used in the fourth step is
the encrypted key and public key,

that the first program hash value and second pro-
gram hash value are encrypted by using at least one
of the secret key and encrypted key, and

that the encrypted first program hash value and sec-
ond program hash value are decrypted by using the
public key or the encrypted key.
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