EP 2 506 228 A1

(1 9) Européisches
Patentamt
European
Patent Office
Office européen
des brevets

(12)

(43) Date of publication:
03.10.2012 Bulletin 2012/40

(21) Application number: 11425079.8

(22) Date of filing: 28.03.2011

(11) EP 2 506 228 A1

EUROPEAN PATENT APPLICATION

(51) IntCL:
GO08B 13/14(2006.01)
GO08B 13/186 (2006.01)

G08B 13/16 (2006.01)

(84) Designated Contracting States:
AL AT BEBG CH CY CZDE DKEE ES FI FR GB
GRHRHUIEISITLILTLULV MC MK MT NL NO
PL PT RO RS SE SI SK SM TR
Designated Extension States:
BA ME

(71) Applicant: C.R.F. Societa Consortile per Azioni
10043 Orbassano (IT)

(72) Inventors:
e Capello, Davide
10043 Orbassano (IT)

¢ Perosino, Andrea
10043 Orbassano (IT)

¢ Zanella, Alessandro
10043 Orbassano (IT)

(74) Representative: Bergadano, Mirko et al
Studio Torta S.p.A.
Via Viotti, 9
10121 Torino (IT)

(54) A container anti-intrusion sensor device

(57) A container anti-intrusion sensor device (4)
comprising a strip (6) of flexible material, sensors (8; 13;

FIG. 1

15; 9) carried by the strip (6) and fastening means (7) for
fastening the strip (6) to a wall (2) of a container (1).

U0 U U O

Printed by Jouve, 75001 PARIS (FR)



1 EP 2 506 228 A1 2

Description

TECHNICAL FIELD OF INVENTION

[0001] The presentinvention relates to a container an-
ti-intrusion sensor device.

STATE OF THE ART

[0002] Asisknown, one of the main problems that con-
tainer freight companies must face is that of guaranteeing
the integrity of the freight, especially when containers are
stacked in transit areas, waiting to be loaded onto the
means of transport, and are particularly subject to van-
dalism and/or theft.

[0003] This problem is usually resolved by equipping
the containers with key and or combination-based door-
locking devices, preferably equipped with electronic de-
vices able to send an alarm signal, via radio, GPS, etc.,
to an external control unit in the event of the locking de-
vice being forced or broken.

[0004] Although effective, this solution nevertheless
suffers from the drawback of not permitting the overall
integrity of the container to be monitored, as it does not
allow the detection, for example, of intrusion or tampering
actions made on the sides of the container away from
the doors.

[0005] In an attempt to overcome this drawback, the
use of monitoring systems based on various types of sen-
sors has been proposed, for example, temperature, hu-
midity, luminosity, acceleration, proximity and smoke
sensors, which are preferably installed in combination
with each other inside the container to guarantee good
reliability, by redundancy, in detecting break-ins or tam-
pering at any point of the container.

[0006] However, in practice, the above-described so-
lution encounters significant limits, consisting mainly in
high costs due to the number of devices to be used, the
quantity of data to monitor and the tuning of the algo-
rithms for calculating the alarm thresholds. Furthermore,
the application of sensors inside the container normally
entails relatively high installation costs that effectively
limit the use of these sensors to just new containers and
not containers already in circulation.

DESCRIPTION OF INVENTION

[0007] The object of the present invention is that of
making a container anti-intrusion sensor device, this de-
vice being able to eliminate the above-described draw-
backs in an efficient and economic manner.

[0008] According to the present invention, a container
anti-intrusion sensor device is made according to at-
tached claims.

BRIEF DESCRIPTION OF DRAWINGS

[0009] The invention shall now be described with ref-
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erence to the attached drawings, which illustrate some
non-limitative embodiments, where:

- Figure 1 shows a preferred embodiment of the sen-
sor device of the present invention mounted on a
container;

- Figure 2 is a front view, on an enlarged scale, of the
sensor device in Figure 1;

- Figure 3 shows, in side elevation, the sensor device
in Figure 2;

- Figure 4 shows a first variant of the sensor device in
Figure 2;

- Figure 5 shows a second variant of the sensor device
in Figure 2 mounted on a container;

- Figure 6 shows, in cross-section, a third variant of
the device in Figure 2; and

- Figures 7 to 10 are diagrams showing the response
of the sensor device in Figure 1 to respectively dif-
ferent external stimuli.

PREFERRED EMBODIMENTS OF THE INVENTION

[0010] In Figure 1, a container of known type is indi-
cated, as a whole, by reference numeral 1 and is defined
by a box-shaped body delimited laterally by awall 2 made
of corrugated sheet metal and closed by a door 3.
[0011] The inner surface of at least one wall 2 of the
container 1 is fitted with at least one anti-intrusion sensor
device 4 having the function of detecting any tampering
or attempted break-ins and sending the associated sig-
nals to an electronic control unit 5 (of known type) for
data collection, processing and transmission.

[0012] In particular, as shown in Figures 1, 2 and 3,
each anti-intrusion sensor device 4 comprises a support
strip 6 made of a flexible material, preferably a plastic
material such as polyethylene, and fastening means 7,
which enable the strip 6 to be fastened to the wall 2 and
comprise a layer of magnetic material integral with a face
of the strip 6.

[0013] According to other alternative embodiments,
the fastening means 7 can have a different shape and/or
nature to those of the above-described example. For ex-
ample, in the embodiment in Figure 6, the fastening
means 7 comprise a plurality of magnets, which can be
at least partially embedded in the strip 6 and are set apart
from each other along the same strip 6, with a pitch equal
to the pitch of the corrugations of the wall 2 such that by
fixing the anti-intrusion sensor device 4 in a stretched out
position transversal to the corrugations of the wall 2, the
magnets find themselves in correspondence to the peaks
of the corrugations.

[0014] According to a further variant (not shown), the
fastening means 7 are constituted by a layer, or discrete
portions, of an adhesive material which, amongst other
things, also allows the strip 6 to be fixed in cases where
the wall 2 is made, or finished, with a non-metallic mate-
rial.

[0015] On the opposite side to the fastening means 7,
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the strip 6 supports a plurality of sensors comprising op-
tical sensors and vibration sensors having the function,
in use, of respectively detecting any light radiation inside
the container 1 and any vibration induced on the wall 2
of the container 1, and of transforming this radiation and
vibration into respective electrical signals that are sent
to the electronic control unit 5.

[0016] In the example in Figures 2 and 3, the optical
sensors are constituted by photodiodes 8, which are dis-
tributed in groups of two along the entire length of the
strip 6 and are equipped with focusing optics able to guar-
antee a field of view capable of monitoring the space
surrounding the strip 6. In a preferred embodiment, the
focusing optics are constituted by cylindrical lenses able
to ensure the monitoring of all the surface of the wall 2.
In other words, by opportunely choosing the number, ori-
entation and distribution of the photodiodes 8, based on
the breadth of the surfaces to be monitored and the po-
sition where the anti-intrusion sensor device 4 is fastened
to the surface itself, the anti-intrusion sensor device 4 is
able to detect any lightradiation originating from any point
of the surface that surrounds the anti-intrusion sensor
device 4.

[0017] For example, for a container 1 with an average
length of 12m, an anti-intrusion sensor device 4 equipped
with six photodiodes 8 with a field of view of approximate-
ly 120° each and installed on a side of the wall 2 at a
height of 1.3m, namely at approximately half the height
of the side, and in a transversal direction to the corruga-
tions of this side, is able to monitor the entire side.
[0018] According to that shown in Figure 2, the vibra-
tion sensors comprise plates 9 of a piezoelectric ceramic
material solidly glued or directly deposited on the strip 6.
The position of the plates 9 on the strip 6 is arbitrary, but
preferably the plates 9 are arranged along the strip 6 in
alternating positions to the pairs of photodiodes 8 and
separated from each other such that when the anti-intru-
sion sensor device 4 is applied to the wall 2, the plates
9 always find themselves in a position to directly receive
any vibrations transmitted by the wall 2. For example, if
the anti-intrusion sensor device 4 is prepared for being
fixed in a transversal direction to the corrugations of the
wall 2 and in stretched out position so as to only adhere
to the peaks of the corrugations, the plates 9 will be
spaced apart from each other by a distance equal to the
pitch of the peaks of the corrugations; instead, if the anti-
intrusion sensor device 4 is prepared for being fixed in a
transversal direction to the corrugations of the wall 2, but
in a folded position so that it adheres both to the peaks
and to the troughs of the corrugations of the wall 2, the
plates 9 shall be spaced apart from each other by a dis-
tance greater than the pitch of the peaks such that, once
the anti-intrusion sensor device 4 is applied, the plates
9 find themselves in correspondence to the troughs and
the photodiodes 8 find themselves in correspondence to
the peaks.

[0019] In the event of an attempted break-in, in which
adrill, cutter, grinder or any other type of tool that induces
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vibration of the wall 2 is used, each plate 9 is able to
detect the oscillation that propagates along wall 2 and
translate it into an electrical signal proportional to the
intensity of oscillation. Inaddition, the reciprocal positions
of the plates 9 on the strip 6 make it possible to charac-
terize the vibration source in:

- displacement, which is proportional to the load in-
duced in the piezoelectric material;

- speed, which is proportional to the time that the os-
cillation takes to cross the various plates 9;

- frequency, which can be obtained by processing the
dataontheloadinducedinthe piezoelectric material.

[0020] The electrical signals generated by the optical
and vibration sensors, the photodiodes 8 and the plates
9in the case in point, are transmitted on respective elec-
trically conductive tracks 10, preferably screen-printed
on the strip 6 and electrically connected to a connector
11 arranged at one axial end of the anti-intrusion sensor
device 4 that, in turn, is electrically connected to the elec-
tronic control unit 5 by an electrical cable 12.

[0021] In addition to the tracks 10, the electronics for
conditioning and amplifying the electrical signals are also
printed on the strip 6.

[0022] Preferably, the electronic control unit5 compris-
es a device for detecting the opening of the door 3 and
is mounted close to the door 3 (Figure 1) and, normally,
outside the container 1.

[0023] The electronic control unit 5 can also be provid-
ed with aglobal positioning device (i.e. GPS), a processor
for processing the data, a power management system
for managing the powering of the sensors and a device
for storing the alarms. Finally, the electronic control unit
5 could be capable of transmitting various types of infor-
mation, for example, an alarm and an ID signal for the
container 1 from which the alarm originated, to a remote
monitoring station (for example, via RF radio, satellite,
or Wi-Fi).

[0024] The electronic control unit 5 is electrically con-
nected to all of the sensor devices 4 applied to the con-
tainer 1 and is preferably configured to periodically check
the status of the sensor devices 4 and to generate a spe-
cific alarm in the case of them being tampered with or
malfunctioning.

[0025] This check is based on the capacity of the pie-
zoelectric material to behave like a sensor or like an ac-
tuator according to the type of stimulus it is subjected to;
in practice, the check is carried out for each anti-intrusion
sensor device 4 by sending and electrical control signal
to one of the plates 9 of the anti-intrusion sensor device
4 so as to provoke a vibration by means of the plate 9
itself, which is then detected and transformed into an
electrical signal by the other plates 9 of the anti-intrusion
sensor device 4. Based on the return signal received, the
electronic control unit 5 is able to evaluate the correct
positioning of the anti-intrusion sensor device 4 and the
correct operation of the all the plates 9.
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[0026] The signal sent by the electronic control unit 5
to the "actuator" plate 9 and the return signal received
from the "sensor" plates 9 is stored in the electronic con-
trol unit 5 at the time of installation and constitutes the
ID signal that is periodically sent by the electronic control
unit 5 to evaluate the operation of the anti-intrusion sen-
sor device 4.

[0027] Naturally, even in the case where the vibration
sensors are not of the piezoelectric type, it is possible to
carry out the above-described check by arranging piezo-
electric elements along the strip 6 that are electrically
connected to the electronic control unit 5 to receive and
transmit the electrical control signals.

[0028] According to a variant, and only in the case
where the fastening means 7 are of the magnetic type,
the correct installation of the sensor devices 4 is checked
by electrically connecting the fastening magnetic layer
or magnets of each anti-intrusion sensor device 4 to the
electronic control unit 5, such that the metal wall 2 be-
comes part of the electrical circuit of the electronic control
unit 5. In this way, a possible detachment of the anti-
intrusion sensor device 4 from the wall 2 would cause
the circuit to open and would be immediately detectable
by the electronic control unit 5, for example via the gen-
eration-acquisition-testing of an electrical signal along
the circuit.

[0029] According to that shown in Figure 4, the optical
sensors, instead of being photodiodes 8, can be defined
by optical fibres 13 arranged along the strip 6 such that
their visual field is sufficiently wide to monitor everywhere
around the anti-intrusion sensor device 4.

[0030] All of the optical fibres 13 arranged along the
strip 6 converge to a combiner device 14, which is posi-
tioned close to the connector 11 or, in alternative, is in-
tegrated into the latter, and has the function of "merging"
the bundle of optical fibres 13 into a single optical fibre
so that the light radiation collected from the bundle can
be detected by a normal optoelectronic receiver unit (not
shown) and transformed into a corresponding electrical
current signal. The optoelectronic receiver unit can be
placed in correspondence to the combiner device 14 and
connected to the electronic control unit 5 by means of
simple electrical connection, or be placed in correspond-
ence to the electronic control unit 5 and connected to the
combiner device 14 by means of an optical fibre.
[0031] With respect to the photodiodes 8, the optical
fibres 13 have the advantage of avoiding the application
of relatively expensive optoelectronic components, such
as the photodiodes 8, to the strip 6, which is preferably
of the disposable type and is designed to have a life cycle
equal to the period of time that the cargo of a given ship-
ment remains inside the container 1.

[0032] According to that shown in Figure 5, the optical
fibres 13 of the previous example can be substituted by
a single optical fibre 15, which is arranged in serpentine
shape over almost the entire area of the strip 6 and, in
use, is traversed by a light signal generated by an opto-
electronic transmission unit (not shown) and received
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and transformed into an electrical signal by an optoelec-
tronic receiver unit (not shown). The optoelectronic trans-
mission and receiver units are each connected to a free
end of the optical fibre 15 and can be placed in proximity
to the strip 6 and connected to the electronic control unit
5 by means of an electrical connection, or be placed in
correspondence to the electronic control unit 5 and con-
nected to the optical fibre 15 on the strip 6 by means of
a further segment of optical fibre.

[0033] In this case, as shown in Figure 5, the strip 6
has larger dimensions with respect to those of the strip
6 in the previously described examples and, once fas-
tened to the inner surface of a side of the wall 2, is pref-
erably able to cover most of this surface.

[0034] A possible break-in attempted on the container
1 through the side of the wall 2 equipped with a strip 6
of this type would cause the optical fibre 15 to break, with
consequent interruption of the light signal and immediate
detection of the anomaly by the optoelectronic receiver
unit.

[0035] Obviously, both in the case of the anti-intrusion
sensor device 4 with optical fibres 13 (Figure 4) and in
the case of the anti-intrusion sensor device 4 with a single
optical fibre 15 (Figure 5), the strip 6 is also equipped
with vibration sensors, such as piezoelectric plates 9 for
example.

[0036] With reference to Figures 7 to 10, the function-
ing shall now be described, by way of example, of an
anti-intrusion sensor device 4 of the type shown in Fig-
ures 1 and 2, namely of the type equipped with a plurality
of plates 9, which permit detection of an attempted break-
in using drills, cutters or grinders independently of lumi-
nosity conditions, and photodiodes 8, which permit de-
tection of both light radiation coming from the outside, in
the case of daytime break-in, and light radiation due to
the use of artificial light or cutting tools such as grinders,
oxyacetylene welding or similar.

[0037] Undernormal conditions and after the container
1 has been closed, the state of the sensor devices 4
consists in an almost null signal from the photodiodes 8
due to the total impossibility of light radiation being able
to penetrate inside the container 1 and in an almost null
signal from the plates 9 due to the absence of vibration.
Signals from the plates 9 are characterized by frequen-
cies below 60 Hz, mainly due to vibrations induced by
electrical tools used for breaking in scraping against the
walls of the container 1.

[0038] The behaviour of the plates 9 and the photodi-
odes 8 shall now be described in four cases of attempted
break-in and with reference to respective diagrams rep-
resenting the amplitude of the signals generated by the
photodiodes 8 and the plates 9 as a function of time.

a) CASE OF DAYTIME BREAK-IN USING A DRILL/
CUTTER/GRINDER - Figure 7

[0039]
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A-B period: the attempted break-in begins; the plates
9 detect the vibrations induced on the wall 2 by the
break-in tool;

B- period: an opening has now been made into the
inside of the container 1; the signal from the photo-
diodes 8 is continuous and due to external light en-
tering the container 1.

b) CASE OF NIGHTTIME BREAK-IN USING A DRILL/
CUTTER/GRINDER - Figure 8

[0040]

A-B period: the attempted break-in begins; the plates
9 detect the vibrations induced on the wall 2 by the
break-in tool;

B- period: an opening has now been made into the
inside of the container 1; the signal from the photo-
diodes 8 is discontinuous and due to artificial light
entering the container 1, for example, light coming
from a torch to identify things, or from external light-

ing.

c) CASE OF DAYTIME BREAK-IN USING AN OXY-
ACETYLENE FLAME/BLOWLAMP - Figure 9

[0041]

A-B period: the attempted break-in begins; the plates
9 do not generate signals due to the substantial ab-
sence of induced vibration on the wall 2 by the break-
in tool;

B- period: an opening has now been made into the
inside of the container 1; the peak in the signal from
the photodiodes is due to the blowlamp/oxyacety-
lene flame/grinder; afterwards, the signal is contin-
uous and due to external light entering the container
1.

d) CASE OF NIGHTTIME BREAK-IN USING AN OXY-
ACETYLENE FLAME/BLOWLAMP - Figure 10

[0042]

A-B period: the attempted break-in begins; the plates
9 do not generate signals due to the substantial ab-
sence of induced vibration on the wall 2 by the break-
in tool;

B- period: an opening has now been made into the
inside of the container 1; the peak in the signal from
the photodiodes is due to the blowlamp/oxyacety-
lene flame/grinder; afterwards, the signal is discon-
tinuous and due to artificial light entering the con-
tainer 1, for example, light coming from a torch to
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identify things, or from external lighting.

[0043] With regard to the electronic control unit 5, the
alarm activation logic is based on the comparison of the
signals produced by the optical sensors, the photodiodes
8inthe casein point, and the vibration sensors, the plates
9in the case in point, with the respective reference mod-
els.

[0044] With regard to the photodiodes 8, the alarm sig-
nal is generated with known techniques, based on ex-
ceeding a threshold, gradient evaluation, etc., imple-
mented in the electronic control unit 5 for signal process-
ing and conditioning. In particular, in order to improve the
signal-noise ratio, in use, each photodiode 8 is in a qui-
escent state until the threshold value is exceeded, after
which the signal values of photodiode 8 are evaluated
over time, multiplying them by an opportune time interval
(in practice, an integral of the signal is obtained). The
resultant value is compared with a previously stored val-
ue and if it should exceed this value, an alarm signal is
returned.

[0045] With regard to the plates 9, an analogue band-
pass filter is implemented in the electronic control unit 5
that is centred on 50Hz (typical frequency when using
tools such as drills, grinders, cutters, etc.) with a typical
bandwidth of 20Hz-30Hz. The signal filtered in this man-
ner, in the same way as for the photodiodes 8, is only
considered when a preset threshold value is exceeded
and from that moment on the product of the acquired
values and the opportune time interval is calculated. The
resultant value is compared with a previously stored val-
ue and if it should exceed this value, an alarm signal is
returned.

[0046] In connection with that described above, it is
possible to deduce that the electronic control unit 5 is
configured to selectively assume a sleep state with min-
imal energy consumption and an awake state in which
the electronic control unit 5 is active and able to receive
and transmit electrical signals respectively from and to
the sensor devices 4 and to generate and transmit any
alarm signals.

[0047] In particular, passage from the sleep state to
the awake state takes place:

- periodically, when the electronic control unit 5 is ac-
tivated, for example, by an internal clock, for sending
electrical signals to each anti-intrusion sensor device
4 and, based on the response of the anti-intrusion
sensordevice 4, checking the correct positioningand
operation of the respective strip 6 in the above-de-
scribed manner;

- if an external event occurs, when the piezoelectric
plates 9 and/or the photodiodes 8 are stimulated by
vibrations and/or light radiation and transmit respec-
tive electrical signals to the electronic control unit 5.
In this regard, it should be specified that in this case,
return to the awake state only takes place when the
electrical signals sent to the electronic control unit 5
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by the plates 9 and/or the photodiodes 8 exceed a
minimum energy threshold.

[0048] The energy management of the system consti-
tuted by the electronic control unit 5 and the sensor de-
vices 4 also provides for the energy induced by stimuli
not indicative of a break-in in course, and therefore hav-
ing values below the mentioned minimum threshold, to
be "recovered" and used to charge a battery or similar
device for powering the electronic control unit 5.

[0049] Inthe case where the vibration sensors are not
of the piezoelectric type, like the plates 9, and the light
radiation sensors are not optoelectronic units, like the
photodiodes 8, the task of providing the "wake-up" ener-
gy is performed by current generation units, for example,
by piezoelectric units specially arranged on each strip 6.
[0050] Alternatively, this task can also be performed
by a piezoelectric vibrational energy recovery system
placed inside the electronic control unit 5. The system is
formed by one or more piezoelectric units that, by de-
forming under the effect of the oscillations to which the
container 1is subjected during shipping, generate energy
that is stored in a battery or similar device for powering
the electronic control unit 5.

[0051] In conclusion of what has been explained
above, it should be underline that the use of the anti-
intrusion sensor device 4 enables numerous advantages
to be obtained, such as, for example, the great ease of
installation, application to any type of container, low cost
and minimal interference with the cargo inside the con-
tainer and with loading and unloading operations.
[0052] Inaddition, the reduced thickness and high flex-
ibility of the strip 6 makes it possible to roll up a series of
sensor devices 4, one attached to the other or on a single
continuous support strip, so as to form a compact roll,
from which the individual sensor devices 4 can be un-
rolled and removed when they are installed.

[0053] Lastly, it should be specified that in the case
where the containers are of the refrigerated type for trans-
porting perishable goods, the anti-intrusion sensor de-
vice 4 can be integrated with other sensors for monitoring,
for example, the temperature, humidity, oxygen percent-
age, etc., in order to guarantee the continuity of suitable
conditions for the conservation and preservation of the
transported goods during transportation.

Claims

1. Acontainer anti-intrusion sensor device (4), the anti-
intrusion sensor device (4) comprising a strip (6) of
flexible material, sensors (8; 13; 15; 9) carried by the
strip (6) and fastening means (7) to fasten the strip
(6) to a wall (2) of a container (1).

2. Thecontaineranti-intrusion sensor device according
to claim 1, wherein the sensors (8; 13; 15; 9) com-
prise at least one optical sensor (8; 13; 15) and at
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10.

11.

least one vibration sensor (9).

The container anti-intrusion sensor device according
to claim 2, wherein the vibration sensor (9) is a pie-
zoelectric sensor.

The container anti-intrusion sensor device according
to claim 2 or 3 and comprising a plurality of vibration
sensors (9) spaced apart along the strip (6).

The container anti-intrusion sensor device according
toclaim 2, wherein the optical sensor (8; 13; 15) com-
prises a photodiode (8) or an optical fibre (13; 15).

The container anti-intrusion sensor device according
to claim 5 and comprising a plurality of optical sen-
sors (8; 13) arranged along the strip (6) such that
their visual field covers the space surrounding the
strip (6).

The container anti-intrusion sensor device according
to claim 5, wherein the optical fibre (15) is arranged
in a serpentine shape on the strip (6) and is connect-
ed to an optoelectronic light transmission unit and to
an optoelectronic light receiver unit.

The container anti-intrusion sensor device according
to any of the preceding claims, wherein the fastening
means (7) are magnetic fastening means.

A container anti-intrusion system comprising at least
one container anti-intrusion sensor device (4) ac-
cording to one of the preceding claims and an elec-
tronic control unit (5) configured to be connected to
the sensor device (4) and to:

-receive electrical signals from the anti-intrusion
sensor device (4), and

- process said electrical signals to determine the
occurrence of a break-in.

The container anti-intrusion system according to
claim 9, wherein the electronic control unit (5) is con-
figured to periodically check the correct installation
and operation of the container anti-intrusion sensor
devices (4).

Use of an anti-intrusion sensor device (4) according
to one of the preceding claims on a container (1) to
detect the occurrence of a break-in on said container

(1).
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