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(54) System and method for automated fault control and restoration of smart grids

(57) A self-organizing protection coordination sys-
tem within a power network is provided. The self-organ-
izing protection coordination system in the power network
includes a plurality of distribution devices communica-
tively coupled to each other in a power network. The pow-
er network also includes a protection device coupled to
each of the plurality of distribution devices configured to
transmit power in the distribution network. The power net-
work further includes a controller coupled to each of the

plurality of distribution devices. The controller receives
communication channel characteristics from a plurality
of distribution devices in a distribution network at an in-
terval of time. The controller also computes a delay in
time for receiving the communication characteristics. The
controller further determines a plurality of reliability indi-
cators at each of the plurality of distribution devices. The
controller adjusts tripping characteristics of the plurality
of distribution devices to minimize the reliability indicators
based on the computed delay.
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Description

BACKGROUND

[0001] A smart grid delivers electricity to consumers
while leveraging digital communication and control tech-
nologies to minimize financial cost, save energy, and in-
crease reliability. If designed properly, the smart grid will
have a significant impact on improving a wide range of
aspects in the electric power generation and distribution
industry. Examples include self-healing, high-reliability,
resistance to cyber-attack, accommodation of a wide va-
riety of types of distributed generation and storage mech-
anisms, optimized asset allocation, and minimization of
operation and maintenance expenses as well as high-
resolution market control that incorporates advanced
metering and demand-response.
[0002] An important component in operation of smart
grids is fault detection, isolation, and restoration of the
smart grid. Today, most distribution devices do not com-
municate with each other but operate and detect faults
independently, unaware of the state of other protection
devices and the condition of the grid beyond their own
location. Furthermore, the protection settings of the dis-
tribution devices are configured manually and need to be
coordinated precisely. The manual coordination is pro-
vided such that the distribution devices closer to the sub-
station are required to wait longer compared to the dis-
tribution devices provided far from the substation. The
physical effects of communication channels such as
shadowing and multipath propagation for example leads
to delay in detection of faults that occur at the distribution
devices located nearer to the substation. The delay in
detection of the fault results in less than optimal isolation
of faults, undue equipment stress, and a larger than nec-
essary number of consumers experiencing service out-
ages during the faults.
[0003] For these and other reasons, there is a need
for embodiments of the invention.

BRIEF DESCRIPTION

[0004] A self-organizing protection coordination sys-
tem within a power network is provided. The self-organ-
izing protection coordination system within the power net-
work includes a plurality of distribution devices commu-
nicatively coupled to each other in a power network. The
self-organizing protection coordination system also in-
cludes a protection device coupled to each of the plurality
of distribution devices configured to transmit power in the
power network. The self-organizing protection coordina-
tion system power network further includes a controller
coupled to each of the plurality of distribution devices.
The controller receives communication channel charac-
teristics from a plurality of distribution devices in a power
network at an interval of time. The controller subsequent-
ly computes a time delay based on the communication
channel characteristics. The controller further deter-

mines a plurality of reliability indicators at each of the
plurality of distribution devices. The controller adjusts
tripping characteristics of the plurality of distribution de-
vices to minimize the reliability indicators based on the
computed delay.

DRAWINGS

[0005] These and other features and aspects of em-
bodiments of the present invention will become better
understood when the following detailed description is
read with reference to the accompanying drawings in
which like characters represent like parts throughout the
drawings, wherein:

FIG. 1 is a diagrammatical representation of a dis-
tribution device used in a power network in accord-
ance with an example embodiment of the invention.

FIG. 2 is a flow chart representing the steps involved
in a method for automatically calculating the delay
in time for receiving the communication channel
characteristics from the different distribution devices
in accordance with an embodiment of the invention.

FIG. 3 is a schematic representation of a power net-
work including a plurality of distribution devices cou-
pled to each other in accordance with an example
embodiment of the invention.

FIG. 4 is an example graphical representation of an
initial time current characteristic curve for each of
the distribution devices provided in FIG. 3 in accord-
ance with an embodiment of the invention.

FIG. 5 is an example graphical representation of the
time current characteristic curve of distribution de-
vice of FIG. 3 in accordance with an embodiment of
the invention.

FIG. 6 is an example graphical representation of the
time current characteristic curve of the distribution
device of FIG. 3 in accordance with an embodiment
of the invention.

FIG. 7 is a flow chart representing steps involved in
a method for self-organizing a protection coordina-
tion system within a power network in accordance
with an example embodiment of the invention.

DETAILED DESCRIPTION

[0006] Embodiments of the present invention include
a system and method for self-organizing protection co-
ordination system within a power network. The power
network includes a plurality of distribution devices com-
municatively coupled to each other that receive commu-
nication channel characteristics from each of the distri-
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bution devices in the power network. Each of the distri-
bution devices includes a controller coupled to the distri-
bution devices that computes a delay in time for receiving
the communication channel characteristics from the plu-
rality of distribution devices in the power network. The
controller determines reliability indicators for each of the
distribution devices and adjusts tripping characteristics
of the distribution devices based on the delay to maximize
reliability and minimize outage time and customers im-
pacted.
[0007] Generally, power networks include multiple dis-
tribution devices electrically coupled to each other. Each
of the distribution devices includes a protection device
and a controller to control the protection device. The pro-
tection device switches between an open and a closed
state to provide protection to human life and equipment,
and minimize power distribution interruptions caused by
temporary or permanent faults. Each of the protection
devices operate based on tripping characteristics provid-
ed by the controller. The tripping characteristics include
a time current characteristic curve that provides a time
limit for a given level of current to flow from the protection
device before the protection device switches from the
closed state to the open state. All of the protection de-
vices in the power network often have the same time
current characteristic curve that results in undesirable
switching of the protection devices from the closed state
to the open state. For example, if a fault occurs at a par-
ticular protection device, the protection devices down-
stream of the above mentioned faulty protection device
switch undesirably resulting in an undesired outage. A
power network according to embodiments of the inven-
tion is described below.
[0008] FIG. 1 is a diagrammatical representation of a
distribution device 10 in accordance with an example em-
bodiment of the invention. The distribution device 10 in-
cludes a protection device 12 and a controller 14 mounted
on the distribution device 10. In one embodiment, the
distribution device 10 may include an electrical pole. In
another embodiment, the protection device 12 includes
a recloser, relay, distance protection devices, differential
protection devices, phasor based protection devices,
current limiting devices and high power electronic devic-
es. The controller 14 controls the switching operations
of the protection device 12 based on tripping character-
istics of the protection device 12. The tripping character-
istics include a time current characteristic curve that de-
termines the switching operations of the protection de-
vice 12. However, to avoid the aforementioned undesired
outage the time current characteristic curve is automat-
ically updated at different intervals of time to provide an
adequate delay in time for switching operation of each
of the protection devices 12. In order to overcome the
physical effects of the communications channel charac-
teristics, such as shadowing and multipath propagation,
the controllers uses techniques that may include error
correction signal processing and retransmissions, for ex-
ample. The delay is calculated based on a communica-

tion latency of communication channel characteristics
transmitted from the various distribution devices 10. Each
of the distribution devices 10 computes the communica-
tion latencies automatically via exchanging communica-
tion channel characteristics between each other.
[0009] FIG. 2 is a flow chart representing the steps
involved in a method 20 for automatically calculating the
delay in time for receiving the communication channel
characteristics from the different distribution devices in
accordance with an embodiment of the invention. The
controller of each of the distribution device automatically
generates the communication channel characteristics of
each of the distribution device in step 22. The communi-
cation channel characteristics of each of the distribution
devices are transmitted to respective remaining distribu-
tion devices in the power network with a send time em-
bedded in the communication channel characteristics in
step 24. The respective remaining distribution devices
receive the transmitted communication channel charac-
teristics and the controller of the remaining distribution
devices records a receive time of the communication
channel characteristics in step 26. In one embodiment,
all the distribution devices include a global positioning
system clocks that are synchronized to an identical time
to provide the send and receive time on at the distribution
devices. The controller at each of the remaining distribu-
tion device computes the delay by calculating the differ-
ence between the send time and the receiving time at
the respective remaining distribution devices in step 28.
The controller of each of the distribution device compares
the received delay with a previously received delay in
step 30. However, for the initial transmission of the com-
munication channel characteristics the controller com-
pulsorily repeats the steps 22 to 28. In case the delay is
identical, the controller stops the transmission of the com-
munication channel characteristics to the distribution de-
vices in step 32 or in case the delay is not identical, the
controller repeats the steps 22 to 30. The communication
channel characteristics generated in the repeated steps
include a new send time and the computed delays of
each of the distribution device as received from the pre-
vious communication characteristics.
[0010] FIG. 3 is an example representation of a power
network 30 including a plurality of distribution devices
coupled to each other in accordance with an example
embodiment of the invention. The power network 30 in-
cludes multiple distribution devices 32, 34, 36, 38, a tie
switch 40 and substations 42, 44. Each of the distribution
devices 32, 34, 36 and 38 include a protection device
132, 134, 136, 138 and a controller 232, 234, 236, 238
respectively. In one embodiment, the power network 30
includes a scale free power network.
[0011] During normal operation, when the power net-
work 30 is first deployed and commissioned, the protec-
tion devices 132, 134, 136, 138 establish communication
between each other via a preferred communication me-
dium. In one embodiment, the preferred communication
medium includes private and public wired and wireless
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systems, and any combination thereof. Examples of such
networks include, but are not limited to power line carrier,
land line telephony, electric utility radio, WiFi, WiMAX,
and cellular telephony, for example. Each of the distribu-
tion devices 32, 34, 36, 38 automatically exchange infor-
mation regarding their GPS location. These radio com-
munications are also used to characterize the communi-
cations channel between devices. The devices store the
data in their respective controller 232, 234, 236, 238. The
distribution devices 32, 34, 36, 38 also communicate with
the substations 42, 44 to determine the capacity of each
substation. Initially, based upon the location of the distri-
bution device relative to the substation, the controller au-
tomatically updates the tripping characteristics of the pro-
tection device at the distribution device. Furthermore, the
controllers 232, 234, 236 and 238 automatically generate
communication channel characteristics for each of the
distribution device 32, 34, 36 and 38 respectively and
exchange the communication channel characteristics
between each other over a preferred medium of commu-
nication. In a particular embodiment, each of the control-
lers 232, 234, 236, 238 include a media access control
(MAC) protocol based on a global positioning system
(GPS) and a geographic information system (GIS). The
GPS provides information about the location of the dis-
tribution device and the GIS provides environment infor-
mation, terrain, foliage, and density information at the
distribution device. The controllers 232, 234, 236, 238
aggregate all the information provided by the GPS, GIS
and the protection device and distributes the communi-
cation channel characteristics among each other within
the power network 30. In one embodiment, the GPS can
be used to schedule transmissions to avoid collisions and
to estimate the delay when provided with a density of the
distribution device.
[0012] Each of the controllers 232, 234, 236, 238 re-
ceives the communication channel characteristics from
others and determines a delay in time for receiving the
communication channel characteristics from each of the
controllers 232, 234, 236, 238. The delay in time is com-
puted by calculating a difference between the send time
and the received time at the distribution devices 32, 34,
36, 38 with respect to each other by their respective con-
trollers as described above in detail. Consequently, the
controllers 232, 234, 236, 238 calculate the reliability in-
dicators at each of the distribution device 32, 34, 36, 38.
In one embodiment, the reliability indicators include, but
not limited to, system average interruption duration index
(SAIDI), system average interruption frequency index
(SAIFI), momentary average interruption duration index
(MAIFI), customer average interruption duration index
(CAIDI) and customer average interruption frequency in-
dex (CAIFI). The controllers 232, 234, 236, 238 calculate
the reliability indicators based on the communication
channel characteristics received from the distribution de-
vices. Each of the controllers 232, 234, 236, 238 com-
municates with other controllers and exchanges the re-
liability indicators of each of the respective distribution

devices 32, 34, 36, 38 via the preferred medium of com-
munication. Furthermore, the controllers 232, 234, 236,
238 automatically adjust the tripping characteristics of
the respective protection devices 132, 134, 136, 138
based upon the computed delay such that the protection
devices of the distribution devices 32, 34, 36, 38 continue
to operate and avoid tripping in case of fluctuations in
the current levels flowing through the power network 30
to maximize the reliability of the power network and min-
imize the values of the reliability indicators.
[0013] However, the local conditions, density and en-
vironmental conditions are dynamic in nature and may
cause unexpected delays in receiving the fault message
during a fault resulting in false computations and ineffi-
ciency. Therefore, the controllers 232, 234, 236, 238 ex-
change communication channel characteristics at pre-
defined intervals of time and continue to repeat the gen-
eration and exchange of communication channel char-
acteristics till the computed delay is identical to the pre-
vious delay.
[0014] For a better understanding of the invention, as-
suming that each of the distribution devices 32, 34, 36,
38 serve an equal load and a fault occurs at the distribu-
tion device 34, the computed delay would be more for
the fault message received at the distribution device 36
compared to the delay at distribution device 32. Further-
more, the delay in time is added to the tripping charac-
teristics of the protection devices 136 and 132 that in-
creases the time before which the protection devices 136,
132 switch from the closed state to the open state in case
of an increase in the current levels. Accordingly, the time-
current characteristic curve of the protection device 136
of the distribution device 36 is adjusted more compared
to the protection device 132 of the distribution device 32.
Furthermore, the time current characteristic curve is au-
tomatically adjusted in case of any changes in the com-
munication characteristics, for example, addition of new
distribution device or change in topology of the power
network.
[0015] FIG. 4 is an example graphical representation
50 of an initial time current characteristic curve 52 for
each of the distribution devices provided in FIG. 3 in ac-
cordance with an embodiment of the invention. X-axis 54
represents the current in amperes. Y-axis 56 represents
the time in seconds. As described above, each of the
protection devices in the power network includes a time
current characteristic curve that is initially based on a
customer load profile which may be calculated from the
demand-response information at that particular distribu-
tion device. The time current characteristic curve 52 rep-
resents the level of current flowing through the protection
device at given time. In an example illustration, point 58
represents a threshold of 10 seconds for a current of 400
ampere flowing through the protection device. As under-
stood, the protection device with switch from closed state
to the open state if current of 400 amperes flows from
the protection device for more than 10 seconds.
[0016] FIG. 5 is an example graphical representation
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60 of the time current characteristic curve 62 of distribu-
tion device 32 of FIG. 3 in accordance with an embodi-
ment of the invention. X-axis 64 represents the current
in amperes. Y-axis 66 represents the time in seconds.
As illustrated, the time current characteristic curve is
shifted upwards relative to the time current characteristic
curve 52 of the distribution device 34 based on the com-
puted delay in receiving the communication characteris-
tics. Assuming that the computed delay is 10 seconds,
the point 68 represents a threshold of 400 amperes flow-
ing through the protection device 132 for a time of 20
seconds. As understood, the protection device 132 would
delay its switching operations in case of a fault by 10
seconds that would provide additional time for the fault
message to reach the distribution device 32 in case of a
fault resulting in reduced interruptions.
[0017] FIG. 6 is an example graphical representation
70 of the time current characteristic curve 72 of the dis-
tribution device 36 of FIG. 3 in accordance with an em-
bodiment of the invention. X-axis 74 represents the cur-
rent in amperes. Y-axis 76 represents the time in sec-
onds. As represented, point 78 depicts a current of 400
amperes flowing through the protection device 136 for a
time of 30 seconds. As illustrated, assuming that the com-
puted delay for distribution device 36 is 20 seconds, the
time current characteristic curve 72 of the distribution de-
vice 36 is shifted further upwards relative to the time cur-
rent characteristic curve 62 of the distribution device 32
since the delay in receiving the communication channel
characteristics is 10 seconds more compared to the com-
puted delay for distribution device 32.
[0018] FIG. 7 is a flow chart representing steps in-
volved in a method 80 for self-organizing a protection
coordination system in a power network in accordance
with an example embodiment of the invention. The meth-
od 80 includes receiving communication channel char-
acteristics from a plurality of distribution devices in a pow-
er network at an interval of time in step 82. In one em-
bodiment, the communication channel characteristics
are received via a preferred communication mode. In an
example embodiment, the preferred communication
mode includes wired, wireless, WIFI, WIMAX, power line
carrier, land line telephony, electric utility radio or cellular
telephony. In another embodiment, the communication
channel characteristics are received from a global posi-
tioning system and a global information system. Further-
more, a delay in time is computed for receiving the com-
munication channel characteristics in step 84. The delay
is computed by computing a distance between the plu-
rality of the distribution devices provided by the global
positioning system that provides a location of the distri-
bution device and the global information system that pro-
vides the local environmental conditions, terrain foliage
and density. The method 80 further includes determining
reliability indicators at each of the plurality of distribution
devices in step 86. In one embodiment, the determining
the reliability indicators includes determining SAIDI,
SAIFI, CAIFI, CAIDI and MAIFI at each of the distribution

devices. In another embodiment, the reliability indicators
are determined by exchanging network connectivity mes-
sages between the plurality of distribution devices in the
distribution network. In an example embodiment, the re-
liability indicators are determined via network routing ta-
bles. The method 80 also includes adjusting tripping
characteristics of the plurality of distribution devices to
minimize the reliability indicators based on the computed
delay in step 88. In an example embodiment, the tripping
characteristics are adjusted by adjusting the current sen-
sitivity of the plurality of distribution devices in relation
with time. In a particular embodiment, each of the plurality
of distribution devices determines communication char-
acteristics, computes delay, determines reliability indica-
tors and adjusts tripping characteristics independently.
[0019] The various embodiments of the method de-
scribed above provide a more efficient way to minimize
the reliability indicators. Conventionally, the tripping
characteristics of the protection devices were fixed man-
ually resulting in less efficiency. The method described
above automatically adjusts the tripping characteristics
of the protection devices during operation in case of a
permanent fault resulting in minimizing reliability indica-
tors. This significantly increases the efficiency of the
smart grids and reduces the number of customers that
are affected by the fault.
[0020] It is to be understood that a skilled artisan will
recognize the interchangeability of various features from
different embodiments and that the various features de-
scribed, as well as other known equivalents for each fea-
ture, may be mixed and matched by one of ordinary skill
in this art to construct additional systems and techniques
in accordance with principles of this disclosure. It is,
therefore, to be understood that the appended claims are
intended to cover all such modifications and changes as
fall within the true scope of the invention as defined in
the appended claims.
[0021] While only certain features of the invention have
been illustrated and described herein, many modifica-
tions and changes will occur to those skilled in the art. It
is, therefore, to be understood that the appended claims
are intended to cover all such modifications and changes
as fall within the true scope of the invention as defined
therein.

Claims

1. A method, comprising:

receiving communication channel characteris-
tics from a plurality of distribution devices (32,
34, 36, 38) in a power network (30) within an
interval of time;
computing a delay in time for receiving the com-
munication characteristics;
determining a plurality of reliability indicators at
each of the plurality of distribution devices (32,
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34, 36, 38); and
adjusting tripping characteristics of the plurality
of distribution devices (32, 34, 36, 38) to mini-
mize the reliability indicators based on the com-
puted delay.

2. The method of claim 1, wherein receiving the com-
munication channel characteristics comprises re-
ceiving the communication channel characteristics
via a preferred communication mode.

3. The method of claim 2, wherein the preferred com-
munication mode comprises wired, wireless, WIFI,
WIMAX, power line carrier, land line telephony, elec-
tric utility radio or cellular telephony communication.

4. The method of claim 1, 2 or 3, wherein receiving the
communication channel characteristics comprises
receiving data from a global positioning system
(GPS) and a global information system (GIS).

5. The method of claim 4, wherein receiving data from
GPS comprises receiving a location of the distribu-
tion device (32, 34, 36, 38).

6. The method of claim 4 or claim 5, wherein receiving
data from GIS comprises receiving environmental
information, terrain, foliage, and density information
of each of the distribution device (32, 34, 36, 38).

7. The method of any one of claims 1 to 6, wherein
adjusting the tripping characteristics comprises ad-
justing the current sensitivity of the plurality of distri-
bution devices (32, 34, 36, 38) in relation with time.

8. The method of any one of claims 1 to 7, wherein
each of the plurality of distribution devices receives
communication characteristics, computes delay, de-
termines reliability indicators and adjusts tripping
characteristics independently.

9. The method of any one of claims 1 to 8, wherein
determining the reliability indicators comprises:

determining the reliability indicators via network
routing tables, global positioning system; and or
determining system average interruption dura-
tion index, system average interruption frequen-
cy index, momentary average interruption dura-
tion index, customer average interruption dura-
tion index and customer average interruption
frequency index.

10. A non-transitory computer-readable medium com-
prising computer-readable instructions of a compu-
ter program that, when executed by a processor,
cause the processor to perform the method of any
one of claims 1 to 9.

11. A self-organizing protection coordination system in
a power network, comprising:

a plurality of distribution devices (32, 34, 36, 38)
communicatively coupled to each other in a pow-
er network (30);
a protection device (132, 134, 136, 138) coupled
to each of the plurality of distribution devices
configured to transmit power in the power net-
work; and
a controller (232, 234, 236, 238) coupled to each
of the plurality of distribution devices (32, 34, 36,
38) configured to:

receive communication channel character-
istics from a plurality of distribution devices
(32, 34, 36, 38) in the power network (30)
at an interval of time;
compute a delay in time for receiving the
communication characteristics;
determine a plurality of reliability indicators
at each of the plurality of distribution devic-
es; and
adjust tripping characteristics of the plurality
of distribution devices to minimize the reli-
ability indicators based on the computed de-
lay.

12. The system of claim 11, wherein the distribution de-
vice (32, 34, 36, 38) comprises an electric pole, the
protection device (132, 134, 136, 138) comprises a
time-current sensor, and/or the interval of time com-
prises a predefined duration of time.

13. The system of claim 11 or claim 12, wherein the pow-
er network (30) comprises a scale free power net-
work, preferably a transmission network or a distri-
bution network.

14. The system of claim 11, 12 or 13, wherein the plu-
rality of distribution devices (32, 34, 36, 38) are com-
municatively coupled to each other in a preferred
mode of communication preferably comprising
wired, wireless, WIFI, WIMAX, power line carrier,
land line telephony, electric utility radio or cellular
telephony communication.

15. The system of any one of claims 11 to 14, wherein
the controller (232, 234, 236, 238) comprises a me-
dia access control (MAC) protocol based on a Global
Positioning System (GPS) and Geographic informa-
tion system (GIS), and wherein the GPS preferably
provides location of the distribution device and the
GIS provides environment information, terrain, foli-
age, and density information at the distribution de-
vice.
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