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Description
BACKGROUND OF THE INVENTION
Field of the Invention

[0001] The presentinvention relates to awireless com-
munication apparatus and a method of preventing leak-
age of an encrypted key.

Description of the Related Art

[0002] Wireless communication systems have advan-
tages in that it is not necessary to wire connection lines
connecting wired communication apparatuses to each
other and it is easy to install wireless communication ap-
paratuses in places in which wiring is difficult or places
in which wiring is not economical. Therefore, in recent
years, wireless communication systems have frequently
been utilized in various fields. For example, in plants or
factories, wireless communication system are realized in
such amanner that work field apparatuses such as meas-
urement apparatuses or operation apparatuses, called
wireless field apparatuses, capable of performing wire-
less communication are installed, and control signals
used to control the wireless field apparatuses or meas-
urement signals or the like obtained from the wireless
field apparatuses are communicated via wireless com-
munication networks.

[0003] In such a wireless communication system, var-
ious kinds of information communicated via wireless
communication networks are encrypted using encryption
technology such as shared key encryption schemes in
many cases, since it is necessary to ensure security. In
the shared key encryption schemes, it is necessary to
set a shared key in the wireless communication appara-
tuses in advance before the wireless communication ap-
paratuses start wireless communication, since a scheme
of using the same key, which is called a shared key, is
used in encrypting and decrypting processes.

[0004] Forexample,in many cases, manufacturers set
a shared key in the wireless communication apparatuses
when manufacturing the wireless communication appa-
ratuses or users manually set a shared key in wireless
communication apparatuses when starting to use the
wireless communication apparatuses. A method of set-
ting a shared key in accordance with a public key encryp-
tion scheme is also used as well as the setting method.
According to the public key encryption scheme, the
shared key is set by transmitting the shared key encrypt-
ed using the public key to a wireless communication ap-
paratus and allowing the wireless communication appa-
ratus to decrypt the shared key using a preset private key.
[0005] The method of setting a shared key by using
the above-described public key encryption scheme is
used in over the air (OTA) public key infrastructure (PKI)
provisioning that is defined in conformity with a wireless
communication standard such as ISA100.11a.
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ISA100.11a is an industrial automation wireless commu-
nication standard that is designed by the International
Society of Automation (ISA). Further, a shared key is set
according to the above-described public key encryption
scheme in "An Interoperable Authentication System us-
ing ZigBee-enabled Tiny Portable Device and PKI" by Ki
Woong Park et al., in Computer Engineering Research
Lab., Department of Electrical Engineering and Compu-
ter Science, Korea Advanced Institute of Science and
Technology.

[0006] In the wireless communication apparatus in
which a shared key is set according to the above-de-
scribed public key encryption scheme, a function, which
is hereinafter referred to as a "public key encryption
processing function", of decrypting an encrypted shared
key using a public key and afunction, which is hereinafter
referred to as a "shared key encryption processing func-
tion", of encrypting and decrypting information to be com-
municated using the shared key may be mounted on a
single chip. If the private key and the shared key are
implemented in a single chip and access to such infor-
mation is requested, the information may be prevented
from being leaked to a third party in a tamper-proof con-
figuration designed to destroy all of the information and
the security may be improved.

[0007] In some cases, the public key encryption
processing function and the shared key encryption
processing function may notbe mounted on a single chip.
In these cases, for example, a module, which is herein-
after referred to as a "public key encryption processing
module", on which the public key encryption processing
function is mounted and a module, which is hereinafter
referred to as a "wireless communication module", on
which the shared key encryption processing function is
mounted and which performs wireless communication
are separately provided, a transceiver such as a univer-
sal asynchronous receiver transmitter (UART) is provid-
ed in each module, and a connection bus connects the
modules to each other.

[0008] In this configuration, operations (1) to (3) can
be performed:

(1) substituting the public key encryption processing
module and the wireless communication module;
(2) changing operation modes of the public key en-
cryption processing module and the wireless com-
munication module; and

(3) referring to communication contents transmitted
via the connection bus or the like.

[0009] As described in operation (1), for example,
when the wireless communication module is substituted,
the shared key decrypted by the public key encryption
processing module may be handed to the substituted
wireless communication module. Therefore, the shared
key can be referred to. Further, as described in operation
(2), forexample, when an operation mode of each module
is changed to a "debug mode," any one of the shared



3 EP 2 549 784 B1 4

key used in the wireless communication module and the
private key used in the public key encryption processing
module can be referred to.

[0010] Furthermore, as described in operation (3),
when the communication contents are referred to via the
connection bus or the like, the shared key or the private
key transmitted and received between the public key en-
cryption processing module and the wireless communi-
cation module can be referred to. Thus, when a third party
who bears ill will performs one of operations (1) to (3),
there is a concern that the shared key or the private key
which should be kept secret may be leaked.

[0011] US 2009/282265 A1 discloses a method and
an apparatus for preventing access to encrypted data in
a node. The data is first encrypted using an encryption
algorithm with a cryptographic key-material. Heuristic
methods of detecting un-authorized access to the node
are implemented to generate a theft-trigger. The theft-
trigger is received and sent to a central authority. The
validity of the trigger is verified and the central authority
sends an acknowledgement of the trigger. When approv-
al is given from the central authority, access to the data
is prevented by deleting or concealing some cryptograph-
ic key-material.

SUMMARY

[0012] The presentinvention provides a wireless com-
munication apparatus and a method of preventing leak-
age of a key which should be kept secret and improve
security.

[0013] Accordingly, there is provided a wireless com-
munication apparatus as outlined in independent claims
1 and 6 and a method of preventing leakage of an en-
crypted key in a wireless communication apparatus as
outlined in independent claim 14. Advantageous devel-
opments are defined in the dependent claims.

[0014] Accordingtoan aspect of the presentinvention,
when information, which indicates an operation mode set
in first and second modules, is encrypted using a third
key, and is transmitted via a connection bus, indicates
an operation mode other than a first operation mode set
in a normal operation, at least one of the first and second
modules deletes the key set in its own module. Accord-
ingly, even when the first or second module is substituted
and the operation mode of the first or second module is
changed or communication contents transmitted via the
connection bus are referred to, the key which should be
kept secret can be prevented from being leaked, and thus
security can be improved.

BRIEF DESCRIPTION OF THE DRAWINGS

[0015] The above features and advantages of the
present invention will be more apparent from the follow-
ing description of certain preferred embodiments taken
in conjunction with the accompanying drawings, in which:
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FIG. 1 is a block diagram illustrating an overall con-
figuration of a wireless communication system in
which wireless communication apparatuses in ac-
cordance with a first preferred embodiment of the
present invention are used;

FIG. 2 is a block diagram illustrating configurations
of main units of a wireless field apparatus which is
the wireless communication apparatus in accord-
ance with the first preferred embodiment of the
present invention;

FIG. 3is aflowchartillustrating processes performed
by a wireless communication module of the wireless
field apparatus in accordance with the first preferred
embodiment of the present invention when power is
supplied;

FIG. 4 is aflowchartillustrating processes performed
by a public key encryption processing module of the
wireless field apparatus in accordance with the first
preferred embodiment of the present invention when
power is supplied;

FIG 5 is a flowchart illustrating a process of setting
a wireless communication shared key on the wire-
less field apparatus in accordance with the first pre-
ferred embodiment of the present invention; and
FIG 6 is a block diagram illustrating the configura-
tions of the main units of the wireless field apparatus
which is the wireless communication apparatus in
accordance with a second preferred embodiment of
the present invention.

DETAILED DESCRIPTION OF THE PREFERRED EM-
BODIMENTS

[0016] The present invention will be now described
herein with reference to illustrative preferred embodi-
ments. Those skilled in the art will recognize that many
alternative preferred embodiments can be accomplished
using the teaching of the present invention and that the
present invention is not limited to the preferred embodi-
ments illustrated herein for explanatory purposes.

First Preferred Embodiment

[0017] FIG 1 is a block diagram illustrating the overall
configuration of a wireless communication system in
which wireless communication apparatuses in accord-
ance with a first preferred embodiment of the present
invention are used. As shown in FIG 1, a wireless com-
munication system CS includes wireless field apparatus-
es 1a to 1c, a backbone router 2, a system manager 3,
a security manager 4, and a high-level management ap-
paratus 5. The wireless field apparatuses 1a to 1c cor-
respond to wireless communication apparatuses.

[0018] The wireless field apparatuses 1ato 1c and the
system manager 3 can communicate various kinds of
information via the backbone router 2. The three wireless
field apparatuses 1a to 1c are illustrated in FIG 1, but
any number of wireless field apparatuses may be provid-
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ed.

[0019] The wireless field apparatuses 1ato 1c are, for
example, sensor apparatuses such as flow meters or
temperature sensors, valve apparatuses such as flow
control valves or on-off valves, or actuator apparatuses
such as fans or motors, which are installed in plants or
factories. The wireless field apparatuses 1ato 1c perform
wireless communication in conformity with ISA100.11a
which is an industrial automation wireless communica-
tion standard. The wireless field apparatuses 1a to 1c
will be described in detail later.

[0020] The backbone router 2 connects a wireless
communication network N1, to which the wireless field
apparatuses 1a to 1c are connected, to a backbone net-
work N2 whichis a wired network and to which the system
manager 3 is connected. The backbone router 2 is an
apparatus that relays various kinds of data transmitted
and received between the wireless field apparatuses 1a
to 1c and the system manager 3. The backbone router
2 also performs wireless communication in conformity
with ISA100.11a which is the above-described wireless
communication standard.

[0021] The system manager 3 performs communica-
tion with the wireless field apparatuses 1 a to 1c via the
wireless communication network N1 formed by the back-
bone router 2 and also manages the wireless field appa-
ratuses 1a to 1c¢ connected to the wireless communica-
tion network N1. Specifically, the system manager 3 con-
trols the communication with the wireless field appara-
tuses 1ato 1c participatingin the wireless communication
network N1.

[0022] Further, the system manager 3 performs man-
agement control to determine whether to permit a new
wireless field apparatus to participate in the wireless
communication network N1. When the system manager
3 performs this management control, the system man-
ager 3 performs a process of transmitting, to a wireless
field apparatus, a shared key K1 (specifically, a shared
key K1 encrypted using a public key K21) used to encrypt
communication contents of wireless communication per-
formed via the wireless communication network N1. The
shared key K1 and the public key K21 are managed by
the security manager 4.

[0023] The security manager 4 performs security man-
agement of the wireless communication system CS un-
der the control of the system manager 3. Specifically, the
security manager 4 performs registry management of in-
formation indicating the wireless field apparatuses 1a to
1c permitted to participate in the wireless communication
network N1 or information indicating the wireless field
apparatuses not permitted to participate in the wireless
communication network N1. The security manager 4 also
performs management of the shared key K1 which is an
encrypted key used for wireless communication between
the wireless field apparatuses 1ato 1c and the backbone
router 2 and the public key K21 which is an encrypted
key used to encrypt the shared key K1. The shared key
K1 and the public key K21 are prepared for each of the
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wireless field apparatuses 1a to 1c.

[0024] The high-level management apparatus 5 is an
apparatus that is connected to the system manager 3, is
operated by an administrator of the wireless communi-
cation system CS, and is used to manage the wireless
communication system CS. The high-level management
apparatus 5 collects various kinds of information neces-
sary to manage the wireless communication system CS
from the system manger 3 in response to an instruction
of the administrator and displays the collected informa-
tion in a predetermined format such as a graph format
by which the administrator can easily understand the in-
formation.

[0025] Next, the wireless field apparatuses 1a to 1c
used in the above-described wireless communication
system CS will be described in detail. FIG 2 is a block
diagram illustrating the configurations of the main units
of the wireless field apparatus which is a wireless com-
munication apparatus in accordance with the first pre-
ferred embodiment of the present invention. Since the
wireless field apparatuses 1a to 1c have the same con-
figuration, only the wireless field apparatus 1a will be
described in detail below and the wireless field appara-
tuses 1b and 1c will not be described.

[0026] As shownin FIG 2, the wireless field apparatus
1a includes an antenna A, a wireless communication
module 10, a public key encryption processing module
20, and a connection bus B. The wireless communication
module 10 corresponds to a first module. The public key
encryption processing module 20 corresponds to a sec-
ond module.

[0027] The antenna A transmits, to the backbone rout-
er 2, wireless waves corresponding to signals output from
the wireless communication module 10. The antenna A
also receives wireless waves transmitted from the back-
bone router 2 and outputs the signals to the wireless com-
munication module 10.

[0028] The wireless communication module 10 in-
cludes a wireless communication sub-module 11, a bus
communication sub-module 12, a shared key encryption
processing sub-module 13, a wireless communication
shared key storage region 14, a bus communication
shared key storage region 15, and a memory 16. The
wireless communication sub-module 11 corresponds to
a wireless communication unit. The shared key encryp-
tion processing sub-module 13 corresponds to an en-
cryption processing unit

[0029] The wireless communication module 10 con-
trols the wireless communication performed via the an-
tenna A and also controls bus communication performed
via the connection bus B. The wireless communication
module 10 encrypts and decrypts communication con-
tents of the wireless communication performed via the
antenna A and communication contents of the bus com-
munication performed via the connection bus B.

[0030] The wireless communication sub-module 11 is
a sub-module that controls the wireless communication
performed via the antenna A. The wireless communica-
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tion sub-module 11 transmits and receives wireless sig-
nals in conformity with ISA 100.11a which is the above-
described wireless communication standard. The bus
communication sub-module 12 is a sub-module that con-
trols the communication, which is referred to as a bus
communication, performed via the connection bus B. For
example, the bus communication sub-module 12 con-
trols serial communication in conformity with an asyn-
chronous scheme.

[0031] The shared key encryption processing sub-
module 13 encrypts and decrypts the communication
contents of the wireless communication performed via
the antenna A using a shared key, which corresponds to
a wireless communication shared key K1, stored in the
wireless communication shared key storage region 14.
The shared key encryption processing sub-module 13
also encrypts and decrypts the communication contents
of the bus communication performed via the connection
bus B using a shared key, which corresponds to a bus
communication shared key K3, stored in the bus com-
munication shared key storage region 15.

[0032] The wireless communication shared key stor-
age region 14 is a region in which the wireless commu-
nication shared key K1 used to encrypt and decrypt the
communication contents of the wireless communication
performed via the antenna A is stored. The wireless com-
munication shared key K1 is the same as the shared key
K1 managed by the security manager 4. The wireless
communication shared key K1 is stored in the wireless
communication shared key storage region 14 when the
wireless field apparatus 1a participates in the wireless
communication network N1.

[0033] The bus communication shared key storage re-
gion 15 is a region in which the bus communication
shared key K3 used to encrypt and decrypt the commu-
nication contents of the bus communication performed
via the connection bus B is stored. The bus communica-
tion shared key K3 is stored in the bus communication
shared key storage region 15, for example, when the
wireless field apparatus 1ais manufactured. The wireless
communication shared key storage region 14 and the
bus communication shared key storage region 15 are
realized by, for example, non-volatile memories such as
flash memories.

[0034] The memory 16 is a non-volatile memory such
as a flash memory. The memory 16 stores information,
which corresponds to mode information MI, indicating an
operation mode of the wireless communication module
10. Examples of the operation mode of the wireless com-
munication module 10 include a secure mode and a de-
bug mode. The secure mode corresponds to a firstmode.
[0035] Here, the secure mode is an operation mode
that is set in a normal operation of the wireless field ap-
paratus 1a after shipment of the wireless field apparatus
1a. The debug mode is an operation mode that is set to
inspect or analyze an operation state of the wireless com-
munication module 10, for example, when the wireless
field apparatus 1a is maintained.
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[0036] The public key encryption processing module
20 includes a public key encryption processing sub-mod-
ule 21, a bus communication sub-module 22, a shared
key encryption processing sub-module 23, a private key
storage region 24, a bus communication shared key stor-
age region 25, and a memory 26. The public key encryp-
tion processing sub-module 21 corresponds to a public
key encryption processing unit. The shared key encryp-
tion processing sub-module 23 corresponds to an en-
cryption processing unit.

[0037] The public key encryption processing module
20 decrypts the shared key K1 encrypted using the public
key and also controls the bus communication performed
via the connection bus B. The public key encryption
processing module 20 encrypts and decrypts the com-
munication contents of the bus communication per-
formed via the connection bus B.

[0038] The public key encryption processing sub-mod-
ule 21 decrypts the shared key K1 received by the bus
communication sub-module 22 using a private key K22
stored in the private key storage region 24 to obtain the
wireless communication shared key K1. The bus com-
munication sub-module 22 is a sub-module that controls
the communication performed via the connection bus B,
as in the bus communication sub-module 12 of the wire-
less communication module 10. For example, the bus
communication sub-module 22 controls serial communi-
cation in conformity with an asynchronous scheme.
[0039] The shared key encryption processing sub-
module 23 encrypts and decrypts the communication
contents of the bus communication performed via the
connection bus B using a shared key, which corresponds
to a bus communication shared key K3, stored in the bus
communication shared key storage region 25. The bus
communication shared key K3 stored in the bus commu-
nication shared key storage region 25 of the public key
encryption processing module 20 is the same as the bus
communication shared key K3 stored in the bus commu-
nication shared key storage region 15 of the wireless
communication module 10.

[0040] The private key storage region 24 is a region in
which the private key K22 used to decrypt the shared key
K1 encrypted using the public key K21 is stored. The bus
communication shared key storage region 25 is a region
in which the bus communication shared key K3 used to
encrypt and decrypt the communication contents of the
bus communication performed via the connection bus B
is stored. The private key K22 and the bus communica-
tion shared key K3 are stored in the private key storage
region 24 and the bus communication shared key storage
region 25, respectively, for example, when the wireless
field apparatus 1a is manufactured. The private key stor-
age region 24 and the bus communication shared key
storage region 25 are realized by, for example, non-vol-
atile memories such as flash memories.

[0041] The memory 26 is a non-volatile memory such
as a flash memory. The memory 26 stores information,
which corresponds to mode information MI, indicating an
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operation mode of the public key encryption processing
module 20. Examples of the operation mode of the public
key encryption processing module 20 include a secure
mode and a debug mode, as in the operation modes of
the wireless communication module 10. The secure
mode corresponds to a first mode.

[0042] The wireless communication module 10 obtains
an operation mode set for its own module with reference
to the mode information MI stored in the memory 16.
Likewise, the public key encryption processing module
20 obtains an operation mode set for its own module with
reference to the mode information Ml stored in the mem-
ory 26. However, the operation modes of the wireless
communication module 10 and the public key encryption
processing module 20 can be individually changed when
a worker gives a special instruction to the wireless com-
munication module 10 and the public key encryption
processing module 20.

[0043] Thewireless communication module 10 andthe
public key encryption processing module 20 delete the
private key K22 or the bus communication shared key
K3 in accordance with the operation mode set for its own
module or the operation mode set for the other party mod-
ule connected via the connection bus B when power is
supplied. The reason for deleting the private key K22 or
the bus communication shared key K3 is to prevent leak-
age of the key which should be kept secret and improve
security.

[0044] Specifically, the wireless communication mod-
ule 10 deletes the bus communication shared key K3
stored in the bus communication shared key storage re-
gion 15 when the operation mode indicated by the mode
information Ml stored in the memory 16 is an operation
mode other than the secure mode. The public key en-
cryption processing module 20 deletes the private key
K22 stored in the private key storage region 24 and the
bus communication shared key K3 stored in the bus com-
munication shared key storage region 25 when the op-
eration mode indicated by the mode information Ml
stored in the memory 26 is an operation mode other than
the secure mode or the operation mode of the wireless
communication module 10 obtained via the connection
bus B is an operation mode other than the secure mode.
[0045] The connection bus B is a bus such as a serial
bus connecting the bus communication sub-module 12
ofthe wireless communication module 10 to the bus com-
munication sub-module 22 of the public key encryption
processing module 20. The connection bus B is not lim-
ited to a serial bus, but may be a parallel bus.

[0046] Next, operations of the wireless communication
system with the above-described configuration will be
described. Hereinafter, the operations of the wireless
communication system will be described when the wire-
less field apparatus 1a newly participates in the wireless
communication network N1 of the wireless communica-
tion system CS. When the wireless field apparatus 1a
participates in the wireless communication network N1,
it is assumed that the shared key K1 used to encrypt the
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communication contents of the wireless communication
performed by the wireless field apparatus 1a and the pub-
lic key K21 used to encrypt the shared key K1 are regis-
tered in advance in the security manager 4.

[0047] Further, it is assumed that the private key K22
corresponding to the public key K21 registered in the
security manager 4 is stored in the private key storage
region 24 of the public key encryption processing module
20 of the wireless field apparatus 1a and the bus com-
munication shared key K3 is stored in the bus commu-
nication shared key storage region 15 of the wireless
communication module 10 and the bus communication
shared key storage region 25 of the public key encryption
processing module 20. Furthermore, it should be noted
that the wireless communication shared key K1 is not
stored in the wireless communication shared key storage
region 14 of the wireless communication module 10 be-
fore the wireless field apparatus 1a participates in the
wireless communication network N1.

[0048] FIG. 3 is a flowchart illustrating processes per-
formed by the wireless communication module of the
wireless field apparatus in accordance with the first pre-
ferred embodiment of the present invention when power
is supplied. FIG. 4 is a flowchart illustrating processes
performed by the public key encryption processing mod-
ule of the wireless field apparatus in accordance with the
first preferred embodiment of the present invention when
power is supplied. The processes of the flowcharts of
FIGS. 3 and 4 start, for example, when a worker installs
the wireless field apparatus 1ain a work field and power
is supplied to the wireless field apparatus 1a after the
completion of the installation work.

[0049] When power is supplied to the wireless field ap-
paratus 1a, in step S11 shown in FIG 3, the wireless
communication module 10 first obtains the operation
mode set for its own module. Specifically, the wireless
communication module 10 reads the mode information
MI stored in the memory 16. Next, in step S12, the wire-
less communication module 10 determines whether or
not the operation mode indicated by the mode informa-
tion Ml read from the memory 16 is the secure mode.
[0050] Ifthe wireless communication module 10 deter-
mines that the operation mode indicated by the mode
information Ml is not the secure mode, that is, when the
determination result of step S12 is "NO", then, in step
S13, the wireless communication module 10 deletes the
bus communication shared key K3 stored in the bus com-
munication shared key storage region 15. When the bus
communication shared key K3 stored in the bus commu-
nication shared key storage region 15 is deleted, the se-
ries of processes shown in FIG 3 ends. Thus, the wireless
field apparatus 1a does not operate normally.

[0051] Conversely, if the wireless communication
module 10 determines that the operation mode indicated
by the mode information Ml is the secure mode, that is,
when the determination result of step S12is "YES", then,
in step S14, the shared key encryption processing sub-
module 13 extracts the bus communication shared key
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K3 stored in the bus communication shared key storage
region 15, and then, in step S15, encrypts the mode in-
formation MI obtained in step S11 using the extracted
bus communication shared key K3.

[0052] If the above-described processes end, then, in
step S16, the bus communication sub-module 12 trans-
mits the encrypted mode information Ml to the public key
encryption processing module 20 via the connection bus
B. Step S16 corresponds to a first step. Then, the series
of processes shown in FIG 3 ends. When the process of
step S16 is performed, the bus communication shared
key K3 stored in the bus communication shared key stor-
age region 15 is not deleted. Therefore, the process of
permitting the wireless field apparatus to participate in
the wireless communication network N1 continues.
[0053] If power is supplied to the wireless field appa-
ratus 1a, then, in step S21 shown in FIG 4, the public key
encryption processing module 20 also obtains the oper-
ation mode set for its own module, as in the wireless
communication module 10. Specifically, the public key
encryption processing module 20 reads the mode infor-
mation MI stored in the memory 26. Then, in step S22,
the public key encryption processing module 20 deter-
mines whether or not the obtained operation mode is the
secure mode.

[0054] If the public key encryption processing module
20 determines that the obtained operation mode is not
the secure mode, that is, when the determination result
of step S22 is "NQO", then, in step S23, the public key
encryption processing module 20 deletes the private key
K22 stored in the private key storage region 24 and also
deletes the bus communication shared key K3 stored in
the bus communication shared key storage region 25.
When the public key encryption processing module 20
deletes the private key K22 and the bus communication
shared key K3, the series of processes shown in FIG. 4
ends. Thus, the wireless field apparatus 1a does not op-
erate normally.

[0055] Conversely, if the public key encryption
processing module 20 determines that the obtained op-
eration mode is the secure mode, that is, when the de-
termination result of step S22 is "YES", then, in step S24,
the bus communication sub-module 22 receives the en-
crypted mode information MI transmitted from the wire-
less communication module 10 via the connection bus
B. When the bus communication sub-module 22 is not
able to receive the encrypted mode information Ml trans-
mitted from the wireless communication module 10
though the power is supplied to the wireless field appa-
ratus 1a and a preset time passes, the series of opera-
tions shown in FIG 4 ends.

[0056] If the bus communication sub-module 22 re-
ceives the encrypted mode information MI, then, in step
S25, the shared key encryption processing sub-module
23 extracts the bus communication shared key K3 stored
in the bus communication shared key storage region 25,
and then, in step S26, decrypts the encrypted mode in-
formation Ml encrypted using the extracted bus commu-
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nication shared key K3. Step S26 corresponds to a sec-
ond step. Then, in step S27, the public key encryption
processing module 20 determines whether or not the op-
eration mode indicated by the decrypted mode informa-
tion Ml is the secure mode.

[0057] If the public key encryption processing module
20 determines that the operation mode indicated by the
decrypted mode information Ml is not the secure mode,
thatis, when the determination result of step S27 is "NO",
then, in step S23, the public key encryption processing
module 20 deletes the private key K22 stored in the pri-
vate key storage region 24 and deletes the bus commu-
nication shared key K3 stored in the bus communication
shared key storage region 25. Step S23 corresponds to
a third step. Thus, the series of processes shown in FIG
4 ends, and the wireless field apparatus 1a does not op-
erate normally.

[0058] Conversely, if the public key encryption
processing module 20 determines that the operation
mode indicated by the decrypted mode information Ml is
the secure mode, that is, when the determination result
of step S27is "YES", then the series of processes shown
in FIG 4 ends. Further, if the determination result of step
S27 is "YES," then the private key K22 stored in the pri-
vate key storage region 24 and the bus communication
shared key K3 stored in the bus communication shared
key storage region 25 are not deleted. Therefore, the
process of permitting the wireless field apparatus to par-
ticipate in the wireless communication network N1 con-
tinues.

[0059] When the operation mode set for its own wire-
less communication module 10 is an operation mode oth-
er than the secure mode, the wireless communication
module 10 deletes the bus communication shared key
K3 stored in the bus communication shared key storage
region 15. Further, when the operation mode set for its
own public key encryption processing module 20 or the
wireless communication module 10 is an operation mode
other than the secure mode, the public key encryption
processing module 20 deletes both the private key K22
stored in the private key storage region 24 and the bus
communication shared key K3 stored in the bus commu-
nication shared key storage region 25.

[0060] Therefore, even when the wireless communi-
cation module 10 or the public key encryption processing
module 20 is substituted or the operation mode of the
wireless communication module 10 or the public key en-
cryption processing module 20 is changed, the private
key K22 and the bus communication shared key K3 can
be prevented from leaking. Further, the communication
contents transmitted via the connection bus B are en-
crypted. Therefore, the private key K22 and the bus com-
munication shared key K3 are not leaked even when the
communication contents transmitted via the connection
bus B are referred to.

[0061] Ifthe above-described processes end, then the
wireless communication starts between the wireless field
apparatus 1a and the backbone router 2, and thus a join-
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ing request, which is a request to participate in the wire-
less communication network N1, is transmitted from the
wireless field apparatus 1a to the system manager 3.
When the system manager 3 receives the joining request
from the wireless field apparatus 1a, the system manager
3 transmits information indicating joining permission or
information indicating joining rejection to the wireless
field apparatus 1a with reference to information regis-
tered in the security manager 4.

[0062] When the system manager 3 transmits the in-
formation indicating the joining permission to the wireless
field apparatus 1a, a process of setting the wireless com-
munication shared key K1 in the wireless field apparatus
1ais performed to encrypt information transmitted to and
received from the wireless field apparatus 1a. FIG 5 is a
flowchart illustrating the process of setting the wireless
communication shared key on a wireless field apparatus
in accordance with the first preferred embodiment of the
present invention.

[0063] First, the shared key K1 and the public key K21
registered in its own security manager 4 are extracted in
response to a request from the system manager 3, and
then the security manager 4 encrypts the shared key K1
using the public key K21 and returns the result to the
system manager 3. Hereinafter, the shared key K1 en-
crypted using the public key K21 is referred to as a "pri-
mary encrypted key." In step S31, the primary encrypted
key is received by the wireless communication sub-mod-
ule 11 of the wireless communication module 10 of the
wireless field apparatus 1a sequentially via the backbone
network N2, the backbone router 2, and the wireless com-
munication network N1.

[0064] Instep S32,the shared key encryption process-
ing sub-module 13 further encrypts the primary encrypted
key received by the wireless communication sub-module
11 using the bus communication shared key K3. Here-
inafter, the primary encrypted key encrypted using the
bus communication shared key K3 is referred to as a
"secondary encrypted key." In step S33, the bus com-
munication sub-module 12 transmits the secondary en-
crypted key to the public key encryption processing mod-
ule 20 via the connection bus B.

[0065] If the bus communication sub-module 22 of the
public key encryption processing module 20 receives the
secondary encrypted key transmitted via the connection
bus B, then, in step S34, the shared key encryption
processing sub-module 23 decrypts the secondary en-
crypted key using the bus communication shared key K3
to obtain the primary encrypted key. Then, in step S35,
the public key encryption processing sub-module 21 fur-
ther decrypts the decrypted primary encrypted key using
the private key K22 to obtain the shared key K1.

[0066] Next, in step S36, the shared key encryption
processing sub-module 23 encrypts the decrypted
shared key K1 using the bus communication shared key
K3. In step S37, the bus communication sub-module 22
transmits the encrypted shared key K1 to the wireless
communication module 10 via the connection bus B.
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[0067] If the bus communication sub-module 12 of the
wireless communication module 10 receives the encrypt-
ed shared key K1 via the connection bus B, then, in step
S38, the shared key encryption processing sub-module
13 decrypts the encrypted shared key K1 using the bus
communication shared key K3 to obtain the shared key
K1. Then, in step S39, the decrypted shard key K1 is
stored as the wireless communication shared key K1 in
the wireless communication shared key storage region
14.

[0068] When the above-described processes end, the
shared key encryption processing sub-module 13 per-
forms a process of encrypting information transmitted
from the wireless field apparatus 1a using the wireless
communication shared key K1 or a shared key generated
based on the wireless communication shared key K1 in
accordance with a specific algorithm and also performs
a process of decrypting the information received by the
wireless field apparatus 1a using the wireless communi-
cation shared key K1. Thus, it is possible to ensure the
security of the wireless communication performed with
the wireless field apparatus 1a.

[0069] Whenthe communication contents are encrypt-
ed using the bus communication shared key K3, the wire-
less communication module 10 and the public key en-
cryption processing module 20 perform the communica-
tion via the connection bus B. Thus, the shared key K1
transmitted and received between the wireless commu-
nication module 10 and the public key encryption
processing module 20 is not leaked even when the com-
munication contents transmitted via the connection bus
B are referred to.

Second Preferred Embodiment

[0070] FIG. 6is a block diagram illustrating the config-
urations of the main units of a wireless field apparatus
which is a wireless communication apparatus in accord-
ance with a second preferred embodiment of the present
invention. In FIG 6, the same reference numerals are
given to the same blocks as those shown in FIG 2. The
overall configuration of a wireless communication system
CSinaccordance with the second preferred embodiment
is the same as the configuration shown in FIG 1. Here-
inafter, a wireless field apparatus 1a will be described in
detail and wireless field apparatuses 1b and 1c will not
be described.

[0071] Inthe wireless field apparatus 1a shown in FIG
6, the wireless communication module 10 and the public
key encryption processing module 20 shown in FIG 2 are
substituted with a wireless communication module 40
and a private key storage module 50, respectively. The
wireless communication module 40 decrypts a shared
key K1 encrypted using a private key K22. That is, the
wireless communication module 40 has some of the func-
tions of the public key encryption processing module 20
of the wireless field apparatus 1a shown in FIG 2.
[0072] Specifically, the wireless communication mod-
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ule 40 has a configuration in which the public key encryp-
tion processing sub-module 21 of the public key encryp-
tion processing module 20 shown in FIG 2 is added to
the wireless communication module 10 shown in FIG 2.
On the other hand, the private key storage module 50
has a configuration in which the public key encryption
processing sub-module 21 of the public key encryption
processing module 20 shown in FIG 2 is not provided.
The wireless communication module 40 performs the
same process as the wireless communication module 10
shown in FIG 3 when power is supplied. The private key
storage module 50 performs the same process as the
public key encryption processing module 20 shown in
FIG 4 when power is supplied.

[0073] In the wireless field apparatus 1a having the
above-described configuration, the private key K22
stored in a private key storage region 24 of the private
key storage module 50 is encrypted using a bus commu-
nication shared key K3, and then is transmitted to the
wireless communication module 40 via the connection
bus B. Then, the wireless communication module 40 de-
crypts the private key K22 transmitted from the private
key storage module 50 using the bus communication
shared key K3 and transmits the decrypted private key
K22 to the public key encryption processing sub-module
21. Then, a wireless communication sub-module 11 de-
crypts the received primary encrypted key.

[0074] In the second preferred embodiment, the wire-
less communication module 40 and the private key stor-
age module 50 each perform the processes shown in
FIGS. 3 and 4. Even when the wireless communication
module 40 or the private key storage module 50 is sub-
stituted or an operation mode of the wireless communi-
cation module 40 or the private key storage module 50
is changed, the private key K22 and the bus communi-
cation shared key K3 can be prevented from leaking.
Further, communication contents transmitted via the con-
nection bus B are encrypted. Therefore, even when the
communication contents transmitted via the connection
bus B are referred to, the private key K22 and the bus
communication shared key K3 are prevented from leak-
ing.

[0075] The wireless communication apparatus and the
method of preventing the leakage of the encrypted key
in accordance with the preferred embodiments have
been described. The present invention is not limited to
the above-described preferred embodiments, but may
be modified in various ways within the scope of the
present invention. For example, in the above-described
preferred embodiments, the example in which the public
key encryption processing module 20 deletes the private
key K22 and the bus communication shared key K3 in
accordance with an operation mode of the wireless com-
munication module 10 has been described. However, the
wireless communication module 10 may delete the bus
communication shared key K3 in accordance with an op-
eration mode of the public key encryption processing
module 20. Further, both the wireless communication
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module 10 and the public key encryption processing
module 20 may delete the encrypted key in accordance
with an operation mode set in the other party module.
[0076] In the above-described preferred embodi-
ments, the example in which the bus communication
shared key K3 stored in each of the wireless communi-
cation module 10 and the public key encryption process-
ing module 20 is used when the wireless field apparatus
1 a is manufactured has been described. However, the
bus communication shared key K3 generated dynami-
cally based on a time at which the power is supplied to
the wireless field apparatus 1a or the like may be used.
Such a generation algorithm is preferably deleted when
impropriety is detected as in the bus communication
shared key K3.

[0077] The wireless communication module 10 and the
public key encryption processing module 20 preferably
have a tamper-proof configuration against a physical at-
tack such as peeping from the outside. For example,
when the public key encryption processing module 20
causes a considerable change in power consumption in
a process of decrypting the public key K21, a function of
making the power consumption uniform is preferably pro-
vided so as not to cause a change in the power consump-
tion. Further, in order to reduce the power consumption,
the power supplied to the public key encryption process-
ing module 20 is preferably controlled so that power is
supplied to the public key encryption processing module
20, only as necessary.

[0078] In the above-described preferred embodi-
ments, the example in which the public key K21 is reg-
istered in advance in the security manager 4 has been
described. However, the public key K21 may be stored
together with the private key K22 in the wireless field
apparatus 1a, and the security manager 4 may obtain
the public key K21 from the wireless field apparatus 1a
via the system manager 3 when the shared key K1 is set
in the wireless field apparatus 1a. Further, in the above-
described preferred embodiments, the example in which
the wireless communication apparatuses are wireless
field apparatuses has been described. However, the
present invention is also applicable to wireless commu-
nication apparatuses other than the wireless field appa-
ratuses.

[0079] As used herein, the following directional terms
"forward, rearward, above, downward, right, left, vertical,
horizontal, below, transverse, row and column" as well
as any other similar directional terms refer to those di-
rections of an apparatus equipped with the present in-
vention. Accordingly, these terms, as utilized to describe
the present invention should be interpreted relative to an
apparatus equipped with the present invention.

[0080] The term "configured" is used to describe a
component, unit or part of a device includes hardware
and/or software that is constructed and/or programmed
to carry out the desired function.

[0081] Moreover,termsthatare expressed as "means-
plus function" in the claims should include any structure



17 EP 2 549 784 B1 18

that can be utilized to carry out the function of that part
of the present invention.

[0082] Theterm"unit"is usedtodescribe acomponent,
unit or part of a hardware and/or software that is con-
structed and/or programmed to carry out the desired
function. Typical examples of the hardware may include,
but are not limited to, a device and a circuit.

[0083] While preferred embodiments of the presentin-
vention have been described and illustrated above, it
should be understood that these are examples of the
presentinvention and are not to be considered as limiting.
Additions, omissions, substitutions, and other modifica-
tions can be made without departing from the scope of
the present invention. Accordingly, the present invention
is not to be considered as being limited by the foregoing
description, and is only limited by the scope of the claims.

Claims
1. A wireless communication apparatus comprising:

a first module (10) that stores a first key (K1)
used to encrypt and decrypt communication
contents;

a second module (20) that stores a second key
(K22) used to encrypt and decrypt the first.key,
the first key being encrypted in accordance with
a public key encryption scheme; and

a connection bus (B) that is configured to con-
nect the first module and the second module to
each other, wherein

each of the first module and the second module
includes an encryption processing unit (13, 23)
that is configured to encrypt and decrypt infor-
mation, which is transmitted and received via
the connection bus, by using a third key (K3)
that is different from the first key and the second
key, and

at least one of the first module and the second
module is configured to delete one of the first
key, the second key and the third key stored in
its own module when the information, which is
obtained via the connection bus and indicating
anoperation mode setin the first or second mod-
ule, indicates an operation mode other than a
first operation mode set in a normal operation.

2. Thewireless communication apparatus according to
claim 1, wherein each of the first module (10) and
the second module (20) is configured to delete one
of the first key (K1), the second key (K22) and the
third key (K3) stored in its own module when the
operation mode setin its own module is an operation
mode other than the first operation mode.

3. Thewireless communication apparatus according to
claim 1 or 2, wherein the first module (10) includes
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a wireless communication unit (11) that is configured
to encryptinformation to be transmitted through wire-
less communication by using the first key (K1), the
wireless communication unit decrypting information
to be received through the wireless communication
by using the first key.

The wireless communication apparatus according to
any one of claims 1 to 3, wherein

the second module (20) includes a public key
encryption processing unit (21) that is config-
ured to decrypt the first key (K1), which is en-
crypted in accordance with the public key en-
cryption scheme, by using the second key (K22),
and

the first key, which is decrypted by the public
key encryption processing unit (21), is encrypted
by the encryption processing unit (13, 23) and
is transmitted to the first module (10) via the con-
nection bus (B).

The wireless communication apparatus according to
any one of claims 1 to 3, wherein the first module
(10) includes a public key encryption processing unit
(20) that is configured to decrypt the first key (K1),
which is encrypted in accordance with the public key
encryption scheme, by using the second key (K22)
transmitted from the second module via the connec-
tion bus (B).

A wireless communication apparatus comprising: an
antenna (A); a wireless communication module (10);
a public key encryption processing module (20); and
a connection bus (B), wherein

the antenna is configured to transmit, to a back-
bone router (2), wireless waves corresponding
to signals output from the wireless communica-
tion module, the antennais configured toreceive
wireless waves transmitted from the backbone
router to output signals to the wireless commu-
nication module,

the wireless communication module compris-

ing:

a wireless communication sub-module (11)
that is configured to control a wireless com-
munication performed via the antenna;

a first bus communication sub-module (12)
that is configured to control a bus commu-
nication performed via the connection bus;
a wireless communication shared key stor-
age region (14) that stores a wireless com-
munication shared key (K1) used to encrypt
and decrypt communication contents of the
wireless communication performed via the
antenna;
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a first bus communication shared key stor-
age region (15) that stores a bus communi-
cation shared key (K3) used to encrypt and
decrypt communication contents of the bus
communication performed via the connec-
tion bus; and

a first shared key encryption processing
sub-module (13) that is configured to en-
crypt and decrypt the communication con-
tents of the wireless communication per-
formed via the antenna by using the wire-
less communication shared key which is
stored in the wireless communication
shared key storage region, the first shared
key encryption processing sub-module be-
ing configured to encrypt and decrypt the
communication contents of the bus commu-
nication performed via the connection bus
by using the bus communication shared key
which is stored in the first bus communica-
tion shared key storage region;

a first memory (16) that stores first mode
information (MI) indicating an operation
mode of the wireless communication mod-
ule,

the public key encryption processing module
comprising:

a second bus communication sub-module
(22) that is configured to control the bus
communication performed via the connec-
tion bus;

a private key storage region (24) that stores
aprivate key (K22) used to decrypt a shared
key (K1) which is encrypted by using a pub-
lic key (K3);

a public key encryption processing sub-
module (21) that is configured to decryptthe
shared key, which is received by the second
bus communication sub-module, by using
the private key stored in the private key stor-
age region to obtain the wireless communi-
cation shared key;

a second bus communication shared key
storage region (25) that stores the bus com-
munication shared key; and

asecond shared key encryption processing
sub-module (23) that is configured to en-
crypt and decrypt the communication con-
tents of the bus communication performed
via the connection bus by using the bus
communication shared key which is stored
in the second bus communication shared
key storage region;

a second memory (26) that stores second
mode information (MI) indicating an opera-
tion mode of the public key encryption
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1"

10.

processing module,

the wireless communication module is config-
ured to obtain the operation mode set for the
wireless communication module with reference
to the first mode information stored in the first
memory,

the public key encryption processing module is
configured to obtain the operation mode set for
the public key encryption processing module
with reference to the second mode information
stored in the second memory,

if the operation mode indicated by the first mode
information stored in the first memory is an op-
eration mode other than a secure mode, then
the wireless communication module is config-
ured to delete the bus communication shared
key stored in the first bus communication shared
key storage region,

if the operation mode indicated by the second
mode information stored in the second memory
is an operation mode other than the secure
mode or the operation mode of the wireless com-
munication module obtained via the connection
bus is an operation mode other than the secure
mode, then the public key encryption processing
module is configured to delete the private key
stored in the private key storage region and the
bus communication shared key stored in the
second bus communication shared key storage
region, and

the connection bus is configured to connect the
first bus communication sub-module of the wire-
less communication module to the second bus
communication sub-module of the publickey en-
cryption processing module.

The wireless communication apparatus according to
claim 6, wherein the wireless communication sub-
module (11) is configured to transmit and receive
wireless signals in conformity with ISA 100.11a.

The wireless communication apparatus according to
claim 6, wherein the bus communication sub-module
(12) is configured to control serial communication in
conformity with an asynchronous scheme.

The wireless communication apparatus according to
claim 6, the wireless communication shared key in
the wireless communication shared key storage re-
gion (14) when the wireless communication appara-
tus participates in a wireless communication net-
work.

The wireless communication apparatus according to
claim 6, configured to store the bus communication
shared key (K3) in the first bus communication
shared key storage region (15) when the wireless
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communication apparatus is manufactured.

The wireless communication apparatus according to
claim 6, wherein the wireless communication shared
key storage region (14) and the first bus communi-
cation shared key storage region (15) are realized
by non-volatile memories.

The wireless communication apparatus according to
claim 6, wherein the first memory (16) is a non-vol-
atile memory.

The wireless communication apparatus according to
claim 6, wherein the operation mode of the wireless
communication module (10) comprises:

a secure mode that is set in a normal operation
of the wireless communication apparatus after
shipment of the wireless communication appa-
ratus; and

a debug mode that is set to inspect and analyze
an operation state of the wireless communica-
tion module when the wireless communication
apparatus is maintained.

A method of preventing leakage of a key in a wireless
communication apparatus including a first module
(10) that stores a first key (K1) used to encrypt and
decrypt communication contents, a second module
(20) that stores a second key (K22) used to decrypt
the first key encrypted in accordance with a public
key encryption scheme, and a connection bus (B)
that connects the first and second modules to each
other, the method comprising:

encrypting information indicating an operation
mode set in the first or second module by using
a third key (K3) different from the first and sec-
ond keys and transmitting the encrypted infor-
mation from at least one of the first and second
modules to the connection bus;

decrypting the information transmitted via the
connection bus by using the third key by at least
one of the first and second modules; and
deleting the key stored in its own module when
the information decrypted in the second step in-
dicates an operation mode other than a first op-
eration mode set in a normal operation.

The method of preventing leakage of a key in a wire-
less communication apparatus according to claim
14, further comprising:

encrypting information to be transmitted through
wireless communication by using the first key
(K1) in the first module (10); and

decrypting information to be received through
the wireless communication by using the first
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key in the first module.

Patentanspriiche

1.

Drahtlose Kommunikationsvorrichtung, aufweisend:

ein erstes Modul (10), das einen ersten Schlis-
sel (K1) speichert, der zum Verschlisseln und
zum Entschlisseln von Kommunikationsinhal-
ten verwendet wird,

ein zweites Modul (20), das einen zweiten
Schlussel (K22) speichert, der zum Verschlis-
seln und zum Entschlisseln des ersten Schlis-
sels verwendet wird, wobei der erste Schliissel
gemall einem offentlichen Schlissel-Ver-
schliisselungsschema verschlisselt ist, und
einen Verbindungsbus (B), der konfiguriert ist,
um das erste Modul und das zweite Modul mit-
einander zu verbinden, wobei

jedes des ersten Moduls und des zweiten Mo-
duls eine Verschlisselungsverarbeitungsein-
heit (13, 23) umfasst, die konfiguriert ist, um In-
formationen, welche Gber den Verbindungsbus
Ubertragen und empfangen werden, unter Ver-
wendung eines dritten Schllssels (K3), der von
dem ersten Schliissel und dem zweiten Schlis-
sel verschieden ist, zu verschliisseln und zu ent-
schlisseln, und

zumindest eines des ersten Moduls und des
zweiten Moduls konfiguriert ist, um einen des
ersten Schlissels, des zweiten Schlissels und
des dritten Schlissels, der in seinem eigenen
Modul gespeichert ist, zu I6schen, wenn die In-
formationen, welche Gber den Verbindungsbus
erhalten werden und eine in dem ersten oder
dem zweiten Modul eingestellte Betriebsart an-
zeigen, eine von einer in einem normalen Be-
trieb eingestellten ersten Betriebsart verschie-
dene Betriebsart anzeigen.

Drahtlose Kommunikationsvorrichtung nach An-
spruch 1, wobei jedes des ersten Moduls (10) und
des zweiten Moduls (20) konfiguriert ist, um einen
des ersten Schllssels (K1), des zweiten Schlissels
(K22) und des dritten Schliissels (K3), der in seinem
eigenen Modul gespeichertist, zu I16schen, wenn die
inihrem eigenen Modul eingestellte Betriebsart eine
von der ersten Betriebsart verschiedene Betriebsart
ist.

Drahtlose Kommunikationsvorrichtung nach An-
spruch 1 oder 2, wobei das erste Modul (10) eine
drahtlose Kommunikationseinheit (11) umfasst, die
konfiguriert ist, um Informationen, die durch drahtlo-
se Kommunikation zu Ubertragen sind, unter Ver-
wendung des ersten Schllssels (K1) zu verschlis-
seln, wobei die drahtlose Kommunikationseinheit In-
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formationen, die durch die drahtlose Kommunikation
zu empfangen sind, unter Verwendung des ersten
Schlissels entschlisselt.

Drahtlose Kommunikationsvorrichtung nach einem
der Anspriiche 1 bis 3, wobei

das zweite Modul (20) eine 6ffentliche Schlis-
sel-Verschlisselungsverarbeitungseinheit (21)
umfasst, die konfiguriert ist, um den ersten
Schlussel (K1), welcher gemall dem o&ffentli-
chen Schlissel-Verschlisselungsschema ver-
schlusselt ist, unter Verwendung des zweiten
Schlissels (K22) zu entschlisseln, und

der erste Schliissel, welcher durch die 6ffentli-
che Schlissel-Verschlisselungsverarbeitungs-
einheit (21) entschllisselt ist, durch die
Verschlisselungsverarbeitungseinheit (13, 23)
verschlisseltwird und zu dem ersten Modul (10)
Uber den Verbindungsbus (B) tibertragen wird.

Drahtlose Kommunikationsvorrichtung nach einem
der Anspriiche 1 bis 3, wobei das erste Modul (10)
eine offentliche Schllssel-Verschlisselungsverar-
beitungseinheit (20) umfasst, die konfiguriert ist, um
den ersten Schlissel (K1), welcher gemaR dem o6f-
fentlichen Schliissel-Verschlisselungsschema ver-
schlisselt ist, unter Verwendung des von dem zwei-
ten Modul Gber den Verbindungsbus (B) Gbertrage-
nen zweiten Schlissels (K22) zu entschlisseln.

Drahtlose Kommunikationsvorrichtung mit einer An-
tenne (A), einem drahtlosen Kommunikationsmodul
(10), einem offentlichen Schlissel-Verschlisse-
lungsverarbeitungsmodul (20), und einem Verbin-
dungsbus (B), wobei

die Antenne konfiguriert ist, um zu einem Back-
bone-Router (2) drahtlose Wellen korrespondie-
rend zu Signalen zu Ubertragen, die von dem
drahtlosen Kommunikationsmodul ausgegeben
sind, wobei die Antenne konfiguriert ist, um von
dem Backbone-Router Ubertragene drahtlose
Wellen zu empfangen, um Signale an das draht-
lose Kommunikationsmodul auszugeben,
wobei das drahtlose Kommunikationsmodul
aufweist:

ein drahtloses Kommunikationssubmodul
(11), das konfiguriert ist, um eine tber die
Antenne durchgefiihrte drahtlose Kommu-
nikation zu steuern,

ein erstes Buskommunikationssubmodul
(12), das konfiguriert ist, um eine Gber den
Verbindungsbus durchgefiihrte Buskom-
munikation zu steuern,

einen gemeinsamen Schllssel-Speicher-
bereich einer drahtlosen Kommunikation
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(14), der einen gemeinsamen Schlissel ei-
ner drahtlosen Kommunikation (K1) spei-
chert, der zum Verschllisseln und zum Ent-
schlisseln von Kommunikationsinhalten
der Uber die Antenne durchgefiihrten draht-
losen Kommunikation verwendet wird,
einen ersten gemeinsamen Schlissel-
Speicherbereich einer Buskommunikation
(15), der einen gemeinsamen Schlissel ei-
ner Buskommunikation (K3) speichert, der
zum Verschlisseln und zum Entschliisseln
von Kommunikationsinhalten der tiber den
Verbindungsbus durchgefiihrten Buskom-
munikation verwendet wird, und

ein erstes gemeinsames Schlissel-
Verschlisselungsverarbeitungssubmodul
(13), das konfiguriert ist, um die Kommuni-
kationsinhalte der tber die Antenne durch-
gefluhrten drahtlosen Kommunikation unter
Verwendung des gemeinsamen Schllssels
einer drahtlosen Kommunikation, welcher
in dem gemeinsamen Schlissel-Speicher-
bereich einer drahtlosen Kommunikation
gespeichert ist, zu verschlisseln und zu
entschlisseln, wobei das erste gemeinsa-
me Schlissel-Verschlisselungsverarbei-
tungssubmodul konfiguriert ist, um die
Kommunikationsinhalte der tber den Ver-
bindungsbus durchgefiihrten Buskommu-
nikation unter Verwendung des gemeinsa-
men SchllUssels einer Buskommunikation,
welcher in dem ersten gemeinsamen
Schliissel-Speicherbereich einer Buskom-
munikation gespeichert ist, zu verschlis-
seln und zu entschllsseln,

einen ersten Speicher (16), der erste Be-
triebsartinformationen (MI) speichert, die
eine Betriebsart des drahtlosen Kommuni-
kationsmoduls anzeigen,

wobei das o6ffentliche Schlissel-Verschlis-
selungsverarbeitungsmodul aufweist:

ein zweites Buskommunikationssub-
modul (22), das konfiguriert ist, um die
Uber den Verbindungsbus durchge-
flihrte Buskommunikation zu steuern,
einen privaten Schlissel-Speicherbe-
reich (24), der einen privaten Schlissel
(K22) speichert, der zum Entschlisseln
eines gemeinsamen Schllssels (K1)
verwendet wird, welcher unter Verwen-
dung eines Offentlichen Schlissels
(K3) verschllsselt ist,

ein Offentliches Schlissel-Verschlis-
selungsverarbeitungssubmodul (21),
das konfiguriert ist, um den gemeinsa-
men Schllssel, welcher durch das
zweite Buskommunikationssubmodul
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empfangen wird, unter Verwendung
des in dem privaten Schllssel-
Speicherbereich gespeicherten priva-
ten Schlissels zu entschlisseln, um
den gemeinsamen Schlissel einer
drahtlosen Kommunikation zu erhal-
ten,

einen zweiten gemeinsamen Schlls-
sel-Speicherbereich einer Buskommu-
nikation (25), der den gemeinsamen
Schlissel einer Buskommunikation
speichert; und

ein zweites gemeinsames Schlissel-
Verschllisselungsverarbeitungssub-
modul (23), das konfiguriert ist, um die
Kommunikationsinhalte der tber den
Verbindungsbus durchgefiihrten Bus-
kommunikation unter Verwendung des
gemeinsamen Schlissels einer Bus-
kommunikation, welcher in dem zwei-
ten gemeinsamen Schllssel-Speicher-
bereich einer Buskommunikation ge-
speichert ist, zu verschliisseln und zu
entschlisseln,

einen zweiten Speicher (26), der zweite
Betriebsartinformationen (MI) spei-
chert, die eine Betriebsart des offentli-
chen Schllssel-Verschlisselungsver-
arbeitungsmoduls anzeigen,

wobei das drahtlose Kommunikations-
modul konfiguriert ist, um die fir das
drahtlose Kommunikationsmodul ein-
gestellte Betriebsart mit Bezug auf die
in dem ersten Speicher gespeicherten
ersten Betriebsartinformationen zu er-
halten,

das o6ffentliche Schliissel-Verschlisse-
lungsverarbeitungsmodul konfiguriert
ist, um die flr das 6ffentliche Schllssel-
Verschllisselungsverarbeitungsmodul
eingestellte Betriebsart mit Bezug auf
die in dem zweiten Speicher gespei-
cherten zweiten Betriebsartinformatio-
nen zu erhalten,

falls die Betriebsart, die durch die in
dem ersten Speicher gespeicherten
ersten Betriebsartinformationen ange-
zeigt ist, eine von einer sicheren Be-
triebsart verschiedene Betriebsart ist,
das drahtlose Kommunikationsmodul
dann konfiguriert ist, um den in dem
ersten  gemeinsamen  Schlissel-
Speicherbereich einer Buskommuni-
kation gespeicherten gemeinsamen
Schlissel einer Buskommunikation zu
I6schen,

falls die Betriebsart, die durch die in
dem zweiten Speicher gespeicherten
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zweiten Betriebsartinformationen an-
gezeigt ist, eine von der sicheren Be-
triebsart verschiedene Betriebsart ist,
oder die Uiber den Verbindungsbus er-
haltene Betriebsart des drahtlosen
Kommunikationsmoduls eine von der
sicheren Betriebsart verschiedene Be-
triebsart ist, das 6ffentliche Schliissel-
Verschlisselungsverarbeitungsmodul
dann konfiguriertist, um denin dem pri-
vaten Schlissel-Speicherbereich ge-
speicherten privaten Schllssel und
den in dem zweiten gemeinsamen
Schliissel-Speicherbereich einer Bus-
kommunikation gespeicherten ge-
meinsamen Schlissel einer Buskom-
munikation zu l6éschen, und
derVerbindungsbus konfiguriertist, um
das erste Buskommunikationssubmo-
dul des drahtlosen Kommunikations-
moduls mit dem zweiten Buskommuni-
kationssubmodul des o&ffentlichen
Schlussel-Verschlisselungsverarbei-
tungsmoduls zu verbinden.

Drahtlose Kommunikationsvorrichtung nach An-
spruch 6, wobei das drahtlose Kommunikationssub-
modul (11) konfiguriert ist, um drahtlose Signale in
Ubereinstimmung mit ISA 100.11a zu (bertragen
und zu empfangen.

Drahtlose Kommunikationsvorrichtung nach An-
spruch 6, wobei das Buskommunikationssubmodul
(12) konfiguriert ist, um eine serielle Kommunikation
in Ubereinstimmung mit einem asynchronen Sche-
ma zu steuern.

Drahtlose Kommunikationsvorrichtung nach An-
spruch 6, konfiguriert, um den gemeinsamen
Schliussel einer drahtlosen Kommunikation in dem
gemeinsamen Schllssel-Speicherbereich einer
drahtlosen Kommunikation (14) zu speichern, wenn
die drahtlose Kommunikationsvorrichtung in einem
drahtlosen Kommunikationsnetzwerk teilnimmt.

Drahtlose Kommunikationsvorrichtung nach An-
spruch 6, konfiguriert, um den gemeinsamen
Schlissel einer Buskommunikation (K3) in dem ers-
ten gemeinsamen Schlissel-Speicherbereich einer
Buskommunikation (15) zu speichern, wenn die
drahtlose Kommunikationsvorrichtung hergestellt
wird.

Drahtlose Kommunikationsvorrichtung nach An-
spruch 6, wobei der gemeinsame Schlissel-
Speicherbereich einer drahtlosen Kommunikation
(14) und der erste gemeinsame Schliissel-Speicher-
bereich einer Buskommunikation (15) durch nicht-
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flichtige Speicher realisiert sind.

Drahtlose Kommunikationsvorrichtung nach An-
spruch 6, wobei der erste Speicher (16) ein nicht-
flichtiger Speicher ist.

Drahtlose Kommunikationsvorrichtung nach An-
spruch 6, wobei die Betriebsart des drahtlosen Kom-
munikationsmoduls (10) aufweist:

eine sichere Betriebsart, die in einem normalen
Betrieb der drahtlosen Kommunikationsvorrich-
tung nach einer Lieferung der drahtlosen Kom-
munikationsvorrichtung eingestellt ist, und
eine Fehlersuchbetriebsart, die eingestellt ist,
um einen Betriebszustand des drahtlosen Kom-
munikationsmoduls zu prifen und zu analysie-
ren, wenn die drahtlose Kommunikationsvor-
richtung aufrechterhalten wird.

Verfahren zum Verhindern eines Schllsselverlustes
in einer drahtlosen Kommunikationsvorrichtung mit
einem ersten Modul (10), das einen ersten Schlissel
(K1) speichert, der zum Verschlisseln und zum Ent-
schliisseln von Kommunikationsinhalten verwendet
wird, einem zweiten Modul (20), das einen zweiten
Schlussel (K22) speichert, der zum Entschliisseln
des gemaf einem 6ffentlichen Schllssel-Verschlis-
selungsschema verschliisselten ersten Schlissels
verwendet wird, und einem Verbindungsbus (B), der
das erste und das zweite Modul miteinander verbin-
det, wobei das Verfahren aufweist:

Verschlisseln von Informationen, die eine in
dem ersten oder dem zweiten Modul eingestell-
te Betriebsart anzeigen, unter Verwendung ei-
nes von dem ersten und dem zweiten Schlissel
verschiedenen dritten Schlissels (K3), und
Ubertragen der verschliisselten Informationen
von zumindest einem des ersten und des zwei-
ten Moduls zu dem Verbindungsbus,
Entschlisseln der tUber den Verbindungsbus
Ubertragenen Informationen unter Verwendung
des dritten Schliissels durch zumindest eines
des ersten und des zweiten Moduls, und
Léschen des in seinem eigenen Modul gespei-
cherten Schlissels, wenn die in dem zweiten
Schritt entschlisselten Informationen eine von
einer in einem normalen Betrieb eingestellten
ersten Betriebsart verschiedene Betriebsart an-
zeigen.

Verfahren zum Verhindern eines Schliisselverlustes
in einer drahtlosen Kommunikationsvorrichtung
nach Anspruch 14, ferner aufweisend:

Verschlisseln von durch drahtlose Kommunika-
tion zu Ubertragenden Informationen unter Ver-
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wendung des ersten Schlissels (K1) in dem ers-
ten Modul (10), und

Entschlisseln von durch die drahtlose Kommu-
nikation zu empfangenen Informationen unter
Verwendung des ersten Schllssels in dem ers-
ten Modul.

Revendications

Installation de communication sans fil comprenant :

un premier module (10), qui mémorise une pre-
miéere clé (K1) utilisée pour chiffrer et déchiffrer
des contenus de communication ;

un deuxiéme module (20), qui mémorise une
deuxieme clé (K22) utilisée pour chiffrer et dé-
chiffrer lapremiére clé, la premiére clé étant chif-
frée suivant un schéma de chiffrement a clé pu-
blique et

un bus (B) de liaison, qui est configuré pour relier
le premier module et le deuxieme module 'un a
I'autre, dans laquelle

chacun du premier module et du deuxiéme mo-
dule comprend une unité (13, 23) de traitement
de chiffrement, qui est configurée pour chiffrer
et déchiffrer de I'information, qui est émise et
regue par l'intermédiaire du bus de connexion,
en utilisant une troisieme clé (K3), qui est diffé-
rente de la premiére clé et de la deuxieme clé et
au moins I'un du premier module et du deuxieme
module est configuré pour supprimer 'une de la
premiére clé, de la deuxiéme clé et de la troisié-
me clé mémorisée dans son propre module,
lorsque l'information, qui est obtenue par l'inter-
médiaire du bus de liaison et qui indique un mo-
de de fonctionnement fixé dans le premier ou
dans le deuxieme module, indique un mode de
fonctionnement autre qu’'un premier mode de
fonctionnement fixé dans une opération norma-
le.

Installation de communication sans fil suivant la re-
vendication 1, dans laquelle chacun du premier mo-
dule (10) et du deuxiéme module (20) est configuré
pour supprimer I'une de la premiere clé (K1), de la
deuxieme clé (K22) et de la troisieme clé (K3) mé-
morisée dans son propre module, lorsque le mode
de fonctionnement fixé dans son propre module est
un mode de fonctionnement autre que le premier
mode de fonctionnement.

Installation de communication sans fil suivant la re-
vendication 1 ou 2, dans laquelle le premier module
(10) comprend une unité (11) de communication
sans fil, qui est configurée pour chiffrer de I'informa-
tion a transmettre par communication sans fil en uti-
lisant la premiére clé (K1), 'unité de communication
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sans fil déchiffrant de I'information a recevoir par la
communication sans fil en utilisant la premiére clé.

Installation de communication sans fil suivant l'une
quelconque des revendications 1 a 3, dans laquelle

le deuxieme module (20) comprend une unité
(20) de traitement de chiffrement a clé publique,
qui est configurée pour déchiffrer la premiére
clé (K1), qui est chiffrée suivant le schéma de
chiffrement a clé publique, en utilisant la deuxié-
me clé (K22) et

la premiére clé, qui est déchiffrée par I'unité (21)
de traitement de chiffrement a clé publique, est
chiffrée par l'unité (13, 23) de traitement de chif-
frement et est transmise au premier module (10)
par l'intermédiaire du bus (B) de connexion.

Installation de communication sans fil suivant 'une
quelconque des revendications 1 a 3, dans laquelle
le premier module (10) comprend une unité (20) de
traitement de chiffrement a clé publique, qui est con-
figurée pour déchiffrer la premiére clé (K1) qui est
chiffrée suivant le schéma de chiffrement a clé pu-
blique, en utilisant la deuxiéme clé (K22) transmise
par le deuxiéme module par 'intermédiaire du bus
(B) de liaison.

Installation de communication sans fil comprenant :
une antenne (A) ; un module (10) de communication
sans fil ; un module (20) de traitement de chiffrement
aclé publique ; etunbus (B) de liaison, dans laquelle

'antenne est configurée pour transmettre,a un
routeur (2) d’artére principale, des ondes sans
fil correspondant a des signaux sortis du module
de communication sans fil, 'antenne étant con-
figurée pour recevoir des ondes sans fil trans-
mises par le routeur d’artére principale pour en-
voyer des signaux au module de communication
sans fil,

le module de communication sans fil
comprenant :

un sous-module (11) de communication
sans fil, qui est configuré pour commander
une communication sans fil effectuée par
I'intermédiaire de 'antenne ;

un premier sous-module (12) de communi-
cation de bus, qui est configuré pour com-
mander une communication de bus effec-
tuée par l'intermédiaire du bus de liaison ;
une région (14) de mémorisation de clé par-
tagée de communication sans fil, qui mé-
morise une clé (K1) partagée de communi-
cation sans fil utilisée pour chiffrer et déchif-
frer des contenus de communication de la
communication sans fil effectuée par l'inter-
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médiaire de I'antenne ;

une premiéere région (15) de mémorisation
de clé partagée de communication de bus,
qui mémorise une clé (K3) partagée de
communication de bus utilisée pour chiffrer
et déchiffrer des contenus de communica-
tion de la communication de bus effectuée
par l'intermédiaire du bus de liaison et

un premier sous-module (13) de traitement
de chiffrement a clé partagée, qui est con-
figuré pour chiffrer et déchiffrer les contenus
de communication de la communication
sans fil effectuée par I'intermédiaire de I'an-
tenne en utilisant la clé partagée de com-
munication sans fil, qui est mémorisée dans
la région de mémorisation de clé partagée
de communication sans fil, le premier sous-
module de traitement de chiffrement a clé
partagée étant configuré pour chiffrer et dé-
chiffrer les contenus de communication de
la communication de bus effectuée par I'in-
termédiaire du bus de liaison en utilisant la
clé partagée de communication de bus, qui
est mémorisée dans la premiére région de
mémorisation de clé partagée de bus de
communication ;

une premiere mémoire (16), qui mémorise
une premiéere information (MI) de mode in-
diquant un mode de fonctionnement du mo-
dule de communication sans fil,

le module de traitement de chiffrement aclé
publique comprenant :

un deuxieme sous-module (22) de
communication de bus, qui est configu-
ré pour commander la communication
de bus effectuée par l'intermédiaire du
bus de liaison ;

une région (24) de mémorisation d’'une
clé privée, qui mémorise une clé (K22)
privée utilisée pour déchiffrer une clé
(K1) partagée, qui est chiffrée en utili-
sant une clé (K3) publique ;

un sous-module (21) de traitement de
chiffrement a clé publique, qui est con-
figuré pour déchiffrer la clé partagée,
quiestregue parle deuxiéme sous-mo-
dule de communication de bus en utili-
sant la clé privée mémorisée dans la
région de mémorisation de clé privée
pour obtenir la clé partagée de commu-
nication sans fil ;

une deuxiéme région (25) de mémori-
sation de clé partagée de communica-
tion de bus, qui mémorise la clé parta-
gée de communication de bus et

un deuxiéme sous-module (23) de trai-
tement de chiffrement a clé partagée,
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qui est configuré pour chiffrer et déchif-
frer les contenus de communication de
la communication de bus effectuée par
l'intermédiaire du bus de liaison en uti-
lisantla clé partagée de communication
de bus, qui est mémorisée dans la
deuxiéme région de mémorisation de
clé partagée de communication de
bus ;

une deuxiéme mémoire (26), qui mé-
morise une deuxiéme information (Ml)
de mode indiquant un mode de fonc-
tionnement du module de traitement de
chiffrement a clé publique,

le module de communication sans fil
est configuré pour obtenir le mode de
fonctionnement fixé pour le module de
communication sans fil en se reportant
a la premiére information de mode mé-
morisée dans la premiére mémoire,

le module de traitement de chiffrement
a clé publique est configuré pour obte-
nirle mode de fonctionnement fixé pour
le module de traitement de chiffrement
a clé publique en se reportant a la
deuxiéme information de mode mémo-
risée dans la deuxieme mémoire,

si le mode de fonctionnement indiqué
par la premiére information de mode
mémorisée dans la premieére mémoire
est un mode de fonctionnement autre
qu’'un mode sécurisé, le module de
communication sans fil est configuré
pour supprimer la clé partagée de com-
munication de bus mémorisée dans la
premiére région de mémorisation de
clé partagée de communication de bus,
si le mode de fonctionnement indiqué
par la deuxieme information de mode
mémorisée dans la deuxieme mémoire
est un mode de fonctionnement autre
que le mode sécurisé ou sile mode de
fonctionnement du module de commu-
nication sans fil obtenu par I'intermé-
diaire du bus de liaison est un mode de
fonctionnement autre que le mode sé-
curisé, le module de traitement de chif-
frement a clé publique est configuré
pour supprimer laclé privée mémorisée
dans la région de mémorisation de clé
privée et la clé partagée de communi-
cation de bus mémorisée dans la
deuxiéme région de mémorisation de
clé partagée de communication de bus
et

le bus de liaison est configuré pour re-
lier le premier sous-module de commu-
nication de bus du module de commu-
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nication sans fil au deuxiéme sous-mo-
dule de communication de bus du mo-
dule de traitement de chiffrement a clé
publique.

Installation de communication sans fil suivant la re-
vendication 6, dans laquelle le sous-module (11) de
communication sans fil est configuré pour émettre
et recevoir des signaux sans fil en conformité avec
ISA 100.11A.

Installation de communication sans fil suivant la re-
vendication 6, dans laquelle le sous-module (12) de
communication de bus est configuré pour comman-
der une communication série en conformité avec un
schéma asynchrone.

Installation de communication sans fil suivant la re-
vendication 6, dans laquelle la clé partagée de com-
munication sans fil est configurée pour étre mémo-
risée dans larégion (14) de mémorisation de clé par-
tagée de communication sans fil, lorsque l'installa-
tion de communication sans fil participe a un réseau
de communication sans fil.

Installation de communication sans fil suivant la re-
vendication 6, configurée pour mémoriser la clé (K3)
partagée de communication de bus dans la premiére
région (15) de mémorisation de clé partagée de com-
munication de bus, lorsque I'installation de commu-
nication sans fil est fabriquée.

Installation de communication sans fil suivant la re-
vendication 6, dans laquelle la région (14) de mé-
morisation de clé partagée de communication sans
fil et la premiére région (15) de mémorisation de clé
partagée de communication de bus sont réalisées
par des mémoires non-volatiles.

Installation de communication sans fil suivant la re-
vendication 6, dans laquelle la premiére mémoire
(16) est un mémoire non-volatile.

Installation de communication sans fil suivant la re-
vendication 6, dans laquelle le mode de fonctionne-
ment du module (10) de communication sans fil
comprend :

un mode sécurisé, qui est fixé en fonctionne-
ment normal de l'installation de communication
sans fil aprés expédition de I'installation de com-
munication sans fil et

un mode de mise au point, qui est fixé pour ins-
pecter et analyser un état de fonctionnement du
module de communication dans fil, lorsque I'ins-
tallation de communication sans fil est en entre-
tien.



33 EP 2 549 784 B1

14. Procédé pour prévenir un piratage d’une clé dans
une installation de communication sans fil compre-
nant un premier module (10), qui mémorise une pre-
miére clé (K1) utilisée pour chiffrer et déchiffrer des
contenus de communication, un deuxiéme module
(20), qui mémorise une deuxieme clé (K22) utilisée
pour chiffrer et déchiffrer la premiére clé, la premiére
clé étant chiffrée suivant un schéma de chiffrement
a clé publique, et un bus (B) de liaison, qui est con-
figuré pour relier le premier module et le deuxieme
module I'un a 'autre, le procédé comprenant :

chiffrer de l'information indiquant un mode de
fonctionnement fixé dans le premier ou dans le
deuxiéme module en utilisant une troisieme clé
(K3) différente de la premiére et de la deuxiéme
clés et transmettre l'information chiffrée d’au
moins I'un des premier et deuxiéme modules au
bus de connexion ;

déchiffrer I'information transmise par I'intermé-
diaire du bus de connexion en utilisant la troi-
siéme clé par au moins l'un du premier et du
deuxiéme modules et

supprimer la clé mémorisée dans son propre
module, lorsque 'information déchiffrée dans le
deuxiéme stade indique un mode de fonction-
nement autre qu’un premier mode de fonction-
nement fixé dans un fonctionnement normal.

15. Procédé pour prévenir un piratage d’'une clé dans
une installation de communication sans fil suivant la
revendication 14, comprenant, en outré :

chiffrer de l'information a transmettre par com-
munication sans fil en utilisant la premiére clé
(K1) dans le premier module (10) et

déchiffrer de I'information a recevoir par la com-
munication sans fil en utilisant la premiére clé
dans le premier module.

10

15

20

25

30

35

40

45

50

55

18

34



EP 2 549 784 B1

FIG. 1

4
{

SECURITY MANAGER

SYSTEM MANAGER

SIARED Il [PUBLIC
KEY

KEY
) -
Nz«y K1 K21
BACKBONE ROUTER ——2

19



EP 2 549 784 B1

EENT wﬁ%w_m%w
0 s o0 oo
orTamog | LN01934 3ovi0
00 || p7 12
00~ _E —
A3 _(34VHS
MOKH | 6% “Noioay Iovuoss A 1 RAlLinions NOLLY) Hiead
) 34VHS NOILYDINNKWOD Snd AN G34VHS _
92 67 gc” 44
TINGOK ON1SSIO0Ud NOILJA¥ONT A3) 9178nd
M\/l
AN Q3UVHS -
£)11_NOLLYOINNHHC) Sna Wy
NO!93¥ 39VH0LS AN GIWVHS sng
NOI1VOINNKWWOD Sng 3NaoK-ans
NO1 LViR0N| It BN1$S3904d 1
3004 §l g1~ NOILdANONI
Sl AT NS Al GIHVS !
AMONIH | )~ INOLLYDINNHIOD SSITIMIM rv 3NQ0R-8ns
. NOI L¥2 | NNKOD
) NOID3Y JOVHOLS AN EUVHS fe— SSTTY 14
9l NOILVOINIRNOD SSIT3Y 1A -

i

3INA0W NOILYDINNWKOD SSIIAM

H

v
4
el

¢ DI

20



EP 2 549 784 B1

FIG. 3
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FIG. 4
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