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Description

FIELD OF THE INVENTION

[0001] The present invention relates generally to se-
curity systems and, more particularly, to a security
screening system for assisting screening operators in the
detection of potential threats in receptacles, in particular
carry-on luggage, and to a method and/or apparatus for
improving the efficiency of security screening processes
at security checkpoints.

BACKGROUND

[0002] US 5,182,764 discloses an apparatus for de-
tecting concealed objects, such as explosives, drugs, or
other contraband is disclosed. The apparatus uses CT
scanning to identify concealed objects with a density cor-
responding to the density of a target object such as ex-
plosives or drugs. To reduce the amount of CT scanning
required, a number of prescanning approaches are dis-
closed. Based upon the prescan data, selected locations
for CT scanning are identified. CT scanning is undertaken
at the selected locations. The resultant CT scan data is
utilized to automatically identify objects of interest. This
identification of objects may be verified through further
automatic analysis of such attributes as shape, texture,
and context. Finally, the objects of interest may be re-
constructed and displayed on a computer monitor for vis-
ual analysis by an operator.
WO 2009/023314 A2 relates to a screening system in-
cluding a radiation detection component, a toxic chemical
detection component, a toxic chemical agent sampling
component, a bio-threat detection component, a puffer-
based bio-threat sampling component, an explosive de-
tection component, and an X-ray based imager, such that
it automatically screens mail for the presence of multiple
threat agents, such as chemical, biological, radiological,
nuclear and explosive threats.
[0003] Security in airports, train stations, ports, mail
sorting facilities, office buildings and other public and/or
private venues is becoming increasingly important, par-
ticularly in light of recent violent events.
[0004] Typically, checkpoint security-screening sys-
tems make use of scanning devices (such as X-ray scan-
ning devices) that use penetrating radiation to scan indi-
vidual pieces of luggage (or other objects). Such scan-
ning devices generally include a conveyor belt on which
the pieces of luggage (or other objects) are positioned,
either directly or on a support such as a tray. The con-
veyor belt displaces the objects positioned thereon to-
wards an inspection area, also referred to as the scanning
tunnel, where the objects are subjected to penetrating
radiation. The scanning devices typically generate imag-
es (X-ray images in the case of an X-ray scanning device)
that convey information related to the contents of the
pieces luggage. Each scanning device includes a display
device connected thereto on which images are rendered.

A human operator visually inspects the images in order
to determine whether there could be any potentially
threatening objects located in the luggage. In conven-
tional systems, a respective human operator is assigned
to each scanning device in order to visually inspect the
images that are generated. Typically that same operator
also controls the movement of the conveyor belt of the
scanning device. Once a piece of luggage has been
screened by visually inspecting the image(s), the human
operator typically identifies the piece of luggage either
as being clear, in which case it can be collected by its
owner, or by marking it for further inspection, in which
case the piece is luggage is forwarded to secondary
screening where additional security screening is per-
formed (for example a manual inspection or other).
[0005] For each piece of luggage screened, there is
an inherent delay associated with the piece of luggage
being displaced on the conveyor belt. It has been ob-
served that, for an average X-ray machine currently in
use, it take approximately two (2) seconds to scroll an
image of a piece of luggage on the display screen of a
human operator. During that time the operator’s time is
essentially not used to visually inspect the image. Addi-
tional delays are incurred when the human operator
needs additional time to be able to satisfy himself / herself
that there are not prohibited objects in the piece of lug-
gage. In such cases, the operator may temporary stop
the conveyor belt and/or have the conveyor belt operate
in reverse so that the piece of luggage is rescanned by
the scanning device.
[0006] At airports, the above issues are further being
compounded by the increase in the number of individual
items that need to be screened at the security check-
points. Although security measures, such as taking a lap-
top out of a bag for screening, restricting the quantity of
liquids and gels allowed in carry-on bags, and removing
shoes, are all fairly reasonable risk mitigation strategies
designed to make air travel safer, they resulted in a lot
more individual items being scanned than in the past.
More items to scan necessarily requires more time to
process. The delays associated with the screening of ob-
jects at security checkpoints can be significant and con-
tribute to increase the level of frustration of travellers. In
busy airports, it is now not uncommon to recommend that
passengers arrive several hours (often two or three
hours) prior to the scheduled departure time of their flight.
[0007] One of the approaches that can assist in coun-
tering the effects of these delays at security checkpoints
is the use of automated threat detection (ATD). Generally
ATD work in tandem with the scanning devices. Typically,
when ATD functionality is provided, each scanning de-
vice is provided with ATD functionality for processing the
images generated by subjecting pieces of luggage (or
other objects) to penetrating radiation in order to identify
regions of interests in the images (e.g. regions potential
containing threats). If a region of interest is identified in
an image, the image displayed to the human operator on
the display screen associated with the scanning device
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is typically annotated by the ATD system to direct the
attention of the human operator to the region of interest,
for example by highlighting the region of interest in the
image.
[0008] Although the use of automated threat detection
(ATD) in principle allows a reduction in the delays asso-
ciated with an operator examining an image of individual
pieces of luggage, it does not address delays associated
with the pieces of luggage being displaced on the con-
veyor belt. This approach also does not counter the ef-
fects of the increase in the number of additional objects
that need to be individually screened to satisfy new se-
curity regulations.
[0009] Another approach used to accounts for the ef-
fects of these delays at security checkpoints is to provide
multiple scanning devices in order to be able to process
multiple passengers, or crew members, in parallel. While
multiple scanning devices in use at the same time is ad-
vantageous from the perspective of being able to screen
a large number of individuals relatively quickly, it increas-
es the number of operators required to man the check-
points thereby resulting in higher costs for the airports
and/or security agency responsible for staffing these
checkpoints. With every new security screening require-
ment, screening costs are continuously on the rise de-
spite the best efforts from airport authorities.
[0010] In view of the above, there is a need in the in-
dustry for providing an improved security checkpoint
screening system that addresses at least some of the
deficiencies of existing screening systems.

SUMMARY

[0011] According to the invention a method according
to claim 1, a system according to claim 11 and a computer
program product according to claim 12 are provided.

BRIEF DESCRIPTION OF THE DRAWINGS

[0012] A detailed description of examples of imple-
mentation of the present invention is provided herein be-
low with reference to the following drawings, in which:

Figure 1 shows a non-limiting example of a security
checkpoint screening system;

Figure 2 shows a scanning device suitable for use
in the security checkpoint screening system of Figure
1;

Figure 3 is a diagrammatic representation of an in-
spection area of the scanning device depicted in Fig-
ure 2;

Figure 4 shows a processing module for use in
processing X-ray images of objects under inspec-
tion, such as pieces of luggage, suitable for use in a
security checkpoint screening system of the type de-

picted in Figure 1;

Figures 5-8 show processes for processing X-ray
images of objects under inspection, such as pieces
of luggage, in a security checkpoint screening sys-
tem of the type depicted in Figure 1;

Figure 9 is a block diagram of a computing apparatus
suitable for processing X-ray images of objects un-
der inspection, such as pieces of luggage, in a se-
curity checkpoint screening system of the type de-
picted in Figure 1;

Figure 10 is a block diagram of a computing appa-
ratus suitable for processing X-ray images of objects
under inspection, such as pieces of luggage, in a
security checkpoint screening system of the type de-
picted in Figure 1 in accordance with an alternative
specific example;

Figure 11 shows a functional block diagram of a dis-
tributed processing system including networked
components for implementing a security checkpoint
screening system;

Figure 12 is a block diagram of a screening station
including conveyor system for directing pieces of lug-
gage either to a luggage collection area or to an area
for dispatch to secondary screening in accordance
with a specific implementation of the invention;

Figure 13 shows another non-limiting example of a
process for processing X-ray images of objects un-
der inspection, such as pieces of luggage, in a se-
curity checkpoint screening system of the type de-
picted in Figure 1.

[0013] It is to be expressly understood that the descrip-
tion and drawings are only for purposes of illustration and
as an aid to understanding, and are not intended to be a
definition of the limits of the invention.

DETAILED DESCRIPTION

[0014] Specific examples of implementation of the in-
vention will now be described with reference to the Fig-
ures. In a specific example, the items under inspection
are pieces of luggage. It however to be appreciated that
the concepts presented herein are applicable in situa-
tions where the items under inspection are objects other
than pieces of luggage, for example containers of liquid,
shoes, lap-tops, purses, wallets, keys or any other type
of objects screened at a security checkpoint.
[0015] Shown in Figure 1 is an example of a security
screening system 10 in accordance with a non-limiting
embodiment of the invention. As shown, the security
screening system 10 comprises three (3) security check-
point screening stations 12, 14 and 16, each comprising
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a respective scanning device 18 that is capable of scan-
ning items (such as pieces of luggage or other objects
under inspection) using penetrating radiation (such as X-
rays) in order to generate images of the items. The im-
ages generated are generally X-ray images that convey
the contents of the scanned item. Examples of items be-
ing scanned include, without being limited to, closed suit-
cases, liquid products comprised of containers holding
liquids, shoes, purses, belts, wallets, phones, cameras
and lap-top computers.
[0016] In the example depicted, the images from each
of the security checkpoint screening stations 12, 14 and
16 are further processed, for example by applying auto-
mated threat detection (ATD) operations to the images
and/or are displayed on a display device for visual in-
spection by one or more human operators. The ATD-
related functionality may reside locally in the scanning
devices 18 of each one of security checkpoint screening
stations 12, 14 and 16 or, alternatively, may reside in a
screening module remote from the scanning devices 18,
such as in remote screening module 26 shown in figure
1. The further processing (e.g. by applying ATD opera-
tion) alone or in combination with input from the (human)
operators determines whether the item under inspection
should be marked as "clear" at the security checkpoint
or marked for further inspection.
In the example depicted, the images from each of the
security checkpoint screening stations 12, 14 and 16 are
transmitted to a centralized repository 22 to wait for either
further processing and/or to be displayed on a display
device for visual inspection by one or more human op-
erators. In accordance with an alternative example in
which ATD-related functionality resides locally in the
scanning devices 18, the images generated by the scan-
ning devices 18 are first processed by applying automat-
ed threat detection (ATD) operations to the images at the
scanning devices 18 prior to being transmitted to the cen-
tralized repository 22 along with the results of obtained
by applying the ATD operations.
[0017] The manner in which the images are handled
by the security checkpoint screening system 10 will be
described in more detail further on in the description.
[0018] Optionally, each of the security checkpoint
screening stations 12, 14 and 16 comprises a camera 20
(which could be a video camera or still-shot camera) that
is positioned at the entrance to the scanning device 18
to provide a picture image of the item under inspection
by the scanning device 18. It should be appreciated that
the camera 20 could alternatively be positioned at the
exit of the scanning device 18, or at any location in be-
tween the entrance and exit to the scanning device 18,
so long as the camera 20 is able to provide a picture
image of the items under inspection by the scanning de-
vice 18 that provides useful information to a human op-
erator.
[0019] As will be described in more detail in the present
application, a benefit of having a picture image of an item
under inspection provided by camera 20 is to provide

additional information to on-site screening technicians
located at each of the security checkpoint screening sta-
tions. In particular, when the on-site screening techni-
cians are presented with threat assessment information
with respect to a piece of luggage, providing a picture
image of the piece of luggage to the on-site screening
technician facilitates the matching of the threat assess-
ment information with the piece of luggage and reduces
the likelihood of errors (the wrong piece of luggage being
matched with given threat assessment information). An-
other benefit of having a picture image of an item under
inspection provided by camera 20 is to provide additional
contextual information to a human operator, for example
a human operator at remote screening station 32. For
example, a picture image of a piece of luggage may be
displayed to the human operator at the remote screening
station 32 concurrently with the X-ray image of the piece
of luggage on which an ATD operation has been applied.
Since the human operator at the remote screening station
32 will be unlikely to have the benefit of seeing the phys-
ical piece of luggage (or other object under inspection)
prior to (or subsequent to) visual inspection, this picture
image provides additional cues and/or contextual infor-
mation to the human operator, which may influence re-
sults of the visual inspection of the X-ray image.
[0020] Although only three (3) security checkpoint
screening stations 12, 14 and 16 are shown in Figure 1,
it should be appreciated that any number of security
checkpoint screening stations could be included in alter-
native embodiments of the security checkpoint screening
system 10. A more detailed description of these security
checkpoint screening stations 12, 14 and 16, and of scan-
ning devices 18, will be described in more detail below
with respect to Figures 2 and 3.
[0021] In the embodiment depicted, the security check-
point screening system 10 comprises a computer read-
able storage medium storing a centralized repository 22.
The centralized repository 22 receives and stores the X-
ray images generated by the scanning devices 18. The
centralized repository 22 may receive the X-ray images
in substantially real-time, as the images are being gen-
erated by the security checkpoint screening stations 12,
14 and 16. In order to be able to identify each of the
received images at the centralized repository 22, each
image file may be associated with an identification stamp
(which could be a serial number, for example), a time-
stamp and an indication of which one of the security
checkpoint screening stations 12, 14 and 16 generated
the X-ray image.
[0022] As will be discussed further on in the descrip-
tion, the centralized repository 22 is in communication
with the security checkpoint screening stations 12, 14
and 16 over a computer network. The centralized repos-
itory 22 may be in wire-line or wireless communication
with the security checkpoint screening stations 12, 14
and 16. Any suitable security measures (encryption
etc...) for protecting the information that is being trans-
ferred over the computer network may be used. Such
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security measures are well-known in the art and are be-
yond the scope of the present application and as such
will not be described further here.
[0023] In certain circumstances, the centralized repos-
itory 22 may also receive and store picture images, which
may be video or still-shot images, obtained from the cam-
eras 20. The picture images may also be associated with
respective identification stamps (which could be serial
numbers), a time-stamp and an indication of which of the
security checkpoint screening stations 12, 14 and 16 gen-
erated the picture image. The picture image is mapped
to an associated X-ray image in the centralized repository
22. This mapping may be done in any suitable manners
known to people of skill in the art.
[0024] As shown in Figure 1, the centralized repository
22 is in communication with a monitoring module 24 and
a screening module 26. The monitoring module 24 in-
cludes one or more processing units programmed to per-
form various functions including process monitoring, sys-
tem monitoring and process optimization. A purpose of
the monitoring module 24 is to generate and maintain
information on the security screening process that can
be used to performed diagnostics and/or an analysis of
how the process is performing. Such information may be
used, for example, to identify potential issues/problems
in the process and/or indentify areas that require im-
provement. In a non-limiting example of implementation,
the monitoring module 24 computes/collects threat de-
tection statistics, maintains a log of automated detection
results, maintain a log of certain X-ray images in the cen-
tralized repository 22 and/or perform any other useful
processes. The operations performed by the monitoring
module 24 are beyond the scope of the present applica-
tion and as such will not be described in further detail
here.
[0025] It is also to be appreciated that, although useful
in practice, the monitoring module 24 may be omitted
from certain alternative implementations of the invention.
[0026] During operation, the centralized repository 22
passes the images received from the security checkpoint
screening stations 12, 14 and 16 to the screening module
26. In accordance with the embodiment of the invention
depicted in the figures, the screening module 26 com-
prises an automated thread detector (ATD) module 28
for processing the images to detect potential threats de-
picted in the images. The automated thread detector
(ATD) module 28 also includes functionality to highlight
(or otherwise direct the attention of a human operator
towards) regions of interest (ROIs) in the images poten-
tially depicting a threat or a prohibited object. In an ex-
ample, ATD-related functionality resides locally in the
scanning devices 18, or on anoth device separate from
screening module 26, and the images stored in the cen-
tralized repository 22 are associated with results ob-
tained by applying ATD operations. In such alternative
example, the ATD 28 can be omitted from the screening
module 26.
[0027] In accordance with a specific implementation,

the screening module 26 also comprises a dispatch mod-
ule 30 programmed for:

- dispatching the images, when appropriate, to one or
more remote screening stations 32 associated with
human operators. The remote screening stations 32
are generally provided with a display screen (or port-
able viewing device) on which the X-ray images
(which may include the results of the ATD process)
can be viewed. The display screens of the remote
screening stations 32 may display multiple X-ray im-
ages concurrently. The remote screening stations
32 may also be configured to support multiple differ-
ent languages, such as English, French, German,
Italian, Chinese, Dutch, etc. For example, at a re-
mote screening station 32, a human operator can
select a preferred language at the time of logon, or
at the time of setting up a user account.

- Transmitting threat assessment information associ-
ated with the images, when appropriate, to one or
more on-site screening technicians associated with
the scanning devices 18. The threat assessment in-
formation may convey that a given object depicted
in an image is marked for further inspection or and
that object is marked as clear.

[0028] It should be appreciated that the remote screen-
ing stations 32 may be located within relative physical
proximity to the security checkpoint screening stations
12, 14 and 16 (for example in a same room), or alterna-
tively may be located in a different room, different wing,
different building or different city, among other possibili-
ties.
[0029] In a specific example of implementation, threat
assessment information associated with the objects un-
der inspection is transmitted to the on-site screening
technicians regardless of whether an item under inspec-
tion has been marked as "clear" or marked for further
inspection. Alternatively, threat assessment information
is transmitted to the on-site screening technicians only
when items under inspection have been marked for fur-
ther inspection. For the purpose of completeness, the
present description will consider the case where threat
assessment information is transmitted to the on-site
screening technicians regardless of whether an item un-
der inspection has been marked as "clear" or marked for
further inspection.
[0030] In the case where the screening module 26
and/or a human operator at one of the remote screening
stations 32 determines, on the basis of an X-ray image,
that the item under inspection is unlikely to contain a
threat, threat assessment information conveying that the
piece of luggage is marked as "clear" is transmitted to
one or more of the on-site screening technicians located
in proximity to the scanning devices 18. In accordance
with a non-limiting example, threat assessment informa-
tion may be sent to a receiver device at the scanning
device 18, such as to cause a display screen 150 at the
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scanning device 18 to display a message to the associ-
ated on-site screening technician conveying that the
piece of luggage is marked as clear. The message may
take on many forms. For example, the message may be
a very simple, rudimentary message, such as:

- the illumination of a green-light when the object exits
the scanner;

- a text message, such as "clear", "OK".

[0031] Optionally, the image message may include the
scanned (X-ray) image of the item as well as a picture
image, video or still-shot, of the item as taken by one of
the cameras 20.
[0032] In the case where the screening module 26
and/or a human operator at one of the remote screening
stations 32 determines, on the basis of an X-ray image,
that there could be a potential threat within an item under
inspection, threat assessment information conveying
that the piece of luggage is marked for further inspection
is transmitted to one or more of the on-site screening
technicians located in proximity to the scanning devices
18. The threat assessment information may be transmit-
ted to the screening technicians in a variety of different
manners. In accordance with a first non-limiting example,
threat assessment information may be sent to a receiver
device at the scanning device 18, such that a display
screen 150 at the scanning device 18 is caused to display
a message to the associated on-site screening techni-
cians conveying that the piece of luggage is marked for
further inspection. The message may take on many
forms. For example, the message may be a very simple,
rudimentary message, such as:

- the illumination of a red-light when the object exits
the scanner;

- a text message, such as "hold and search", "inspect
this bag" or "this object may contain a threat".

[0033] Alternatively, the message may be more so-
phisticated, and provide the on-site screening technician
with an indication of the potential threat, such as:

- a text message that indicates the type of threat that
has been detected, such as "this item may contain
a gun" or "this item may contain flammable liquid";

- an image message that shows the item under in-
spection and points to, or otherwise visually identi-
fies, the area of the item that should be further in-
spected. Optionally, the image message may in-
clude the scanned image of the item as well as a
picture image, video or still-shot, of the item as taken
by one of the cameras 20.

[0034] In the case where the threat assessment infor-
mation conveys that the item is marked to undergo further
(manual or other) inspection, the on-site screening tech-
nician at the security checkpoint screening station may

stop the conveyor belt 106 of the screening apparatus
while the further inspection is taking place, such that fur-
ther images are not sent to the centralized repository 22.
Alternatively, when an item is required to undergo further
inspection, it is dispatched to another (secondary)
screening area where it is further inspected such that the
screening of items by the inspections devices 18 is un-
interrupted.
[0035] The threat assessment information may be sent
to a wireless portable device held by one or more of the
on-site screening technicians. In such a case, the on-site
screening technicians may each have a dedicated port-
able device that is able to receive wirelessly from the
screening module 26 threat assessment information as-
sociated with items screened by their respective security
screening station 12, 14 or 16. When the threat assess-
ment information conveys that an item has been marked
for further inspection, the message displayed on the wire-
less portable device may, for example, take on any of
the forms described above.
[0036] A display screen on the wireless portable device
may further display a graphical user interface (GUI) that
is able to convey messages to the on-site screening tech-
nician and provide functionality for permitting interactions
with the on-site screening technician.
[0037] It will be appreciated by the person skilled in the
art, in light of the present description, that the message
conveying that the piece of luggage is marked for further
inspection, or is marked as clear, may take on a variety
of different forms.
[0038] The manner in which the screening module 26
handles the X-ray images that are received from the se-
curity checkpoint screening stations 12, 14 and 16 can
be done in a variety of manners, which will be discussed
in more detail further on in the description, under the
heading "centralized image screening".
[0039] By having the images from a plurality of security
checkpoint screening stations 12, 14 and 16 pooled at a
centralized location, certain inefficiencies that were as-
sociated with operating the security checkpoint screen-
ing stations 12, 14 and 16 in "stand-alone mode" can be
reduced.
[0040] Firstly, such a system 10 can be helpful in re-
ducing the delays due to the displacement of the various
items under inspection through the screening stations
12, 14 and 16. For instance, as will be appreciated, when
using conventional X-ray scanning devices of the type
used in security screening, there is a delay time between
the time a piece of luggage (or other item under inspec-
tion) is placed on the conveyor belt of the X-ray scanning
device and the time an X-ray image associated with the
item under inspection is generated and displayed for
viewing by a screening operator. There may also be emp-
ty space on the conveyor belt between two different items
under inspection which also results in further delays and
a reduction in efficiency.
[0041] Further delays are incurred when the operator
at a conventional scanning device moves the conveyor
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belt forwards or backwards (or stops the belt) to displace
the items under inspection between different areas of the
X-ray scanning device 18 in order to examine in greater
detail the image of the items under inspection. In systems
making use of automated threat detection (ATD) proc-
esses/systems, it is also to be appreciated that there is
a delay time between the time the X-ray image associated
with the item is generated and the time the ATD results
are obtained and provided to the screening operators.
[0042] By pooling the images obtained from multiple
scanning devices, some of these time delays can be cur-
tailed. In a specific example of implementation, the im-
ages dispatched to a remote screening station 32 would
only be dispatched for viewing by a human operator once
the complete image has been collected at one of the
screening stations 12, 14 or 16 (eliminating the lag time
associated with displacing the item on the conveyor belt
through the screening area). Optionally, the images dis-
patched to a remote screening station 32 would only be
dispatched for viewing by a human operator once the
complete image has been collected and the results ap-
plying an ATD operation to the image, either by the au-
tomated threat detection ATD module 28 or by a local
ATD module associated with a scanning device 18. In
this fashion delays associated with the scrolling of the
image as well as delays associated with applying ATD
operations to the image can be accounted for and result
a more efficient usage of human operator time. Moreover,
since images from multiple screening stations (12, 14
and 16 in the present embodiment) are pooled together,
the overall throughput of the visual inspection of the im-
ages is less likely to be affected by delays associated to
screening at a particular screening station. For example,
even if one of the multiple screening stations is stopped,
the processing of images originating from the other
screening stations by human operators at remote screen-
ing stations 32 can go on, thereby also resulting in a more
efficient usage of the human operators’ time.
[0043] The above can impact both the time taken to
screen items, and the number of employees required to
man each of the security checkpoint screening stations
12, 14 and 16. Depending on how the centralized system
is implemented, it is believed that efficiency improve-
ments ranging between twenty (20%) and thirty (30%)
percent or higher over stand-alone X-ray machines could
be obtained. In some cases this would result in improved
throughput of the security checkpoint (with the associat-
ed improvement in traveler’s satisfaction) and/or in a po-
tential reduction in the number of people required to man
the security checkpoints (with the associated reduction
in costs) while still achieving similar throughput levels.

Security checkpoint screening stations 12, 14, 16

[0044] Shown in Figure 2 is a checkpoint screening
station 100 suitable for obtaining an X-ray image (or al-
ternative other type of image obtained using penetrating
radiation) in accordance with a specific example of im-

plementation of the present invention. Checkpoint
screening station 100 corresponds to any one of screen-
ing stations 12, 14 16.
[0045] As depicted, the checkpoint screening station
100 includes a scanning device 18 for scanning objects,
a processing module 112 and a communication device
150 for conveying information to an on-site screening
technician.
[0046] The scanning device 18 is adapted for scanning
an item, such as a piece of luggage or a liquid product
for example, that may contain a potential threat (which
could be a weapon, an explosive, or an unauthorized
liquid, among other possibilities) using X-rays to generate
X-ray data conveying an X-ray image of the item under
inspection. In a specific example of implementation, the
scanning device 18 is in the form of an X-ray machine
typical of the type of device used to scan pieces of lug-
gage at security checkpoints within airports and other
transportation locations. The X-ray machine may be a
single view X-ray machine or a multi-view X-ray machine.
[0047] The processing module 112 receives the X-ray
data from the scanning device 18 and transmits that X-
ray data to the centralized repository 26 over a network
connection (not shown). In a specific example of imple-
mentation, the processing module 112 includes the re-
quired hardware and software components for enabling
a bi-directional communication between the scanning de-
vice 18 and other devices on the network including the
central repository 22. In a variant, the processing module
112 is programmed to apply ATD operations to the X-ray
images and to transmit the results of the ATD operations
to the centralized repository 22 along with the associated
X-ray images.
[0048] The communication device 150 may be any de-
vice suitable for conveying information to a user of the
checkpoint screening station 100. In the example depict-
ed, the communication device 150 is in the form of a local
display device that displays message to an on-site
screening technician based on threat assessment infor-
mation associated with the X-ray images generated. In
a non-limiting implementation (not shown in the figure)
the local display device is positioned near the exit of the
tunnel of the X-ray scanning device 18. It is to be appre-
ciated that although Figure 2 shows a communication
device 150 in the form of a display screen, it is to be
appreciated that communication device 150 may take
other forms, such as for example a portable device (in-
cluding a smart-phone for example) that can be carried
by the on-site screening technician or a computing station
separate from scanning device 18. In addition, although
communication device 150 is shown as displaying an im-
age, it will be apparent to the person skilled in the art in
light of the present description that other suitable forms
of communication can be used. In other specific exam-
ples of implementation, the communication device 150
may include a printer adapted for displaying in printed
format information related to the determined threat status
of the item under inspection. As a variant of this non-
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limiting example, the printer is configured to print threat
status information on a label type substrate. The printed
threat status information may be in the form of a barcode,
for example. In such cases the on-site screening techni-
cian takes the label and affixes it to the item under in-
spection using the adhesive on the backside of the label.
The person skilled in the art will readily appreciate, in
light of the present specification, that other suitable types
of communication devices may be used in alternative ex-
amples of implementation of the present invention.
[0049] The scanning device 18 will now be described
in greater detail with reference to figure 3. As depicted,
the scanning device 18 includes a scanning area 104, a
conveyor belt 106, an X-ray source 108 and an array of
X-ray detectors 110. The scanning device 18 performs
an X-ray inspection by subjecting items in the scanning
area to penetrating radiation in the form of X-rays to gen-
erate X-ray image data.
[0050] The scanning area 104 (also referred to as
scanning tunnel) is defined by an enclosed void between
the X-ray source 108 and the array of X-ray detectors
110. The scanning area 104 is typically horizontally ori-
ented and is dimensioned both vertically and horizontally
to accommodate the types of items to be scanned, in-
cluding pieces of hand-carried luggage allowed onboard
a commercial aircraft, such as handbags, backpacks,
briefcases and shopping bags, among others as well as
liquid products including bottles holding liquids and elec-
tronic devices, such as cameras and lap-top computers.
The scanning area 104 is centrally traversed by a con-
veyor belt 106 that is used to displace items to be scanned
both into and out of the scanning area 104.
[0051] The items to be scanned can be placed either
directly on the conveyor belt 106 or in one or more trays
that are then placed on the conveyor belt 106.
[0052] The conveyor belt 106 is a horizontally-oriented
continuous belt of material arranged in an endless loop
between two terminal rollers. The belt 106 has an exterior
surface on which objects or trays containing the items to
be scanned are placed, as well as an interior surface
within which the terminal rollers (as well as other guide
rollers and/or supports) lie.
[0053] The width of the conveyor belt 106 is sufficient
to accommodate the placement of trays within which the
items to be scanned (e.g. liquid products, wallets, and
lap-top computers) are placed, while its overall length is
sufficient to create an endless loop whose length in-
cludes:

- A pre-scan area that lies before the scanning area
104, where the items to be scanned are placed on
the belt 106;

- The scanning area 104, where the items being
scanned are subjected to penetrating radiation (i.e.
X-rays); and

- A post-scan area that lies after the scanning area
104, where the items that have been scanned
emerge after being subjected to penetrating radia-

tion. It is in that area that a user can pick up his or
her items (such as luggage items, lap-top computers
and liquid products amongst others) and/or where
items under inspection that have been marked for
further inspection are forwarded for dispatch to sec-
ondary screening.

[0054] It is worth noting that the terminal rollers con-
stituting the end points of the conveyor belt 106 at the
pre-scan and post-scan areas may be connected to mo-
tors (not shown) that allow an operator to move the belt
106 forwards or backwards to displace the objects to be
scanned between different areas of the X-ray scanning
device 18.
[0055] The X-ray source 108 is the source of penetrat-
ing radiation (in this case, X-ray radiation). The X-ray
source 108 is located opposite to the array of X-ray de-
tectors 110 so that X-rays emitted by the source 108 pass
through the items under inspection that are located on
the conveyor belt 106 and are detected by the array of
X-ray detectors 110 as a result. In a non-limiting example,
the scanning device 18 is a dual-energy X-ray scanner
and the X-ray source 108 emits X-rays at two distinct
photon energy levels, either simultaneously or in se-
quence. Example energy levels include 50 keV (50 thou-
sand electron-volts) and 150 keV, although persons
skilled in the art will appreciate that other energy levels
are possible.
[0056] The array of X-ray detectors 110 detects the
penetrating radiation (i.e. X-rays) that was emitted by the
X-ray source 108 and that penetrated the items under
inspection. The array of X-ray detectors 110 is located
opposite to the X-ray source 108 so that X-rays that are
emitted by the source 108 pass through the items that
are located on the conveyor belt 106 and are detected
by the array 110.

Centralized image screening

[0057] With reference to figure 1, the X-ray images are
generated by the multiple security checkpoint screening
stations 12, 14 and 16 are transmitted to the centralized
repository 22 over a network connection. Optionally re-
sults obtained by applying ATD operations to the images
at the checkpoint screening stations 12, 14 and 16 are
also transmitted to the centralized repository 22 over the
network connection.
[0058] These X-ray images (and optional ATD results)
are stored in a computer readable storage device and
form part of the centralized repository 22.
[0059] In a non-limiting example of implementation, the
X-ray images in the centralized repository 22 are passed
to the screening module 26 in a first-in-first-out (FIFO)
manner.
[0060] In an alternative example of implementation,
the images may be associated with respective priority
rankings either depending on the security checkpoint
screening stations 12, 14 and 16 used (for example there
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may be a station for higher priority flights/people) or de-
pending on some other type of criteria. In this alternative
implementation, the images in the centralized repository
22 may be provided to the screening module 26 out of
order depending on their priority ranking so that images
associated with a higher priority are provided before im-
ages associated with lower priority. Variants in the sched-
uling of the images can also be contemplated - for ex-
ample images may be associated to a priority ranking
that is modified in accordance with how long the image
has been waiting (using an image time-stamp for exam-
ple). Such variants will become readily apparent to the
person skilled in the art in light of the present description
and as such will not be described in further detail here.
[0061] The screening module 26 (shown in figure 1) is
in communication with the centralized repository 22 for
receiving X-ray images associated with items under in-
spection by the scanning devices 18 at the different se-
curity checkpoint screening stations 12, 14, 16. Option-
ally, ATD results (when available) associated with the X-
ray images are also transmitted to the screening module
26 over the network connection.
[0062] As will be described in more detail below, the
screening module 26 comprises a processor, a memory
unit for storing data and program instructions for use by
the processor and an output in communication with one
or more remote screening stations 32. The screening
module 26 is also in communication with the (local) com-
munication devices 150 associated with each of the se-
curity checkpoint screening stations 12, 14, 16 either di-
rectly or through the processing module 112 (shown in
figure 2) for conveying the threat assessment information
to on-site screening technicians at the security check-
point screening stations 12, 14, 16.
[0063] As mentioned above, the manner in which the
screening module 26 processes the received images can
be done in a variety of different manners, some non-lim-
iting examples of which are described below.

Example 1 - All images are transmitted to a remote 
screening station

[0064] Shown in Figure 5 is a first non-limiting example
of a process that can be used by the screening module
26 in order to process the X-ray images received from
the centralized repository 22. In this first example, which
does not form part of the claimed invention, all the images
that are received from the centralized repository 22 are
provided to a remote screening station 32, such that it is
a human operator that determines whether or not the
items should be marked as "clear" (e.g. allowed to be
claimed by the owner without additional inspection) or
marked for further inspection (e.g. caused to undergo
manual inspection by an on-site screening technician at
the security checkpoint screening station).
[0065] At step 502, the screening module 26 receives
an X-ray image, or a set of images, from the centralized
repository 22. The images may be received at the screen-

ing module 26 one-at-a-time, or in sets, among other pos-
sibilities. For the purpose of this example, the images are
provided to the screening module 26 in a first-in-first-out
(FIFO) manner, such that the images are received at the
screening module 26 in an order that is consistent with
the order that the images are received at the centralized
repository 22. In the specific example shown, it is the
dispatch module 30 (shown in figure 1) that receives the
images.
[0066] At step 504, an automated threat detection
(ATD) operation is caused to be performed on the re-
ceived X-ray images. More specifically, the images are
passed to ATD module 28 that is programmed for detect-
ing a potential threat (such as a weapon, an explosive or
an unauthorized liquid) within the image, and in certain
circumstances for causing a portion of the image that
contains a detected potential threat to be highlighted/em-
phasized as being a region of interest (ROI). Performing
an ATD operation on an image may be useful in providing
assistance to a human operator associated with a remote
screening station 32 in assessing the threat status of an
item under inspection. The ATD operation may be per-
formed using any suitable process known in the art. The
specific ATD operations applied are being the scope of
the present application and as such will not be described
in further detail here.
[0067] It is to be appreciated that in alternative imple-
mentations in which the ATD operations are applied lo-
cally at the security checkpoint screening stations by
processing module 112 (shown in figure 2), the ATD re-
sults associated with the X-ray images are already avail-
able through the central repository 22 and thus step 504
can be omitted.
[0068] Once the ATD results for an X-ray image are
obtained, at step 506, the X-ray image along with the
ATD results are processed by the dispatch module 30,
which forwards the ATD processed image (X-ray image
+ ATD results) to the next available remote screening
station 32. The availability of a given remote screening
stations 32 may be determined automatically by the dis-
patch module 30 or/alternatively may be inferred follow-
ing the receipt of a request signal issued by a human
operator at the screening station 32. In a non-limiting
implementation, the request signal is triggered by the hu-
man operator by pressing a key or button indicating that
the human operator is ready to receive the next image
for visual inspection. In response to receipt of a request
signal, the screening module 26 transmits the image for
display and visual inspection to the remote screening sta-
tion 32 that issued the request signal. The image dis-
played at the remote screening station 32 may include
the X-ray image generated by the scanning device 18
(shown in figure 1) as well as additional information made
available by the ATD operation. In the case where the
ATD operation detected a potential threat within the im-
age, the ATD processed image that is provided to the
remote screening stations 32 may include one or more
visual cues (such as a highlighted portion) identifying a
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region of the image in which a potential threat may be
located. This information is intended to assist the human
screener associated with screening station 32 in focuss-
ing on an area of interest when visually inspecting the
ATD processed image to more easily indentify potential
threats.
[0069] In certain circumstances, a picture image
(which may be a video or still-image) from the camera
20 (shown in figure 1) may be provided to the remote
screening stations 32 together with the ATD processed
image, such that the human operator associated with the
remote screening station 32 is provided with some visual
context surrounding the scanned item that he/she is in-
specting in addition to the X-ray image of the item. The
picture image from the camera 20 may be provided to
the remote screening station 32 with every ATD proc-
essed image or with only those images in which a poten-
tial threat has been detected by applying the ATD oper-
ations. Alternatively, the picture image may only be pro-
vided to the remote screening stations 32 when explicitly
requested by the human operator. In such a case, the
screening module 26 will only provide the picture image
to the remote screening stations 32 "on-demand".
[0070] In Figure 1, two (2) remote screening stations
32 are shown. It should however be appreciated that, in
alternative examples of implementation of the invention,
there could be a single remote screening station or more
than two (2) remote screening stations 32. In cases where
there are two (2) or more remote screening stations 32,
the dispatch module 26 of the screening module 26 may
distribute the ATD processed images to the plurality of
remote screening stations 32 in a variety of manners. For
example:

- in accordance with a pre-determined order, such the
ATD processed images are distributed in an orderly
fashion, wherein the remote screening stations 32
receive the ATD processed images in sequence in
a polling mode (one at a time);

- on-demand, such that whenever a remote screening
station 32 issues a request for another image (via
pressing a button, or clicking on an icon on a GUI,
for example) that remote screening station 32 is pro-
vided with the next ATD processed image;

- on the basis of the security checkpoint screening sta-
tion that generated the image, wherein different hu-
man operators are responsible for different scanning
devices 18. In this manner, the dispatch module 30
may be configured to forward images originating
from the same two or three scanning devices 18 to
a same remote screening station 32;

- on the basis of experience. For example, the dis-
patch module 30 may be configured to forward an
ATD processed image with a detected potential
threat to one of the screening stations 32 associated
with a human operator having more experience. Al-
ternatively, a same image may be sent to two or more
remote screening stations 32 in parallel to get mul-

tiple threat assessments. This is particularly useful
in situations where a trainee (having less experi-
ence) is reviewing the X-ray images at the same time
as his supervisor (having more experience). The
trainee could "practice" visually inspecting real X-ray
images while the results of the visual inspection ob-
tained by the supervisor would be the ones used.
This configuration has the advantage of not impact-
ing throughput (at least not significantly) nor screen-
ing quality;

- on the basis of the type of threat, wherein the dis-
patch module 30 may be configured to forward im-
ages depending on a type of potential threat detected
(i.e. weapon, explosive, liquid, etc) to a specific one
of the screening stations 32.

[0071] It is to be appreciated that the above examples
are given for the purposes of illustration only, and that
other variants will become apparent to the person skilled
in the art in light of the present description.
[0072] As a result of the visual inspection of the ATD
processed image, the human operator at the remote
screening stations 32 can assign a threat level indicator
to the X-ray image. The threat level indicator may convey
that the item is marked for further inspection or that the
item is marked as clear. In a specific example of imple-
mentation the remote screening stations 32 provide a
user control interface for allowing the user operator to
enter the threat level indicator. The user control interface
may be, for example, in the form on a key pad, one or
more icons on a GIU operable via a touch sensitive
screen or any other suitable means for enabling a human
operator to provide the threat level indicator in associa-
tion with an X-ray image. Optionally, the remote screen-
ing station 32 may provide a user interface tool for allow-
ing the human operator to draw on or otherwise annotate
the displayed X-ray image in order to depict (or refine)
the Region of Interests (ROIs) in the image or provide
some additional information.
[0073] The threat level indicator provided by the human
operator, along with the (annotated) X-ray image and op-
tionally a picture image of the item under inspection, are
then transmitted over the network to an on-site screening
technician located at the appropriate security checkpoint
screening station. The threat assessment information
may be transmitted to a communication device 150 (de-
scribed above with reference to figure 2) associated with
one of the screening technicians. The threat assessment
information may contain any of the messages as de-
scribed above, amongst others instructing the screening
technicians to perform further manual inspection of the
item under inspection is appropriate.

Embodiment 1 -

[0074]

• only images for which the ATD results conveyed
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no detected threats are reviewed by a human op-
erator

• for other images (i.e. those for which the ATD
results conveyed the presence of a potential
threat) visual inspection by a human operator is
by-passed and threat assessment information
conveying that the items is marked for further
inspection is automatically generated by the
screening module 26 based on the ATD results

[0075] Shown in Figure 6 is an embodiment of a proc-
ess that can be used by the screening module 26 in order
to process the X-ray images received from the central-
ized repository 22. In this embodiment, when an ATD
operation detects a potential threat within an image, the
screening module 26 automatically generates and trans-
mits threat assessment information to the corresponding
security checkpoint screening station conveying that the
item has been marked for further inspection. In this man-
ner, the step of displaying such images at the screening
station 32 for visual inspection by a human operator is
by-passed. The other ATD processed images (i.e. the
images for which the ATD did not detect any potential
threat) are provided to a remote screening station 32,
such that a human operator can perform a visual inspec-
tion of the X-ray image.
[0076] In a first variant, when an ATD operation detects
within an image a liquid product, the screening module
26 automatically generates and issues threat assess-
ment information to the corresponding security check-
point screening station conveying that the item has been
marked for further inspection. In this fashion, the step of
displaying images at the screening station 32 conveying
liquid containers is by-passed.
[0077] In another but similar variant, when an ATD op-
eration detects within an image a liquid product holding
a liquid constituting a potential threat, the screening mod-
ule 26 automatically generates and issues threat assess-
ment information to the corresponding security check-
point screening station conveying that the item has been
marked for further inspection. In this fashion, the step of
displaying images at the screening station 32 conveying
liquid containers where the liquid in the container was
determined to constitute a potential threat is by-passed.
[0078] It is to be appreciated that a human operator
observing an X-ray image of a container of liquid will not
be able to make a determination as to the nature of the
liquid in the container. As such, by by-passing the screen-
ing station 32 in cases where the liquid held in a container
is a threat, an improvement in efficiency can be achieved
without having an impact on the overall security screen-
ing performance. The other ATD processed images (the
images for which the ATD did not detect liquid containers
holding potential liquid threats) are provided to a screen-
ing station 32, such that a human operator can determine
whether any potential threats were missed by the ATD
operation performed by ATD module 28.
[0079] Steps 602 and 604 are similar to steps 502 and

504 as described above with reference to figure 5. At
step 602, the screening module 26 receives an image,
or a set of images, from the centralized repository 22,
and at step 604, an automated threat detection (ATD)
operation is performed on the received images. Similarly
to step 504, step 604 may be omitted for implementations
in which the ATD operations are applied locally at the
security checkpoint screening stations by processing
module 112 (shown in figure 2).
[0080] At step 606 the screening module 26 deter-
mines, on the basis of the results obtained by applying
an ATD operation to an X-ray image, whether a potential
threat has been detected within that X-ray image. Deter-
mining whether a potential threat has been detected may
be done in a variety of manners and will generally be
based on pre-defined criteria and heuristic rules, such as:

- whenever a liquid product is detected, it may be de-
termined that a potential threat has been detected
or, alternatively, whenever a liquid product deter-
mined to contain a potential threat is detected, it may
be determined that a potential threat has been de-
tected;

- whenever a pre-defined confidence level has been
exceeded as to the presence of a threat, it may be
determined that a potential threat has been detected;

- whenever a certain shape has been detected (such
as a gun shape), it may be determined that a potential
threat has been detected.

[0081] When at step 606 the screening module 26 de-
termines based on the ATD results that a threat has been
detected, the system proceeds to step 608, where the
screening module 26 generates and a transmits threat
assessment information, along with the X-ray image and
optionally a picture image of the item under inspection,
to an on-site screening technician located at (or in prox-
imity to) the security checkpoint screening station that
generated the X-ray image. A visual cue identifying the
region of the image where the potential threat was iden-
tified may also be transmitted. The threat assessment
information conveys to the on-site screening technician
that the item under inspection has been marked for fur-
ther inspection.
[0082] As described above, upon determination that
the image depicts a potential threat, threat assessment
information is generated by the screening module 26.
Optionally, one of the human operators at one of the re-
mote screening stations 32 can be advised of this deter-
mination prior to the threat assessment information being
transmitted to the on-site screening technician located
at (or in proximity to) the security checkpoint screening
station that generated the X-ray image, such that this
human operator is given the opportunity to override the
decision made by the screening module 26. In this man-
ner, a human operator has the ultimate decision to submit
or override threat assessment information that will be
sent to the on-site screening technicians at the security
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checkpoint screening station. Alternatively, the threat as-
sessment information that is generated by the screening
module 26 is transmitted to the security checkpoint
screening station directly without having been reviewed
by a human operator. In this manner, the visual inspection
by the human operator at remote screening station 32 is
by-passed.
[0083] In the case where the screening module 26 did
not determine, on the basis of the ATD processed image
and the pre-defined criteria, that a potential threat was
detected, the screening module 26 proceeds to step 610
which forwards the ATD processed image (X-ray image
+ ATD results) to the next available remote screening
station 32.
[0084] Step 610 of this process is similar to step 506
described above with reference to figure 5, and as such
the description will not be repeated in detail herein. It
should, however, be appreciated that the ATD processed
image that is provided to the remote human screener 32
may include visual cues in order to identify a region of
interest that did not meet the pre-defined criteria for au-
tomatically being considered a potential threat, but that
nevertheless may be useful in visually inspecting the im-
age.
[0085] Step 612 of this process is similar to step 508,
described above, and as such the description will not be
repeated herein.

Embodiment 2 -

[0086]

• only images identified by the ATD results and
containing potential threats are reviewed by a
human operator in order to assign threat assess-
ment information.

• for other images (i.e. those for which the ATD
result does not conveys the presence of a poten-
tial threat) visual inspection by a human operator
is by-passed and threat assessment information
conveying that the items is marked as clear is
automatically generated by the screening mod-
ule 26 based on the ATD results

[0087] Shown in Figure 7 is an embodiment of a proc-
ess that can be used by the screening module 26 in order
to process the X-ray images received from the central-
ized repository 22. In this embodiment, images that con-
tain a potential threat, as identified by results obtained
by applying an ATD operation, are provided to a human
operator associated with one of the remote screening
stations 32 for visual inspection in order to determine
whether or not the object associated with the image
should be marked as "clear" (i.e. no additional inspection
required) or marked for further inspection. The other ATD
processed images for which no threat have been identi-
fied by the ATD operation are not further visually inspect-
ed by a human operator. The visual inspection is thus

by-passed for these images. As a side note, it is to be
appreciated that this alternative embodiment places a
high level of reliance on the abilities of the ATD engine
to detect the presence of threats. In practical implemen-
tations, the rate of false rejections (threats being detected
by the TAD engine when there is in fact no threat in the
image) would likely have to be set to a higher level in
order to be able to rely more comfortably such a system.
[0088] Steps 702 and 704 are similar to steps 502 and
504 as described above with reference to Figure 5 and
as such the description of these steps will not be repeated
here.
[0089] At step 706 the screening module 26 deter-
mines, on the basis of results obtained by applying an
ATD operation to an X-ray image, whether a potential
threat has been detected within that X-ray image. Deter-
mining whether a potential threat has been detected on
the basis of the ATD processed image may be done in
a variety of manners and will generally be based on pre-
defined criteria, such as:

- whenever a liquid product is detected, it may be de-
termined that a potential threat has been detected
or, alternatively, whenever a liquid product deter-
mined to contain a potential threat is detected, it may
be determined that a potential threat has been de-
tected;

- whenever a pre-defined confidence level in the de-
tection of a threat has been exceeded, it may be
determined that a potential threat has been detected.
In this example, the pre-defined confidence level
may be set quite low, such that a wide net is cast,
and a potential threat is detected whenever an image
displays any questionable region of interest;

- whenever a certain shape has been detected (such
as a gun shape), it may be determined that a potential
threat has been detected.

[0090] When the screening module 26 determines
based on the ATD results that an image does not contain
any potential threat, the screening module 26 proceeds
to step 708, where the screening module 26 generates
and a transmits threat assessment information, along
with the X-ray image and optionally a picture image of
the item under inspection, to an on-site screening tech-
nician located at (or in proximity to) the security check-
point screening station that generated the X-ray image.
The threat assessment information conveys to the on-
site screening technician that the item under inspection
has been marked as clear and can be released to its
owner. In this manner, X-ray image that have been de-
termined unlikely to contain a potential threat with a high
level of comfort by-pass visual inspection by a human
operator at a remote screening station 32.
[0091] However, when the screening module 26 deter-
mines at step 706 that an ATD processed image poten-
tially contains a threat, the screening module 26 pro-
ceeds to step 710 which forwards the ATD processed
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image (X-ray image + ATD results) to the next available
remote screening station 32.
[0092] Step 710 of this process is similar to step 506
described above with reference to figure 5, and as such
the description will not be repeated in detail herein.
[0093] Step 712, which follows step 710, is similar to
step 508, as described above, and as such the descrip-
tion will not be repeated here.

Other Example - treat images differently depending 
on threat type

[0094] Shown in Figure 8 is a further example of a proc-
ess that can be used by the screening module 26 in order
to process the X-ray images received from the central-
ized repository 22. In this fourth example, images are
assigned to one or more different categories based on
results obtained by applying an ATD operation to the im-
ages and the images are handled differently depending
on their assigned category. This allows for a screening
process that takes into consideration different threat
types, and treats different threat types differently.
[0095] Steps 802 and 804 are substantially the same
as steps 502 and 504 as described above in with refer-
ence to figure 5 and as such the description will not be
repeated here.
[0096] At step 806 the screening module 26 assigns
to categories the ATD processed images. In general, the
different categories relate to different threat types that
can be detected by the ATD operations. For example,
each ATD processed image may be assigned to a cate-
gory according to whether:

- a liquid product (e.g. a bottle holding a liquid) has
been detected;

- a weapon has been detected;
- an explosive has been detected;
- an un-identified threat has been detected;
- no threat has been detected;
- multiple threats have been detected;
- a lap-top has been detected;
- a complicated image has been detected;
- etc...

[0097] Once an image has been assigned a category,
the image is then further handled at least in part on the
basis of its category.
[0098] For example, in the case where an image has
been categorized as containing a liquid product, that im-
age may then be considered by a further liquid detection
process at step 8081, in order to detect the type of liquid
that is depicted within the image and/or whether the liquid
detected should be considered as a threat. Some suitable
processes for determining whether a liquid product con-
stitutes a threat are described, for example, in:

• International application PCT/CA2007/001658 filed
on September 17, 2007;

• International application PCT/CA2009/000811 filed
June 9, 2009;

• international application PCT/CA2009/000395 filed
March 27, 2009; and

• International application PCT/CA2009/000401 filed
on March 27, 2009.

[0099] Once the assessment as to whether the liquid
product constitutes a threat has been determined, the
image, together with information (textual, audio or other)
indicating whether the liquid product was found to con-
stitute a potential threat, may be passed to a one of the
screening stations 32 for viewing by an associated hu-
man operator. The human operator can then make the
determination as to whether the item associated with the
image should be marked as "clear" (i.e. no further inspec-
tion required) or marked for further inspection (e.g. further
manual inspection required). Threat assessment infor-
mation may be transmitted to a communication device
150 (described above with reference to figure 2) associ-
ated with one of the screening technicians at the security
checkpoint screening station that generated the X-ray
image.
[0100] In an alternative example, when an image has
been categorized as potentially containing a weapon, the
image will be handled in a different manner at step 8082.
For example, the ATD processed image (X-ray image +
ATD results) may be forwarded to the next available re-
mote screening station 32 for visual inspection, for ex-
ample to a human operator specializing in weapons de-
tection. Optionally, the image may be subjected to a ma-
terials analysis process at step 8082 prior to being dis-
played for visual inspection at a remote screening station
32, in order to determine whether the image displays any
objects that are of a material that is commonly used in
weapons.
[0101] In yet a further alternative example, an image
may be categorized as containing multiple potential
threats (for example, both a liquid product and an explo-
sive may be detected). In the case where multiple poten-
tial threats are detected within an image, the screening
module 26 may cause the image to be handled in yet a
different manner. For example, the screening module 26
may cause the image to undergo a series of different
steps in order to be able to consider all of the detected
threats in a systematic manner. In the case where both
a liquid product and an explosive threat are detected by
the ATD operation, the screening module 26 may first
cause the image to undergo a liquid detection process
in order to identify the liquid and/or determine whether
the liquid in question is a threat. In the case where the
liquid has been determined as unlikely to constitute a
threat, the screening module 26 may then cause the im-
age to be displayed for visual inspection at a remote
screening station 32 associated with a human operator
specializing in explosives. However, in the case where
the liquid product is determined as likely to constitute a
threat, the screening module 26 may then cause the im-

23 24 



EP 2 561 340 B1

14

5

10

15

20

25

30

35

40

45

50

55

age to be concurrently (or sequentially) displayed for vis-
ual inspection at a screening station 32 associated with
a human operator specializing in liquids, and at a remote
screening station 32 associated with a human operator
specializing explosives.
[0102] It should be appreciated that in the case where
multiple potential threats are detected, the screening
module 26 may handle the image differently depending
on:

- the types of the potential threats detected;
- the number of potential threats detected;
- a severity ranking of the different potential threats

detected within the image;
- the training of the human operators currently on duty;
- the additional processing operations that are avail-

able (i.e. materials detection processing, liquid iden-
tification processing, etc...)

These different criteria may be taken into consideration
in program logic and instructions that are used by the
screening module 26 to process the images being con-
sidered.
[0103] In yet a further embodiment, in the case where
multiple potential threats are detected, the screening
module 26 may by-pass visual inspection of the image
and automatically cause threat assessment information
conveying that the item has be marked for further inspec-
tion to be transmitted to one or more on-site screening
technicians located nearby the security checkpoint
screening station that generated the image.

General process

[0104] Figure 13 shows a generalized example of a
process that can be used to process the X-ray images
originating from one of more of the security checkpoint
screening stations 12, 14 and 16. It is to be appreciated
that the processed described with reference to figure 13
may be used in situations where images are pooled from
multiple security checkpoint screening stations and are
visually inspected remotely from the security checkpoint
screening stations or, alternatively, in situations where
images originated from a single security checkpoint
screening station and are visually inspected either locally
or remotely from the security checkpoint screening sta-
tion.
[0105] At step 1302, which is similar to steps 502 de-
scribed above with reference to figure 5, X-ray images
derived by scanning the pieces of luggage with X-rays
are received.
[0106] At step 1304, which is similar to steps 504 de-
scribed above with reference to figure 5, the X-ray images
are processed with an automated threat detection en-
gine.
[0107] At step 1306, a determination is made as to
whether to subject respective ones of the X-ray images
to a visual inspection by a human operator at least in part

based on results obtained by the automated threat de-
tection engine. Various criteria may be used to make this
determination, for example but limited to, the criteria de-
scribed with reference to figure 6, 7 and 8 described
above.
[0108] If at step 1306 it is determined that an X-ray
image is to be subjected to a visual inspection, the system
proceeds to steps 1308 and 1310. Steps 1308 and 1310
are similar to steps 506 and 508 described with reference
to figure 5. For the purpose of conciseness the descrip-
tion of these steps will not be repeated here.
[0109] If step 1306 it is determined that an X-ray image
is not to be subjected to a visual inspection, visual in-
spection the X-ray image is by-passed and the system
proceeds to step 1312 where the X-ray image is assigned
a threat level indicator based on results obtained by the
automated threat detection engine. For example, if the
automated threat detection engine detected a threat,
then the assigned threat level indicator would convey that
the X-ray image has been marked for further inspection.
[0110] Conversely if the automated threat detection
engine has determined that the X-ray image conveyed
safe contents, then the assigned threat level indicator
would convey that the X-ray image has been marked as
clear.
[0111] The threat level indicators provided at step 1312
or 1310, along with the X-ray image and optionally a pic-
ture image of the item under inspection, are transmitted
over the network to an on-site screening technician lo-
cated at the appropriate security checkpoint screening
station that generated the image.

Screening station - variant

[0112] Figure 12 is a block diagram of a screening sta-
tion 1200 in accordance with a variant of the invention.
The configuration of screening station 1200 may be used
in connection with any one of or all screening stations
12, 14 and 16 shown in figure 1.
[0113] In the figure, the screening station 1200 in-
cludes an X-ray scanning device 1214, a workstation
1216 and post-scan areas 1206 1208. The X-ray scan-
ning device 1214 (which is analogous to scanning device
18) includes a conveyor belt and a scanning area, the
conveyor belt carrying pieces of luggage into and out of
the scanning areas where the pieces of luggage are ex-
posed to X-rays in order to generated X-ray images of
the pieces of luggage. In the specific example depicted,
the conveyor belt is extended in order to provide what is
in effect a conveyor system in which additional sections
of conveyor 1204 have been added, in particular in the
post-scan areas 1206 and 1208, in order to control the
displacements of the piece of luggage post-scan.
[0114] In a non -limiting example of implementation,
the workstation 1216 renders an X-ray image of a piece
of luggage for visual inspection by a human operator. In
such implementation, the workstation 1216 provides a
user interface tool enabling the human operator to assign
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threat level indicators to displayed X-ray images. The
workstation 1216 may optionally implement ATD opera-
tions to assist in the threat detection process and wherein
the ATD operations may also contribute to assigning
threat level indicators to X-ray images. Optionally, the
visual inspection of X-ray images is performed at least
in part at a remote screening station (not shown in Figure
12) and threat level indicators are sent to the workstation
1216 where they are conveyed to the human operator at
workstation 1216.
[0115] The screening station 1200 depicted also in-
cludes a mechanical device 1212 to separate pieces of
luggage (or other objects) at the entrance of the X-ray
tunnel; a divider wall 1202 to isolate a portion of the X-
ray conveyor from the passengers area 1222, such as
to prevent passengers from accessing pieces of luggage
until they are marked as clear; and a switching area 1210
to direct pieces of luggage to different post-scan areas
1206 1208 of the screening station 1200. In the example
depicted there are two (2) post-scan areas namely a lug-
gage collection area 1206 and an area for dispatch to
secondary screening 1208. In the luggage collection area
1206, pieces of luggage marked as clear can be collected
by the passengers while in the area for dispatch to sec-
ondary screening 1208 pieces of luggage are subjected
to further examination, including for example a manual
search. It is to be appreciated that alternative implemen-
tations of screening stations may include additional post-
scan areas.
[0116] In a non-limiting example of implementation, the
threat level indicators (which were either entered by the
human operator at workstation 1216, which were provide
by applying an ATD operation or which were provided by
a remote screening station) are used to control a dis-
placement of the pieces of luggage after scanning by the
X-ray scanning device 1214.
[0117] In a first exemplary implementation, the control
of the displacement of the pieces of luggage is exercised
manually by an on-site security technician in the switch-
ing area 1210. In such implementation, the information
which is displayed on workstation 1216 conveys to the
on-site security technician that a piece of luggage should
be directed to either to the luggage collection area 1206
(when the threat level indicator conveys that the piece of
luggage is marked as clear) or to the area for dispatch
to secondary screening 1208 (the threat level indicator
conveys that the piece of luggage is marked for further
inspection). The on-site security technician relies on this
information to place the corresponding piece of luggage
so that it is displaced towards the proper post-scan area.
[0118] Alternatively, in a second exemplary implemen-
tation, the control of the displacement of the pieces of
luggage is exercised electronically. In such alternative
implementation, switching area 1210 includes a control
device (which may be part of workstation 1216 or which
may be a separate component) programmed to control,
based on the threat level indicators, a mechanical switch
in the conveyor system for directing the pieces of luggage

either to the luggage collection area 1206 (when the
threat level indicator conveys that the piece of luggage
is marked as clear) or to the area for dispatch to second-
ary screening 1208 (the threat level indicator conveys
that the piece of luggage is marked for further inspection).
The control device relies on threat level indicators to con-
trol the position of the mechanical switch so that the cor-
responding pieces of luggage are displaced towards the
proper post-scan area. The specific construction of the
conveyor system and associated mechanical switch
used for directing the flow of the pieces of luggage is not
critical to the invention and as such will not be described
in further detail here.

Specific Practical Implementation

[0119] Certain portions of the screening system 10 de-
picted in Figure 1, such as for example screening module
26, may be implemented on a general purpose digital
computer. Figure 9 of the drawings shows a simplified
representation of a general purpose digital computer 900
on which the screening module 26 may be implemented
and which includes a processing unit 902 and a memory
904 connected by a communication bus. The memory
904 stores data 908 and program instructions 906. The
processing unit 902 is adapted to process the data 908
and the program instructions 906 in order to implement
the functions described in the specification and depicted
in the drawings. The digital computer 1300 may also com-
prise an I/O interface 910 for receiving or sending data
elements to external devices, such as the for receiving
information from the centralized repository 22 and trans-
mitting information to one or more remote screening sta-
tions 32 and for transmitting threat level indicators to the
on-site screening technicians associated with the check-
point screening stations 18 (all shown in figure 1).
[0120] Alternatively, the above-described screening
module 26 can be implemented on a dedicated hardware
platform where electrical/optical components implement
the functions described in the specification and depicted
in the drawings. Specific implementations may be real-
ized using ICs, ASICs, DSPs, FPGA or other suitable
hardware platform.
[0121] Other alternative implementations of the
screening module 26 can be implemented as a combi-
nation of dedicated hardware and software, of the type
depicted in figure 10 and generally designated by refer-
ence numeral 1000. Such an implementation comprises
a dedicated image processing hardware module 1008
(which could form part of the ATD 28) and a general pur-
pose computing unit 1006 including a CPU 1012 and a
memory 1014 connected by a communication bus. The
memory 1014 stores data 1018 and program instructions
1016. The CPU 1012 is adapted to process the data 1018
and the program instructions 1016 in order to implement
the functions described in the specification and depicted
in the drawings. As depicted, this specific implementation
also comprise one or more I/O interfaces 1004 1002 for
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receiving or sending data elements to external devices
such as for receiving information from the centralized re-
pository 22 and for transmitting information to one or
more remote screening stations 32 and for transmitting
threat assessment information to on-site screening tech-
nicians associated with the security checkpoint screen-
ing stations 18 (all shown in figure 1).
[0122] It will be noted that the security screening sys-
tem 10 depicted in Figure 1 is of a distributed nature
where the X-ray images are obtained by a scanning de-
vice 18 at one of the security screening stations 12, 14,
16 and transmitted over a network to the centralized re-
pository 22 and the screening module 26 described
above. The screening module 26 in turn transmits threat
assessment information to one or more display devices
150 or portable hand-held devices associated with on-
site screening technicians to display information, such
as a message indicating that a given item should be sub-
jected to further manual inspection. Such a message may
include an X-ray image of a piece of luggage under in-
spection. The display device 150 may be located in the
same location where the X-ray images of items under
inspection were obtained or in an alternate location.
[0123] Figure 11 illustrates a non-limiting network-
based system 1500 for screening items. The system
1500 includes a plurality of computing devices 1502,
1504 and 1506 (which could be the display devices 150
and/or the handheld portable devices held by the on-site
screening technicians and/or the remote screening sta-
tions 32), scanning devices 18a 18b and 18c (which are
each associated with a respective security checkpoint
screening station 12, 14, 16) connected through network
1512 to a computer system 1510. The communication
links 1514 between the computing devices 1502, 1504,
1506, the inspections devices 18a 18b and 18c and the
computer system 1510 can be metallic conductors, op-
tical fibers or wireless. The network 1512 may be any
suitable network including but not limited to a global pub-
lic network such as the Internet, a private network and a
wireless network. In accordance with a non-limiting ex-
ample, the network is a dedicated 1Gb/s network. The
computer system 1510 is adapted to process information
received from the inspections devices 18a 18b and 18c
and issue signals conveying image results to the human
screeners 32 at one or more of the computing devices
1502, 1504, 1506 and issue threat assessment informa-
tion to other ones of the computing devices using suitable
methods known in the computer related arts.
[0124] The computer system 1510 includes a program
element 1516 for execution by a CPU (not shown). In a
non-limiting example, the program element 1516 in-
cludes functionality to implement the functionality of
screening module 26 and optionally the functionality of
the monitoring module 24 described above. The compu-
ter system 1510 may also include a computer readable
storage medium (not shown) for storing the centralized
repository 22.
[0125] Program element 1516 also includes the nec-

essary networking functionality to allow the computer
system 1510 to communicate with the computing devices
1502, 1504, 1506, 1508 and scanning devices 18 over
network 1512. In a specific implementation, the comput-
ing devices 1502, 1504, 1506 include display devices
responsive to signals received from the server system
1510 for displaying screening results derived by the serv-
er system 1510.
[0126] Although the above embodiments have been
described with reference to a scanning device 18 (shows
in figure 1) embodied in a single view X-ray imaging ap-
paratus, it is to be appreciated that embodiments of the
invention may be used in connection with any suitable
type of inspection device including multi-view X-ray im-
aging apparatus, as well as the cameras 20.
[0127] It will therefore be appreciated that other various
modifications will become apparent to those skilled in the
art and are within the scope of this invention, which is
defined by the attached claims.

Claims

1. A method for screening items at a security check-
point using a security screening system (10), the se-
curity screening system (10) including a checkpoint
screening station (12, 14, 16, 100, 1200) with (i) a
scanning area (104), (ii) a pre-scan area lying before
the scanning area (104) and (iii) at least two post-
scan areas (1206, 1208), the at least two post scan
areas including an item collection area (1206) and
an area for dispatch to secondary screening (1208);
said method being implemented by a system includ-
ing at least one programmable processor and com-
prising:

a) receiving (602, 702, 802, 1302) image data
derived by scanning the items with penetrating
radiation at the checkpoint screening station, the
image data conveying images depicting the
items;
b) assigning threat level indicators to items as-
sociated with the images conveyed by the image
data at least in part by:

i) processing (606, 706, 806, 1306) the im-
ages to identify candidate images for by-
passing visual inspection by a human oper-
ator located at a remote screening station
(32), wherein identifying candidate images
is at least in part based on results obtained
by processing the image data with an auto-
mated threat detector module (26, 28, 112,
900, 1000, 1516) and wherein the remote
screening station (32) is located remotely
from the checkpoint screening station;
ii) dispatching specific ones of the images
for display (610 710 1308) on a display
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screen at the remote screening station (32),
wherein the specific ones of the images dis-
played at the remote screening station (32)
omit at least some of the candidate images
identified in i) as candidates for by-passing
visual inspection; and
iii) assigning (608, 612, 708, 712, 1310,
1312) threat level indicators to items asso-
ciated with the images conveyed by the im-
age data at least in part based on:

(1) the results obtained by processing
the image data with the automated
threat detector module (26, 28, 112,
900, 1000, 1516); and/or
(2) the threat assessment information
provided by the human operator at the
remote screening station (32);

c) electronically controlling a displacement of
the items through the security checkpoint
screening system by using the assigned threat
level indicators to control a mechanical switch
of a conveyor system of the checkpoint screen-
ing station so that corresponding items are di-
rected to a proper one of the at least two post-
scan areas; and
d) conveying information derived at least in part
based on the threat level indicators to an on-site
screening technician located in proximity to the
checkpoint screening station (12, 14, 16, 100,
1200).

2. A method as defined in claim 1, wherein at least
some threat level indicators convey that associated
items are marked for further inspection.

3. A method as defined in any one of claims 1 and 2,
wherein at least some threat level indicators convey
that associated items are marked as clear.

4. A method as defined in any one of claims 1 to 3,
wherein images displayed for visual inspection at the
remote screening station (32) convey information
derived at least in part based on the results obtained
by processing the image data with the automated
threat detector module.

5. A method as defined in any one of claims 1 to 4,
comprising identifying a specific image as a candi-
date image for by-passing visual inspection by the
human operator at the remote screening station
when corresponding results obtained by processing
the image data with the automated threat detector
module conveys detection of a liquid product in the
specific image.

6. A method as defined in any one of claims 1 to 4,

comprising identifying a specific image as a candi-
date image for by-passing visual inspection by the
human operator at the remote screening station
when corresponding results obtained by processing
the image data with the automated threat detector
module conveys detection of a threat in the specific
image.

7. A method as defined in either one of claims 5 and 6,
comprising generating a threat level indicator con-
veying that a specific item associated with the spe-
cific image is marked for further inspection.

8. A method as defined in any one of claims 1 to 4,
comprising identifying a specific image as a candi-
date image for by-passing visual inspection by the
human operator at the remote screening station
when corresponding results obtained by processing
the image data with the automated threat detector
module convey an indication of safe contents in the
specific image.

9. A method as defined in claim 8, comprising gener-
ating a threat level indicator conveying that a specific
item associated with the specific image is marked
as clear.

10. A method as defined in any one of claims 1 to 9,
wherein the security checkpoint screening system
includes a plurality of checkpoint screening stations
(12, 14, 16, 100, 1200), wherein the received image
data is derived by at least two of the plurality of check-
point screening stations, and wherein the remote
screening station (32) is located remotely from the
at least two of said plurality of checkpoint screening
stations.

11. A system for screening items at a security check-
point, said system comprising:

a) at least one scanning device (18) for scanning
the items with penetrating radiation to derive im-
age data conveying images depicting the items;
b) a computing module (112) in communication
with the scanning device for receiving the image
data, the computing module being programmed
with software for implementing a method for
screening the items as defined in any one of
claims 1 to 10;
c) a control device in communication with said
computing module for electronically controlling
a displacement of the items through the security
checkpoint by using information derived by said
computing module.

12. A computer program product, tangibly stored on one
or more tangible computer readable storage media,
the program product comprising instructions that,
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when executed, cause a programmable system in-
cluding at least one programmable processor to im-
plement the method for screening items as defined
in any one of claims 1 to 10.

Patentansprüche

1. Verfahren zum Überprüfen von Gegenständen an
einer Sicherheitskontrollstelle mit Hilfe eines Sicher-
heitsüberprüfungssystems (10), wobei das Sicher-
heitsüberprüfungssystem (10) eine Kontrollstellen-
Überprüfungsstation (12, 14, 16, 100, 1200) mit (i)
einem Scanbereich (104), (ii) einem Pre-Scanbe-
reich, der vor dem Scanbereich (104) liegt und (iii)
mindestens zwei Post-Scanbereichen (1206, 1208)
beinhaltet, wobei die mindestens zwei Post-Scan-
bereiche einen Gegenstand-Abholbereich (1206)
und einen Bereich zum Befördern zu einem zweiten
Überprüfen (1208) beinhaltet, wobei das Verfahren
durch ein System umgesetzt wird, das mindestens
einen programmierbaren Prozessor beinhaltet, und
Folgendes umfasst:

a) Empfangen (602, 702, 802, 1302) von Bild-
daten, die beim Scannen der Gegenstände mit
durchdringender Strahlung an der Kontrollstel-
len-Überprüfungsstation abgeleitet werden, wo-
bei die Bilddaten Bilder übermitteln, welche die
Gegenstände darstellen,
b) Zuweisen von Gefahrengradindikatoren zu
Gegenständen, die zu den Bildern gehören, die
durch die Bilddaten übermittelt werden, zumin-
dest teilweise durch:

i) Verarbeiten (606, 706, 806, 1306) der Bil-
der, um Kandidatenbilder für das Umgehen
von Sichtinspektionen durch eine mensch-
liche Dienstperson zu identifizieren, die sich
an einer Fernüberprüfungsstation (32) be-
findet, wobei das Identifizieren der Kandi-
datenbilder zumindest teilweise auf Ergeb-
nissen basiert, die durch Verarbeiten der
Bilddaten mit einem automatischen Gefah-
rendetektormodul (26, 28, 112, 900, 1000,
1516) erzielt werden, und wobei sich die
Fernüberprüfungsstation (32) fern der Kon-
trollstellen-Überprüfungsstation befindet,
ii) Verschicken von speziellen der Bilder
zum Anzeigen (610, 710, 1308) auf einem
Anzeigebildschirm an der Fernüberprü-
fungsstation (32), wobei die speziellen der
Bilder, die an der Fernüberprüfungsstation
(32) angezeigt werden, zumindest einige
der Kandidatenbilder auslassen, die in i) als
Kandidaten für das Umgehen der Sicht-
inspektion identifiziert werden, und
iii) Zuweisen (608, 612, 708, 712, 1310,

1312) von Gefahrengradindikatoren zu Ge-
genständen, die zu den Bildern gehören,
die durch die Bilddaten übermittelt werden,
zumindest teilweise basierend auf:

(1) den Ergebnissen, die durch Verar-
beiten der Bilddaten mit dem automa-
tischen Gefahrendetektormodul (26,
28, 112, 900, 1000, 1516) erzielt wer-
den, und/oder
(2) den Gefahreneinschätzungsinfor-
mationen, die von der menschlichen
Dienstperson an der Fernüberprü-
fungsstation (32) bereitgestellt werden,

c) elektronisches Steuern einer Verlagerung der
Gegenstände durch das Sicherheitskontrollstel-
len-Überprüfungssystems hindurch mit Hilfe der
zugewiesenen Gefahrengradindikatoren, um ei-
ne mechanische Weiche eines Transportsys-
tems der Kontrollstellen-Überprüfungsstation
derart zu steuern, dass entsprechende Gegen-
stände zum richtigen der mindestens zwei Post-
Scanbereiche geleitet werden, und
d) Übermitteln von Informationen, die zumindest
teilweise basierend auf den Gefahrengradindi-
katoren abgeleitet werden, an einen Überprü-
fungstechniker vor Ort, der sich in der Nähe der
Kontrollstellen-Überprüfungsstation (12, 14, 16,
100, 1200) befindet.

2. Verfahren nach Anspruch 1, wobei zumindest einige
Gefahrengradindikatoren übermitteln, dass zugehö-
rige Gegenstände für eine weitere Inspektion mar-
kiert sind.

3. Verfahren nach Anspruch 1 oder 2, wobei zumindest
einige der Gefahrengradindikatoren übermitteln,
dass zugehörige Gegenstände als ungefährlich mar-
kiert sind.

4. Verfahren nach einem der Ansprüche 1 bis 3, wobei
Bilder, die zur Sichtinspektion an der Fernüberprü-
fungsstation (32) angezeigt werden, Informationen
übermitteln, die zumindest teilweise basierend auf
den Ergebnissen abgeleitet werden, die durch Ver-
arbeiten der Bilddaten mit dem automatischen Ge-
fahrendetektormodul erzielt werden.

5. Verfahren nach einem der Ansprüche 1 bis 4, das
Identifizieren eines speziellen Bildes als ein Kandi-
datenbild für das Umgehen der Sichtinspektion
durch die menschliche Dienstperson an der Fernü-
berprüfungsstation umfassend, wenn entsprechen-
de Ergebnisse, die durch Verarbeiten der Bilddaten
mit dem automatischen Gefahrendetektormodul er-
zielt werden, die Erkennung eines flüssigen Pro-
dukts in dem speziellen Bild übermitteln.
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6. Verfahren nach einem der Ansprüche 1 bis 4, das
Identifizieren eines speziellen Bildes als ein Kandi-
datenbild für das Umgehen der Sichtinspektion
durch die menschliche Dienstperson an der Fernü-
berprüfungsstation umfassend, wenn entsprechen-
de Ergebnisse, die durch Verarbeiten der Bilddaten
mit dem automatischen Gefahrendetektormodul er-
zielt werden, die Erkennung einer Gefahr in dem
speziellen Bild übermitteln.

7. Verfahren nach einem der Ansprüche 5 und 6, das
Erzeugen eines Gefahrengradindikators umfas-
send, der übermittelt, dass ein spezieller Gegen-
stand, der zu dem speziellen Bild gehört, für eine
weitere Inspektion markiert ist.

8. Verfahren nach einem der Ansprüche 1 bis 4, das
Identifizieren eines speziellen Bildes als ein Kandi-
datenbild für das Umgehen der Sichtinspektion
durch die menschliche Dienstperson an der Fernü-
berprüfungsstation umfassend, wenn entsprechen-
de Ergebnisse, die durch Verarbeiten der Bilddaten
mit dem automatischen Gefahrendetektormodul er-
zielt werden, die Erkennung sicheren Inhalts in dem
speziellen Bild übermitteln.

9. Verfahren nach Anspruch 8, das Erzeugen eines Ge-
fahrengradindikators umfassend, der übermittelt,
dass ein spezieller Gegenstand, der zu dem spezi-
ellen Bild gehört, als ungefährlich markiert ist.

10. Verfahren nach einem der Ansprüche 1 bis 9, wobei
das Sicherheitskontrollstellen-Überprüfungssystem
mehrere Kontrollstellen-Überprüfungsstationen (12,
14, 16, 100, 1200) beinhaltet, wobei die empfange-
nen Bilddaten durch mindestens zwei der mehreren
Kontrollstellen-Überprüfungsstationen abgeleitet
werden und wobei sich die Fernüberprüfungsstation
(32) fern der mindestens zwei der mehreren Kon-
trollstellen-Überprüfungsstationen befindet.

11. System zum Überprüfen von Gegenständen an ei-
ner Sicherheitskontrollstelle, wobei das System Fol-
gendes umfasst:

a) mindestens eine Scanvorrichtung (18) zum
Scannen der Gegenstände mit durchdringender
Strahlung, um Bilddaten, die Bilder übermitteln,
welche die Gegenstände darstellen, abzuleiten;
b) ein Rechenmodul (112) in Kommunikation mit
der Scanvorrichtung zum Empfangen der Bild-
daten, wobei das Rechenmodul mit Software
zum Umsetzen eines Verfahrens zum Überprü-
fen der Gegenstände nach einem der Ansprü-
che 1 bis 10 programmiert ist,
c) eine Steuervorrichtung in Kommunikation mit
dem Rechenmodul zum elektronischen Steuern
einer Verlagerung der Gegenstände durch das

Sicherheitskontrollstellen-Überprüfungssys-
tems hindurch mit Hilfe von Informationen, die
durch das Rechenmodul abgeleitet werden.

12. Computerprogrammprodukt, das auf einem oder
mehreren materiellen computerlesbaren Speicher-
medien materiell gespeichert ist, wobei das Pro-
grammprodukt Anweisungen umfasst, die bei Abar-
beitung ein programmierbares System, das mindes-
tens einen programmierbaren Prozessor beinhaltet,
veranlassen, das Verfahren zum Überprüfen der Ge-
genstände nach einem der Ansprüche 1 bis 10 aus-
zuführen.

Revendications

1. Procédé d’inspection d’articles au niveau d’un point
de contrôle de sécurité au moyen d’un système d’ins-
pection de sécurité (10), le système d’inspection de
sécurité (10) incluant une station d’inspection du
point de contrôle (12, 14, 16, 100, 1200) avec (i) une
zone de balayage (104), (ii) une zone de pré-balaya-
ge située en amont de la zone de balayage (104),
et (iii) au moins deux zones de post-balayage (1206,
1208), lesdites au moins deux zones de post-balaya-
ge incluant une zone de collecte d’articles (1206) et
une zone d’expédition vers une inspection secon-
daire (1208) ; ledit procédé étant mis en oeuvre par
un système incluant au moins un processeur pro-
grammable et comprenant les étapes ci-dessous
consistant à :

a) recevoir (602, 702, 802, 1302) des données
d’image dérivées du balayage des articles avec
un rayonnement pénétrant au niveau de la sta-
tion d’inspection du point de contrôle, les don-
nées d’image véhiculant des images représen-
tant les articles ;
b) affecter des indicateurs de niveau de menace
à des articles associés aux images véhiculées
par les données d’image, au moins en partie en
mettant en oeuvre les étapes ci-dessous con-
sistant à :

i) traiter (606, 706, 806, 1306) les images
en vue d’identifier des images candidates
destinées à contourner une inspection vi-
suelle par un opérateur humain situé au ni-
veau d’une station d’inspection à distance
(32), l’étape d’identification d’images can-
didates étant au moins en partie basée sur
des résultats obtenus en traitant les don-
nées d’image avec un module de détection
de menace automatisé (26, 28, 112, 900,
1000, 1516), et la station d’inspection à dis-
tance (32) étant située à distance de la sta-
tion d’inspection du point de contrôle ;
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ii) expédier des images spécifiques parmi
les images à des fins d’affichage (610, 710,
1308) sur un écran d’affichage au niveau
de la station d’inspection à distance (32),
les images spécifiques parmi les images af-
fichées au niveau de la station d’inspection
à distance (32) omettant au moins certaines
des images candidates identifiées à l’étape
i) en tant qu’images candidates destinées
à contourner l’inspection visuelle ; et
iii) affecter (608, 612, 708, 712, 1310, 1312)
des indicateurs de niveau de menace aux
articles associés aux images véhiculées par
les données d’image au moins en partie sur
la base :

(1) des résultats obtenus en traitant les
données d’image avec le module de
détection de menace automatisé (26,
28, 112, 900, 1000, 1516) ; et/ou
(2) des informations d’évaluation de
menace fournies par l’opérateur hu-
main au niveau de la station d’inspec-
tion à distance (32) ;

c) commander électroniquement un déplace-
ment des articles à travers le système d’inspec-
tion de sécurité du point de contrôle en utilisant
les indicateurs de niveau de menace affectés,
pour commander un commutateur mécanique
d’un système de convoyeur de la station d’ins-
pection du point de contrôle, de sorte que des
articles correspondants sont dirigés vers une
zone appropriée parmi lesdites au moins deux
zones de post-balayage ; et
d) acheminer des informations dérivées au
moins en partie sur la base des indicateurs de
niveau de menace vers un technicien d’inspec-
tion sur site situé à proximité de la station d’ins-
pection du point de contrôle (12, 14, 16, 100,
1200).

2. Procédé selon la revendication 1, dans lequel au
moins certains indicateurs de niveau de menace in-
diquent que des articles associés sont marqués à
des fins d’inspection ultérieure.

3. Procédé selon l’une quelconque des revendications
1 et 2, dans lequel au moins certains indicateurs de
niveau de menace indiquent que des articles asso-
ciés sont marqués comme inoffensifs.

4. Procédé selon l’une quelconque des revendications
1 à 3, dans lequel des images affichées à des fins
d’inspection visuelle au niveau de la station d’ins-
pection à distance (32) véhiculent des informations
dérivées au moins en partie sur la base des résultats
obtenus en traitant les données d’image avec le mo-

dule de détection de menace automatisé.

5. Procédé selon l’une quelconque des revendications
1 à 4, comprenant l’étape consistant à identifier une
image spécifique en tant qu’image candidate desti-
née à contourner une inspection visuelle par l’opé-
rateur humain au niveau de la station d’inspection à
distance lorsque des résultats correspondants obte-
nus en traitant les données d’image avec le module
de détection de menace automatisé indiquent la dé-
tection d’un produit liquide dans l’image spécifique.

6. Procédé selon l’une quelconque des revendications
1 à 4, comprenant l’étape consistant à identifier une
image spécifique en tant qu’image candidate desti-
née à contourner une inspection visuelle par l’opé-
rateur humain au niveau de la station d’inspection à
distance lorsque des résultats correspondants obte-
nus en traitant les données d’image avec le module
de détection de menace automatisé indiquent la dé-
tection d’une menace dans l’image spécifique.

7. Procédé selon l’une quelconque des revendications
5 et 6, comprenant l’étape consistant à générer un
indicateur de niveau de menace indiquant qu’un ar-
ticle spécifique associé à l’image spécifique est mar-
qué à des fins d’inspection ultérieure.

8. Procédé selon l’une quelconque des revendications
1 à 4, comprenant l’étape consistant à identifier une
image spécifique en tant qu’image candidate desti-
née à contourner une inspection visuelle par l’opé-
rateur humain au niveau de la station d’inspection à
distance lorsque des résultats correspondants obte-
nus en traitant les données d’image avec le module
de détection de menace automatisé véhiculent une
indication de contenu sûr dans l’image spécifique.

9. Procédé selon la revendication 8, comprenant l’éta-
pe consistant à générer un indicateur de niveau de
menace indiquant qu’un article spécifique associé à
l’image spécifique est marqué comme inoffensif.

10. Procédé selon l’une quelconque des revendications
1 à 9, dans lequel le système d’inspection du point
de contrôle de sécurité inclut une pluralité de stations
d’inspection du point de contrôle (12, 14, 16, 100,
1200), dans lequel les données d’image reçues sont
dérivées par au moins deux stations de la pluralité
de stations d’inspection du point de contrôle, et dans
lequel la station d’inspection à distance (32) est si-
tuée à distance desdites au moins deux stations de
ladite pluralité de stations d’inspection du point de
contrôle.

11. Système destiné à inspecter des articles au niveau
d’un point de contrôle de sécurité, ledit système
comprenant :
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a) au moins un dispositif de balayage (18) des-
tiné à balayer les articles avec un rayonnement
pénétrant afin de dériver des données d’image
véhiculant des images représentant les articles ;
b) un module informatique (112) en communi-
cation avec le dispositif de balayage pour rece-
voir les données d’image, le module informati-
que étant programmé avec un logiciel pour met-
tre en oeuvre un procédé d’inspection des arti-
cles selon l’une quelconque des revendications
1 à 10 ;
c) un dispositif de commande en communication
avec ledit module informatique pour comman-
der électroniquement un déplacement des arti-
cles à travers le point de contrôle de sécurité en
utilisant des informations dérivées par ledit mo-
dule informatique.

12. Produit-programme informatique, stocké de maniè-
re tangible sur un ou plusieurs supports de stockage
tangibles lisibles par ordinateur, le produit-program-
me comprenant des instructions qui, lorsqu’elles
sont exécutées, amènent un système programma-
ble incluant au moins un processeur programmable
à mettre en oeuvre le procédé d’inspection des arti-
cles selon l’une quelconque des revendications 1 à
10.
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