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(67)  The invention relates to a system of a type in
which providing information to predetermined and sub-
sequently designated monitoring stations relating to the
position and security of a cargo contained in a vehicle is
achieved by centrally monitored locks with a central con-
nection realized via GSM network or by means of Internet
such that all of the data can be centrally monitored online.
The system comprises a Global Positioning System
(GPS) receiver, a microcontroller unit, a communication
platform and a software platform. The high security lock
configuration according to the present invention config-
uration comprises an electronic control circuitry associ-
ated with said microcontroller unit for driving an electric
motor blocking the electronic lock, said lock being located
at a physically inaccessible position from outside, and a
means of identification in communication with the control
circuitry and positioned on the door wing. The means of
identification may be a keypad, a fingerprint reader, an
ID card reader (eg MIFARE card), an ID/IB/TOM key
reader or may be with a remote control. The high security
lock arrangement according to the present invention fea-
tures a multi-point bolt electronic lock system actuated
by an electrical motor in response to a signal by said
microcontroller unit. Said motor serves to advance a plu-
rality of bolts in a door wing into respective slots in a
simultaneous manner. Said bolts are attached to acarrier
bar extending perpendicular to the locking axis along the
longitudinal axis of said wing (19). Said carrier bar is fur-
ther associated with upper and lower bolts which in turn
advances into respective upper and lower slots.
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Description
Technical Field of the Invention

[0001] The presentinvention relates to a high security
lock configuration allowing monitoring stations relating
to the position and security of cargo contained in a vehicle
associated with said high security lock. The configuration
puts an end to the use of a lock in a configuration acces-
sible from outside preventing malicious picking interfer-
ences from outside.

Background of the Invention

[0002] Vehicles with moveable assets such as cargo
containers are currently locked on the outside, which
locks may be broken into easily during transit. This ne-
cessitates serious measures in order for ensuring track-
ing and monitoring position and security status of a cargo
in a vehicle in a more automatized manner.

[0003] A high security lock configuration associated
with a vehicle or container can be very useful in terms of
control over the lock’s security and accessibility status.
Therefore, an automated system allowing selective and
location-based authorization of employees or authorized
third parties to lock and unlock containers’ valuable as-
sets ensure that a very detailed preprogrammed location
or personnel-based control is achieved.

[0004] The goods in a container with the high security
lock configuration according to the invention are secured
by an internal locking mechanism being tamper-proof
from outside as it is physically inaccessible from outside
preventing malicious picking interferences.

[0005] A communication module in the present system
may ensure that a cargo or trailer unit may report re-
al-time information in respect of the position and/or se-
curity status of a container and transmit security logs to
ensure whether preset security policies are met. The sys-
tem hardware comprises two way pager/gsm or cellular/
satellite communication modules.

[0006] The presentinvention’s high security lock con-
figuration provides a multi-point locking on the trailer
and/or container wing and use of mechanical keys is elim-
inated and the opening closing control of the door is pro-
vided by an electronic locking system.

Objects of the Invention

[0007] Primary object of the present inventionis to pro-
vide monitoring of stations relating to the position and
security of a cargo contained in a vehicle associated with
a high security lock.

[0008] Anotherobjectof the presentinvention is to pro-
vide selective and location-based authorization of em-
ployees or authorized third parties to lock and unlock a
container’s valuable assets such that a very detailed pre-
programmed location or personnel-based control is
achieved.
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[0009] Anotherobjectof the presentinvention is to pro-
vide a high security lock with an internal locking mecha-
nism being tamper-proof and physically inaccessible
from outside hence preventing malicious picking interfer-
ences. In this way, by putting an end to the use of a key,
opening by forcing the lock mechanism (or picking) is
prevented.

[0010] A further object of the present invention is to
provide a lock configuration that eliminates the use of a
mechanical key.

Summary of the Invention

[0011] The invention relates to a system of a type in
which providing information to predetermined and sub-
sequently designated monitoring stations relating to the
position and security of a cargo contained in a vehicle is
achieved by centrally monitored locks with a central con-
nection realized via GSM network or by means of Internet
such that all of the data can be centrally monitored online.
The system comprises a Global Positioning System
(GPS) receiver, a microcontroller unit, a communication
platform and a software platform.

[0012] The high security lock configuration according
to the present invention configuration comprises an elec-
tronic control circuitry associated with said microcontrol-
ler unit for operating the electronic lock, located at a phys-
ically inaccessible position from outside, and a means of
identification in communication with the control circuitry
and positioned on the door wing. The means of identifi-
cation may be a keypad, a fingerprint reader, an ID card
reader (eg MIFARE card), an ID/IB/TOM key reader or
may be with a remote control.

[0013] The high security lock arrangement according
to the present invention features a multi-point bolt elec-
tronic lock system actuated by an electrical motor in re-
sponse to a signal by said microcontroller unit. Said motor
serves to advance a plurality of bolts in a door wing into
respective slots in a simultaneous manner. Said bolts are
attached to a carrier bar extending perpendicular to the
locking axis along the longitudinal axis of said wing (19).
Said carrier bar is further associated with upper and lower
bolts which in turn advances into respective upper and
lower slots.

Brief Description of the Figures

[0014] Accompanyingdrawings are given solely forthe
purpose of exemplifying an a high security lock configu-
ration whose advantages over prior art were outlined
above and will be explained in detail hereinafter: The
scope of the present invention, which is explained with
reference to the drawings below, cannot be limited to the
disclosure of the drawings that are given solely for the
purpose of exemplifying.

Fig. 1 demonstrates a schematic view of a lock ar-
rangement of a cargo container or trailer according
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to the present invention.

Fig. 2 demonstrates a schematic view of the lock
arrangement of Fig. 1 in an enlarged view.

Fig. 3 demonstrates control units allowing operation
of said high security lock arrangement according to
the present invention.

Fig.4a and 4b respectively demonstrates locked and
unlocked positions of the lock arrangementon awing
to be locked according to the present invention. Fig.
4c demonstrates a perspective view of the wing of
Fig. 4a and 4b.

Detailed Description of the Invention

[0015] The invention relates to a system of a type in
which providing information to predetermined and sub-
sequently designated monitoring stations relating to the
position and security of a cargo contained in a vehicle is
achieved by centrally monitored locks with a central con-
nection realized via GSM network or by means of Internet
such that all of the data can be centrally monitored online.
The system comprises a Global Positioning System
(GPS) receiver, a microcontroller unit, a communication
platform and a software platform.

[0016] The high security lock (11) configuration ac-
cording to the present invention configuration comprises
an electronic control circuitry associated with said micro-
controller unit for activating the electronic lock (11), lo-
cated at a physically inaccessible position from outside,
and a means of identification in communication with the
control circuitry and positioned on the door wing. The
means of identification may be a keypad, a fingerprint
reader, an ID card reader (eg MIFARE card), an
ID/IB/TOM key reader or may be with a remote control.
[0017] It can be provided the high security lock (11)
configuration according to the present invention carries
out the opening and locking procedures with the usage
of password or ID buttons without having to build a con-
nection with the center.

[0018] The configuration, security and the reporting
parameters of the system being used standalone in the
field have the same characteristics as the central con-
nected system. All kind of managements, control and re-
porting could be handled on device through either hand
terminal or certain service points.

[0019] The core software system running on a central
server may be compatible with developed filtering and
reporting, simultaneous management of all of the locks
in the field, monitoring all activities, remote stepping in,
diagnosis and maintenance possibility and possibility of
data exchange with the interface softwares. The client
softwares running on the respective electronic lock ar-
rangements can store data during offline service and
send them back to the center later on.

[0020] It is a routine task to assign different levels of

10

15

20

25

30

35

40

45

50

55

authorization based on time & locking-unlocking (usage)
for each user. This means that a given user’s digital key
is operable on selected vehicle doors for which the user
is authorized. It is also possible to effect locking auto-
matically, that is, on each time when door is closed, self
locking would be made and for reopening either pass-
word entry or ID key usage is requested. Based on the
preset security policies, all the access and exit activities
are monitored online centrally. Itis also possible to assign
users by centrally approved One Time Codes (OTC).
[0021] The vehicle control and locking system embod-
iedinacargo containeraccording to the presentinvention
can be operated by means of a digital key which may be
carried by an individual and used to lock/unlock the cargo
container, which is fitted with a reader device which is
associated with the high security lock arrangement (11)
of the invention. Location-based authorization of a digital
key is preferable as this allows that cargo container is
only opened at a predetermined location (the preset lon-
gitude and latitude). The system also permits that current
location information can be viewed through said commu-
nication module via satellite. Locking and unlocking from
a remote location through communication module may
be necessary for example in cases of emergency where
preset security policies were breached or unexpected
events necessitating involvement of security forces.
[0022] The GPS receiver module which may be one of
a variety known to those skilled in the art typically re-
ceives the position information signal from a satellite sys-
tem and outputs it to said electronic control circuitry as-
sociated with said microcontroller unit. Similarly a com-
munication module receives and transmit information to
remote stations, and sends received information to mi-
crocontroller. Said microcontroller controls a lock driver
motor (13) associated with said high security lock ar-
rangement (11) of the invention.

[0023] Themicrocontrollerinthe system processesthe
information received from GPS module and transmit the
information either periodically or based on events and
also controls the said high security lock arrangement
(11). The most basic information being processed com-
prises, speed, location (current latitude/longitude), dis-
tance, direction and messages if any.

[0024] Accordingly, the present invention allows the
continuous monitoring of an equipped vehicle such as
the cargo container or truck trailer. The system uses a
centralized database to store the input information and
control communication between it, the container and au-
thorized intermediate and end users.

[0025] The opening process in the lock configuration
according to the present invention is realized by means
of an electronic control circuit having a microcontroller.
The electronic control circuitry is placed in a physically
inaccessible manner from outside, to activate said elec-
tronic lock (11). A means of identification that is in com-
munication with said control circuit and is placed on the
door wing function as a user interface. Means of identi-
fication may be a keypad (12), a finger print reader (15),
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an ID card reader (16, e.g. MIFARE card), an ID/IB/TOM
keyreader (17), aremote controlreceiver (14), or a signal
to be transmitted over the Internet.

[0026] The high security lock arrangement (11) ac-
cording to the present invention features a multi-point
bolt (18) electronic lock system actuated by an electrical
motor (13) in response to a signal by said microcontroller
unit. Said motor (13) serves to advance a plurality of bolts
(18) in a door wing (19) into respective slots (20) in a
simultaneous manner. Said bolts (18) are attached to a
carrier bar (23) extending perpendicular to the locking
axis along the longitudinal axis of said wing (19). Said
carrier bar (23) is further associated with upper and lower
bolts (21) which in turn advances into respective upper
and lower slots.

[0027] While Fig. 1 demonstrates said bolts (18) in
non-advanced and non-locked position, in Fig. 2, said
bolts (18) are moved into said slots (20). The locked po-
sition of the multi-point bolt security lock (11) according
to the present invention is maintained as long as said
microcontroller does not actuate said motor (13) toretract
said carrier bar (23) such that said bolts (18) are ad-
vanced in the direction out from said slots (20). In this
case, said upper and lower bolts (21) are also moved
back by means of a transmission mechanism (22) at low-
er and upper sides of said wing (19). Said transmission
mechanism (22) comprises a linear channel (24) inclined
with respect to the longitudinal axis of said carrier bar
(23) and in which a pin fixedly atached to said carrier bar
(23) is movably guided. Movement of said pin in said
channel (24) during movement of said carrier bar (23)
towards said slots (20) typically provides that said upper
and lower bolts (21) also move into respective slots. In
other words, movement of said lateral bolts (18) is con-
verted into a perpendicular movement of said upper and
lower bolts (21) due to said inclined channel (24).
[0028] According to the present invention, said means
of identification, for instance a keypad (12) may be ar-
ranged removably on the wing (19) such thatitis installed
only when it is intended to be used. Said means of iden-
tification may be suitable for establishing a data and pow-
er connection with said electronic lock (11) through an
appropriate connection terminal, which in turn is also un-
seeable from outside when said means of identification
is not installed.

[0029] As is conventionally practised in electronic
locks, an onboard battery is used to provide power back-
up for events when power supplied through an external
power connector is disconnected or otherwise unavaila-
ble. Said means of identification can be connected to
said power connector and can therefore recharge said
onboard battery.

[0030] The high security lock arrangement (11) ac-
cording to the present invention can be remotely operat-
ed to remove authorization of a given user. Further, it is
also possible that a given user is forced to effect opening
of the lock (11) by unauthorized persons, he/she can ef-
fect opening and in the same time informs the central
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server by inputting a special opening code.

Claims

1. An electronic lock (11) for a cargo container or a
truck trailer door wing (19), said lock (11) comprising
at least two bolts (18, 21) being movable in perpen-
dicular directions and actuated by an electrical motor
(13), an electronic control circuitry associated with a
GPS receiver, a microcontroller unit and a commu-
nication module, said microcontroller unit activating
said electronic lock (11) in response to a means of
identification (12, 14, 15, 16 and 17) characterized
in that said electronic lock (11) comprises a carrier
bar (23) extending parallel to the opening axis of said
wing (19) such that said at least two bolts (18, 21)
are fixedly attached to said carrier bar (23).

2. An electronic lock (11) for a cargo container or a
truck trailer door wing (19) as set forth in Claim 1
wherein said electroniclock (11) islocated ataninner
location of said wing (19) physically unseeable from
outside.

3. An electronic lock (11) for a cargo container or a
truck trailer door wing (19) as set forth in Claim 1 or
2 wherein said carrier bar (23) is attached to at least
two bolts (18) movable in the same direction as said
carrier bar (23).

4. An electronic lock (11) for a cargo container or a
truck trailer door wing (19) as set forth in Claim 2 or
3 wherein said carrier bar (23) is attached to at least
two bolts (21) movable in a direction perpendicular
to that of said carrier bar (23).

5. An electronic lock (11) for a cargo container or a
truck trailer door wing (19) as set forth in Claim 1, 3
or 4 wherein said carrier bar (23) is mechanically
fixedly connected to a pin movably guided within a
channel (24) of a transmission mechanism (22), said
channel (24) being linear and inclined with respect
to the longitudinal axis of said carrier bar (23).

6. An electronic lock (11) for a cargo container or a
truck trailer door wing (19) as set forth in Claim 1 or
5 wherein said electronic lock (11) is operated to
effectopening and locking procedures such that said
communication module does not establish a connec-
tion with a remote center.

7. An electronic lock (11) for a cargo container or a
truck trailer door wing (19) as set forth in Claim 1 or
6 wherein said electronic lock (11) stores data during
offline service and synchonizes stored data when
said communication module establishes a connec-
tion with a remote center.
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An electronic lock (11) for a cargo container or a
truck trailer door wing (19) as set forth in Claim 1 or
7 wherein said electroniclock (11) wherein unlocking
of said lock (11) is effected based on location-based
authorization of said identification means.

An electronic lock (11) for a cargo container or a
truck trailer door wing (19) as set forth in Claim 1 or
8 wherein said electronic lock (11) processes speed,
location, distance and direction information.

An electronic lock (11) for a cargo container or a
truck trailer door wing (19) as set forth in Claim 1 or
8 wherein said means of identification is a keypad
(12), a finger print reader (15), an ID card reader
(16), an ID/IB/TOM key reader (17), a remote control
receiver (14), or a signal to be transmitted over the
Internet.

An electronic lock (11) for a cargo container or a
truck trailer door wing (19) as set forth in Claim 10
wherein said means of identification is removably
installed on said wing (19) to establish a data and
power connection with said electronic lock (11) such
that an onboard battery of said electronic lock’s (11)
control circuitry is recharged.
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