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Systems and methods for distributed monitoring of remote sites

Rules are applied to video surveillance data to

detect events. Localization of the events is achieved by

decomposing events into distinct components, each of
which can, in some embodiments, be defined at different
locations and by different users.
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Description

Cross-Reference To Related Applications

[0001] The present application claims priority to and
the benefit of U.S.S.N. 11/446,523, and U.S.S.N.
11/446,570, both filed on June 2, 2006, the disclosures
of which are incorporated herein by reference in thier
entirely.

Technical Field

[0002] Thisinvention relates to computer-based meth-
ods and systems for monitoring activities, and more spe-
cifically to a computer-aided surveillance system capable
of detecting events occurring at multiple sites.

Background Information

[0003] The current heightened sense of security and
declining cost of monitoring equipment have resulted in
increased use of surveillance systems using technolo-
gies such as closed-circuit television (CCTV). Such sys-
tems have the potential to reduce crime, prevent acci-
dents, and generally increase security in a wide variety
of environments. Video surveillance systems typically in-
clude a series of cameras placed in various locations
about an area of interest (e.g., a warehouse, a retail es-
tablishment, an office building, an airport, for example).
The cameras transmit video feeds back to a central view-
ing stations (or Multiple stations), typically manned by a
security officer. The various surveillance feeds are dis-
played on a series of screens, which are monitored for
suspicious activities.

[0004] In addition to using CCTV systems at individual
locations, there is great interest in using video surveil-
lance and analysis systems to collect data about the be-
havior of people across multiple locations. For example,
a national retail store chain might be interested in the
behavior of shoppers in its various stores. While data
collected from a single site is useful, the full value of the
data is only realized when comparing data from different
sites, such as providing insights into how to optimally
deploy resources across multiple locations at or within a
site to achieve specific goals.

[0005] In order to be useful, however, the data from
one location should be comparable to data collected at
other similar locations. That is, the same events (e.g.,
"person paused in front of display") should have a con-
sistent meaning at each location. However, because of
non-standard floor-plans, variable camera configura-
tions, and other site differences, the occurrence of an
event can appear quite different (from the point-of-view
of a surveillance system) at each location. Such differ-
ences make it difficult for a single person (e.g., a chief
security officer or corporate marketing analyst) to specify
an event at the level of detail needed in order to reliably
detect the event at multiple disparate locations.
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[0006] One approach to dealing with the problem of
non-uniform locations is to have a global operator interact
with asurveillance system at each individual site to define
events of interest. While this approach has the advantage
that events can be centrally controlled and managed,
time and resource constraints prohibit the scalability
across many sites. Another approach requires that sim-
ilar locations across all sites be identical, both in
floor-plan and sensor placement. Although this approach
allows a global operator to centrally define events of in-
terest and replicate the events across all locations, re-
quiring all locations to be identical is not practical. A third
approach places the responsibility of event definition in
the hands of local site operators, but such an approach
relinquishes any element of centralized control and sig-
nificantly reduces data consistency across sites.

[0007] Unfortunately, none of these approaches is suf-
ficient. What is needed, therefore, is a technique for cen-
trally defining and managing events at a global level while
allowing variability among location layouts and camera
configurations.

Summary

[0008] In accordance with the invention, rules are ap-
plied to surveillance data (e.g., video surveillance data,
point-of-sale ("POS") data, radio frequency identification
("RFID") data, electronic article surveillance ("EAS") da-
ta, personnel identification data such as proximity card
data and/or biometrics, etc.) to detect the occurrence (or
non-occurrence) of an event. To facilitate both central-
ized control and localization simultaneously, event defi-
nition is separated into multiple components, with certain
components being defined globally, and other compo-
nents defined locally. The global components of an event
can describe, for example, the aspects of the event that
are identical (or nearly identical) across all (or some large
set) of locations. The local components describe aspects
of the event that can be customized for each location.
[0009] Forexample,usingthe systems and techniques
described below, a central security authority can create
an event definition "template" that includes global, con-
crete information about some event of interest (e.g., theft,
vandalism, purchase, etc.) as well as "placeholders" for
localized event information to be completed by operators
at remote sites, who typically will have greater knowledge
about product placement, camera placement,
floor-plans, etc. The template is provided to the sites and
implemented as part of the site’s surveillance system.
The local system operator completes the template, and
an acknowledgment is sent to the central authority indi-
cating that the event has been fully defined and being
used for ongoing surveillance.

[0010] Accordingly, in a first aspect, the invention pro-
vides a method for facilitating monitoring multiple dispa-
rate sites that includes providing a set of rules describing
events of interest. The rules have multiple components,
some of which are site-specific components, whereas
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other components are site-independent. The site-inde-
pendent components are defined globally and the rules
are then distribute at the multiple sites, thereby facilitating
the definition of the site-specific components and the
monitoring of the site using the rules.

[0011] The site-specific components can specify loca-
tions about the sites, floor-plan data, sensoridentification
data (e.g., camera IDs, RFID sensor IDs, POS sensor
IDs, and/or EAS sensor IDs), or any combination thereof.
The site independent components can specify actions
occurring at the sites, objects placed about the sites
and/or people interacting with objects about the site.
[0012] In some embodiments, alerts indicating the oc-
currence of events at the sites are received from the sites.
The alerts can be aggregated to facilitate, for example,
statistical analysis of the alerts such as determining an
average number of alerts received from certain sites dur-
ing a predefined time period. Specific analysis can, for
example, determine if the site-specific components of the
rules are suboptimal and/or if inconsistently applied
across the sites. In some cases, changes to the site-
specific components suggest by the analysis can be dis-
tributed to the sites at which inconsistencies are ob-
served. Secondary alerts can also be generated (either
centrally or remotely) and transmitted to a remote site,
which can be a site from which one or more of the initial
alerts was generated, or a different site. In some instanc-
es, the different site can be identified based on aninferred
relationship among the events and/or sites from which
the alerts were received. The site-specific components
can also be sentto a central authority for approval and/or
publication.

[0013] Inaddition to (orinstead of) receiving alerts, sur-
veillance data can be received from the different sites.
In such cases, the rules are applied against the surveil-
lance data in order to detect the occurrence (or non-oc-
currence) of events of interest, thus generating alerts that
can be aggregated and/or analyzed as described above.
[0014] In another aspect, the invention provides a sys-
tem for monitoring multiple disparate sites including a
rule-definition module and a transmission module. The
rule-definition module facilitates the creation of rules that
describe various events that may (or may not) occur at
the sites. The rules include both site-specific components
(e.g., floor-plan data, locations, camera position informa-
tion, etc.) and site-independent components (such as ac-
tions occurring at the site, objects at the site, and people
interacting with objects at the monitored site, for exam-
ple). The transmission module transmits the rules to the
monitored sites, where the environment-specific loca-
tional components can be defined.

[0015] In some embodiments, a web server can be
used to provide remotely located clients, each associated
with (and usually located at) a particular site, with access
to the rule-definition module. In some cases the web serv-
er governs access granted to the remote clients, restrict-
ing them, for example, such that they can only modify
site-specific components or access a subset of the com-
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ponents. The transmission module can also receive data
(e.g., from the monitored environments) such as alerts
that indicate the occurrence of an event at a location as
well as sensor data such as video, RFID data, EAS data
and POS data. The system can also, in some embodi-
ments, include an analysis module for determining the
accuracy and consistency of the environment-specific
components by, for example, aggregating the received
data for statistical analysis, comparing the number of
alerts received from the monitored locations, and identi-
fying inconsistencies within the received alerts and/or
surveillance data. Based on the identified inconsisten-
cies, modifications can be made to the rules (using, for
example, the rule-definition module), and in some cases
redistributed to the remote sites via the transmission
module. The system can alsoinclude a data storage mod-
ule for storing video surveillance data, the rules, the re-
sults of analyses performed by the analysis module, as
well as other application-specific data.

[0016] In another aspect, the invention provides a
method for monitoring sites that includes providing a ca-
nonical site layout that specifies an element or elements
that are common to some number of the sites. Events
are assigned to the elements without regard to the actual
layout of the sites, resulting in an annotated canonical
site layout. The annotated layout is then transmitted to a
user who is familiar with the site to which the layout was
sent, and the user can then modify the canonical site
layout (using, for example, a downloadable applet such
as an AJAX applet) such that it is consistent with the
actual site layout, and can be used to monitor the site.
[0017] The elements can specify locations about the
sites such floor plan data. The events assigned to the
canonical floor plan can be site-specific (e.g., sensor
identification data such as camera IDs, RFID sensor IDs,
POS sensor IDs, and/or EAS sensor IDs) and/or site in-
dependent, such as a location (exit, aisle way, etc.) or
an interaction between a person and an element (e.g., a
customer stopping at a product display).

[0018] In some embodiments, the modified layout can
be used within a surveillance system (at one or more of
the sites, for example) as a basis for generating alerts
based on the occurrence of the events. The alerts can
be analyzed to determine, for example, the accuracy of
the events and/or floor plan.

[0019] Inanother aspect, the invention provides a sys-
tem for monitoring sites including a user interface and a
modification module. The user interface includes a ca-
nonical site layout pane in which site-independent ele-
ments are associated with the canonical site layout, and
a pane in which an actual, site-specific layout is present-
ed to the user. The modification module facilitates the
association of site-independent elements with site-spe-
cific elements of the actual site layout.

[0020] Insome embodiments, the modification module
comprises an asynchronous java script applet. The sys-
tem can also include a web server for providing the applet
tousers and for processing datarequests from the applet,
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using, for example, XML. A data storage module can also
be used to fulfill data requests made by modification mod-
ule and submitted via the web server.

Brief Description of the Drawings

[0021] In the drawings, like reference characters gen-
erally refer to the same parts throughout the different
views. Also, the drawings are not necessarily to scale,
emphasis instead generally being placed upon illustrat-
ing the principles of the invention.

[0022] FIG. 1is a block diagram of a surveillance sys-
tem incorporating data from multiple sensor networks ac-
cording to one embodiment of the invention.

[0023] FIG. 2 is a block diagram of an embodiment of
a surveillance system having both centralized and re-
mote processing capabilities according to one embodi-
ment of the invention.

[0024] FIG. 3 is an illustration of various components
used to define events within a surveillance system ac-
cording to one embodiment of the invention.

[0025] FIG. 4 is a flow chart depicting a method for
implementing a surveillance system according to one
embodiment of the invention,

[0026] FIG. 5is a flow chart depicting additional steps
of a method for implementing a surveillance system ac-
cording to one embodiment of the invention.

[0027] FIG. 6 is a flow chart depicting additional steps
of a method for implementing a surveillance system ac-
cording to one embodiment of the invention.

[0028] FIG. 7 is a screen capture of a user interface
for implementing a surveillance system according to one
embodiment of the invention.

[0029] FIG. 8is a representation of a user interface for
defining floor-plan templates for a surveillance system
according to one embodiment of the invention.

[0030] FIG. 9 is a screen capture of a user interface
for defining location components of an event within a sur-
veillance system according to one embodiment of the
invention.

[0031] FIG. 10 is a screen capture of a user interface
for defining events within a surveillance system accord-
ing to one embodiment of the invention.

[0032] FIG. 11 is a screen capture of a user interface
for modifying events within a surveillance system accord-
ing to one embodiment of the invention.

[0033] FIG. 12is representation of a user interface for
attributing site-specific components to events within a
surveillance system according to one embodiment of the
invention.

[0034] FIG. 13 is representation of a user interface for
customizing a site-specific floor-plan using a floor-plan
template within a surveillance system according to one
embodiment of the invention.

Detailed Description

[0035] Although described herein with reference to
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tracking patrons and products within retail establish-
ments, and as useful when implemented with regard to
detecting theft and measuring various merchandising
and operational aspects of stores, the systems and tech-
niques described below are equally applicable to any en-
vironment being monitored, such as airports, casinos,
schools, amusement parks, entertainment venues, and
office buildings for a wide range of purposes.

[0036] FIG. 1 illustrates an integrated video surveil-
lance and sensor network system 100 in accordance with
various embodiments of the invention. The system 100
captures surveillance data from any number of monitor-
ing devices within one or more monitored sites, the data
thus being available for analysis and/or processing local-
ly (at each monitoring device, at a local processor or
both), at a single centralized location and/or at any
number of intermediate data processing locations. In
some embodiments, the processing and analysis tech-
niques described below can be allocated among remote,
intermediate and centralized sites according to band-
width, processing capacities, and other parameters. Data
from the monitoring devices can be processed according
to one or more rules in order to detect the occurrence (or
in some cases non-occurrence) of an event or events at
the monitored sites. The system broadly includes an in-
telligent video surveillance system 105 and optionally
one or more external sensor networks 110. The intelligent
video surveillance system 105 includes a video process-
ing module 115 and an alert/search processing module
120. The video processing module 115 analyzes video
streams, producing compressed video and video meta-
data as outputs. In some embodiments, the alert/search
processing module 120 includes a tracking module 130,
an alert module 135 and a transmission module 140 and
scans video metadata for patterns that match a set of
predefined rules, producing alerts (or search results, in
the case of prerecorded metadata) when pattern match-
es are found which can then be transmitted to one or
more output devices 145 (described in greater detail be-
low). Examples of metadata used by the alert module
when processing the rules include object IDs, object type
(e.g., person, product, etc.) date/time stamps, current
camera location, previous camera locations, directional
data, product cost, product shrinkage, as well as others.
[0037] Oneexampleofanintelligentvideo surveillance
system 105 is described in commonly-owned, co-pend-
ing U.S. Patent Application Serial No. 10/706,850, "Meth-
od And System For Tracking And Behavioral Monitoring
Of Multiple Objects Moving Through Multiple Fields-Of-
View," the entire disclosure of which is included by ref-
erence herein. In certain implementations, the alert/
search processing module 120 is augmented with addi-
tional inputs for receiving data from external sensor net-
works 110 using various forms of tracking and data cap-
ture, such as point-of-sale ("POS") systems, radio fre-
quency identification ("RFID") systems, and/or electronic
article surveillance ("EAS") systems, as described in
commonly-owned, co-pending U.S. Patent Application
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Serial No. 11/443,500, "Object Tracking and Alerts," filed
on May 30, 2006, the entire disclosure of which is includ-
ed by reference herein.

[0038] The video surveillance system 105 includes
multiple input sensors 125 that capture data depicting
the interaction of people and things in a monitored envi-
ronment The sensors 125 can include both cameras
(e.g., optical sensors, infrared detectors, still cameras,
analog video cameras, digital video cameras, or any de-
vice that can generate image data of sufficient quality to
support the methods described below) and non-video
based sensors (e.g., RFID base stations, POS scanners
and inventory control systems). The sensors can also
include smoke, fire and carbon monoxide detectors, door
and window access detectors, glass break detectors, mo-
tion detectors, audio detectors, infrared detectors, com-
puter network monitors, voice identification devices, vid-
eo cameras, still cameras, microphones and/or finger-
print, facial, retinal, or other biometric identification de-
vices. In some instances, the sensors can include con-
ventional panic buttons, global positioning satellite (GPS)
locators, other geographic locators, medical indicators,
and vehicle information systems. The sensors can also
be integrated with other existing information systems,
such as inventory control systems, accounting systems,
or the like.

[0039] Ininstances in which additional external sensor
networks 110 are implemented in conjunction with the
video surveillance system 105, external sensor networks
110 collectand route signals representing the sensor out-
puts to the alert/search processing module 120 of the
video surveillance system 105 via one or more standard
data transmission techniques. The signals can be trans-
mitted over a LAN and/or a WAN (e.g., T1, T3, 56kb, X.
25), broadband connections (ISDN, Frame Relay, ATM),
wireless links (802.11, Bluetooth, etc.), and so on. In
some embodiments, the video signals may be encrypted
using, for example, trusted key-pair encryption. Different
sensor systems may transmit information using different
communication pathways such as Ethernet or wireless
networks, direct serial or parallel connections, USB,
firewire, Bluetooth, or proprietary interfaces. The system
100 can be configured as a "star-shaped network" in
which each sensor 125 is individually connected to the
alert/search module 120, or in some cases, the sensor
network 110 may have a more generic topology including
switches, routers, and other components commonly
found in computer networks. In some embodiments, the
sensors 125 are capable of two-way communication, and
thus can receive signals (to power up, sound an alert,
move, change settings, etc.) from the video surveillance
system 105.

[0040] Insomeembodiments,the system 100 includes
a video storage module 150 and a rules/metadata stor-
age module 155. The video storage module 150 stores
video captured from the video surveillance system 105.
The video storage module 150 caninclude VCRs, DVRs,
RAID arrays, USB hard drives, optical disk recorders,
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flash storage devices, image analysis devices, general
purpose computers, video enhancement devices, de-in-
terlacers, scalers, and/or other video or data processing
and storage elements for storing and/or processing vid-
eo. The video signals can be captured and stored in var-
ious analog and/or digital formats, including, as examples
only, Nation Television System Committee (NTSC),
Phase Alternating Line (PAL), and Sequential Color with
Memory (SECAM), uncompressed digital signals using
DVIor HDMI connections, and/or compressed digital sig-
nals based on a common codec format (e.g., MPEG,
MPEG2, MPEG4, or H.264).

[0041] The rules/metadata storage module 150 stores
metadata captured from the video surveillance system
105 and the external sensor networks 110 as well as
rules against which the metadata is compared to deter-
mine if alerts should be triggered. The rules/metadata
storage module 155 can be implemented on a server
class computer that includes application instructions for
storing and providing alert rules to the alert/search
processing module 120. Examples of database applica-
tions that can be used to implement the video storage
module 150 and/or the rules/metadata storage module
155 the storage include MySQL Database Server by
MySQL AB of Uppsala, Sweden, the PostgreSQL Data-
base Server by the PostgreSQL Global Development
Group of Berkeley, CA, or the ORACLE Database Server
offered by ORACLE Corp. of Redwood Shores, CA. In
some embodiments, the video storage module 150 and
the rules/metadata storage module 155 can be imple-
mented on one server using, for example, multiple par-
titions and/orinstances such that the desired system per-
formance is obtained.

[0042] A variety of external sensor networks 110 can
provide data to the system 100. For example, POS net-
works involve of a number of stations (e.g., cash regis-
ters, scanners, etc.) connected to a network and when
activated, sensors in the stations transmit a customer’s
transaction information (product, price, customer ID, etc.)
as well as the status of the cash drawer (e.g., open or
closed) to the network. Similarly, EAS networks typically
include a number of pedestals situated near the exits of
a retail store that sense the presence of activated EAS
tags placed on high-value (orin some cases all) products.
When the presence of a tag is detected, the pedestal
transmits information over the network to a central loca-
tion. Many commercial buildings also employ security
systems that sense the opening and closing of doors and
use "card-swipe" systems that require employees to
swipe or present identification cards when entering or
leaving the facility. In accordance with the present inven-
tion, some or all of these sensor-based monitoring sys-
tems 110 are integrated with the video surveillance sys-
tem 105 to enhance its capabilities and accuracy. Of
course, the above list of sensor types is not exhaustive,
and merely provides examples of the types of sensor
networks 110 that can be accommodated.

[0043] Inonenon-limitingexample,the sensor network
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110 includes an RFID subsystem that itself includes
transmitters (also referred to as "base stations" or "sta-
tions") that interact with transponders placed on objects
being tracked by the surveillance system 100. The sta-
tions intermittently (every nth millisecond, for example,
where n is a selected integer) transmit RF energy within
some effective radius of the station. When a transponder
enters this effective radius, the RF energy "wakes up"
the transponder, which then interacts therewith to impart
an identification signal to the station. The signal typically
includes various information about the object to which
the transponder is attached, such as a SKU code, a
source code, a quantity code, etc. This data is augmented
with information from the transmitter (e.g., a transmitter
ID and date/timestamp), and can be saved as a unique
record. By placing multiple transmitters about an area
(throughout a store or warehouse, for example), the RFID
subsystem can be used to determine the location and
path of an object carrying the RFID tag using the coor-
dinates of the transmitters and the times they interacted
with the transponder.

[0044] Insomeembodiments, the alerts created by the
alert/search processing module 120 can be transmitted
to output devices 145 such as smart or dumb terminals,
network computers, wireless devices (e.g., hand-held
PDAs), wireless telephones, information appliances,
workstations, minicomputers, mainframe computers, or
other computing devices that can be operated as a gen-
eral purpose computer, or a special purpose hardware
device used solely for serving as an output devices 145
in the system 100. In one example, security officers are
provided wireless output devices 145 with text, messag-
ing, and video capabilities as they patrol a monitored en-
vironment. As alerts are generated, messages are trans-
mitted to the output devices 145, directing the officers to
a particular location. In some embodiments, video can
be included in the messages, providing the patrol officers
with visual confirmation of the person or object of interest.
[0045] In some embodiments, the output devices 145
can also include geographic information services (GIS)
data. In such implementations, maps and/or floor-plans
(either actual photographs or graphical repreesntations
thereof) are combined with iconic and textual information
describing the environment and objects within the envi-
ronment. For example, security personnel working at a
large retail store can be provided with wireless, hand-
held devices (such as the SAMSUNG SCH i730 wireless
telephone) which are capable of rendering still and/or
video graphics that include a floor-plan and/or parking
areas near the store. Using GPS coordinates obtained
via similar devices (or, in some cases, RFID base stations
located throughout the store), the locations of various
displays, personnel, vendors, or groups can be deter-
mined and displayed as a map of the store. In this way,
features common to all sites but possibly situated in dif-
ferent locations can be mapped with respect to each site.
[0046] Asthe system 100 analyzes movements of cus-
tomers and other objects, the alert/search processing
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module 120 uses metadata received from the video sur-
veillance system 115 and the external sensor networks
110 to determine if one or more rules are met, and if so,
generates alerts, As one example, an object ID associ-
ated with a customer and a product ID associated with a
product of interest can be linked using manual associa-
tion and/or automatic techniques (based, for example,
on repeated detection of the two objects in close prox-
imity). If the product and the customer are determined to
be co-located (either repeatedly, continuously, or at
some defined interval), an alert can be generated indi-
cating the customer has placed the product in her shop-
ping cart. A subsequent indication that the product was
sensed at an RFID station at the exit of the store, and
the absense of an indication that the product was
scanned at a POS station, may indicate a shoplifting
event. The alert can then transmitted to the security per-
sonnel, who, using the GIS-enabled devices, can see the
location of the product and the customer on the store
floor-plan.

[0047] In some embodiments, additional data can be
added to the display, such as coloring to represent crowd
density or a preferred path, to further facilitate quick
movement of security personnel to a particular locations.
Color enhancements can also be added to indicate the
speed at which an object is moving, or the degree of
threat the object poses to the monitored environment. In
some cases, updates can be transmitted to the display
to provide a real-time (or near-real-time) representation
of the events and objects being monitored.

[0048] FIG. 2 illustrates an exemplary implementation
200 of the invention in which multiple video surveillance
and sensor network systems 100 are deployed in a dis-
tributed fashion to facilitate monitoring multiple sites. As
illustrated, the distributed video surveillance and sensor
network system 100 includes at least one centralized site
205, and at multiple remote sites 210, 210°, 210" (gen-
erally, 210) that communicate over a network 215. As
shown, the system includes three remote sites, but this
is only for exemplary purposes, and infact there can be
any number of sites 210. Each remote site can include
one or more components 220, 220’, 220" (generally, 220)
of the video surveillance and sensor network system 100
such as local client software 225 and/or one or more sen-
sor networks 230 for monitoring the remote site. In some
implementations, a complete implementation of the in-
telligent video surveillance system 105 can reside ateach
(or some) of the remote sites 210. For example, certain
remote sites (e.g., warehouses, stores located in large
metropolitan areas, etc.) may be large enough to warrant
a complete implementation of the system, whereas im-
plementations at other, typically smaller sites may be lim-
ited to the sensor devices which transmit captured data
to the central site 205. In some implementations, multiple
remote sites 210 provide video and/or sensor network
data to some number (typically greater than one, and
less than the number of remote sites) of intermediate
sites for processing, analysis and/or storage.
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[0049] The local client software 225 can facilitate re-
mote connections to a server at the central site 205. In
such embodiments, the local client software 225 can in-
clude a web browser, client software, or both. The web
browser allows users at a remote site 210 to request web
pages or other downloadable programs, applets, or doc-
uments (e.g., from the central site 205 and/or other re-
mote sites 210) with a web-page request. One example
of a web page is a data file that includes computer-exe-
cutable or interpretable information, graphics, sound,
text, and/or video, that can be displayed, executed,
played, processed, streamed, and/or stored and that can
contain links, or pointers, to other web pages. In one em-
bodiment, a user of the local client software 225 manually
requests a web page from the central site 205. Alterna-
tively, the local client software 225 can automatically
make requests with the web browser. Examples of com-
mercially available web browser software include INTER-
NET EXPLORER, offered by Microsoft Corporation,
NETSCAPE NAVIGATOR, offered by AOL/Time Warn-
er, or FIREFOX offered the Mozilla Foundation.

[0050] The local client software 225 can also include
one or more applications that allow a user to manage
components of the sensor network 230 and/or the rules
relating to the monitoring of that particular site 210. The
applications may be implemented in various forms, for
example, in the form of a Java applet that is downloaded
to the client and runs in conjunction with a web browser,
or the application may be in the form of a standalone
application, implemented in a multi-platform language
such as Java, visual basic, or C, or in native processor-
executable code. In one embodiment, if executing on a
client at a remote site 210, the application opens a net-
work connection to a server at the central site 205 over
the communications network 215 and communicates via
that connection to the server. In one particular example,
the application may be implemented as an information
screen within a separate application using, for example,
asynchronous JavaScript and XML ("AJAX") such that
many of the user-initiated actions are processed at the
remote site. In such cases, data may be exchanged with
the central site 205 behind the scenes and any web pages
being viewed by users at the remote sites need not be
reloaded each time a change is made, thus increasing
the interactivity, speed, and usability of the application.
[0051] For example, the remote sites 210 can imple-
mentthe local software 225 on a personal computer (e.g.,
a PC with an INTEL processor or an APPLE MACIN-
TOSH) capable of running such operating systems as
the MICROSOFT WINDOWS family of operating sys-
tems from Microsoft Corporation of Redmond, Washing-
ton, the MACINTOSH operating system from Apple Com-
puter of Cupertino, California, and various varieties of
Unix, such as SUN SOLARIS from SUN MICROSYS-
TEMS of Santa Clara, California, and GNU/Linux from
RED HAT, INC. of Durham, North Carolina (and others).
The local software 225 can also be implemented on such
hardware as a smart or dumb terminal, network compu-
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ter, wireless device, wireless telephone, information ap-
pliance, workstation, minicomputer, mainframe compu-
ter, or other computing device that is operated as a gen-
eral purpose computer or a special purpose hardware
device used solely for serving as a client in the surveil-
lance system.

[0052] The central site 205 interacts with the systems
at each of the remote sites 210. In one embodiment, por-
tions of the video surveillance and sensor network sys-
tem 100 such as the intelligent video surveillance system
105 are implemented on a server 240 at the central site
205, In such instances, the server 240 is preferably im-
plemented on one or more server-class computers that
have sufficient memory, data storage, and processing
power and that run a server class operating system (e.g.,
SUN Solaris, GNU/Linux, and the MICROSOFT WIN-
DOWS family of operating systems). System hardware
and software other than that described herein may also
be used, depending on the capacity of the device and
the number of sites and the volume of data being received
and analyzed. For example, the server 240 may be or
may be part of a logical group of one or more servers
such as a server farm or server network. As another ex-
ample, there can be multiple servers that may be asso-
ciated or connected with each other, or multiple servers
can operate independently, but with shared data. In a
further embodiment and as is typical in large-scale sys-
tems, application software can be implemented in com-
ponents, with different components running on different
server computers, on the same server, or some combi-
nation. In some embodiments, the server 240 may be
implemented at and operated by a service bureau or host-
ing service on behalf of different, sometimes unrelated
entities who wish to outsource such services.

[0053] The communications network 215 connects the
remote implementations with the server 240 using a
transmission module 245 at the central site 205. Non-
limiting examples of applications capable of performing
the functions of the transmission module include the
APACHE Web Server and the WINDOWS INTERNET
INFORMATION SERVER. The communication may take
place via any media and protocols such as those de-
scribed above with respect to FIG. 1. Preferably, the net-
work 215 can carry TCP/IP protocol communications,
and HTTP/HTTPS requests made by the local software
and/or the server and the connection between the local
software 225 and the server 240 can be communicated
over such TCP/IP networks. The type of network is not
a limitation, however, and any suitable network may be
used. Non-limiting examples of networks that can serve
as or be part of the communications network 215 include
a wireless or wired Ethernet-based intranet, a local or
wide-area network (LAN or WAN), and/or the global com-
munications network known as the Internet, which may
accommodate many different communications media
and protocols.

[0054] In embodiments in which some or all of the
processing and analysis is performed at the central site
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205, the server 240 can also include various application
modules for the definition, storage and analysis of data
and rules relating to the monitoring of the remote sites
210. For example, a definition module 250 facilitates the
definition of rules relating to events of interest that may
occur at the remote sites and floor-plans for attributing
the rules to sites (either in general or at specific sites),
as described in greater detail below.

[0055] The server 240 can also include a central stor-
age module 255, such as adatabase system which stores
data received from the remote sites 205, rules related to
the events of interest, user permissions, industry data,
and the like in one or more databases. The database
typically provides data to other modules residing on the
server 240 and the local software 225 at the remote sites
205. For instance, the database can provide information
to an analysis module 260 that compares video data with
defined rules to determine if a particular event has oc-
curred. In some embodiments, the analysis module re-
views historical data, attempting to identity peculiarities
within the data, such as high instances of a particular
event at certain sites as compared to other sites. The
central storage module 255 may also contain separate
databases for video, non-video sensor data, rule com-
ponents, historical analysis, user permissions, etc. Ex-
amples of database servers that can be configured to
perform these and other similar functions include those
described with respect to the storage module of FIG. 1.
[0056] The server240 can also act as a mass memory
device for storing application instructions and data for
communicating with the remote sites 210 and for
processing the surveillance data. More specifically, the
server 240 can be configured to store an event-detection
and surveillance application in accordance with the
present invention for obtaining surveillance data from a
variety of devices at the remote sites 210 and for manip-
ulating the data at the central site 205. The event-detec-
tion and surveillance application comprises computer-
executable instructions which, when executed by the
server 240 and/or the local software 225 obtains, ana-
lyzes and transmits surveillance data as will be explained
below in greater detail. The event detection and surveil-
lance application can be stored on any computer-read-
able medium and loaded into the memory of the server
240 using a drive mechanism associated with the com-
puter-readable medium, such as a floppy, CD-ROM,
DVD-ROM drive, or network drive.

[0057] In manyimplementations, the remote sites 210
can be homogeneous infunction and/ordesign; however,
in many instances one or more of the sites 210 will differ
from the others. For example, a department-store chain
may implement a system in accordance with the present
invention across some or all of its warehouses, distribu-
tion centers and retail stores, such that the floor-plans,
activities and operational schedules for the various sites
are different In some instances, certain sites may be quite
similar (e.g., similarly designed storefronts) but may ben-
efit from different surveillance strategies due to environ-
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mental differences such as the neighborhood in which
the stores are located and/or promotional events that are
unique to a particular store. In such instances, itis difficult
to define a global ruleset describing the various aspects
of events of interest at each location without having a
significant impact on accuracy or overburdening staff at
each site.

[0058] FIG. 3 illustrates a multi-component event con-
struct that balances the need for centralized rule defini-
tion and scalable implementation with the desirability of
localized input and customization at the remote sites,
Generally, the construct of the present invention com-
bines multiple components, some of which are global in
nature - i.e., characteristics not specific to any particular
site with components that are site-specific - to form
events 305. The occurrence (or non-occurrence) of
events 305 can then be detected based on the detection
of each component as defined in the event. For example,
one component of an event can be a location 310 such
as a point-of-sale counter, an exit, a hallway, doorway or
other physically-identifiable place. Components of
events 305 can also include objects 315, such as a par-
ticular items in a retail store, and actions 320 such as the
selection and/or purchase of the object 315 or movement
of a person about the site.

[0059] The events can be implemented as rules that
are used to test for the occurrence or non-occurrence of
the events at one or more sites. One possible form for
the rules uses Boolean logic. Using a fraudulent employ-
ee return event as an example, a rule can be expressed
as "if (RETURN PROCESSED on POS #XXX) and (not
(OBJECT #YYY PRESENT in camera view #277))) then
ALERT." Here "XXX" refers to a unique ID number as-
signed to each POS station, "YYY" refers to a specific
product, and"ZZZ" refers to a unique ID number assigned
to a camera that has a field-of-view corresponding to the
POS station. The definition of the rule, and hence the
association of the POS station ID with the region ID, can
be formulate manually by a user of the system at the site
who has knowledge about the particular POS station and
the camera locations, whereas the product information
may be defined globally by a user who lacks site-specific
knowledge, but knows that that particular item is often
stolen or fraudulently returned.

[0060] In general, an alert rule combines events and
components of the events together using Boolean logic
(for example, AND, OR, and NOT operators) that can be
detected on a given sensor network. For example, POS
events can include "RETURN PROCESSED," "CASH
DRAWEROPEN,""ITEM ZZZPURCHASED," etc. Video
system events can include "OBJECT PRESENT," "OB-
JECT MOVING," "NUM OBJECTS > N," etc. Security
system events can include "CARD #123456 SWIPED,"
"DOOR OPEN," "MOTION DETECTED," etc.

[0061] The events can be combined together with
Boolean logic to generate alert expressions, which can
be arbitrarily complex, A rule may consist of one or more
alert expressions. If the entire expression evaluates to



15 EP 2 581 888 A1 16

"true," then an alert is generated. For example, consider
an alert to detect if two people leave a store when an
electronic article surveillance (BAS) event is detected.
The event components are "TAG DETECTED" and
"NUM OBJECTS > 2." If botch are true, then the event
has occurred and the alert fires. The compound expres-
sionis thus "(TAG DETECTED on EAS # 123) and (NUM
OBJECTS > 2 in region #456)." As before, unique ID
numbers are used to relate the particular EAS pedestal
to a region of interest on the appropriate camera.
[0062] As another example, an alert can be triggered
based on detecting two people entering a restricted ac-
cess door using one credential (commonly referred to as
"piggybacking"). The alertrule is similar to the above EAS
alert rule: "if (DOOR OPENED on DOOR #834) and
(NUMOBJECTS >2inregion#532)) then ALERT." Other
alerts can be based on movements of objects such as
hazardous materials, automobiles and merchandise that
determine if the object is moving into a restricted area,
is moving too quickly, or moving at a time when no activity
should be detected.

[0063] Similar to detecting employee return fraud, it is
often useful to know when the cash drawer of a POS
station is opened and a customer is not present. Such
eventis often indicative of employee theft. As an example
of a more complex rule, detection of this event can be
combined with the employee return fraud rule so that
both cases can be detected with one rule: "if ((RETURN
PROCESSED on pos #XXX) or (CASH DRAWER
OPENED on pos #XXX)) and (not (OBJECT PRESENT
in region #YYY))) then ALERT."

[0064] Together, each component provides a piece of
the event, such as an item being selected by a customer
and brought to a cash register. Although such an event
can be defined in the abstract i.e., without reference to
any particular register, the monitoring device 325 being
used to oversee the register, or the operational area 330
of the device (e.g., a field-of-view of a camera or opera-
tional radius of an RFID sensor) - the event is not com-
pletely accurate until such information is added to the
event. Therefore, the ability to distribute the definition of
individual event components to personnel uniquely fa-
miliar with the physical attributes of individual sites allows
the general purpose of the events to remain consistent
among the sites while permitting the necessary custom-
ization of the events to account for different physical char-
acteristics of the sites.

[0065] In many cases, each of the remote sites will
share certain characteristics (e.g., they all have aisle
ways, doors, dressing rooms, displays, etc.) but the spe-
cific configuration characteristics will differ. As an exam-
ple, a convenience store chain may have a self-serve
food area, refrigerated cases, and restrooms in each
store, but because of the different floor-plans, the phys-
ical relationship among these areas will differ. More spe-
cifically, the refrigerated case in one store may be along
a back wall and the check-out counter located along the
same wall as the exit, whereas in another store the re-

10

15

20

25

30

35

40

45

50

55

frigerated case is in an aisle in the middle of the store
and the check-out counter is opposite from the exit.
[0066] To further ease the implementation of the de-
fined events as they relate to a particular store, a generic
site template (or series of templates) can be defined that
represents a "canonical form" of the site floor-plans from
each remote site. For example, the canonical floor-plan
may define any number of generic attributes and physical
characteristics of a site (e.g., walls, exits, aisles, rooms,
etc.) that are common, among the sites, and in some
cases associate events with one or more elements of the
floor-plan, as described in further detail below. In some
embodiments, the canonical floor-plan can include a
combination of generic characteristics and site-specific
elements if, for example, the user has some knowledge
of a particular set of site layouts.

[0067] FIGS. 4-6 illustrate various embodiments of a
technique for implementing a rule-based surveillance
system across multiple disparate sites. The process can
be generally divided into three distinct phases: a defini-
tion phase (generally illustrated in FIG. 4), during which
global attributes of events are defined and a generic site
floor-plan can be developed at the central site; a custom-
ization and monitoring phase (generally illustrated in FIG.
5), during which the events and/or floor-plans can be tai-
lored to the individual sites and used to monitor the ac-
tivities at the sites; and an alert and analysis phase (gen-
erally illustrated in FIG. 6), during which alerts and sensor
data are received at the central site and analyzed to iden-
tify trends and anomalies in the data.

[0068] Indescribing the various tasks of the technique,
two user roles are referred to throughout the text below.
First, a "central user" is responsible for performing the
tasks attributed to the central site that, in general, are
global in nature - i.e., are applicable to some set (in some
cases all) of the remote sites. Second, a "remote user"
is responsible for tasks attributed to the remote sites that,
in general, are specific to a particular (or some small
group) of remote sites. Typically, such tasks are delegat-
ed to the remote user because the central user lacks the
site-specific knowledge to perform the task (e.g., assign-
ing a particular camera to an event) or the volume of
tasks is such that the distribution of the work across a
larger number of users is more efficient.

[0069] Referringto FIG. 4, a central user of the system
performs various tasks that define site-independent com-
ponents of the events, as well as one or more generic
floor-plans that can be used as starting points for site-
specific floor-plans. More specifically, the central user
defines an event construct (STEP 405) by identifying the
various components of the events. As described above,
the components can be site-independent or site-specific.
Examples of site-independent event componentsinclude
actions (e.g., item selection, movement, purchase, etc.)
and objects (e.g., people, products, cars, money, etc.).
Examples of site-specific components include monitoring
sensors such as cameras, point-of-sale stations, RFID
transmitters, proximity-card readers and other devices
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disposed about the sites for the purpose of receiving sur-
veillance data.

[0070] Components such as locations can be both
site-independent and site-specific. For example, the cen-
tral user may define locations in a general nature - e.g.,
exits, point-of-sale counters, dressing rooms, parking
lots and/or product-specific aisles or displays - in cases
where such locations are known to exist at each (or some
number of) the remote sites. These locations can them
be customized by remote users by converting the ab-
stract locations defined at the central site into actual lo-
cations at the remote site.

[0071] With the various components of the events de-
fined, the central user can specify the information for
some or all of the global components (STEP 410). For
example, the central user can specify that an event be
based on an action (e.g., a selection) attributed to two
objects (e.g., a customer and a particular product). In
some embodiments, the events can include combina-
tions of multiple actions, multiple objects and multiple
locations, and non-occurrences of each. Each compo-
nent can have one or more thresholds associated with
it, such as date/time parameters, and counts, andin some
cases these parameters can be set by the central user,
the remote users, or both. The parameters can also be
reset manually and/or automatically based on meeting a
threshold and/or the occurrence or non-occurrence of an
event. By attributing time-based parameters to the ac-
tions, the thresholds of the events can be adjusted in a
manner that permits the event to be accurately detected
while minimizing false positives. For example, an event
directed to detecting shoplifting may include three action
components such as an item selection, an exit, and the
absence of asale, two item components such as a person
and an particular item of merchandise, and two location
components, a point-of-sale counter and an exit. Once
defined, the events can be distributed (STEP 415) to the
remote sites for further customization and implementa-
tion.

[0072] Insomeembodiments, the central user also de-
fines one or more canonical floor-plans (STEP 420) that
can be used as templates for the remote locations. In
some cases, one canonical floor-plan can be used for all
remote sites; however, in many cases multiple canonical
floor-plans can be designed as templates for subsets of
remote sites that share numerous features. Forexample,
a large retail chain may have numerous warehouses and
distribution centers as well as a number of different
branded stores, such as stores targeting teenagers,
stores targeting parents of infants, and stores targeting
professionals. In such a case, the central user can define
a canonical floor-plan for each type of site. In some in-
stances, a canonical floor-plan for one type of site (e.g.,
the teen-focused stores) can be used as a template for
the canonical floor-plan (with minor modifications possi-
bly) for other sites, such as the stores targeting profes-
sionals. The number of different canonical floor-plans
that can be created is virtually unlimited, but generally
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will be determined by the degree of similarity among the
sites and the availability of the central user to design the
floor-plans. The canonical floor-plans can also be anno-
tated with one or more events (STEP 425) and distributed
to the remote sites (STEP 430). The remote users are
thus provided with a starting set of events and a generic
floor-plan from which they can build a site-specific floor-
plan and complete the event definitions by adding the
site-specific components.

[0073] Each of the event constructs, events, floor-plan
templates, and combinations thereof can be stored, for
example, in the central storage modules 255 of the server
240 at the central site.

[0074] Referring to FIG. 5, the remote users receive
the events and/or floor-plans (STEP 505) and, using the
local software and systems described herein, customize
the events and/or floor-plans to meet the individual needs
of each remote site, or, in some cases, groups of remote
sites. The remote users can, for example, define site-
specific components of the events (STEP 510) that were
initiated by the central user by adding or modifying loca-
tion components that are unique to a particular site. For
example, aremote user may assign one or more surveil-
lance sensors to a location, such that a "select item from
beverage display" event is associated with a camera hav-
ing a field-of-view thatincludes the display, an RFID sen-
sor that has an operational radius that includes the dis-
play, and/or other sensors used to track the location or
movement of objects in the display. In implementations
where the field-of-view of camera (or other sensor) is
subdivided into multiple sub-regions, the remote user can
assign both a camera ID and a sub-region ID to the event
by selecting an area of the floor-plan and sub-region us-
ing an interactive graphical interface.

[0075] In some embodiments, remotely-defined
events and/or the components that make up the events
can bere-used atindividual sites, as well as by the central
user, such that the ventral user can take advantage of
the remote user’s knowledge of the site in building sub-
sequent events and floor-plan templates. For example,
the central user can define a location component such
as "makeup endcap" for inclusion on a retail store floor-
plan, and have certain parameters (height, time periods,
sensor ID numbers) associated with it based on alocation
defined by a remote user.

[0076] The remote users can also set parameters as-
sociated with the events. For example, certain stores may
keep different hours than others, or have particular times
that require additional security, and thus the time param-
eters that govern the events may differ from store to store.
As another example, the allowable time-span between
two events (e.g., a shopper selecting an item and exiting
a store) may need to be greater in stores having a larger
footprint than smaller stores.

[0077] Inembodiments where a canonical floor-plan is
received at a remote site, the remote user can customize
the floor-plan (STEP 515) to meet the needs of the par-
ticular site, For example, the central user may have pro-
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vided a generic layout having four aisles, two point-of-
sale positions, and one exit. However, if the remote site
has six aisles, three point-of-sale positions, and two exits,
the remote user can add the necessary elements so the
floor-plan more accurately represents the actual layout
of the site. Furthermore, the central user may have ar-
ranged the elements in a general manner, without regard
to the relationships among the elements and/or the sur-
rounding walls. Again, the remote user can manipulate
the floor-plan (using, for example, the local software 225
described above and in additional detail below) so that
it mirrors (or closely resembles) the actual site.

[0078] In some instances, the central user may have
defined an event and associated it with an element of the
canonical floor-plan, such as associating a customer se-
lection of an item of merchandise with a specific aisle,
based on his belief that such an association is common
across many sites. However, in cases where such an
associationis notaccurate (e.g., the productis not carried
at a particular store, or it is kept behind the counter), the
remote user can break the association, redefine the
event, associate it with a different element of the floor-
plan, or any combination of the foregoing. In certain in-
stances, the remote user can delete a centrally defined
event or event component if it does not match the remote
site. By providing remote users with the building blocks
of an event-driven surveillance system that maintains
certain consistencies across many sites, yet allowing the
events to be customized at the site level, the system bal-
ances the need for data commonality and site variability
such that the central site will receive comparable data
from the disparate sites.

[0079] Once the events and/or the floor-plan is cus-
tomized for the site, events are implemented in the sur-
veillance system (STEP 250). In some embodiments, the
implementation includes saving the customized events
and/or floor-plan to the central storage module at the
server. In other embodiments in which the surveillance
system (or portions thereof) are implemented at the re-
mote sites, local storage 525 can be used to store the
events and floor-plans, as well as the application code
used by the system to monitor the site (STEP 530) for
activities that implicate the events.

[0080] While (or even after) the system monitors the
site, information can be transmitted (either programmat-
ically, manually, or both) to the central site. For example,
implementations in which the alert/search processing
module (120 of FIG. 1) is located at remote sites, alerts
arc generated upon the occurrence of the events, and in
addition to being dispatched to local security personnel,
the alerts can also be transmitted (STEP 535) to the cen-
tral site for analysis and comparison across multiple sites.
In other embodiments, video data can also be transmitted
(STEP 540) to the central site, either in real-time for event
processing and alertgeneration, or periodically to provide
central storage and analysis of the video and the asso-
ciated metadata across sites. In some cases, the video
data can be sentin batch mode (e.g., once nightly) during
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off-peak times to avoid congestion and overloading of
data processing resources. Likewise, sensor data from
other sensors (RFID, POS, etc.) can also be transmitted
(STEP 545) to the central site for similar purposes.
[0081] ReferringtoFIG. 6, the alerts, video and/or sen-
sor data is received (STEPS 605, 610, and 615) at the
central site, where it can be stored (in the central storage
module 255, for example) and processed. In some em-
bodiments, the data is aggregated (STEP 620) and an-
alyzed (STEP 625). The alerts can be aggregated and
analyzed according to time, site (or sites), and/or objects
specified within the events that triggered the alerts. For
example, if personnel at the central site wish to compare
shoplifting events related to a particularitem (e.g., razors,
baby formula, etc.) across multiple sites, all alerts based
on events having those items can be selected and
grouped by site. In some instances, the video and/or sen-
sor data captured during the event can be further ana-
lyzed (STEP 630) to determine if the event was a false
positive, or to ascertain if other actions or objects were
presentduring the event that should be considered when
modifying the events. The analysis can be performed,
for example, using the central analysis module 260 re-
siding on the server 240.

[0082] Basedontheanalysis, outliers may beidentified
(STEP 635) that indicate one or more events are defined
improperly. By way of illustration, if an event was distrib-
uted to alarge number of sites, the mean number of alerts
received from each store may indicate a "typical" event
rate for sites of that type. However, receiving a signifi-
cantly higher or lower number of events (greater than two
standard deviations from the mean, for example) from a
particular site may indicate that the event is improperly
defined at that site or that other parameters of the site
are in fact different from those sites to which it is being
compared. For example, the location-specific component
of the event may be inaccurate (e.g., the wrong aisle was
attributed to a product, or the wrong camera was as-
signed to an area), a sensor may be non-functional, or a
remote user may have sabotaged the system to hide em-
ployee-based theft. In such cases, the central user can
suggest modifications to the events, or in some cases
make the modifications herself (STEP 640) and redistrib-
ute the events to the affected sites (STEP 650).

[0083] Inferred relationships among the sites, loca-
tions, events and objects within the sites can also be
used to generate additional alerts, which can be distrib-
uted to the sites. For example, alerts received from two
different sites at a certaininterval comparable to the travel
time between the two sites that indicate that the same
(or a related) item of merchandise has been stolen may
imply that the same person is responsible for both thefts.
Once such a link has been identified, the central site can
transmit a secondary alert (including, for example, text,
video and/or both) to sites within some radius of the sites
from which the items were stolen warning the sites to be
aware of potential thefts, The identification of the remote
sites can be based on manual selection of sites, or in
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some cases performed automatically based on historical
data stored at the central site. In instances where the
relationships among sites is distributed to the sites, sec-
ondary alerts can be generated at a first remote site and
transmitted to those site or sites determined to be "relat-
ed" to the first site, either by geography, product line, or
other historical data.

[0084] In instances in which both the alerts and some
or all of the sensor data is received at the central site,
additional rules can be applied to the sensor data. For
example, additional rules can be more complex in nature
(determining, for example, patterns or trends in the data)
and/or confirmatory (e.g., duplicates of rules distributed
to remote sites to confirm the rules are returning the prop-
er number of alerts). The sensor data can also be com-
bined with actual alert data (both accurate and inaccu-
rate) an used as input into a training algorithm in which
the system can effectively "learn" to more accurately
identify events of interest.

[0085] In addition to use with regard to security events,
the data can also be used for marketing and operational
purposes. For example, events can be defined to monitor
sales activities during sales, new product introductions,
customer traffic, or periods of interest. Alerts based on
the occurrence of such events can be aggregated to com-
pare overall customer experiences across multiple stores
and at different times to determine the effectiveness of
promotions, pricing and other merchandise-related oc-
currences.

[0086] Referring to FIG. 7, an example of an applica-
tion screen includes a menu-driven user interface 700
for implementing the system and techniques described
above. The interface 700 includes four main functions
template definition 705, location definition 710, event def-
inition 715, and event/location display 720. The template-
definition function 705 facilitates the definition and mod-
ification of the canonical floor-plans that can be used as
starting points for site-specific layouts. The location def-
inition function 710 facilitates the definition of a generic
location at which one or more actions take place and
objects interact. The specificity of the locations can range
from the most generic - e.g., a door, to a specific location,
such as loading dock #3 at warehouse #2. The event
definition function 715 allows the user to define the events
as combinations of one or more event components and
also to associate attributes or parameters with the
events, as described above and in more detail below with
respect to FIG. 10. The event/location display 720 allows
a user to review the locations and events that have been
defied in the system, and the sites to which they have
been assigned.

[0087] Referring to FIG. 8, an example of an applica-
tion screenincludes atemplate-design userinterface 800
for creating canonical floor-plans and templates. The us-
er interface includes a site template 805, a template pa-
rameter selection area 810, and a template action area
815. The template 805 is implemented as an interactive
interface that allows users to select, edit, add, delete and
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move elements of the floor-plan. In some embodiments,
the elements are represented as application objects hav-
ing attributes such as size and height, thus allowing the
user to specify the relative size of an object with respect
to other objects (e.g., in units, pixels, etc.) and in absolute
terms (e.g., inches, feet, etc.). The template 805 can re-
spond to "drag-and-drop" user/screen interactions based
on keystrokes and/or commands entered using a pointing
device such as a mouse or optical pen. In embodiments
in which the user interface 800 is provided to the user
via a browser application, the objects can be represented
as objects within a Flash-based window, or an AJAX ap-
plet such that the user-initiated commands for editingand
moving the template objects are processed largley on
the client machine and requires minimal data transmis-
sion to and from a server.

[0088] The template parameter area 810 provides
fields for entering and viewing parameters associated
with to the template. More specifically, the user can spec-
ify the template type (e.g., warehouse, retail, two-story,
suburban, generic, etc.) the date the template was cre-
ated, and the site or sites to which the template has been
assigned. The template actions area 815 provides ac-
tionable objects (such as hyperlinks, control buttons,
combo-boxes and the like) that, when selected by a user,
assign the template to a particular site (or group of sites),
publish the template (e.g., to remote users), and copy
the template to initiate the creation of a new template,
for example.

[0089] The userinterface 800 also includes libraries of
template elements that can be used to create events,
attribute elements to templates or both. Specifically, the
user interface 800 can include an object library 820, a
location library 825, an action library 830, and an event
library 840. Each library provides a listing of the respec-
tive elements available to the user to either combine into
an event (as described above) and/or position within the
template. Each template library further provides the abil-
ity to add elements to the library as needed.

[0090] A user can annotate the templates with events
and/or event components from the libraries by selecting
a component and dragging the component into place on
the template 805. For example, the user may wish to
create a template with two fixed walls 845, an aisle 850,
a checkout counter 855 and a merchandise display 860.
In many cases, the floor-plan represented in the template
will not actually describe any particular site, but can be
used as a starting point by the remote users for custom-
ization (as described further below with reference to
FIGS. 12 and 13).

[0091] In some embodiments, the user interface 800
can also include a sensor library (not shown) that pro-
vides a listing of the available sensors of the various sen-
sor networks and video surveillance systems, thus allow-
ing the user to add the locations of generic sensors (e.g.,
video camera) and/or specific sensors (e.g., camera
#321) to the template. In instances where the template
is being defined by a central user, the templates are
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stored at the central site and can be "published" to remote
users when completed.

[0092] Referring to FIG. 9, an example of an applica-
tion screen includes a location definition user interface
900 for defining locations within the location library, and
that can be used to annotate floor-plans and/or create
events. The user interface 900 includes fields 905 and
910 into which users can enter a full name (e.g., blue
jeans table at front of store) and a short name (blue jeans
table), respectively. Alocation type text box 915 provides
the user with a field in which to specify the type of location
(e.g., table, door, counter, restroom, parking structure,
etc.) being defined. A description field 920 allows the
user to enter a longer textual description of the location
that can include, for example, coordinates of the location,
instructions on implementing the location, and other rel-
evant features of the location. A contact field 925 cap-
tures an attribute of the user creating the location such
as an email address, user name, employee number or
role. A submit button 930 saves the location and its at-
tributes to the central storage module, the remote storage
modules, or both, depending, for example on the user
creating the location, the architectural implementation of
the system, or other system-based parameters.

[0093] Referring to FIG. 10, an example of an applica-
tion screen includes an event definition user interface
1000 for defining (and, once defined, modifying) an event
within the system. As described above, an event can be
constructed from one or more event components such
as actions, locations and objects, as well as parameters
that further describe how and when the event is imple-
mented. Typically, the define event user interface 1000
is used by the central user to provide the site-independent
components of the events, such as time parameters, ge-
neric locations, actions, and the like. However, in some
embodiments, remote users may be given access to the
define event functionality in order to create new events
that are entirely site-specific. In some cases, a central
administrator can grant or deny access to such function-
ality on a user-by-user basis. The user interface 1000
includes an eventname field 1005 for capturing a moniker
for the event, and to identify the event (uniquely, in some
cases) within the data storage module(s). A location field
1010 provides a listing of available locations that can be
associated with the event. Parameter fields 1015 provide
the user with the ability to assign date and/or time bound-
aries on the event. For example, an event directed to
detecting shoppers stopping at a display and selecting
an item can be limited to the days and hours that the
store is open.

[0094] Action selection items 1020 and 1025 facilitate
the definition of action-based components of the event.
In a retail setting, for example, actions surrounding a par-
ticular display may be of interest, such as a shopper stop-
ping at a display, picking up an item, and placing it in a
cart. However, accurately determining if such an event
occurred may require attributing time-based parameters
to certain actions. Specifically, to determine if a user
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stopped at a display, a "linger time" parameter can be
used to detect whether the shopper actually paused at
the display long enough (e.g., more than a few seconds)
to view the merchandise. Likewise, a long lingering pe-
riod coupled with a non-action (e.g., not picking up an
item) may indicate that, although the display is attractive
to the shoppers, the product is not interesting or is priced
improperly.

[0095] Such actions can help determine the effective-
ness of a display by comparing the number of shoppers
who pass by and ignore the display (e.g., no linger time,
did not touch an item, but walked up to the display) to
the number of shoppers attracted to the display (e.g., a
linger time greater than a few seconds and touched an
item). In addition, these statistics can be compared to
overall sales, based on POS data, for example, and a
count of the overall number of shoppers entering the
store. Detecting and counting specific shopper behaviors
as they occur at specific locations, and comparing similar
events across otherwise disparate sites, effectively "nor-
malizes" the events by removing site-specific differences
and focuses on actions that are directly attributable to
the interactions of the shoppers with the products.
[0096] Referring to FIG. 11, an example of an applica-
tion screen includes an event-editing user interface 1100
for modifying an event and assigning site-specific ele-
ments to the event. In some embodiments, data previ-
ously entered (by a central user, for example) and dis-
played on user interface 1100 to a remote user is read
only, whereas in some cases certain elements may be
read only (e.g., the name and time-based parameters)
and other data elements are editable. In each case, the
user interface 1100 also includes an assign-camera se-
lection box 1105 and an assign-sensor selection box
1110. In instances where a remote user receives instruc-
tions to implement the event at their site (or group of
sites), the user can select from the available camera
and/or sensor identifiers at her particular site, Allowing
remote users to review the events and select the appro-
priate sensors for detecting the event improves the
chances that the correct camera, for example, will record
the event.

[0097] Referringto FIG. 12, an example of an applica-
tion screen includes a template editing user interface
1200 for allowing remote users to customize a store floor-
plan template provided by a central user. In addition to
the functionality and features of the template design user
interface 800, the template editing user interface 1200
allows users (either central or remote) to modify the tem-
plates such that they better describe a particular site. The
objectlibrary can include the various video cameras 1210
and sensors 1215 (identified by unique ID in some cases)
that can be selected and positioned at various locations
about the floor-plan, For example, a user may know that
a particular camera is affixed to a particular wall and is
directed at an aisle, and will therefore place the camera
at that location. Similarly, an RFID sensor or other similar
EAS device may be placed at the store exit. In some
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instances, the template may include elements added by
the central user (walls, aisles, displays, etc.) that are
present at the remote sites, but not properly positioned.
In such cases, the remote user can select the elements
and alter their positioning about the site floor-plan. For
example, an aisle 1220 that was positioned perpendicu-
lar to a particular wall in the original template can be
moved such that it is now parallel to the wall. Likewise,
merchandise display 1220 can be moved such that it re-
mains at the end of the newly placed aisle. Point-of-sale
location 1430 (e.g., a checkout counter) can also be
moved to its proper location based on the actual floor-
plan of the site. In some cases, additional elements, such
as an additional wall 1440, can be added to complete the
floor-plan, Once the site-specific changes to the floor-
plan have been completed, the floor-planis saved (either
to remote storage, central storage, or both) and used as
the basis for monitoring the sites. In some cases, the
changes are submitted back to a central user for approval
prior to implementation and/or use as future templates.
[0098] Referring to FIG. 13, an example of an applica-
tion screen include a floor plan-mapping user interface
1300 for mapping elements of a canonical floor-plan to
an actual floor-plan at a remote site. Similar to the tem-
plate editing user interface 1200, the floor plan-mapping
user interface 1300 allows users to build site-specific
floor-plans for implementation within the surveillance
system described above; however, it provides a visual
representation of both the template 805 an existing site
floor-plan 1305, thereby allowing the user to annotate
and manipulate the site floor-plan 1305 using the tem-
plate. In some embodiments, an electronic representa-
tion of the floor-plan for a remote site may be available
from another source, such as architectural drawings,
building layouts, design drawings, and the like, and the
user may wish to use the drawings as a starting point for
the site-specific floor-plan. For example, the user can
indicate on the site floor-plan 1305 the location of video
cameras and/or sensors 1310 and select items from the
template 805 and indicate their true position on the site
floor-plan 1305. Specifically, elements such as aisles
1315, POS devices 1320, and merchandise displays
1325 can be selected on the template 805, dragged onto
the site floor-plan 1305 and placed at the correct location.
In some instances, elements can be added to the floor-
plan 1305, such as the entry 1330. In some cases, the
system requires the user to "place" all the items from the
template 805 on the site floor-plan 1305 prior to allowing
the user to implement it for use in monitoring the site. As
aresult, a complete and accurate site floor-plan is made
available to the system for use in detecting events of
interest at the site, without requiring central users to have
intimate knowledge of each remote site, but assures that
some minimal number of events are implemented ateach
site.

[0099] In addition to mapping canonical floor-plan el-
ements to the actual floor-plan, actual floor-plan ele-
ments can be mapped to canonical floor-plan elements,
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thus indicating to a central user the elements of the ca-
nonical floor-plan to which certain events are assigned.
Such an approach further facilitates site-to-site compar-
isons using a normalized, standard floor-plan, but using
data that is captured based on site-specific parameters.
For example, to compare traffic totals among numerous
(e.g., more than two) stores having different actual floor-
plans, event data can be plotted against the canonical
floor-plan. As a result, central users can identify the oc-
curance of events or products with exceptionally high
shrinkage rates across multiple sites without having to
first consider the different site floor-plans.

[0100] Forembodimentsinwhich the methods are pro-
vided as one or more software programs, the program
may be written in any one of a number of high level lan-
guages such as FORTRAN, PASCAL, JAVA, C, C++,
C#, BASIC, various scripting languages, and/or HTML.
Data can be transmitted among the various application
and storage modules using client/server techniques such
as ODBC and direct data access, as well as via web
services, XML and AJAX technologies. Additionally, the
software can be implemented in an assembly language
directed to the microprocessor resident on a target com-
puter; for example, the software may be implemented in
Intel 80x86 assembly language if it is configured to run
on an IBM PC or PC clone. The software may be em-
bodied on an article of manufacture including, but not
limited to, a floppy disk, a hard disk, an optical disk, a
magnetic tape, a PROM, an EPROM, EEPROM, field-
programmable gate array, or a CD-ROM.

[0101] Variations, modifications, and other implemen-
tations of what is described herein will occur to those of
ordinary skill in the art without departing from the spirit
and the scope of the invention as claimed. Accordingly,
the invention is to be defined not by the preceding illus-
trative description but instead by the spirit and scope of
the following claims.

Alternative aspects of the invention, as noted in the num-
bered paragraphs below, may optionally include:

1. A method for facilitating monitoring multiple dis-
parate sites, the method comprising: providing a set
of rules describing at least one event of interest and
comprising at least one site-specific component and
at least one site-independent component; defining
the at least one site-independent components; and
distributing the set of rules to the multiple disparate
sites, thereby facilitating definition of the at least one
site-specific components at the multiple disparate
sites and monitoring in accordance with the rules at
each site.

2. The method of paragraph 1 wherein each site-spe-
cific component specifies at least one location of at
least one of the multiple disparate sites.

3. The method of paragraph 1 wherein each site-in-
dependent component specifies at least one action.
4. The method of paragraph 1 wherein each site-in-
dependent component specifies at least one object.
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5. The method of paragraph 4 wherein each site-in-
dependent component specifies a person interacting
with at least one object.

6. The method of paragraph 1 wherein each site-in-
dependent components each comprise floor-plan
data.

7. The method of paragraph 1 wherein each site-in-
dependent components each comprise sensor iden-
tification data.

8. The method of paragraph 7 wherein the sensor
identification data comprises one or more of video
surveillance camera IDs, RFID sensor IDs, electron-
ic article surveillance sensor IDs and proximity card
sensor IDs.

9. The method of paragraph 1 further comprising re-
ceiving one or more alerts from the multiple disparate
sites, the alerts indicating the occurrence of one or
more of the events of interest at the respective sites.
10. The method of paragraph 9 further comprising
aggregating the received alerts, thereby facilitating
statistical analysis thereof.

11. The method of paragraph 10 wherein the aggre-
gation comprises determining an average number
of alerts received from a subset of the multiple dis-
parate sites during a pre-defined time period.

12. The method of paragraph 9 further comprising
analyzing the received alerts to determine if one or
more of the site-specific components are subopti-
mal.

13. The method of paragraph 9 further comprising
analyzing the alerts to detect inconsistencies among
the sites-specific components attributed to each of
the one or more of the multiple disparate sites.

14. The method of paragraph 13 further comprising
modifying at least one site-specific component of a
rule and distributing the modified rule to a site at
which an inconsistency was observed.

15. The method of paragraph 9 further comprising
transmitting a secondary alert to a site based on one
or more received alerts.

16. The method of paragraph 15 wherein the re-
ceived alerts on which the secondary alert is based
are received from sites other than the site to which
the secondary alert was transmitted.

17. The method of paragraph 16 wherein the site to
which the secondary alert was transmitted is deter-
mined based on aninferred relationship between the
site towhich the secondary alert was transmitted and
the sites from which the alerts were received.

18. The method of paragraph 1 further comprising:

defining the rules in terms of a site-specific com-
ponent;

receiving surveillance data from the at least one
site; and

applying one or more of the rules to the surveil-
lance data, thereby detecting the occurrence of
one or more of the events of interest about the
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at least one of the sites.

19. The method of paragraph 18 further comprising
generating an alert based on the occurrence of one
or more of the events of interest about the at least
one of the multiple disparate sites.

20. The method of paragraph 19 further comprising
aggregating the alerts, thereby facilitating statistical
analysis of the alerts.

21. The method of paragraph 20 wherein the aggre-
gation comprises determining an average number
of alerts based on events occurring at a subset of
the multiple disparate sites during a pre-defined time
period.

22. The method of paragraph 20 further comprising
analyzing the aggregated alerts to determine if one
or more of the site- specific components are subop-
timal.

23. The method of paragraph 20 further comprising
analyzing the alerts to detect inconsistencies among
the sites-specific components attributed to each of
the one or more of the multiple disparate sites.

24. The method of paragraph 1 further comprising
defining the at least one site-specific component at
the associated disparate site.

25. The method of paragraph 24 further comprising
transmitting the at least one site-specific component
to a central site for approval.

26. A system for facilitating monitoring of multiple
disparate sites, the system comprising:

a rule-definition module for defining a set of
rules, each describing one or more events of
interest and comprising one or more site-specif-
ic components and one or more site- independ-
ent components;

a transmission module for transmitting one or
more of the rules to one or more disparate sites,
thereby facilitating the definition of the one or
more site-specific components at the multiple
disparate sites.

27. The system of paragraph 26 further including a
web server for providing remote clients at the sites
with access to the rule-definition module.

28. The system of paragraph 27 wherein the web
server is configured to limit access provided to re-
mote clients to defining the site-specific compo-
nents.

29. The system of paragraph 26 wherein the trans-
mission module is configured to receive one or more
alerts from the sites, each alert indicating occurrence
of one or more of the events of interest.

30. The system of paragraph 26 further comprising
an analysis module for aggregating the received
alerts, thereby facilitating statistical analysis thereof.
31. The system of paragraph 30 wherein the analysis
module is further configured to analyze the aggre-
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gated alerts to determine if one or more of the
site-specific components are suboptimal.

32. The system of paragraph 30 wherein the analysis
module further analyzes the aggregated alerts to de-
tect inconsistencies among the site-specific compo-
nents attributed to the one or more multiple disparate
sites.

33.The system of paragraph 32 wherein the rule-def-
inition module is further configured to modify the
rules based on the detected inconsistencies.

34. The system of paragraph 32 wherein the trans-
mission module is further configured to transmit the
modified rules to the remote sites.

35. The system of paragraph 26 further comprising
a data storage module for storing the rules.

36. The system of paragraph 35 wherein the data
storage module further stores surveillance data re-
ceived from the multiple disparate sites.

37. A method for monitoring multiple disparate sites,
the method comprising:

providing a set of rules describing at least one
event of interest and comprising at least one
site-specific component and at least one site-
independent component;

defining the at least one site-independent com-
ponents,;

distributing the set of rules to the multiple dispa-
rate sites; and

monitoring the one of the sites in accordance
with the rules.

38. An article of manufacture having computer-read-
able program portions embodied thereon for moni-
toring activity at multiple disparate sites, the article
comprising computer-readable instructions for:

providing a set of rules describing at least one
event of interest and comprising at least one
site-specific component and at least one site-
independent component;

defining the at least one site-independent com-
ponents; and

distributing the set of rules to the multiple dispa-
rate sites, thereby facilitating definition of the at
least one site-specific components at the multi-
ple disparate sites and monitoringin accordance
with the rules at each site.

39. A method for monitoring sites, the method com-
prising:

providing a canonical site layout specifying at
least one common element located at a plurality
of sites, each site having an actual site layout;

creating an annotated canonical site layout by
assigning one or more events to one or more of
the common elements without regard to the ac-
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tual site layout;

facilitating modification of the annotated layout
to conform it to each of the actual site layouts;
and

monitoring each site in accordance with its cor-
responding modified annotated layout.

40. The method of paragraph 39 wherein the at least
one element comprises a location at or within each
of the plurality of sites.

41. The method of paragraph 39 wherein the events
each comprise a site-independent component and
a site-specific component.

42. The method of paragraph 41 wherein the site-in-
dependent component specifies an interaction be-
tween a person and the at least one element.

43. The method of paragraph 41 wherein the
site-specific component comprises sensor identifi-
cation data.

44. The method of paragraph 43 wherein the sensor
identification data comprises one or more of video
surveillance camera IDs, RFID sensor IDs, electron-
ic article surveillance sensor IDs and proximity card
sensor IDs.

45. The method of paragraph 39 wherein the moni-
toring step comprises generating alerts upon the oc-
currence of an event.

46. The method of paragraph 45 further comprising
receiving at least one alert from at least one of the
sites.

47. The method of paragraph 46 further comprising
analyzing the at least one alert,

48. The method of paragraph 39 further comprising
providing a downloadable applet to the at least one
user to facilitate the processing of the modifications
to the annotated canonical layout.

49. The method of paragraph 48 wherein the down-
loadable applet comprises an asynchronous Java-
Script applet.

50. The method of paragraph 49 wherein the applet
communicates with aremote data source using XML.
51. The method of paragraph 39 wherein the modi-
fications comprise one or more of deleting an ele-
ment of the annotated canonical site layout, chang-
ing a location associated with an element of the an-
notated canonical site layout, and adding an element
to the annotated canonical site layout.

52. A system for monitoring sites, the system com-
prising:

a user interface comprising:
a site-layout template pane for displaying a
canonical site layout that comprises at least

one site-independent element; and

a site-specific pane for displaying an actual site
layout of a monitored site; and
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amodification module for facilitating association
of atleast one of said site-independent elements
with a site-specific element of the actual site lay-
out.

53. The system of paragraph 52 wherein the modi-
fication module comprises an asynchronous java
script applet.

54. The system of paragraph 52 further comprising
a web server for providing the applet to users and
for processing data requests from the applet.

55. The system of paragraph 54 further comprising
a data-storage module in communication with the
web server for fulfilling data requests submitted to
the web server via the modification module.

56. A system for monitoring sites, the method com-
prising:

means for providing a canonical site layout spec-
ifying at least one common element located at
a plurality of sites, each site having an actual
site layout;

means for creating an annotated canonical site
layout by assigning one or more events to one
or more of the common elements without regard
to the actual site layout;

means for facilitating modification of the anno-
tated layout to conform it to each of the actual
site layouts; and

means for monitoring each site in accordance
with its corresponding modified annotated lay-
out.

57. An article of manufacture having computer-read-
able program portions embodied thereon for moni-
toring sites, the article comprising computer-reada-
ble instructions for:

providing a canonical site layout specifying at
least one common element located at a plurality
of sites, each site having an actual site layout;
creating an annotated canonical site layout by
assigning one or more events to one or more of
the common elements without regard to the ac-
tual site layout;

facilitating the modification of the annotated lay-
outto conformitto each of the actual site layouts;
and

monitoring each site in accordance with its cor-
responding modified annotated layout.

Claims

A method for facilitating monitoring multiple dispa-
rate sites, the method comprising:

providing a set of rules describing at least one
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10.

32

event of interest, the event comprising at least
one site-specific event and at least one site-in-
dependent event;

defining the site-independent event;
distributing the set of rules to the multiple dispa-
rate sites, thereby facilitating definition of the at
least one site-specific event at each of the mul-
tiple disparate sites and monitoring the sites in
accordance with the rules;

receiving alerts from multiple sites indicating the
occurrence of one or more of the events of in-
terest at the respective sites; and

analyzing the alerts to detect inconsistencies
among the site-specific events attributed to each
of the multiple disparate sites.

The method of claim 1 wherein the site-specific event
specifies either one of: a) a location of the event at
the multiple disparate sites; or b) a person interacting
with an object at the multiple disparate sites.

The method of claim 1 wherein the site-independent
event specifies an action occurring at the multiple
disparate sites.

The method of claim 2, sub-clause b), wherein the
object is site-specific.

The method of claim 2, sub-clause b), wherein the
object is site-independent.

The method of claim 1 further comprising modifying
at least one site-specific event of a rule and distrib-
uting the modified rule to a site associated with the
inconsistencies.

The method of claim 1 further comprising transmit-
ting a secondary alert to a site based on the received
alerts.

The method of claim 7 wherein the received alerts
on which the secondary alert is based are received
from sites other than the site to which the secondary
alert was transmitted.

The method of claim 8 wherein the site to which the
secondary alert was transmitted is determined
based on an inferred relationship between the site
to which the secondary alert was transmitted and the
sites from which the alerts were received.

The method of claim 1 further comprising:

receiving, at a central location, definitions de-
scribing the site-specific events at each of the
multiple disparate sites;

receiving surveillance data from the multiple dis-
parate sites; and
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applying one or more of the rules to the surveil-
lance data, thereby detecting the occurrence of
the events of interest at the sites.

The method of claim 10 further comprising approving
the site-specific event at the central location.

A system for facilitating monitoring of multiple dispa-
rate sites, the system comprising:

a rule-definition module for defining a set of
rules, each rule describing an event of interest
and

comprising one or more site-specific compo-
nents and one or more site-independent com-
ponents;

a transmission module for (i) transmitting one or
more of the rules to one or more disparate sites,
thereby facilitating the definition of the one or
more site-specific components at the multiple
disparate sites and (ii) receiving one or more
alerts from the sites, each alert indicating occur-
rence of one or more of the events ofinterestand
an analysis module for analyzing the received
alerts to detect inconsistencies among the site-
specific components attributed to the one or
more multiple disparate sites.

The system of claim 12 further including a web server
for providing remote clients at the sites with access
to the rule-definition module and optionally wherein
the web server is configured to limit access provided
to remote clients to defining the site-specific compo-
nents.

The system of claim 12 wherein the analysis module
is further configured to aggregate the received alerts,
thereby facilitating statistical analysis thereof, and
optionally, wherein the analysis module is further
configured to analyze the aggregated alerts to de-
termine if one or more of the site-specific compo-
nents are suboptimal.

The system of claim 12 wherein the rule-definition
module is further configured to modify the rules
based on the detected inconsistencies, and option-
ally, wherein the transmission module is further con-
figured to transmit the modified rules to the remote
sites.

The system of claim 12 further comprising a data
storage module for storing the rules, and optionally,
wherein the data storage module further stores sur-
veillance data received from the multiple disparate
sites.
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