EP 2 589 241 B9

(19)

Europdisches
Patentamt

European

Patent Office

Office européen
des brevets

(12)

(15) Correction information:
Corrected version no 1
Corrections, see
Claims EN 15

(W1 B1)

(48) Corrigendum issued on:
10.02.2016 Bulletin 2016/06

(45) Date of publication and mention
of the grant of the patent:
07.10.2015 Bulletin 2015/41

(21) Application number: 11800032.2

(22) Date of filing: 04.07.2011

(11) EP 2 589 241 B9

CORRECTED EUROPEAN PATENT SPECIFICATION

(51) IntCl.:
GOG6F 21/88(2013.01) HO4W 12/12 (2009.01)
GO01S 5/02(2006.07) HO4W 64/00 (2009.01)
HO4W 76/02 (2009.0%)

(86) International application number:
PCT/CA2011/000788

(87) International publication number:
WO 2012/000108 (05.01.2012 Gazette 2012/01)

(54) METHOD AND APPARATUS FOR TRACKING MOBILE ELECTRONIC DEVICES WHILE
CONSERVING CELLULAR NETWORK RESOURCES

VERFAHREN UND VORRICHTUNGEN ZUR VERFOLGUNG ELEKTRONISCHER MOBILGERATE
BEI GLEICHZEITIGER SCHONUNG VON ZELLNETZWERKRESSOURCEN

PROCEDE ET DISPOSITIFS POUR LOCALISER DES DISPOSITIFS ELECTRONIQUES MOBILES
AVEC CONSERVATION DES RESSOURCES DE RESEAU CELLULAIRE

(84) Designated Contracting States:
AL AT BE BG CH CY CZDE DK EE ES FI FR GB
GRHRHUIEISITLILT LULV MC MK MT NL NO
PL PT RO RS SE SI SK SM TR

(30) Priority: 01.07.2010 US 360906 P

(43) Date of publication of application:
08.05.2013 Bulletin 2013/19

(73) Proprietor: Absolute Software Corporation
Vancouver, BC V7X 1K8 (CA)

(72) Inventor: LOVELAND, Damien, Gerard
Richmond, British Columbia V7C 5N6 (CA)

(74) Representative: Kalkoff & Partner
Patentanwalte
Martin-Schmeisser-Weg 3a-3b
44227 Dortmund (DE)

(56) References cited:
WO0-A1-91/14349
US-A- 5125 021
US-A1- 2002 110 098
US-A1- 2005 216 757
US-A1- 2008 211 670
US-A1- 2010 115 092
US-B1- 6 381 470

WO-A1-2008/086611
US-A1-2002 110 098
US-A1- 2003 065 934
US-A1-2008 211 670
US-A1-2010 014 676
US-B1- 6 300 863

US-B1- 6 625 457

Note: Within nine months of the publication of the mention of the grant of the European patent in the European Patent
Bulletin, any person may give notice to the European Patent Office of opposition to that patent, in accordance with the
Implementing Regulations. Notice of opposition shall not be deemed to have been filed until the opposition fee has been

paid. (Art. 99(1) European Patent Convention).

Printed by Jouve, 75001 PARIS (FR)



1 EP 2 589 241 B9 2

Description
BACKGROUND

[0001] The present disclosure relates to the sharing of
telephone numbers used for tracking electronic devices.
[0002] Laptops, and increasingly other electronic de-
vices such as cell phones, personal digital assistants (i.e.
"PDAs"), smart phones (e.g. BlackBerry™, iPhone™),
memory sticks, electronic books, personal media devices
(e.g.iPod™), gaming devices, tablet computers and per-
sonal computers, are being remotely tracked so that they
can be recovered in the event of theft. Such tracking may
be effected by sending location information to a remote
storage site or an email server via a wireless telephone
connection and/or via the internet.

[0003] Proprietary information is routinely stored on
electronic devices, and the need to protect such propri-
etary or sensitive data, and to recover such devices if
they are lost or stolen, is self-evident. However, the use
of telecommunications channels should be used effi-
ciently in order to keep down the cost of tracking.
[0004] U.S.PatentNumber 7,164,666 to Bunn disclos-
es a system and method for multiplexing wireless devic-
es. In a form of TDMA (time division multiple access),
multiple devices can share the same ESN (Electronic
Serial Number) and MIN (Mobile Identification Number)
by operating in turn on a single channel. A GPS clock
may be used to synchronize all the devices.

[0005] U.S. Patent Application Publication Number
2008/0211670 discloses a system in which protected
host devices can communicate with a monitoring center
via two different cellular channels.

[0006] U.S.PatentNumber 6,625,457 to Raith disclos-
es a system in which cellular telephones are automati-
cally updated with different numbers to call, based on the
detected location of the phone.

SUMMARY

[0007] This summary is not an extensive overview in-
tended to delineate the scope of the subject matter that
is described and claimed herein. The summary presents
aspects of the subject matter in a simplified form to pro-
vide a basic understanding thereof, as a prelude to the
detailed description that is presented below.

[0008] The subject matter described herein provides a
system, method and apparatus for allowing multiple pro-
tected electronic devices to time-share telephone num-
bers while communicating with a monitoring center. A
dynamic schedule permits reserved telephone call slots
to be freed up if not needed so that they can be used for
devices that need the communication time.

[0009] To conserve network resources, different tele-
phone numbers may be assigned depending upon the
location of each device and the time of each call, and
individual calls may be made only after a determination
has been made that a telephone call is required. In em-
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bodiments of the described subject matter, the determi-
nation that a telephone call is required may be made
depending upon whether a protected electronic device
had been reported lost or stolen, and/or whether an in-
ternet communication between the protected electronic
device and a monitoring center has been made within a
selected previous period of time. In some embodiments,
atelephone call is made upon the expiry of a pre-defined
lag period following an unsuccessful internet communi-
cation between a protected electronic device and the
monitoring center.

[0010] Information communicated to a monitoring
center may comprise, for example, IP addresses, GPS
coordinates, Wi-Fi signal strengths, cell tower signal
strengths, street addresses, times at these locations
and/or time spent at these locations. In addition to the
location information, identification indicia for the device
may also be provided. Proprietary data may also be trans-
mitted back to the monitoring center, or to the owner of
the device, in the event that the device is lost or stolen.
Instructions may be given along the communication
channel to freeze the device, delete data, encrypt data
or delete encryption keys. Photos or screen shots may
also be transmitted from the electronic device that has
been lost or stolen.

BRIEF DESCRIPTION OF THE DRAWINGS

[0011] For afuller understanding of the nature and ad-
vantages of the disclosed subject matter, as well as the
preferred mode of use thereof, reference should be made
to the following detailed description, read in conjunction
with the accompanying drawings. In the following draw-
ings, like reference numerals designate like or similar
parts or steps.

Figure 1 is a schematic functional diagram of a sys-
tem for allowing multiple protected electronic devic-
es to time-share telephone numbers while commu-
nicating with a monitoring center in accordance with
an embodiment of the disclosed subject matter.

Figure 2 is a functional flow diagram schematically
representing the flow process of a host in accord-
ance withembodiments of the disclosed subject mat-
ter.

Figure 3 is a functional flow diagram schematically
representing the flow process of a host in accord-
ance with other embodiments of the disclosed sub-
ject matter.

Figure 4 is a functional flow diagram schematically
representing the flow process of a monitoring center
in accordance with embodiments of the disclosed
subject matter.

Figure 5 is a use-case diagram schematically repre-
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senting the calling timeline of a system and method
in accordance with an embodiment of the disclosed
subject matter.

Figure 6 is a functional flow diagram schematically
representing the flow process of a monitoring center
in accordance with embodiments of the disclosed
subject matter.

DETAILED DESCRIPTION OF SPECIFIC EMBODI-
MENTS

A. Terminology

[0012] Agent-Asused herein, is a software, hardware
or firmware agent that is ideally persistent and stealthy,
and that resides in a computer or other electronic device.
The agent preferably provides servicing functions which
involve communication with a monitoring center or re-
mote server. The agent is preferably tamper resistant
and may be enabled for supporting and/or providing var-
ious services such as data delete, firewall protection, da-
ta encryption, location tracking, message notification,
and software deployment and updates. An illustrative
embodiment of an agent is found in the commercially
available product Computrace Agent™. The technology
underlying the Computrace Agent™ has been disclosed
and patented in the U.S. and other countries, which pat-
ents have been commonly assigned to Absolute Soft-
ware Corporation, See, for example, U.S. Pat. Nos.
5,715,174;5,764,892; 5,802,280; 6,244,758; 6,269,392;
6,300,863; 6,507,914; 7,818,803; 7,945,709 and related
foreign patents. Details of the persistent function of an
agent are disclosed in U.S. Patent Application Publica-
tion Nos. US2005/0216757 and US2006/0272020. It is
feasible to use an equivalent agent to the Computrace
Agent™  or less preferably an alternative agent with less
functionality. For the purposes of the present disclosure,
the minimal functional attributes of the agent are to facil-
itate communications between the electronic device and
a monitoring center. Communications may be initiated
by the agent, by the monitoring center or by both.
[0013] Host - This is the electronic device to be pro-
tected. Examples of a host include a laptop, a netbook,
a cell phone, a smart phone (e.g. BlackBerry™,
iPhone™), a personal digital assistant (i.e. "PDA"), a
memory stick, an electronic book, a personal media de-
vice (e.g. iPod™), a gaming device, a tablet and a per-
sonal computer. The agent resides in the host.

[0014] Monitoring Center - This is a remote guardian
server or other computer or server that the agent com-
municates with or sends amessage to. It may be an email
server or it may be a distribution of servers or other com-
puters, and may refer to an office comprising such serv-
ers together with staff that can take telephone calls and/or
investigate data communicated from the host to the mon-
itoring center. For example, provided an internet connec-
tion is available to the host, an agent may call the mon-
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itoring center at some selected suitable interval to report
the location of the host, download software upgrades if
there are any and repair any security modules that are
or should be installed on the host. In the embodiments
disclosed herein, the agent would conditionally upload
to remote storage of the monitoring center location infor-
mation and/or any other data desired to be transferred
from lost or stolen host devices. Communication to the
monitoring center may take place, for example, via the
internet, a wired or wireless telephone network, WIFI,
WIMAX, cable or satellite.

[0015] The detailed descriptions within are presented
largely in terms of methods or processes, symbolic rep-
resentations of operations, functionalities and features
of the invention. These method descriptions and repre-
sentations are the means used by those skilled in the art
to most effectively convey the substance of their work to
others skilled in the art. A software implemented method
or process is here, and generally, conceived to be ashelf-
consistent sequence of steps leading to a desired result.
These steps involve physical manipulations of physical
quantities. Often, but not necessarily, these quantities
take the form of electrical or magnetic signals capable of
being stored, transferred, combined, compared, and oth-
erwise manipulated. It will be further appreciated that the
line between hardware, software and firmware is not al-
ways sharp, it being understood by those skilled in the
artthat software implemented processes may be embod-
ied in hardware, firmware, or software, in the form of cod-
ed instructions such as in microcode and/or in stored
programming instructions. Programming instructions
used for implementing embodiments of the described
subject matter may be defined in one or more languages
such as C++, Basic, Java, or variations of these. In gen-
eral, unless otherwise indicated, singular elements may
be in the plural and vice versa with no loss of generality.
The use of the masculine can refer to masculine, feminine
or both.

B. General System

[0016] Referring to FIG. 1, an example system is
shown. The system comprises a plurality of host elec-
tronic devices 9, 10, 11 which may be computing devices
such as laptops or smart phones. A typical host 9 has a
processor 1, in operative communication with an elec-
tronic storage device (i.e. memory) 2 via a bus 5. The
memory 2 may store programs, such as agent 4 and call
number module 7, that can be interpreted, accessed or
processed by processor 1. The memory 2 may also store
data, such as one or more host telephone numbers 12,
13, 14 that can be used by the one or more programs 4,
7 present in the memory 2.

[0017] The telephone numbers 12, 13, 14 may be
stored in the memory 2 of the host 9 concurrently, or they
may be stored in memory 2 of the host 9 one at a time.
The telephone numbers 12, 13, 14 are the numbers of
the host 9. The agent 4 in the host 9 may initiate a call
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to the monitoring center 20 from one or more of the out-
going host telephone numbers 12, 13, 14.

[0018] The host 9 is also in operative communication
with a location device such as a GPS device 6. Other
location devices are possible, and may include software,
firmware or hardware or a combination of these. The lo-
cation device 6 may be contained within host 9 as shown,
or may be partially or entirely located outside of the host
9 and the host 9 may comprise means for receiving lo-
cation information from such an external locating device.
For example, the host 9 may be configured to detect Wi-
Fisignal strengths and signatures, send information per-
taining to these to a remote server and receive back
meaningful location data.

[0019] The host 9 may typically include an interface 3
via which it communicates with other electronic devices,
networks or servers. In particular, a host 9 may be con-
nected or be connectable to a cellular telephone network
28. It may also be connected or be connectable via an-
other interface 8 to the internet 27. It may also commu-
nicate via a cellular network that is connected to the in-
ternet.

[0020] Otherhosts 10, 11 are illustrated as being con-
nected, or connectable, to the networks 27, 28. These
hosts 10, 11 can share one or more telephone numbers
12, 13, 14 with host 9. Again, the telephone numbers
may be stored at the same time in the hosts 10, 11 or
they may be stored one at a time. The hosts 10, 11 may
initiate calls to the monitoring center 20 from one or more
ofthe telephone numbers 12, 13, 14. The present system
is configured such that a given host telephone number
12,13, 14 is only in use by one host 9, 10, 11 at a time.
[0021] Eachhostdevice9,10,11hasaMobile D (MID)
35, 36, 37 using which it can register with a cellular tel-
ephone network 28. It may be the case that all the MIDs
are different, or for a certain group of hosts 9, 10, 11 they
may be the same (i.e. MID X =MID Y= MID Z). The MIDs
may be variable, in that they can be assigned in full or in
part by the monitoring center. The MID may be a Mobile
Identification Number (MIN), which is a unique number
that a wireless operator uses to identify the mobile phone.
The MID may be a combination of an Electronic Serial
Number (ESN) and a MIN. A MIN may be hard coded
into each host device.

[0022] The monitoring center 20 may be a server or
other computer, and may include multiple computing de-
vices that communicate over a network. It typically com-
prises a processor 24 connected via a bus 25 to an elec-
tronic storage device 21. The storage device (i.e. mem-
ory) 21 can contain data22 (e.g. hosttelephone numbers,
most cost effective host telephone number for each lo-
cation, host IDs, host locations and times at these loca-
tions) and/or programs 23 that can be processed by the
processor 24. Monitoring center 20 may also comprise
an interface 26 for communicating via the internet 27, or
an interfaced 30 for communicating via a cellular network
28.

[0023] If the monitoring center 20 initiates calls to the
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hosts 9, 10, 11, orifthe monitoring center identifies calling
hosts based on the time that they call, the monitoring
center 20 may also comprise a GPS clock 32 so that it
can remain synchronized with the hosts 9, 10, 11. If the
hosts are all configured to call the monitoring center and
identify themselves, rather than being called by the mon-
itoring center, then GPS clock 32 may not be needed.

C. General Method

[0024] FIG. 2 shows an exemplary process that a host
9 may perform in order to facilitate its tracking. After the
start of the process 40, for example after power is sup-
plied to part or all of the host 9, the agent 4 detects 42
that a cellular call time is approaching. The current loca-
tion of the host 9 is then detected 44 by a GPS module
6 and the pre-arranged call time is awaited 46. The cur-
rent time can be retrieved from the GPS module 6, typi-
cally to an accuracy of a second, or a clock in the host
may be used. At, or just before the pre-arranged call time,
the agent 4 causes the host to register 48 with a cellular
telephone network, with a pre-arranged telephone
number 12, 13, or 14 in FIG. 1.

[0025] [f50 a cellular call is not actually needed, which
may be determined at the monitoring center 20, then no
call is completed. This could be because the host 9 and
monitoring center 20 have recently communicated via a
different means such as the internet, or because no alert
has been created at the monitoring center. If 50 a call is
needed, then the host 9 can receive 52 a call from the
monitoring center 20.

[0026] In the case that the host 9 receives 52 a call
from the monitoring center 20, the monitoring center may
communicate a signal to the host 9 indicating that it has
been reported lost or stolen. If 54 the host 9 has been
reported as stolen, then the host 9 can commence 56
anti-theft actions. These actions may be one or more of
shutting down the host, deleting encryption keys, chang-
ing encryption keys, deleting some or all the data in the
host 9, transmitting data from the host 9, sounding an
alarm, displaying a message on a display of the host 9,
taking photographs using a camera built into the host 9,
sending location related information to the monitoring
center 20, informing nearby devices or other hosts 10,
11 that it has been reported lost or stolen, etc. The host
9 may also loop out of the process if it has been reported
stolen, but this is optional.

[0027] If the process is continued after anti-theft ac-
tion(s) have been initiated 56, or if the host 9 has not
been reported lost or stolen, then agent 4 reports 58 the
most recently detected location of the host 9 to the mon-
itoring center 20, if it has not already done this in step
56. Based on the location information transmitted 58 to
the monitoring center 20, the monitoring center 20 can
update 60 the number that the host 9 should use next
time a call needs to be made. For example, if the location
of the host 9 has changed significantly since the preced-
ing call, then it would be beneficial from a cost point of
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view to change the number the host 9 uses in order to
avoid possible roaming and/or long distance charges.
The call number module 7 in the host 9 may manage the
host telephone number to be used in a cellular call. The
monitoring center 20 may include a database of numbers
to be used depending on the location of the hosts 9, 10,
11. In addition to the host telephone number 12, 13, or
14 that the host 9 uses for itself, it may be provided with
another telephone number (not shown) on which to con-
tact the monitoring center in the case where the hosts 9,
10, 11 are configured to call the monitoring center 20.
Again, this would be for minimizing long distance and/or
roaming charges. The monitoring center may also trans-
mit 60 the next time that a communication should be
made by cellular telephone, which may be conditional
upon the absence of an intervening internet communica-
tion, the scheduled time of which may also be transmitted.
The updated host telephone number and time will be
used by the host 9 on the next occasion it registers with
a cellular telephone network. When the necessary com-
munications between the host 9 and the monitoring cent-
er 20 have been completed, the call is ended 62 and the
host 9 de-registers 64 fromthe cellular network. The proc-
ess then loops back to step 42 to detect the subsequent
reserved cellular call time.

[0028] FIG. 3 shows an alternate exemplary process
that a host 9 may perform in order to facilitate its tracking.
Many of the steps are the same as those of the process
shown in FIG. 2. After the start of the process 40, the
agent 4 detects 42 that a cellular call time is approaching.
If 50 a cellular call is not needed, which may have been
determined at the host 9 or the monitoring center 20 dur-
ing a prior internet call, then no cellular call is made.
[0029] If 50 a call is needed, then at, or just before the
pre-arranged call time, the agent 4 causes the host to
register 48 with a cellular telephone network with a pre-
arranged telephone number 12, 13, or 14. The host 9
can then initiate the call to the monitoring center 20, or
it can receive 52 a call from the monitoring center 20.
Whether the hosts 9, 10, 11 call the monitoring center 20
or whether the monitoring center 20 calls the hosts 9, 10,
11 depends on the configuration chosen for the system.
[0030] In the case that the host 9 receives 52 a call
from the monitoring center 20, the monitoring center may
communicate a signal to the host 9 indicating that it has
been reported lost or stolen. If 54 the host 9 has been
reported as stolen, then the host 9 can commence 56
anti-theft actions as described above.

[0031] If the process is continued after anti-theft ac-
tion(s) have been initiated 56, or if the host 9 has not
been reported lost or stolen, then agent 4 reports 58 the
most recently detected location of the host 9 to the mon-
itoring center 20, if it has not already done so in step 56.
Based on the location information transmitted 58 to the
monitoring center 20, the monitoring center 20 can up-
date 60 the number that the host 9 should use next time
a call needs to be made. The monitoring center may
transmit 60 the next time that a communication should

10

15

20

25

30

35

40

45

50

55

be made by cellular telephone, which may be conditional
upon the absence of an intervening internet communica-
tion, the scheduled time of which may also be transmitted.
When the necessary communications between the host
9 and the monitoring center 20 have been completed,
the call is ended 62 and the host 9 de-registers 64 from
the cellular network. The process then loops back to step
42 to detect the approach of the subsequent reserved
cellular call time.

[0032] FIG. 4 shows an example process that a mon-
itoring center 20 may perform. After the start of the proc-
ess 70, the monitoring center selects 74 a host device
that should be called according to an ongoing, live or pre-
defined schedule. The monitoring center 20 determines
76 whether or not a cellular call is needed. If, for example,
the host 9 scheduled for a call has recently contacted the
monitoring center 20, for example via the internet, then
a call may not be necessary and the monitoring center
20 loops back to await 72 execution of the next selection
step 74 in accordance with the ongoing, live or pre-de-
fined schedule. However, if the host 9 has not recently
contacted the monitoring center 20, or the host 9 has
missed its scheduled time for contacting the monitoring
center 20, then a cellular call may be necessary. Even if
the host 9 has recently communicated with the monitoring
center 20, then a cellular call may be due if the host 9
has been reported stolen or lost.

[0033] If a call is due, then the monitoring center 20
calls 78 the host 9. In an alternate embodiment, the mon-
itoring center 20 may receive a call from a host 9. If 80
the host 9 has been reported stolen or lost, then the mon-
itoring center 20 informs 82 the host 9 of its lost/stolen
status. If it is possible and/or necessary, then the moni-
toring center 20 can optionally also inform 84 the host 9
that the present call can be extended beyond its normal
scheduled duration. Whether a call can be extended de-
pends on the configuration of the system. This could de-
pend, for example, on whether reserved calling time slots
that are not likely to be needed are made available or not
to lost or stolen devices. The monitoring center 20 then
receives 86 the current location of the host 9. If 80 the
host 9 has not been reported stolen, then the monitoring
center 20 receives 86 the current location of the host 9
without executing steps 82 or 84. In an alternate embod-
iment, the monitoring center 20 may inform the host 9 of
its status on each call.

[0034] The telephone number the host should use for
itself on the subsequent call is then updated 88 at the
monitoring center 20 and transmitted 90 to the host 9.
Alternately, an identifier for the update number may be
transmitted from the monitoring center 20 to the host 9.
The monitoring center 20 has a table or database 22
containing host telephone numbers that the hosts can
use depending on their lastknown location. The numbers
are chosen and provided to minimize long distance
and/or roaming charges for a plurality of hosts 9, 10, 11
that are monitored.

[0035] In step 92, the next scheduled cellular call time
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is updated 92 in the monitoring center 20 and transmitted
94 to the host 9. The call is then ended 96 and the mon-
itoring center 20 loops back to await 72 execution of the
next selection step 74 in accordance with the ongoing,
live or pre-defined schedule.

[0036] FIG. 5shows a diagram of cellular calling time-
line 110 and internet calling timeline 112, on which calls
between the monitoring center 20 and the hosts 9, 10,
11 may occur. Normally, a host 9 is configured to call into
the monitoring center 20 via the internet (i.e. a mobile
data network that is distinct from the cellular network) in
preference to the cellular network. For example a group
of hosts may be scheduled to call the monitoring center
via the internet during a certain future time period 108.
Reserved call times 106 for calls via a cellular network
are scheduled to be later than expected call times 108.
A reserved cellular call time may be scheduled after an
expected internet call time by a predefined time lag 104.
If one or more hosts do not call the monitoring center 20
via the internet during the expected time period 108, the
one or more hosts can later communicate with the mon-
itoring center during a corresponding slot in reserved call
time period 106.

[0037] Asanexample, a group of hosts were previous-
ly expected to call in to the monitoring center 20 during
time period 116 occurring in the past. The previously re-
served period 114 for calling via the cellular network was
scheduled to occur later than the previously expected
internet calling times 116 by a time delay equal to the
time lag 104. As it happened in this case, all but one of
the hosts called into the monitoring center in time periods
98 occurring within time period 116. The one host that
did not call in missed its call via the internet at time 100,
butwill be able to communicate with the monitoring center
20 at future time 102, occurring later than the initially
scheduled call time 100 by a period equal in duration to
the time lag 104. Since the majority of hosts 9 commu-
nicated via the internet in time periods 98, the corre-
sponding previously reserved cellular calling times 101,
103 and 105 may not be used. However, since a cellular
call is still expected at time 102, and it is known that pre-
viously reserved cellular call time period 105 is now avail-
able, it is possible for the cellular call due to occur at time
102 to be extended in duration to use some of the freed
up cellular time 105.

[0038] Astime progresses and hosts continue to make
calls via the internet, then reserved cellular call times 106
will be freed up, allowing lost or stolen devices to com-
municate via a cellular network more frequently than pre-
viously scheduled. Depending on the number of hosts to
be protected, the duration of the calls and the number of
hosts that are reported lost or stolen, the period for the
expected call time 108 for the group of hosts can be in-
creased or decreased, as can be the corresponding du-
ration of the reserved call times 106. This can occur dy-
namically and can be controlled via the employment of
an algorithm at the monitoring center 20. Although only
one set of reserved call times 106 is shown, two or more
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sets could be reserved.

[0039] During an internet call, the immediately follow-
ing reserved cellular call time for the host that is calling
could be sacrificed, or freed up. This could be commu-
nicated to the host 9 by the monitoring center 20. If it
happens that enough hosts are not making internet call
for the cellular channel to be in full use, or near full use,
then some of the hosts could be given an alternate cel-
lular number to use.

[0040] FIG. 6 shows aprocess that may be undertaken
by the monitoring center 20 when scheduling’ cellular call
times. In step 120, the monitoring center schedules the
next internet call time for a device. A series of future in-
ternet calls may be scheduled at the same time. In step
122, the monitoring center schedules the next cellular
call time for a device. A series of future cellular calls may
be scheduled at the same time. When it come time for
an internet communication to be made between the mon-
itoring center and the device, if it occurs 124, the next
scheduled cellular call time is cancelled 126 and if not
already done in advance, the following internet call is
scheduled 120 as well as the following cellular call 122.
If at point 124 there is no internet call made, then the
monitoring center waits 128 until the scheduled cellular
call time. The cellular call is then made 130 during which
the following internet and cellular call times are sched-
uled 120, 122, if they have not been scheduled in ad-
vance.

D. Alternatives and Variations

[0041] Steps in the flowcharts may be performed in a
different order to those illustrated, or they may be com-
bined where shown separately. Some steps may be omit-
ted in some embodiments. Components may be inter-
changed for equivalents, or varied in number and type.
[0042] Communications may be initiated by either the
host 9 or the monitoring center 20. However, if the mon-
itoring center 20 calls, then it can be more certain that
only one device in a group of host devices will be involved
in a communication at a time.

[0043] Actions taken by the protected host may be un-
dertaken stealthily, such that an unauthorized user of the
hostis unaware thatthe action is being taken. Alternately,
an action may be overt, such as accompanied by the
sounding of an alarm.

[0044] The timing of the calls can be scheduled with
some allowance for timing error. For example, if the tim-
ing accuracy of the GPS clocks is At, then subsequent
calls can be scheduled with a gap of say 10At, or some
other multiple such as 5 or 20 etc.

[0045] It may be possible to reserve two or more cel-
lular call times for each host in a reserved call time period
106. Time periods 108, 106, 116 and 114 may not be
scheduled to be filled to capacity, which would allow mul-
tiple cellular calls to be scheduled. It may be the case
that different hosts, or hosts in different locations, need
to make more frequent calls. For example, automatic de-
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tection that a host is being taken through an airport, or
isinan area of increased crime, may cause call frequency
to be increased.

[0046] The time period 106 may be interspersed with
one or more unscheduled time periods which are re-
served for devices that have been reported lost or stolen
and may need extra call time.

[0047] Itmay be possible, inthe case of a reported loss
or theft, to instruct the host to communicate via another
channel that is dedicated to communicating with lost and
stolen devices, rather than sharing a channel with host
devices that are not lost or stolen.

[0048] Except where indicated otherwise, all of the
steps and tasks described herein may be performed and
fully automated by a computer system, and may be em-
bodied in software code modules executed by one or
more general purpose computers. The code modules
may be stored in any type of computer-readable medium
or other computer storage device. Some or all of the
methods may alternatively be embodied in specialized
computer hardware. The computer system may, in some
cases, be composed of multiple distinct computers or
computing devices (e.g., physical servers, workstations,
storage arrays, etc,) that communicate and interoperate
over a network to perform the described functions. Each
such computing device typically includes a processor (or
multiple processors) that executes program instructions
stored in a memory or other computer-readable medium.
The results of the disclosed methods may be persistently
stored by transforming physical storage devices, such
as solid state memory chips and/or magnetic disks, into
a different state.

[0049] The present description is of the best presently
contemplated mode of carrying out the subject matter
disclosed and claimed herein. The description is made
for the purpose of illustrating the general principles of the
subject matter and not be taken in a limiting sense; the
subject matter can find utility in a variety of implementa-
tions without departing from the scope of the disclosure
made, as will be apparent to those of skill in the art from
an understanding of the principles that underlie the sub-
ject matter.

Claims

1. A non-transitory computer-readable medium having
stored thereon an executable agent component that
directs a mobile electronic device to communicate
with a monitoring center according to a protocol in
which:

during a first time period, the mobile electronic
device attempts to establish a communication
session with the monitoring center over a com-
puter network without use of a cellular network;
if the attempt to establish the communication
session over the computer network is unsuc-
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cessful, during a second time period that is later
in time than the first time period, a call is placed
over the cellular network during a scheduled call
time, the mobile electronic device connecting
from a telephone number that is time-shared by
multiple mobile electronic devices, and said
scheduled call time falling after expiration of the
first time period;

if the attempt to establish a communication ses-
sion over the computer network is successful,
the scheduled call time is updated to cause said
call over the cellular network to be postponed;
and

when a communication session is established
between the mobile electronic device and the
monitoring center over the computer network or
the cellular network, information is conveyed be-
tween the mobile electronic device and the mon-
itoring center to enable the monitoring center to
track the mobile electronic device;

wherein the protocol conserves cellular network
resources by attempting to convey said informa-
tion to the monitoring center without use of the
cellular network.

The computer-readable medium of claim 1, wherein
a call is additionally placed over the cellular network
between the mobile electronic device and the mon-
itoring center if the mobile electronic device has been
reported lost or stolen, regardless of whether or not
the attempt to establish the communication session
over the computer network is unsuccessful.

The computer-readable medium of claim 1, wherein
the scheduled call time is assigned by the monitoring
center to the mobile electronic device prior to the
attemptto establish the communication session over
the computer network, and is selected to permit time-
sharing of the telephone number by multiple mobile
electronic devices.

The computer-readable medium of claim 1, wherein
the call is placed by the mobile electronic device to
the monitoring center.

The computer-readable medium of claim 4, wherein
the telephone number is specified to the mobile elec-
tronic device by the monitoring center, said tele-
phone number selected based at least partly on a
location of the mobile electronic device.

The computer-readable medium of claim 1, wherein
the call is placed by the monitoring center to the mo-
bile electronic device.

The computer-readable medium of claim 1, in com-
bination with the monitoring center, wherein the mon-
itoring center comprises a computer system that is
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configured to monitor a location of the mobile elec-
tronic device, and based thereon, to assign tele-
phone numbers to the mobile electronic device for
placing calls over the cellular network.

The computer-readable medium and monitoring
center of claim 7, wherein the monitoring center is
additionally configured to assign the first time period
and the scheduled call time to the mobile electronic
device.

The computer-readable medium and monitoring
center of claim 7, wherein the monitoring center is
additionally configured to instruct the executable
agent component in the mobile electronic device to
perform an anti-theft function.

10. A monitoring center, comprising:

a computer system configured to communicate
with, and to monitor the locations of, a plurality
of mobile electronic devices, the computer sys-
tem programmed to:

assign to the mobile electronic devices,
based at least partly on the respective loca-
tions of the mobile electronic devices, tele-
phone numbers from which the mobile elec-
tronic devices connect when communicat-
ing with the monitoring center over a cellular
network;

assign call times to the mobile electronic de-
vices for placing calls to the monitoring cent-
er over the cellular network; and

when a mobile electronic device conducts
a communication session with the monitor-
ing center over a computer network without
use of the cellular network, updating a call
time assigned to the mobile electronic de-
vice to postpone placement of a call by the
mobile electronic device over the cellular
network;

wherein the computer system is configured
to assign the telephone numbers and call
times to the mobile electronic devices such
that a single telephone number is time-
shared by multiple mobile electronic devic-
es.

11. The monitoring center of claim 10,

wherein the computer system is additionally config-
ured to communicate with the mobile electronic de-
vices over a computer network, without use of the
cellular network; and,

wherein the computer system is additionally config-
ured to implement a protocol in which:

during a first time period assigned by the mon-
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12.

13.

14.

itoring center, a mobile electronic device at-
tempts to establish a communication session
with the monitoring center over the computer
network; and

if the attempt is unsuccessful, the mobile elec-
tronic device places a call to the monitoring cent-
erover the cellular network during a second time
period assigned by the monitoring center.

A method for controlling communications between a
plurality of mobile electronic devices and a monitor-
ing center to facilitate recovery of any of the mobile
devices if lost or stolen, the method comprising the
steps of:

for each of the plurality of mobile electronic de-
vices, determining afirsttime for a computer net-
work communication between the monitoring
center and that mobile electronic device;
assigning a common telephone number to the
plurality of mobile electronic devices for cellular
communications with the monitoring center on
a time-shared basis;

for each of the plurality of mobile electronic de-
vices, determining a second time, later than said
first time, for a cellular communication between
the monitoring center and that mobile electronic
device, said second time selected to enable the
mobile electronic devices to time-share the com-
mon telephone number;

if an internet communication is made prior to the
second time by a mobile electronic device of the
plurality of mobile electronic devices, determin-
ing an updated time for the cellular communica-
tion between the monitoring center and that mo-
bile electronic device, said updated time being
delayed relative to the second time for the mo-
bile electronic-device, said updated time capa-
ble of being further delayed such that cellular
communications are avoided in favour of non-
cellular computer network, communications;
and,

if an internet communication is not made prior
to the second time by the mobile electronic de-
vice, communicating with the mobile electronic
device via a cellular communication during the
second time.

The method of claim 12, wherein the duration of a
cellular communication between the monitoring
center and a particular one of the plurality of mobile
electronic devices is extended into time freed up by
the making of an internet communication by another
one of the plurality of mobile electronic devices.

The method of claim 12, wherein each of the plurality
of mobile electronic devices temporarily register with
a cellular network for making a cellular communica-
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tion with the monitoring center.

15. A mobile electronic device programmed to commu-

nicate with a monitoring system according to a meth-
od that comprises:

receiving, from the monitoring system, a call
time assignment that specifies a call time for
placing a call over a cellular network to the mon-
itoring system, said call time selected according
to a method that enables multiple mobile elec-
tronic devices to time-share atelephone number
from which to connect;

prior to the assigned call time, attempting to es-
tablish a communication session with the mon-
itoring system over a computer network without
use of the cellular network;

if the attempt to establish the communication
session is successful, obtaining an updated call
time assignment that postpones the call to the
monitoring system, said updated call time se-
lected according to a method that enables mul-
tiple mobile electronic devices to time-share a
telephone number; and

if the attempt to establish the communication
session is unsuccessful, placing a call via the
cellular network to the monitoring system based
on the assigned call time using a telephone
number that is time-shared by multiple electron-
ic mobile devices.

Patentanspriiche

1.

Nicht-flichtiges computerlesbares Medium, auf dem
eine ausfuhrbare Agenten-Komponente gespeichert
ist, die ein elektronisches Mobilgerat anweist, mit ei-
nem Uberwachungszentrum gemaR einem Protokoll
zu kommunizieren, in dem:

das elektronische Mobilgerat wahrend eines
ersten Zeitraums versucht, ber ein Compu-
ternetzwerk eine Kommunikationssitzung mit
dem Uberwachungszentrum aufzubauen, ohne
ein Mobilfunknetz zu verwenden;

wenn der Versuch, die Kommunikationssitzung
Uber das Computernetzwerk aufzubauen, fehl-
schlagt, wahrend eines zweiten Zeitraums, der
spater in der Zeitist als der erste Zeitraum, wah-
rend einer geplanten Anrufzeit ein Anruf Gber
das Mobilfunknetz getatigt wird, wobei sich das
elektronische Mobilgerat von einer Telefonnum-
mer verbindet, die von mehreren elektronischen
Mobilgeraten zeitlich verzahnt genutzt wird, und
wobei die geplante Anrufzeit in die Zeit nach
dem Ablauf des ersten Zeitraums fallt;

wenn der Versuch, eine Kommunikationssit-
zung Uber das Computernetzwerk aufzubauen,
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erfolgreich ist, die geplante Anrufzeit aktualisiert
wird, um zu bewirken, dass der Anruf Uber das
Mobilfunknetz verschoben wird; und

wenn eine Kommunikationssitzung zwischen
dem elektronischen Mobilgerat und dem Uber-
wachungszentrum tber das Computernetzwerk
oder das Mobilfunknetz aufgebaut ist, Informa-
tionen zwischen dem elektronischen Mobilgerat
und dem Uberwachungszentrum ibermittelt
werden, um dem Uberwachungszentrum Zu er-
moglichen, das elektronische Mobilgerat zu ver-
folgen;

wobei das Protokoll Mobilfunknetzressourcen
schont, indem es versucht, die Informationen an
das Uberwachungszentrum zu Ubermitteln, oh-
ne das Mobilfunknetz zu verwenden.

Computerlesbares Medium nach Anspruch 1, wobei
zusatzlich ein Anruf Uber das Mobilfunknetz zwi-
schen dem elektronischen Mobilgerdt und dem
Uberwachungszentrum getétigt wird, wenn das elek-
tronische Mobilgerat als verloren oder gestohlen ge-
meldet worden ist, unabhangig davon, ob der Ver-
such, die Kommunikationssitzung tiber das Compu-
ternetzwerk aufzubauen, fehlschlagt oder nicht.

Computerlesbares Medium nach Anspruch 1, wobei
die geplante Anrufzeit dem elektronischen Mobilge-
rat vor dem Versuch, die Kommunikationssitzung
Uber das Computernetzwerk aufzubauen, durch das
Uberwachungszentrum zugeordnet wird, und aus-
gewahlt wird, um die zeitlich verzahnte Nutzung der
Telefonnummer durch mehrere elektronische Mobil-
gerate zu erlauben.

Computerlesbares Medium nach Anspruch 1, wobei
der Anruf von dem elektronischen Mobilgerat an das
Uberwachungszentrum getéatigt wird.

Computerlesbares Medium nach Anspruch 4, wobei
die Telefonnummer dem elektronischen Mobilgerat
durch das Uberwachungszentrum angegeben wird,
wobei die Telefonnummer zumindest teilweise ba-
sierend auf einem Standort des elektronischen Mo-
bilgerats ausgewahlt wird.

Computerlesbares Medium nach Anspruch 1, wobei
der Anruf von dem Uberwachungszentrum an das
elektronische Mobilgerat getatigt wird.

Computerlesbares Medium nach Anspruch 1, in
Kombination mit dem Uberwachungszentrum, wo-
bei das Uberwachungszentrum ein Computersys-
temumfasst, das ausgestaltetist, einen Standortdes
elektronischen Mobilgerats zu Giberwachen, und ba-
sierend darauf dem elektronischen Mobilgerat Tele-
fonnummern zum Tatigen von Anrufen Gber das Mo-
bilfunknetz zuzuordnen.
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Computerlesbares Medium und Uberwachungszen-
trum nach Anspruch 7, wobei das Uberwachungs-
zentrum zusatzlich ausgestaltet ist, dem elektroni-
schen Mobilgerat den ersten Zeitraum und die ge-
plante Anrufzeit zuzuordnen.

Computerlesbares Medium und Uberwachungszen-
trum nach Anspruch 7, wobei das Uberwachungs-
zentrum zusatzlich ausgestaltet ist, die ausfiihrbare
Agenten-Komponente in dem elektronischen Mobil-
gerdt anzuweisen, eine Antidiebstahl-Funktion
durchzufiihren.

10. Uberwachungszentrum, umfassend:

ein Computersystem, das ausgestaltet ist, mit
einer Vielzahl elektronischer Mobilgerate zu
kommunizieren und ihre Standorte zu Gberwa-
chen, wobei das Computersystem fiir Folgen-
des programmiert ist:

Zuordnen zu den elektronischen Mobilge-
raten, zumindest teilweise basierend auf
den jeweiligen Standorten der elektroni-
schen Mobilgerate, von Telefonnummern,
von denen die elektronischen Mobilgerate
sich verbinden, wenn sie Uber ein Mobil-
funknetz mit dem Uberwachungszentrum
kommunizieren;

Zuordnen von Anrufzeiten zu den elektro-
nischen Mobilgeraten zum Tatigen von An-
rufen an das Uberwachungszentrum (iber
das Mobilfunknetz; und

wenn ein elektronisches Mobilgerat eine
Kommunikationssitzung mit dem Uberwa-
chungszentrum Uber ein Computernetz-
werk durchfiihrt, ohne das Mobilfunknetz zu
verwenden, Aktualisieren einer Anrufzeit,
die dem elektronischen Mobilgerat zuge-
ordnet ist, um das Téatigen eines Anrufs
durch das elektronische Mobilgerat tber
das Mobilfunknetz zu verschieben;

wobei das Computersystem ausgestaltet
ist, den elektronischen Mobilgeraten die Te-
lefonnummern und Anrufzeiten derart zuzu-
ordnen, dass eine einzelne Telefonnummer
zeitlich verzahnt von mehreren elektroni-
schen Mobilgeraten genutzt wird.

11. Uberwachungszentrum nach Anspruch 10,

wobei das Computersystem zusétzlich ausgestaltet
ist, mit den elektronischen Mobilgeraten Uber ein
Computernetzwerk zu kommunizieren, ohne das
Mobilfunknetz zu verwenden; und

wobei das Computersystem zusétzlich ausgestaltet
ist, ein Protokoll zu implementieren, in dem:

wéhrend eines ersten von dem Uberwachungs-
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zentrum zugeordneten Zeitraums ein elektroni-
sches Mobilgerat versucht, eine Kommunikati-
onssitzung mit dem Uberwachungszentrum
Uber das Computernetzwerk aufzubauen; und
wenn der Versuch fehlschlagt, das elektroni-
sche Mobilgerat wahrend eines zweiten von
dem Uberwachungszentrum zugeordneten
Zeitraums einen Anruf an das Uberwachungs-
zentrum Uber das Mobilfunknetz tatigt.

12. Verfahren zum Steuern von Kommunikationen zwi-

schen einer Vielzahl elektronischer Mobilgerate und
einem Uberwachungszentrum, um das Wiederer-
langen eines beliebigen der Mobilgerate zu erleich-
tern, wenn es verloren oder gestohlen wurde, wobei
das Verfahren folgende Schritte umfasst:

Bestimmen einer ersten Zeit fir eine Compu-
ternetzwerk-Kommunikation zwischen dem
Uberwachungszentrum und dem elektroni-
schen Mobilgerat fir jedes der Vielzahl elektro-
nischer Mobilgerate;

Zuordnen einer gemeinsamen Telefonnummer
zu der Vielzahl elektronischer Mobilgerate fir
Mobilfunkkommunikationen mit dem Uberwa-
chungszentrum basierend auf einer zeitlichen
Schachtelung;

Bestimmen einer zweiten Zeit, die spater ist als
die erste Zeit, fiir eine Mobilfunkkommunikation
zwischen dem Uberwachungszentrum und dem
elektronischen Mobilgerat fir jedes der Vielzahl
elektronischer Mobilgerate, wobei die zweite
Zeit ausgewahlt ist, um den elektronischen Mo-
bilgeraten zu ermdglichen, die gemeinsame Te-
lefonnummer zeitlich verzahnt zu nutzen;
Bestimmen einer aktualisierten Zeit flir die Mo-
bilfunkkommunikation zwischen dem Uberwa-
chungszentrum und dem elektronischen Mobil-
gerat, wenn vor der zweiten Zeit eine Internet-
kommunikation durch ein elektronisches Mobil-
gerat der Vielzahl elektronischer Mobilgerate
hergestellt wird, wobei die aktualisierte Zeit im
Verhaltnis zu der zweiten Zeit fiir das elektroni-
sche Mobilgerat verzdgert ist, wobei die aktua-
lisierte Zeit in der Lage ist, derart weiter verz6-
gert zu werden, dass Mobilfunkkommunikatio-
nen zugunsten nicht-mobilfunkbasierter Com-
puternetzwerk-Kommunikationen  vermieden
werden; und

Kommunizieren mit dem elektronischen Mobil-
gerat Uber eine Mobilfunkkommunikation wah-
rend der zweiten Zeit, wenn vor der zweiten Zeit
keine Internet-Kommunikation von dem elektro-
nischen Mobilgerat hergestellt wird.

13. Verfahren nach Anspruch 12, wobei die Dauer einer

Mobilfunkkommunikation zwischen dem Uberwa-
chungszentrum und einem bestimmten der Vielzahl
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elektronischer Mobilgerate in eine Zeit hinein verlan-
gert wird, die durch das Herstellen einer Internet-
kommunikation durch ein anderes der Vielzahl elek-
tronischer Mobilgerate frei geworden ist.

Verfahren nach Anspruch 12, wobei jedes der Viel-
zahl elektronischer Mobilgerate sich voriibergehend
an einem Mobilfunknetz anmeldet, um eine Mobil-
funkkommunikation mit dem Uberwachungszent-
rum herzustellen.

Elektronisches Mobilgerat, das programmiertist, ge-
maf einem Verfahren, das Folgendes umfasst, mit
einem Uberwachungssystem zu kommunizieren:

Empfangen einer Anrufzeit-Zuordnung von dem
Uberwachungssystem, die eine Anrufzeit zum
Tatigen eines Anrufs tber ein Mobilfunknetz an
das Uberwachungssystem bestimmt, wobei die
Anrufzeit gemal einem Verfahren ausgewahlt
ist, das es mehreren elektronischen Mobilgera-
ten ermoglicht, eine Telefonnummer, von der sie
sich verbinden, zeitlich verzahnt zu nutzen;
Versuchen, vor der zugeordneten Anrufzeit eine
Kommunikationssitzung mit dem Uberwa-
chungssystem Uber ein Computernetzwerk her-
zustellen, ohne das Mobilfunknetz zu verwen-
den;

Erhalten einer aktualisierten Anrufzeit-Zuord-
nung, die den Anruf an das Uberwachungssys-
tem verschiebt, wenn der Versuch, die Kommu-
nikationssitzung herzustellen, erfolgreich ist,
wobei die aktualisierte Anrufzeit gemaR einem
Verfahren ausgewahlt ist, das es mehreren
elektronischen Mobilgeraten ermdéglicht, eine
Telefonnummer zeitlich verzahnt zu nutzen; und
Tatigen eines Anrufs Uber das Mobilfunknetz an
das Uberwachungssystem basierend auf der
zugeordneten Anrufzeit unter Verwenden einer
Telefonnummer, die zeitlich verzahnt von meh-
reren elektronischen Mobilgeraten genutzt wird,
wenn der Versuch, die Kommunikationssitzung
herzustellen, fehlschlagt.

Revendications

Support non transitoire lisible par un ordinateur, sur
lequel est enregistré un composant d’agent exécu-
table qui dirige un dispositif électronique mobile pour
'amener a communiquer avec un centre de sur-
veillance conformément a un protocole, dans
lequel :

pendant une premiére période de temps, le dis-
positif électronique mobile tente d’établir une
session de communication avec le centre de
surveillance via un réseau informatique sans uti-
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liser de réseau cellulaire ;

si la tentative d’établissement de la session de
communication via le réseau informatique
échoue, pendant une deuxiéme période de
temps qui est ultérieure a la premiére période
de temps, un appel est effectué via le réseau
cellulaire pendant un temps d’appel planifié, le
dispositif électronique mobile se connectant a
partir d’'un numéro de téléphone qui est partagé
en temps par de multiples dispositifs électroni-
ques mobiles, et ledit temps d’appel planifié se
situant aprés I'expiration de la premiére période
de temps ;

si la tentative d’établissement d’'une session de
communication via le réseau informatique réus-
sit, le temps d’appel planifié est actualisé pour
amener ledit appel via le réseau cellulaire a étre
différé ; et

quand une session de communication est éta-
blie entre le dispositif électronique mobile et le
centrede surveillance viale réseauinformatique
ou le réseau cellulaire, I'information est achemi-
née entre le dispositif électronique mobile et le
centre de surveillance pour permettre au centre
de surveillance de localiser le dispositif électro-
nique mobile ;

dans lequel le protocole conserve des ressour-
ces de réseau cellulaire en tentant d’acheminer
ladite information vers le centre de surveillance
sans utiliser le réseau cellulaire.

Support lisible par un ordinateur selon la revendica-
tion 1, dans lequel un appel est en plus effectué via
le réseau cellulaire entre le dispositif électronique
mobile etle centre de surveillance sile dispositif élec-
tronique mobile a été signalé comme perdu ou volé,
sans tenir compte du fait de savoir si la tentative
d’établir la session de communication via le réseau
cellulaire échoue ou non.

Support lisible par un ordinateur selon la revendica-
tion 1, dans lequel le temps d’appel planifié est at-
tribué par le centre de surveillance au dispositif élec-
tronique mobile avant la tentative d’établissement
de la session de communication via le réseau infor-
matique, et est sélectionné pour permettre le partage
en temps du numéro de téléphone par de multiples
dispositifs électroniques mobiles.

Support lisible par un ordinateur selon la revendica-
tion 1, dans lequel I'appel est effectué parle dispositif
électronique mobile vers le centre de surveillance.

Support lisible par un ordinateur selon la revendica-
tion 4, dans lequel le numéro de téléphone est spé-
cifié¢ au dispositif électronique mobile par le centre
de surveillance, ledit numéro de téléphone étant sé-
lectionné sur la base au moins partiellement d’'un
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emplacement du dispositif électronique mobile.

Support lisible par un ordinateur selon la revendica-
tion 1, dans lequel I'appel est effectué par le centre
de surveillance vers le dispositif électronique mobile.

Support lisible par un ordinateur selon la revendica-
tion 1, en combinaison avec le centre de surveillan-
ce, dans lequel le centre de surveillance comprend
un systéme informatique qui est configuré pour sur-
veiller un emplacement du dispositif électronique
mobile et pour, sur cette base, attribuer des numéros
de téléphone au dispositif électronique mobile pour
effectuer des appels via le réseau cellulaire.

Support lisible par un ordinateur et centre de sur-
veillance selon la revendication 7, dans lesquels le
centre de surveillance est en plus configuré pour at-
tribuerla premiére période de temps etle temps d’ap-
pel programmé au dispositif électronique mobile.

Support lisible par un ordinateur et centre de sur-
veillance selon la revendication 7, dans lesquels le
centre de surveillance est en plus configuré pour or-
donner au composant d’agent exécutable dans le
dispositif électronique mobile d’assurer une fonction
antivol.

Centre de surveillance, comprenant :

un systeme informatique configuré pour com-
muniquer avec une pluralité de dispositifs élec-
troniques mobiles et pour en surveiller les em-
placements, le systéme informatique étant pro-
grammeé pour :

attribuer aux dispositifs électroniques mo-
biles, surlabase au moins partiellementdes
emplacements respectifs des dispositifs
électroniques mobiles, des numéros de té-
léphone a partir desquels les dispositifs
électroniques mobiles se connectentlors de
la communication avec le centre de sur-
veillance via un réseau cellulaire ;
attribuer des temps d’appel aux dispositifs
électroniques mobiles pour effectuer des
appels vers le centre de surveillance via le
réseau cellulaire ; et

quand un dispositif électronique mobile
conduit une session de communication
avec le centre de surveillance via un réseau
informatique sans utiliser le réseau cellulai-
re, actualiser un temps d’appel affecté au
dispositif électronique mobile pour différer
la réalisation d’'un appel par le dispositif
électronique mobile via le réseau cellulaire ;
dans lequel le systéme informatique est
configuré pour attribuer les numéros de té-
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Iéphone et les temps d’appel aux dispositifs
électroniques mobiles de telle sorte qu’un
numeéro de téléphone unique est partagé en
temps par de multiples dispositifs électroni-
ques mobiles.

Centre de surveillance selon la revendication 10,
dans lequel le systéme informatique est en plus con-
figuré pour communiquer avec les dispositifs élec-
troniques mobiles via un réseau informatique, sans
utiliser le réseau cellulaire ; et

dans lequel le systéme informatique est en plus con-
figuré pour mettre en oeuvre un protocole dans
lequel :

pendant une premiére période de temps attri-
buée par le centre de surveillance, un dispositif
électronique mobile tente d’établir une session
de communication avec le centre de surveillan-
ce via le réseau informatique et,

si la tentative échoue, le dispositif électronique
mobile effectue un appel vers le centre de sur-
veillance via le réseau cellulaire pendant une
deuxiéme période de temps attribuée parle cen-
tre de surveillance.

Procédé de commande de communications entre
une pluralité de dispositifs électroniques mobiles et
un centre de surveillance pour faciliter la récupéra-
tion de I'un quelconque des dispositifs mobiles s'il
estperdu ou volé, le procédé comprenant les étapes
suivantes :

pour chacun de la pluralité de dispositifs élec-
troniques mobiles, détermination d’'un premier
temps pour une communication par réseau in-
formatique entre le centre de surveillance et ce
dispositif électronique mobile ;

attribution d’'un numéro de téléphone commun
alapluralité de dispositifs électroniques mobiles
pour des communications cellulaires avec le
centre de surveillance sur une base de partage
de temps ;

pour chacun de la pluralité de dispositifs élec-
troniques mobiles, détermination d’'un deuxie-
me temps, ultérieur audit premier temps, pour
une communication cellulaire entre le centre de
surveillance et ce dispositif électronique mobile,
ledit deuxiéme temps étant sélectionné pour
permettre aux dispositifs électroniques mobiles
de partager en temps le numéro de téléphone
commun ;

siune communication internet estréalisée avant
le deuxiéme temps par un dispositif électronique
mobile de la pluralité de dispositifs électroniques
mobiles, détermination d’'un temps actualisé
pour la communication cellulaire entre le centre
de surveillance et ce dispositif électronique mo-
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bile, ledit temps actualisé étant retardé par rap-
port au deuxiéme temps pour le dispositif élec-
tronique mobile, ledit temps actualisé pouvant
étre retardé davantage de telle sorte que des
communications cellulaires sont évitées en fa-
veur de communications par réseau informati-
que non cellulaires ; et,

si une communication internet n’est pas réalisée
avant le deuxiéme temps par le dispositif élec-
tronique mobile, communication avec le dispo-
sitif électronique mobile via une communication
cellulaire pendant le deuxiéme temps.

Procédé selon la revendication 12, dans lequel la
durée d’'une communication cellulaire entre le centre
de surveillance et un dispositif électronique mobile
particulier parmi la pluralité de dispositifs électroni-
ques mobiles est prolongée jusqu’a concurrence
d’'un temps libéré par la réalisation d’'une communi-
cation internet par un autre de la pluralité de dispo-
sitifs électroniques mobiles.

Procédé selon la revendication 12, dans lequel cha-
cun de la pluralité de dispositifs électroniques mobi-
les s’inscrit temporairement auprés d’un réseau cel-
lulaire pour réaliser une communication cellulaire
avec le centre de surveillance.

Dispositif électronique mobile programmé pour com-
muniquer avec un systéme de surveillance selon un
procédé qui comprend :

réception, en provenance du systéme de sur-
veillance, d’'une attribution de temps d’appel qui
spécifie un temps d’appel pour effectuer un ap-
pel via un réseau cellulaire vers le systéme de
surveillance, ledit temps d’appel étant sélection-
né selon un procédé qui permet a de multiples
dispositifs électroniques mobiles de partager en
temps un numéro de téléphone a partir duquel
se connecter ;

avant le temps d’appel attribué, tentative d’éta-
blir une session de communication avec le sys-
teme de surveillance via un réseau informatique
sans utiliser le réseau cellulaire ;

si la tentative d’établir la session de communi-
cation réussit, obtention d’'une attribution de
temps d’appel actualisé qui differe I'appel vers
le systéme de surveillance, ledit temps d’appel
actualisé étant sélectionné selon un procédé qui
permet a de multiples dispositifs électroniques
mobiles de partager en temps un numéro de
téléphone ; et

si la tentative d’établir la session de communi-
cation échoue, réalisation d’'un appel via le ré-
seau cellulaire vers le systéme de surveillance
sur la base du temps d’appel attribué a I'aide
d’'un numéro de téléphone qui est partagé en
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