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Description

Cross-Reference to Related Application

[0001] This application claims priority to Chinese Pat-
ent Application No. 201010246928.X, entitled "KEY
SEPARATION METHOD AND DEVICE", filed on August
2, 2010, which is hereby incorporated by reference in its
entirety.

FIELD OF THE INVENTION

[0002] The presentinvention relates to the field of com-
munication, and particularly to a key separation method
and device.

BACKGROUND OF THE INVENTION

[0003] The UMTS R9 (Universal Mobile Telecommu-
nications System) standard defines the handover
scheme between amacro celland a HNB (Home NodeB),
and the handover scheme between HNBs. In R9, the
handover between macro celland HNB and the handover
between HNBs can employ a common hard handover
procedure, and the SGSN (Serving GPRS SupportNode)
of the Core Network (CN) can participate in the whole
handover procedure.

[0004] Since HNB covers a relatively smaller range
(usually covers the range of several tens of meters), sev-
eral HNB may be deployed in the same application sce-
nario, and handover between HNB cells may occur due
to the movement of the mobile user. When such handover
frequently occurs, it brings corresponding burden to the
network side. In order to reduce the impact to CN (Core
Network), to HNBs under the same HNB Gateway (GW),
there may be a handover optimizing scheme that the
handover signaling between HNBs is terminated at the
HNB GW in case that no lur interface exists between
HNBs, as illustrated in Fig. 1A; there may be another
handover optimizing scheme that the handover signaling
between HNBs is forwarded via the HNB GW and termi-
nated at the HNB GW in case that lur interface exists
between HNBs, as illustrated in Fig. 1C; or there may be
still another handover optimizing scheme that the hando-
ver signaling between the HNBs is directly transferred
via the lur interface in case that lur interface exists be-
tween HNBs, as illustrated in Fig. 1B.

[0005] Nowadays, in UMTS system, during the hard
handover procedure where the handover signaling is ter-
minated at the SGSN, if the source node is HNB, CK
(Ciphering Key) and IK (Integrity Key) will not change
after the UE is handed over from the source HNB to the
target node (including RNC or HNB), i.e., the source HNB
knows the key used by the target node; due to the vul-
nerability of HNB’s location (unlike the RNC that is locat-
ed in the operator’'s computer room), an attacker will ac-
quire the key of the target node if it acquires the key of
the source HNB. Similarly, with respect to the handover
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between HNBs under the same HNB GW in UMTS sys-
tem, in the case that an lur interface exists between
HNBs, the security problem of key separation will also
occur after the UE is handed over from the source HNB
to the target HNB. Further, in UMTS system, similarly to
the above handover scenario, the security problem of
key separation will also occur when UE moves from an
HNB to the RNC or another HNB in idle mode.

SUMMARY OF THE INVENTION

[0006] The embodiments of the present invention pro-
vide a key separation method and device, so that the
source HNB and the target HNB/RNC use separate keys
for the ciphering and integrity protection.

[0007] The above object of the embodiments of the
present invention is achieved by the following technical
solutions:

a key separation method applicable to a SGSN
(Serving GPRS Support Node), including: when a
User Equipment hands over from a source node to
a target node, or when the User Equipment moves
from the source node to the target node in an idle
state, determining whether or not the source node
isaHome NodeB; and ifthe source node is the Home
NodeB, triggering an Authentication and Key Agree-
ment procedure according to the operator’s policy,
to update Ciphering Key and Integrity Key.

[0008] A SGSN, including: a determining unit, config-
ured to determine whether or nota source nodeisaHome
NodeB, HNB, when a User Equipment hands over from
the source node to atarget node, or when the User Equip-
ment moves from the source node to the target node in
idle state; and a triggering unit, configured to trigger an
Authentication and Key Agreement message according
to the operator’s policy, when the determining unit deter-
mines that the source node is the Home NodeB, so as
to update Ciphering Key and Integrity Key.

[0009] A key separation method applicable to a Home
NodeB Gateway or a User Equipment or a target Home
NodeB, including: when a User Equipment hands over
from a source node to a target node, or when the User
Equipment moves from the source node to the target
node in idle state, determining whether or not the source
node is the Home NodeB; and if the source node is the
HNB, sending a notification message toa SGSN to trigger
the SGSN to perform an Authentication and Key Agree-
ment procedure, so as to update Ciphering Key and In-
tegrity Key.

[0010] A Home NodeB Gateway, including: a deter-
mining unit, configured to determine whether or not a
source node is a Home NodeB, when a User Equipment
hands over from the source node to a target node; and
a sending unit, configured to send a notification message
to a SGSN, when the determining unit determines that
the source node is the Home NodeB, to trigger the SGSN



3 EP 2 603 024 A1 4

to perform an Authentication and Key Agreement proce-
dure.

[0011] A User Equipment, including: a determining
unit, configured to determine whether or not a source
node is a Home NodeB, when the User Equipmenthands
over from the source node to a target node, or when the
User Equipment moves from the source node to the tar-
get node in idle state; and a sending unit, configured to
send a notification message to a SGSN, when the deter-
mining unit determines that the source node is the Home
NodeB, to trigger the SGSN to perform an Authentication
and Key Agreement procedure.

[0012] Atarget Home NodeB, including: a determining
unit, configured to determine whether or not a source
node is a Home NodeB, when a User Equipment hands
over from the source node to atarget node; and asending
unit, configured to send a notification message to a SG-
SN, when the determining unit determines that the source
node is the Home NodeB, to trigger the SGSN to perform
an Authentication and Key Agreement procedure.
[0013] Akey separation method applicable to a SGSN,
including: when a User Equipment hands over from a
source node to a target node, determining whether the
source node is a Home NodeB; if the source node is the
Home NodeB, selecting one from a plurality of locally
stored Authentication Vectors, and using a Ciphering Key
and Integrity Key corresponding to the selected Authen-
tication Vector as a key used by the User Equipment at
the target node; and sending a random number corre-
sponding to the selected Authentication Vector to the Us-
er Equipment, so that the User Equipment generates the
Ciphering Key and Integrity Key according to the random
number.

[0014] ASGSN,including: afirst determining unit, con-
figured to determine whether or not a source node is a
Home NodeB, when a User Equipment hands over from
the source node to a target node; a selection unit, con-
figured to select one from a plurality of locally stored Au-
thentication Vectors, when the first determining unit de-
termines that the source node is the Home NodeB, and
use Ciphering Key and Integrity Key corresponding to
the selected Authentication Vector as a key used by the
User Equipment at the target node; and a sending unit,
configured to send a random number corresponding to
the Authentication Vector selected by the selection unit
to the User Equipment, so that the User Equipment gen-
erates the Ciphering Key and Integrity Key according to
the random number.

[0015] A key separation method applicable to a User
Equipment, including: when the User Equipment hands
over from a source node to a target node, receiving from
the source node, a Radio Resource Control connection
reconfiguration message including a random number
corresponding to an Authentication Vector selected by a
SGSN; generating Ciphering Key and Integrity Key ac-
cording to the random number, and using the Ciphering
Key and Integrity Key as keys used at the target node.
[0016] A User Equipment, including: a receiving unit,
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configured to receive from a source node, a Radio Re-
source Control connection reconfiguration message in-
cluding a random number corresponding to an Authen-
tication Vector selected by a SGSN, when the User
Equipment hands over from the source node to a target
node; and a generation unit, configured to generate Ci-
phering Key and Integrity Key according to the random
numberin the Radio Resource Control connection recon-
figuration message received by the receiving unit, and
use the Ciphering Key and Integrity Key as keys used at
the target node.

[0017] The methods and devices of the embodiments
may separate the keys of the source node and the target
node by reselecting Ciphering and Integrity Key used by
a new target node or performing an Authentication and
Key Agreement procedure.

BRIEF DESCRIPTION OF THE DRAWINGS

[0018] Thedrawings described herein provide a further
understanding of the present invention, and construct a
part of the present application rather than limitations to
the present invention, in which:

Figs. 1A-1C are schematic diagrams of currently op-
timized handover architectures;

Fig. 2 is a flowchart of a method on SGSN side ac-
cording to the first embodiment of the present inven-
tion;

Fig. 3 is a constitutional block diagram of a SGSN
according to the first embodiment of the present in-
vention;

Fig. 4 is a flowchart of a method on HNB GW side,
or HNB side, or UE side according to the first em-
bodiment of the present invention;

Fig. 5 is a constitutional block diagram of a HNB GW
according to the first embodiment of the present in-
vention;

Fig. 6 is a constitutional block diagram of a target
HNB according to the firstembodiment of the present
invention;

Fig. 7 is a constitutional block diagram of a UE ac-
cording to the first embodiment of the present inven-
tion;

Fig. 8 is Flowchart 1 of a system interaction accord-
ing to the first embodiment of the present invention;
Fig. 9 is Flowchart 2 of a system interaction accord-
ing to the first embodiment of the present invention;
Fig. 10is Flowchart 3 of a system interaction accord-
ing to the first embodiment of the present invention;
Fig. 11is Flowchart 4 of a system interaction accord-
ing to the first embodiment of the present invention;
Fig. 12 is a flowchart of a method on SGSN side
according to the second embodiment of the present
invention;

Fig. 13 is a constitutional block diagram of an SGSN
according to Embodiment 2 of the present invention;
Fig. 14 is a flowchart of a method on UE side accord-



5 EP 2 603 024 A1 6

ing to the second embodiment of the present inven-
tion;

Fig. 15 is a constitutional block diagram of a UE ac-
cording to the second embodiment of the present
invention;

Fig. 16 is a flowchart of a handover according to the
second embodiment of the present invention;

Fig. 17 is a flowchart of a method for providing se-
curity-related information according to the second
embodiment of the present invention;

Fig. 18 is Flowchart 1 of a system interaction accord-
ing to the embodiment shown in Fig. 17;

Fig. 19 is Flowchart 2 of a system interaction accord-
ing to the embodiment shown in Fig. 17;

Fig. 20 is Flowchart 3 of a system interaction accord-
ing to the embodiment shown in Fig. 17;

Fig. 21 is a constitutional block diagram of a Home
NodeB Gateway according to the third embodiment
of the present invention.

DETAILED DESCRIPTION OF THE EMBODIMENTS

[0019] In order that the object, technical solutions and
advantages of the embodiments of the present invention
are more apparent, the embodiments of the present in-
vention are further detailedly described as follows with
reference to the embodiments and drawings. Herein, the
exemplary embodiments of the presentinvention and the
descriptions thereof are just explanations of the present
invention rather than limitations thereto.

Embodiment 1:

[0020] Fig. 2is a flowchart of a key separation method
provided by the embodiment. In this embodiment, an SG-
SN itself triggers an Authentication and Key Agreement
(AKA) procedure to update Ciphering Key and Integrity
Key CK and IK, in order to separate keys of the source
node and the target node. Please refer to Fig. 2, the meth-
od is applied to SGSN, including:

Step 201: when a User Equipment hands over from
a source node to a target node, or when the User
Equipment moves from the source node to the target
node in idle state, an SGSN determines whether or
not the source node is a Home NodeB;

wherein, the method of this embodiment is used for
a key separation, and thus the method may be per-
formed when the key separation is required. Thus,
in step 201, when a User Equipment hands over from
a source node to a target node may either mean that
the User Equipment is handing over from the source
node to the target node, or mean that the User Equip-
ment has handed over from the source node to the
target node. In addition, when the User Equipment
moves from a source node to a target node in idle
state may either mean that the User Equipment is
moving from the source node to the target node in

10

15

20

25

30

35

40

45

50

55

idle state, or mean that the User Equipment has
moved from the source node to the target node. The
similar expressions have similar meanings, and re-
dundant description will be omitted.

[0021] In one example, the method for SGSN to judge
whether or not the source node is an HNB may be: if the
source node is an HNB, the relocation request message
sent by the source HNB to the SGSN carries an RNC ID
of an HNB GW; the SGSN can determine that the relo-
cation request message was forwarded by the HNB GW
(the HNB GW will be registered to the SGSN when ac-
cessing the network), thereby the SGSN can recognize
that the source node is an HNB.

[0022] In another example, the method for SGSN to
judge whether or not the source node is an HNB may be:
if the relocation request message received by the SGSN
was forwarded by the HNB GW, the SGSN can determine
that the source node is an HNB.

[0023] The above two methods for SGSN to judge
whether or not the source node is an HNB are just ex-
amples, and the embodiment is not limited thereto.
[0024] Step 202:

[0025] According to the method of this embodiment,
the SGSN may send CK and IK to the target node through
a SMC (Security Mode Command) procedure, so that
the source node and the target node use different CKs
and IKs, so as to realize a key separation.

[0026] In one example, the SGSN is configured to fur-
ther confirm whether or not the target node is a Radio
Network Controller RNC. At that time, the SGSN is con-
figured to, when the source node is an HNB and the target
node is an RNC, trigger the performing of AKA according
to the operator’s policy to perform a key separation, i.e.,
to trigger the Authentication and Key Agreement proce-
dure according to the operator’s policy, to update CK and
IK.

[0027] In another example, if the UE moves from the
source node (e.g., HNB) to the target node (e.g., RNC)
in idle state, the SGSN also triggers AKA to update CK
and IK, after finding that the UE moves from the HNB to
the RNC.

[0028] Wherein, when the UE moves from the HNB to
the RNC in idle state without a RAU (Routing Update),
the SGSN cannot trigger the performing of AKA since
the SGSN cannot recognize that the UE has moved from
the HNB to the RNC, but it is the UE that triggers the
SGSN to perform AKA. This will be described in the fol-
lowing embodiment.

[0029] In this embodiment, triggering the performing
of AKA according to the operator’s policy may include:
triggering the performing of AKA after the UE has handed
over from the source node to the target node, or after the
UE has moved from the source node to the target node
in idle state, or a Home NodeB Gateway of the source
node receives an U Interface Release message.
[0030] Wherein, during the signaling procedure that
the SGSN sends an updated CK and IK to the target node
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(e.g., the target HNB or RNC, hereinafter referred to as
target HNB/RNC) through the SMC procedure, in order
to ensure that the target node can select an appropriate
ciphering and integrity protection algorithm, the target
node may add the UE security capability into a security
mode command message forwarded to the UE, so that
the UE performs an verifying according to the UE security
capability sent by the target node to ensure the security.
The method for verifying the UE security capability in-
cludes:

the target node forwards to the UE a security mode
command sent by the SGSN, wherein the security
mode command includes the UE security capability
of the UE, so that the UE verifys the UE security
capability.

[0031] Wherein, after verifying the UE security capa-
bility, the UE returns a result of verifying to the target
node through a security mode completion message, thus
the target node can further receive the security mode
completion message, including the result of verifying of
the UE security capability, returned by the UE.

[0032] In addition, the target node may request UE for
a UE capability through an independent UE capability
request message after the handover is completed, and
verify the UE capability after the UE returns its UE capa-
bility, thereby similarly achieving the object of ensuring
the security. The method for verifying the UE security
capability includes:

after the handover is completed, the target node
sends a UE capability request message to the UE,
to request the UE to return its security capability to
the target node;

the target node verifys the UE security capability ac-
cording to the UE security capacity returned by the
UE.

[0033] The method of this embodiment achieves the
separation of the keys of the source node and the target
node by trigger the performing of AKA by SGSN itself
and updating Ciphering Key and Integrity Key (CK and
IK) used by the target node through SMC.

[0034] Fig. 3 is a constitutional block diagram of an
SGSN of this embodiment. Please refer to Fig. 3, the
SGSN includes:

a determining unit 31, configured to determine
whether or not a source node is a Home NodeB,
when a User Equipment hands over from the source
node to a target node, or when the User Equipment
moves from the source node to the target node in
idle state;

atriggering unit 32, configured to trigger an AKA pro-
cedure according to the operator’s policy, when the
determining unit 31 determines that the source node
is an Home NodeB, to update CK and IK.
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[0035] In one example, the determining unit 31 is fur-
ther configured to determine whether or not the target
node is a Radio Network Controller RNC, and the trig-
gering unit 32 is specifically configured to trigger AKA
procedure according to the operator’s policy, when the
source node is an HNB and the target node is a RNC, to
update the CK and the IK.

[0036] Inone example, the triggering unit 32 is config-
ured to trigger AKA procedure after the UE has handed
over from the source node to the target node, or the UE
has moved from the source node to the target node in
idle state, or an Home NodeB Gateway of the source
node has received an IU Interface Release message.
[0037] The SGSN of this embodimentis corresponding
to the method of the embodiment as illustrated in Fig. 2.
The steps have been detailedly described in the embod-
iment as illustrated in Fig. 2, and herein redundant de-
scription is omitted. The SGSN of this embodiment itself
triggers AKA procedure, and updates Ciphering Key and
Integrity Key (CK and IK) used by the target node through
the SMC procedure, thereby realizing the separation of
the keys of the source node and the target node.
[0038] Fig. 4 is aflowchart of a key separation method
provided by the embodiment. The method is applicable
to an HNB GW, or a target HNB or a UE, sends a notifi-
cation message to an SGSN to trigger the SGSN to per-
form an AKA procedure, so as to update CKand IK, there-
by realizing the object of key separation. Please refer to
Fig. 4, the method includes:

Step 401: when a User Equipment hands over from
a source node to a target node, or when the User
Equipment moves from the source node to the target
node in idle state, determining whether or not the
source node is a Home NodeB.

[0039] In one example, when the method is applied to
an HNB GW or a target HNB, the HNB GW or the target
HNB may determine whether or not the source node is
an Home NodeB when an UE hands over from the source
node to the target node.

[0040] Wherein, since the HNB is registered from the
HNB GW, arelocation request message sent by the HNB
tothe HNB GW carriesan RNC ID of the HNB GW. There-
fore, the HNB GW can judge whether or not the source
base station is an HNB, and then notify the SGSN to
trigger AKA procedure at an appropriate time. In addition,
since the relocation request message will be sent to the
HNB GW only when the source node is an HNB, the HNB
GW may determine that the source node is an HNB upon
the reception of the relocation request message. The
above two methods for the HNB GW to determine wheth-
er or not the source node is an HNB are just examples,
and this embodiment is not limited thereto.

[0041] Wherein, when finding that an RNC ID carried
in the enhanced relocation request message is as same
as its RNC ID, the target HNB can judge whether or not
the source base station is an HNB based thereon, thereby
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notify the SGSN to trigger AKA procedure at an appro-
priate time. In addition, the target HNB may also deter-
mine whether or not the source node is an HNB based
on the range of the source node acquired through SGSN
synchronization. For example, the SGSN may set differ-
ent address ranges for the HNB and the RNC, and syn-
chronize them to the HNB GW and the HNB. Then the
target HNB may determine whether or not the source
node is an HNB based on the address range when the
determining is needed. The above two methods for the
target HNB to determine whether or not the source node
is an HNB are just examples, and this embodiment is not
limited thereto.

[0042] Inanotherexample, when the method is applied
to UE, the UE may determine whether or not the source
node is an Home NodeB in a case where the UE hands
over from the source node to the target node, orina case
where the UE moves from the source node to the target
node in idle state.

[0043] Wherein, the UE recognize by itself whether or
not the base station where it resides is an HNB. There-
fore, the UE can determine whether or not the source
node is an Home NodeB. In addition, the UE may deter-
mine which base stations are HNBs by reading broadcast
messages, and then recognizes whether or not the
source base station where it is registered is an HNB. The
above two methods for the UE to determine whether or
not the source node is an HNB are just examples, and
this embodiment is not limited thereto.

[0044] Step 402: if the source node is a Home NodeB,
sending a notification message to the SGSN to notify the
SGSN to delete the security context thereon, and to trig-
ger the SGSN to perform an Authentication and Key
Agreement procedure so as to update CK and IK.
[0045] In one example, when the method is applied to
the HNB GW or the UE, the HNB GW or the UE may
further determine whether or not the target node is a Ra-
dio Network Controller (RNC), and when the source node
isan HNB and the targetnodeis a RNC, trigger the SGSN
to perform an AKA for key separation, i.e., send a notifi-
cation message to the SGSN to notify the SGSN to delete
the security context thereon, and trigger the SGSN to
perform an Authentication and Key Agreement proce-
dure so as to update CK and IK.

[0046] Wherein, when the method is applied to the
HNB GW, the HNB GW sends the above notification mes-
sage to the SGSN to trigger the SGSN to perform AKA,
if the HNB GW receives an U Release (Release) mes-
sage, or the UE turns into an idle state from the active
state, or the handover of the User Equipment from the
source node to the target node is completed.

[0047] Wherein, when the method is applied to the tar-
get HNB, the target HNB sends the above notification
message to the SGSN to trigger the SGSN to perform
AKA, if the handover of the User Equipment from the
source node to the target node is completed, or the UE
turns into an idle state from the active state.

[0048] Wherein, when the method is applied to the UE,
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the User Equipment sends the notification message to
the SGSN to trigger the SGSN to perform AKA, if the
handover of the User Equipment from the source node
to the target node is completed, or the movement of the
User Equipment from the source node to the target node
in idle state is completed, or the User Equipment turns
intoidle state from the active state, orthe User Equipment
sets every bit of the locally stored KSI to 1, or the UE
sets the locally stored state value as a threshold value.
[0049] With the method of this example, the HNB GW,
the target HNB or the UE may trigger the SGSN to per-
form AKA through a notification message at an appropri-
ate time, to update the CK and the IK, and enable the
SGSN to send the CK and the IK to the target node
through SMC procedure, so that the UE uses new CK
and IK at the target node, thereby separating the key of
the source node from that of the target node.

[0050] Wherein, during the signaling procedure in
which the SGSN sends updated CK and IK to the target
node (e.g., the target HNB or RNC, hereinafter referred
to as target HNB/RNC) through SMC procedure, in order
to ensure that the target node can select an appropriate
ciphering and integrity protection algorithm, the target
node may add the UE security capability to a security
mode command message forwarded to the UE, so that
the UE performs verifying according to the UE security
capability sent by the target node to ensure security. In
addition, the target node may request the UE for UE ca-
pability through an independent UE capability request
message after the handover is completed, and verify the
UE capability after the UE returns its UE capability, there-
by ensuring the security. The detailed steps of the above
method have been described in the embodiment as illus-
trated in Fig. 2, and herein are not repeated.

[0051] Fig. 5 is a constitutional block diagram of an
Home NodeB Gateway of this embodiment. Please refer
to Fig. 5, the Home NodeB Gateway includes:

a determining unit 51, configured to determine
whether or not a source node is a Home NodeB,
when a User Equipment hands over from the source
node to a target node; and

a sending unit 52, configured to send a notification
message to a SGSN, when the determining unit 51
determines that the source node is the Home NodeB,
totrigger the SGSN to perform an Authentication and
Key Agreement procedure.

[0052] Inone example, the determining unit 51 is con-
figured to further determine whether or not the target
node is a Radio Network Controller (RNC), and the send-
ing unit 52 is specifically configured to send a notification
message to the SGSN when the source node is an HNB
and the target node is a RNC, to trigger the SGSN to
perform Authentication and Key Agreement procedure.
[0053] The HNB GW of this example may trigger the
SGSN to perform an AKA procedure at an appropriate
time, e.g., after an IU Release message is received, or
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the handover of the User Equipment from the source
node to the target node is completed, or the UE turns
into an idle state from an active state, to update CK and
IK, so that the SGSN sends the CK and the IK to the
target node through SMC procedure, and the UE uses
new CK and IK at the target node, thereby achieving the
separation of the key of the source node from that of the
target node.

[0054] The constituent parts of the HNB GW of this
example are used forimplementing the steps of the afore-
mentioned embodiment in which the method illustrated
in Fig. 4 is applied to the HNB GW. The steps have been
detailedly described in the embodiment in which the
method illustrated in Fig. 4 is applied to the HNB GW,
and herein the redundant description is omitted.

[0055] Fig. 6 is a constitutional block diagram of a User
Equipment of this embodiment. Please refer to Fig. 6,
the User Equipment includes:

a determining unit 61, configured to determine
whether or not a source node is a Home NodeB,
when the User Equipment hands over from the
source node to a target node, or when the User
Equipment moves from the source node to the target
node in idle state; and

a sending unit 62, configured to send a notification
message to a SGSN, when the determining unit 61
determines that the source node is the Home NodeB,
to notify the SGSN to trigger the Authentication and
Key Agreement procedure.

[0056] In one example, the determining unit 61 is fur-
ther configured to determine whether or not the target
node is a Radio Network Controller (RNC), and the send-
ing unit 62 is specifically configured to send the notifica-
tion message to the SGSN when the source node is an
HNB and the target node is a RNC, to notify the SGSN
to trigger the Authentication and Key Agreement proce-
dure.

[0057] The UE of this example may trigger the SGSN
to perform AKA at an appropriate time, e.g., after the
handover of the User Equipment from the source node
to the target node is completed, or the movement of the
User Equipment from the source node to the target node
in idle state is completed, or the UE turns into an idle
state from the active state, or the UE sets every bit of the
locally stored KSI to 1, or the UE sets the locally stored
state value as a threshold value, to update CK and IK,
so that the SGSN sends the CK and the IK to the target
node through SMC procedure, and the UE uses new CK
and IK at the target node, thereby achieving the separa-
tion of the key of the source node from that of the target
node.

[0058] The constituent parts of the UE of this embod-
iment are used for implementing the steps of the afore-
mentioned embodiment in which the method illustrated
in Fig. 4 is applied to the HNB GW. The steps have been
detailedly described in the embodiment in which the
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method illustrated in Fig. 4 is applied to the HNB GW,
and herein the redundant description is omitted.

[0059] Fig. 7 is a constitutional block diagram of a tar-
get Home NodeB of this example. Please refer to Fig. 7,
the target HNB includes:

a determining unit 71, configured to determine
whether or not a source node is an Home NodeB,
when the User Equipment hands over from the
source node to a target node; and

a sending unit 72, configured to send a notification
message to an SGSN when the determining unit 71
determines that the source node is an Home NodeB,
to notify the SGSN to trigger an Authentication and
Key Agreement procedure.

[0060] The target HNB of this embodiment may trigger
the SGSN to perform an AKA procedure at an appropriate
time, e.g., after the handover of the User Equipment from
the source node to the target node is completed, or the
UE turns into the idle state from the active state, toupdate
CK and IK, so that the SGSN sends the CK and the IK
to the target node, and the UE uses new CK and IK at
the target node, thereby achieving the separation of the
key of the source node from that of the target node.
[0061] The constituent parts of the target HNB of this
embodiment are used for implementing the steps of the
aforementioned embodiment in which the method illus-
trated in Fig. 4 is applied to the HNB GW. The steps have
been detailedly described in the embodiment in which
the method illustrated in Fig. 4 is applied to the HNB GW,
and herein the redundant description is omitted.

[0062] In order that the key separation method of this
embodiment is more apparent and understandable, the
detailed descriptions thereof are given as follows with
reference to the flow as illustrated in Figs. 8-11.

[0063] Fig. 8is aflowchart of a key separation method
of this embodiment where a handover signaling is termi-
nated at a CN. Please refer to Fig. 8, the flow includes:

Steps 801-809: same as the existing handover flow;
Step 810.a: the SGSN itself judges whether an AKA
shall be triggered: when the source node is an HNB,
or the source node is an HNB and the target node
is a RNC, the SGSN performs UMTS AKA one time
as soon as possible according to the operator’s pol-
icy, toensure a deletion of the UMTS security context
on the SGSN.

[0064] Wherein, the method for the SGSN to judge
whether or not the source node is an HNB has been de-
scribed in step 201, and herein the redundant description
is not repeated.

[0065] Wherein, the embodiment uses an example in
which the UE hands over from the source node to the
target node, but the embodiment is not limited thereto.
For example, when the UE moves from the source node
to the target node in idle state, the SGSN may trigger
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AKA through step 801.a, thereby separating the key of
the source node from that of the target node.

[0066] Wherein, the operator’s policy includes: the UE
turns into idle state from active state, or the handover of
the User Equipment from the source node to the target
node is completed, or the movement of the User Equip-
ment from the source node to the target node in idle state
is completed, or the HNB GW receives an IU interface
Release message, etc., and the embodiment is not lim-
ited thereto, as long as it is possible to ensure that the
UMTS security context on the SGSN can be deleted.
[0067] Step 810.b1: the HNB GW notifies the SGSN
to trigger AKA: performing step 810.b2 when the source
node is an HNB, or the source node is an HNB and the
target node is a RNC;

[0068] Wherein, the method for the HNB GW to deter-
mine whether or not the source node is an HNB has been
detailedly described in step 401, and herein the redun-
dant description is omitted.

[0069] Step 810.b2: the HNB GW triggers the SGSN
to perform AKA as soon as possible at an appropriate
time, e.g., after the handover of the User Equipment from
the source node to the target node is completed, or the
UE turns into idle state from active state, or the HNB GW
receives an IU Release (IU interface release) message,
etc.; the HNB GW notifies the SGSN to delete the security
context on the SGSN, so that the SGSN can perform
AKA one time as soon as possible.

[0070] Wherein, the HNB GW may trigger the SGSN
to perform AKA as soon as possible through a notification
message, but the embodiment is not limited thereto.
[0071] Step 811: the UE and the SGSN perform AKA.
[0072] With the above method, the SGSN may notify
the target RNC of the CK and the IK through SMC pro-
cedure, so that the UE uses new CK and IK at the target
RNC, thereby achieving the separation of the keys of the
source HNB and the key of the target RNC.

[0073] Wherein, during the signaling procedure in
which the SGSN sends the updated CK and IK to the
target node (e.g., the target HNB or RNC, hereinafter
referred to as target HNB/RNC) through SMC procedure,
in order to ensure that the target node can select an ap-
propriate ciphering and integrity protection algorithm, the
target node may add the UE security capability to a se-
curity mode command message forwarded to the UE, so
that the UE performs an verifying according to the UE
security capability sent by the target node to ensure the
security. In addition, the target node may request the UE
for a UE capability through an independent UE capability
request message after the handover is completed, and
verify the UE capability after the UE returns its UE capa-
bility, thereby ensuring the security. The detailed steps
of the above method have been described in the embod-
iment as illustrated in Fig. 2, and herein the redundant
description is not repeated.

[0074] Fig. 9is aflowchart of a key separation method
of this embodiment when a handover signaling is termi-
nated at an HNB GW, and there is no lur interface be-
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tween the source node and the target node. Please refer
to Fig. 9, the flow includes:

Steps 901-907: same as the existing handover pro-
cedure;

Step 908.1: the HNB GW notifies the SGSN to trigger
AKA with the same method as illustrated in Fig. 8.
When the source node is an HNB, or the source node
is an HNB and the target node is an RNC, the HNB
GW notifies the SGSN to trigger AKA as soon as
possible atan appropriate time, e.g., after the hando-
ver of the User Equipment from the source node to
the target node is completed, or the UE turns into
idle state from active state, or the HNB GW receives
luRelease message; the HNB GW notifies the SGSN
to delete the security context on the SGSN, so as to
trigger the SGSN to perform AKA on time as soon
as possible.

[0075] Wherein, the method for the HNB GW to deter-
mine whether or not the source node is an HNB has been
detailedly described in step 401, and herein the redun-
dant description is not repeated.

[0076] Step 908.2: the UE notifies the SGSN to trigger
AKA: when the source node is an HNB, or the source
node is an HNB and the target node is a RNC, the UE
notifies the SGSN to trigger AKA at an appropriate time,
for example,

1) after the handover of the User Equipment from
the source node to the target node is completed; or
2) after the movement of the User Equipment from
the source node to the target node in idle state is
completed; or

Wherein, the example uses the case where the UE
hands over from the source node to the target node
as an example, and when the UE moves from the
source node to the targetnode inidle state, the meth-
od of the embodiment s also applicable. In that case,
the UE may trigger the SGSN to perform AKA after
the movement is completed.

3) after the UE turns into idle state from active state;
or

4) the UE sets every bit of the stored KSI (Key Set
Identifier) to 1; or

5) the UE sets stored value of "START" as threshold
value "START_THRESHOLD".

[0077] The UE can trigger the SGSN to perform AKA
in the above cases.

[0078] Wherein, the method for the UE to determine
whether or not the source node is an HNB has been de-
tailedly described in step 401, and herein the redundant
description is not repeated.

[0079] 909.1/909.2: the HNB GW or the UE triggers
the SGSN to perform AKA;

[0080] Wherein,the SGSN may be triggered to perform
AKA through a notification message, butthe embodiment
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is not limited thereto.

[0081] 910: AKA procedure.

[0082] With the above method, the SGSN may notify
the target HNB of the CK and the IK through SMC pro-
cedure, so that the UE uses new CK and IK at the target
HNB, thereby achieving the separation of the key of the
source HNB and the key of the target HNB.

[0083] Wherein, during the signaling procedure in
which the SGSN sends the updated CK and IK to the
target node (e.g., the target HNB or RNC, hereinafter
referred to as target HNB/RNC) through SMC procedure,
in order to ensure that the target node can select an ap-
propriate ciphering and integrity protection algorithm, the
target node may add the UE security capability to a se-
curity mode command message forwarded to the UE, so
that the UE performs an verifying according to the UE
security capability sent by the target node to ensure the
security. In addition, the target node may request the UE
for a UE capability through an independent UE capability
request message after the handover is completed, and
verify the UE capability after the UE returns its UE capa-
bility, thereby ensuring the security. The detailed steps
of the above method have been described in the embod-
iment as illustrated in Fig. 2, and herein the redundant
description is not repeated.

[0084] Fig. 10is aflowchartof akey separation method
of this embodiment when a handover signaling is termi-
nated at an HNB GW of the source node, and there is lur
interface between the source node and the target node.
Please refer to Fig. 10, the flow includes:

Steps 1001-1006: same as the existing handover
procedure;

Step 1007.1: the target HNB notifies the SGSN to
trigger AKA; when the source node is an HNB, the
target HNB notifies the SGSN to trigger AKA as soon
as possible at an appropriate time, e.g., after the UE
turns into idle state from active state, or the handover
of the User Equipment from the source node to the
target node is completed; the target HNB notifies the
SGSN to delete the security context on the SGSN,
so as to trigger the SGSN to perform AKA one time.

[0085] Wherein, the method for the target HNB to de-
termine whether or not the source node is an HNB has
been detailedly described in step 401, and herein the
redundant description is not repeated.

[0086] Step 1007.2:the UE notifies the SGSN to trigger
AKA: if the source node is an HNB, or the source node
is an HNB and the target node is a RNC, the UE triggers
the SGSN to perform AKA at an appropriate time, for
example,

1) after the handover of the User Equipment from
the source node to the target node is completed; or
2) after the movement of the User Equipment from
the source node to the target node in idle state is
completed; or
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Wherein, the example uses the case that the UE
hands over from the source node to the target node,
as an example, and when the UE moves from the
source node to the targetnode inidle state, the meth-
od of the embodiment s also applicable. In that case,
the UE may trigger the SGSN to perform AKA after
the movement is completed.

3) after the UE turns into idle state from active state;
or

4) the UE sets every bit of the stored KSl to 1; or
5) the UE sets stored value of "START" as threshold
value "START_THRESHOLD".

[0087] The UE can trigger the SGSN to perform AKA
in the above cases.

[0088] Wherein, the method for the UE to determine
whether or not the target node is an RNC has been de-
tailedly described in step 401, and herein the redundant
description is not repeated.

[0089] 1008.1/1008.2: the target HNB or the UE trig-
gers the SGSN to perform AKA; Wherein, the SGSN may
be triggered to perform AKA through a notification mes-
sage, but the embodiment is not limited thereto.

[0090] 1009: AKA procedure.

[0091] With the above method, the SGSN may notify
the target HNB of the CK and the IK again through SMC
procedure, so that the UE uses new CK and IK at the
target HNB, thereby achieving the separation of the keys
of the source HNB and the key of the target HNB.
[0092] Wherein, during the signaling procedure in
which the SGSN sends the updated CK and IK to the
target node (e.g., the target HNB or RNC, hereinafter
referred to as target HNB/RNC) through SMC procedure,
in order to ensure that the target node can select an ap-
propriate ciphering and integrity protection algorithm, the
target node may add the UE security capability to a se-
curity mode command message forwarded to the UE, so
that the UE performs a verifying according to the UE se-
curity capability sent by the target node to ensure the
security. In addition, the target node may request the UE
for the UE capability through an independent UE capa-
bility request message after the handover is completed,
and verify the UE capability after the UE returns its UE
capability, thereby ensuring the security. The detailed
steps of the above method have been described in the
embodiment as illustrated in Fig. 2, and herein the re-
dundant description is not repeated.

[0093] Fig. 11isaflowchartofakeyseparation method
of this embodiment when a handover signaling is for-
warded by a Home NodeB Gateway of the source node,
and there is logic lur interface between the source node
and the target node, i.e., the handover signaling is for-
warded via the HNB GW. Please refer to Fig. 11, the flow
includes:

Steps 1101-1109: same as the existing handover
procedure;
Step 1110.1: the HNB GW notifies the SGSN to trig-
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ger AKA with the same method as illustrated in Fig.
8. When the source node is HNB, or the source node
is HNB and the target node is RNC, the HNB GW
notifies the SGSN to trigger AKA as soon as possible
at an appropriate time, e.g., after the UE turns into
idle state from active state, or the HNB GW receives
lu Release message, or the handover of the User
Equipment from the source node to the target node
is completed; the HNB GW notifies the SGSN to de-
lete the security contexton the SGSN, so as to trigger
the SGSN to perform AKA one time as soon as pos-
sible.

[0094] Wherein, the method for the HNB GW to deter-
mine whether or not the source node is HNB has been
detailedly described in step 401, and herein the redun-
dant description is not repeated.

[0095] Step 1110.2: the target HNB notifies the SGSN
to trigger AKA: when the source node is HNB, the target
HNB notifies the SGSN to trigger AKA as soon as pos-
sible at an appropriate time, e.g., after the UE turns into
idle state from active state, or the handover of the User
Equipment from the source node to the target node is
completed; the target HNB notifies the SGSN to delete
the security context on the SGSN, so as to trigger the
SGSN to perform AKA one time as soon as possible.
[0096] Wherein, the method for the target HNB to de-
termine whether or not the source node is HNB has been
detailedly described in step 401, and herein the redun-
dant description is not repeated.

[0097] Step 1110.3:the UE notifies the SGSN to trigger
AKA, if the source node is HNB, or the source node is
HNB and the target node is RNC, the UE triggers the
SGSN to perform AKA at an appropriate time, for exam-
ple,

1) after the handover of the User Equipment from
the source node to the target node is completed; or
2) after the movement of the User Equipment from
the source node to the target node is completed in
idle state; or

In which, the embodiment uses the case that the UE
hands over from the source node to the target node
as an example, and when the UE moves from the
source node to the target node in idle state, the meth-
od ofthe embodiment is also applicable. In that case,
the UE may trigger the SGSN to perform AKA after
the movement is completed.

3) after the UE turns into idle state from active state;
or

4) the UE sets every bit of the stored KSI to 1;

5) the UE sets stored value of "START" as threshold
value of "START_THRESHOLD".

[0098] The UE can trigger the SGSN to perform AKA
in the above cases.

[0099] Wherein, the method for the UE to determine
whether or notthe target node is RNC has been detailedly

10

15

20

25

30

35

40

45

50

55

10

described in step 401, and herein the redundant descrip-
tion is not repeated.

[0100] The above description describes procedure for
the target HNB or the UE to trigger the SGSN to perform
AKA. In this embodiment, when it is desired to trigger
AKA by HNB GW, the HNB GW needs to parse hando-
ver-related messages, and herein the redundant descrip-
tion is omitted.

[0101] Step 1111.1/1111.2/1111.3: the HNB GW, the
target HNB or the UE triggers the SGSN to perform AKA;
wherein, the SGSN may be triggered to perform AKA
through a notification message, but the embodiment is
not limited thereto.

[0102] Step 1112: AKA procedure.

[0103] With the above method, the SGSN may notify
the target HNB of the CK and the IK through SMC pro-
cedure, so that the UE uses new CK and IK at the target
HNB, thereby achieving the separation of the keys of the
source HNB and the key of the target HNB.

[0104] Wherein, during the signaling procedure in
which the SGSN sends the updated CK and IK to the
target node (e.g., the target HNB or RNC, hereinafter
referred to as target HNB/RNC) through SMC procedure,
in order to ensure that the target node can select an ap-
propriate ciphering and integrity protection algorithm, the
target node may add the UE security capability to a se-
curity mode command message forwarded to the UE, so
that the UE performs verifying according to the UE se-
curity capability sent by the target node to ensure the
security. In addition, the target node may request the UE
for the UE capability through an independent UE capa-
bility request message after the handover is completed,
and verify the UE capability after the UE returns its UE
capability, thereby ensuring the security. The detailed
steps of the above method have been described in the
embodiment as illustrated in Fig. 2, and herein the re-
dundant description is not repeated.

[0105] The method of thisembodimenttriggers the SG-
SN in various manners to perform AKA to update the CK
and the IK used by the target node, thereby achieving
the separation of the key of the source node from that of
the target node.

Embodiment 2:

[0106] Fig. 12isaflowchartofakey separation method
provided by this embodiment. The method is applied to
SGSN in the handover scenario where a handover sig-
naling passes the Core Network to separate the key of
a source node (e.g., source HNB) and the key of a target
node (e.g., target HNB or target RNC, (hereinafter re-
ferred to as target HNB/RNC)). Please refer to Fig. 12,
the method includes:

Step 1201: during a User Equipment hands over
from a source node to a target node, an SGSN de-
termines whether or not the source node is Home
NodeB;
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wherein, the method for the SGSN to determine
whether or not the source node is Home NodeB is
same as that described in step 201, and herein the
redundant description is omitted.

Step 1202: if the source node is Home NodeB, se-
lecting one from a plurality of locally stored Authen-
tication Vectors, and using a Ciphering Key and In-
tegrity Key (CK, IK) corresponding to the selected
Authentication Vector as key used by the User
Equipment at the target node;

wherein, when there is only one locally stored Au-
thentication Vector, it is possible to request a Home
Subscriber Server HSS for a group of Authentication
Vectors, and then to select one from the group of
Authentication Vectors.

[0107] In one example, the SGSN may further deter-
mine whether or not the target node is Radio Network
Controller RNC. The SGSN is configured, when the
source node is HNB and the target node is RNC, to trigger
a procedure of performing key separation using Authen-
tication Vectors, i.e., selecting one from a plurality of lo-
cally stored Authentication Vectors, and using Ciphering
Key and Integrity Key corresponding to the selected Au-
thentication Vector as key used by the User Equipment
at the target node.

[0108] Step 1203: sending a random number RAND
corresponding to the selected Authentication Vector to
the User Equipment, so that the User Equipment gener-
ates CK and IK according to the RAND.

[0109] In this example, a verifying flag AUTN corre-
sponding to the selected Authentication Vector may be
also sent to the User Equipment, for the verifying per-
formed by the User Equipment.

[0110] In this example, if the User Equipment verifies
the AUTN or calculates RES after generating CK and IK
according to the RAND, and returns verifying response
message, the method of this example further includes:

Step 1204: receiving the verifying response mes-
sage returned by the User Equipment, wherein the
verifying response message includes the verifying
result with respect to the AUTN by the User Equip-
ment and/or the RES calculated by the User Equip-
ment;

Step 1205: if the verifying result indicates that the
verifying fails, or the RES calculated by the UE is
inconsistent with the XRES corresponding to the se-
lected Authentication Vector, CK and IK correspond-
ing to the selected Authentication Vector would not
be used as keys used by the User Equipment at the
target node.

[0111] Wherein, the embodiment is not limited to re-
turning the above information using the verifying re-
sponse message, and other message may be used, e.g.,
a part of other handover message such as a relocation
completion message.
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[0112] With the method of this embodiment, when the
UE hands over from the source HNB to the target
HNB/RNC, the SGSN reselects a new AV from a plurality
of locally stored Authentication Vectors AVs, and uses
CK and IK corresponding to this AV as keys used by the
UE at the target HNB/RNC. The SGSN sends a RAND
corresponding to this AV to the UE, and the UE derives
new CK and IK according to the RAND, thereby ensuring
the separation of the key of the source HNB from the key
of the target HNB/RNC.

[0113] Fig. 13 is a constitutional block diagram of SG-
SN of this embodiment. Please referto Fig. 13, the SGSN
includes:

a first determining unit 131, configured to determine
whether or not a source node is Home NodeB, when
a User Equipment hands over from the source node
to a target node;

a selection unit 132, configured to select one from a
plurality of locally stored Authentication Vectors
when the first determining unit 131 determines that
the source node is Home NodeB, and use CK and
IK corresponding to the selected Authentication Vec-
tor as keys used by the User Equipment at the target
node; and

a sending unit 133, configured to send RAND corre-
sponding to the Authentication Vector selected by
the selection unit 132 to the User Equipment, so that
the User Equipment generates the CK and the IK
according to the RAND.

[0114] In one example, the first determining unit 131
is further configured to determine whether or not the tar-
get node is Radio Network Controller RNC, and the se-
lection unit 132 is specifically configured to select one
from a plurality of locally stored Authentication Vectors
when the source node is HNB and the target node is
RNC, and use CK and IK corresponding to the selected
Authentication Vector as keys used by the User Equip-
ment at the target node.

[0115] In one example, the selection unit 132 may in-
clude:

a request module 1321, configured to request the
HSS for a group of Authentication Vectors when
thereis only onelocally stored Authentication Vector;
a selection module 1322, configured to select one
from the group of Authentication Vectors obtained
upon the request from the request module 1321.

[0116] In another example, the sending unit 133 may
also send AUTN corresponding to the selected Authen-
tication Vector to the User Equipment for verifying, and
the User Equipment may calculate RES according to this.
In that case, the SGSN may further include:

a receiving unit 134, configured to receive verifying
response message returned by the User Equipment,
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wherein the verifying response message includes
verifying result with respect to the AUTN by the User
Equipment and/or the RES calculated by the User
Equipment;

a second determining unit 135, configured to deter-
mine that CK and IK corresponding to the selected
Authentication Vector should notbe used as the keys
used by the User Equipment atthe target node, when
the verifying result in the verifying response mes-
sage received by the receiving unit 134 indicates that
the verifying fails, or the RES calculated by the User
Equipment is inconsistent with the XRES corre-
sponding to the selected Authentication Vector.

[0117] The constituent parts of the SGSN of this em-
bodiment are used for implementing the steps of the
aforementioned method embodiment as illustrated in Fig.
12. The steps have been detailedly described in the meth-
od embodiment as illustrated in Fig. 12, and herein the
abundant description is omitted.

[0118] The SGSN of this embodiment reselects CK
and IK to be used by the new target node, thereby achiev-
ing the separation of the key of the source node from that
of the target node.

[0119] Fig. 14is aflowchartof akey separation method
according to an embodiment of the presentinvention, the
method being applicable to a User Equipmentin a hando-
ver scenario where a handover signaling passes a Core
Network. Please refer to Fig. 14, the method includes:

Step 1401: during a User Equipment hands over
from a source node to a target node, receiving a Ra-
dio Resource Control RRC connection reconfigura-
tion message sent by the source node, the RRC con-
nection reconfiguration message including RAND
corresponding to the Authentication Vector selected
by an SGSN;

in one example, the RRC connection reconfiguration
message may further include AUTN corresponding
to the Authentication Vector selected by the SGSN
for verifying.

Step 1402: generating CK and IK according to the
RAND, and using CK and IK as keys used at the
target node.

[0120] In one example, after generating new CK and
IK according tothe RAND, the User Equipment may verify
the AUTN according to the parameters in the AUTN and
the RAND, and return a verifying result to the SGSN, so
that the SGSN determines whether or not CK and IK cor-
responding to the selected Authentication Vector should
be used as keys used by the User Equipment at the target
node, according to the verifying result.

[0121] Wherein, the verifying result may be sent to the
SGSN through verifying response message or other
message such as relocation completion message, and
the embodimentis notlimited thereto. If the verifying fails,
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the SGSN does not use the CK and IK corresponding to
the selected Authentication Vector as keys used by the
User Equipment at the target node.

[0122] In another example, the UE may further calcu-
late RES according to the RAND, and return the calcu-
lated RES to the SGSN, so that the SGSN determines
whether or not the CK and the IK corresponding to the
selected Authentication Vector should be used as keys
used by the User Equipment at the target node, according
to the RES.

[0123] Wherein, similarly, the RES may be sent to the
SGSN through verifying response message or other
message, and the embodiment is not limited thereto. If
the RES is inconsistent with the XRES corresponding to
the Authentication Vector selected by the SGSN, the SG-
SN does not use the CK and the IK corresponding to the
selected Authentication Vector as the keys used by the
User Equipment at the target node.

[0124] With the method of this embodiment, the UE
may derive new CK and IK according to the RAND, and
the SGSN reselects CK and IK used by the new target
node, thereby achieving the separation of the key of the
source node from that of the target node.

[0125] Fig. 15 is a constitutional block diagram of a
User Equipment according to an embodiment of the
presentinvention. Please referto Fig. 15, the User Equip-
ment includes:

areceiving unit 151, configured to receive RRC con-
nection reconfiguration message sent by a source
node, when the User Equipment hands over from
the source node to a target node, the RRC connec-
tion reconfiguration message including a RAND cor-
responding to the Authentication Vector selected by
SGSN;

a generation unit 152, configured to generate CK
and IK according to the RAND inthe RRC connection
reconfiguration message received by the receiving
unit 151, and to use the CK and the IK as keys used
at the target node.

[0126] In one example, the RRC connection reconfig-
uration message received by the receiving unit 151 fur-
ther includes AUTN corresponding to the Authentication
Vector selected by the SGSN, and the User Equipment
further includes:

a verifying unit 153, configured to verify the AUTN
according to the parameters in the AUTN and RAND
in the RRC connection reconfiguration message re-
ceived by the receiving unit 151;

a sending unit 154, configured to send verifying re-
sponse message including verifying result to the SG-
SN after the verifying by the verifying unit 153, so
that the SGSN determines whether or not the CK
and the IK corresponding to the selected Authenti-
cation Vector should be used as the keys used by
the User Equipment at the target node, according to
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the verifying result; if the verifying result indicates
that the verifying fails, the SGSN does not use the
CK and the IK corresponding to the Authentication
Vector as the keys used by the UE at the target node.
[0127] In another example, the UE further includes:
a calculation unit 155, configured to calculate RES
according tothe RAND inthe RRC connection recon-
figuration message received by the receiving unit
151;
the sending unit 154 is further configured to send the
RES calculated by the calculation unit 155 to the
SGSN through the verifying response message, so
that the SGSN determines whether or not the CK
and the IK corresponding to the selected Authenti-
cation Vector should be used as the keys used by
the User Equipment at the target node according to
the RES; if the RES is inconsistent with XRES cor-
responding to the Authentication Vector selected by
the SGSN, the SGSN does not use the CK and the
IK corresponding to the Authentication Vector as the
keys used by the User Equipment at the target node.

[0128] The constituent parts of the UE of this embod-
iment are used for implementing the steps of the afore-
mentioned method embodiment as illustrated in Fig. 14.
The steps have been detailedly described in the method
embodiment as illustrated in Fig. 14, and herein the re-
dundant description is omitted.

[0129] The UE of this embodiment may derive new CK
and IK according to the RAND, and the SGSN reselects
Ciphering Key and Integrity Key used by the new target
node, thereby achieving the separation of the key of the
source node from that of the target node.

[0130] In order that the key separation method of this
embodiment is more apparent and understandable, the
detailed descriptions thereof are given as follows with
reference to the flow as illustrated in Fig. 16. Please refer
to Fig. 16, the flow includes:

Step 1601: a source HNB decides a handover to a
target RNC;

Step 1602: the source HNB sends a relocation re-
quest message to a HNB GW;

Step 1603: the HNB GW further sends the relocation
request message to an SGSN of a Core Network;
Step 1604: if the source base station of the handover
is HNB, or the source base station of the handover
is HNB and the target node of the handover is RNC,
the SGSN reselects a new AV from a plurality of lo-
cally stored AVs, and uses CK and IK corresponding
to this AV as keys used by the UE at the target
HNB/RNC.

[0131] Wherein, if the SGSN only has one Authentica-
tion Vector AV, the SGSN requests HSS for a group of
Authentication Vectors AV , selects one AV therefrom,
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and uses CK and IK corresponding to this AV as keys
used by the UE at the target HNB/RNC.

[0132] Wherein, the method for the SGSN to judge
whether or not the source base station is HNB may be:
if the source node is HNB, the HNB carries RNC ID of
the HNB GW in the relocation request message sent to
the SGSN, and the SGSN can judge that the relocation
request message is forwarded from the HNB GW (the
HNB GW will register to the SGSN when accessing the
network), thereby the SGSN can recognize that the
source base station is HNB. Of course, the SGSN may
judge whether or not the source nodeB is HNB with other
method, for example the SGSN can judge whether or not
the source base station is HNB by allocating different
RNC ID ranges to the HNB GW and the RNC, and the
embodiment is not limited thereto.

[0133] Step 1605: the SGSN sends the relocation re-
quest message to the target RNC;

[0134] Step 1606: the target RNC returns a relocation
request response message to the SGSN;

[0135] Step 1607: the SGSN sends to the HNB GW a
relocation command message that carries RAND corre-
sponding to the AV;

[0136] optionally, the message may further carry
AUTN corresponding to the AV.

[0137] Step1608:the HNB GW forwards the relocation
command message that carries the RAND to the source
HNB.

[0138] Step 1609:the source HNB sends to the UE the
RRC connection reconfiguration message carrying
RAND corresponding to the AV selected by the SGSN;
[0139] Step 1610: after receiving the RAND, the UE
generates new CK and IK according to the RAND;
wherein, if the above message carries AUTN, the UE
may verify the AUTN according to the parameters in the
AUTN and RAND; if the verifying fails, verifying failure
information is returned to the SGSN, and the SGSN does
not use the CK and the IK corresponding to the AV as
the keys used by the UE at the target HNB/RNC.

[0140] Wherein, the UE may calculate RES according
to the RAND.
[0141] Step 1611: after verifying the AUTN or calculat-

ing the RES, the UE returns verifying response message
to the SGSN to notify the SGSN of the verifying result
and the RES calculated by the UE;

wherein, the verifying response message may be sent
to the SGSN as a part of other handover message such
as a relocation completion message, and the embodi-
ment is not limited thereto.

[0142] Step 1602: the SGSN compares the RES and
the XRES corresponding to the AV, and if they are dif-
ferent from each other, the SGSN does not use the CK
and the IK corresponding to the AV as the key pair used
by the UE at the target HNB/RNC;

[0143] Step 1613: other handover message, i.e., the
rest of the handover procedure.

[0144] With the method of this embodiment, the SGSN
may notify the target RNC of CK and IK through SMC
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procedure, so that the UE uses new CK and IK at the
target RNC, thereby achieving the separation of the key
of the source HNB from that of the target RNC.

Embodiment 3:

[0145] Fig. 17 is a flowchart of a security-related infor-
mation providing method provided by the embodiment.
The embodiment is applicable to a handover scenario
where a handover signaling between HNBs is terminated
at an HNB GW and there is no direct interface between
HNBs. Please refer to Fig. 17, the method is applied to
the Home NodeB Gateway (HNB GW), the method in-
cluding:

Step 1701: acquiring and saving security-related in-
formation including a list of ciphering and integrity
protection algorithms allowed by Core Network and
Ciphering Key and Integrity Key of current user
plane;

wherein, there are different methods for the HNB GW
to acquire the security-related information according
to whether the UE accesses the network from the
HNB or from the RNC. Different examples are given
as follows.

Step 1702: sending the security-related information
to a target node, so that the target node selects al-
gorithm and uses keys according to the security-re-
lated information.

[0146] In the conventional hard handover procedure,
the SGSN sends to the target RNC the list of ciphering
and integrity protection algorithms allowed by the Core
Network and the Ciphering Key and Integrity Key of the
current user plane, so that the target RNC makes a se-
lection for usage. If the SGSN of the Core Network does
not participate in the handover of the UE under the HNB,
according to the prior art, the target HNB cannot acquire
the list of ciphering and integrity protection algorithms
allowed by the Core Network and the Ciphering Key and
Integrity Key of the current user plane.

[0147] The embodiment acquires and saves the secu-
rity-related information through the HNB GW, and sends
to the target node as demand, so that the target node
selects the algorithm and acquires the keys of the user
plane according to this, thus well solving the above prob-
lem.

[0148] Fig. 18 is a flowchart of an example of the em-
bodiment. Please refer to Fig. 18, if a UE accesses the
network from HNB, the UE may acquire the security-re-
lated information during a SMC (Security Mode Com-
mand) procedure. In each SMC, the HNB GW parses a
security mode command message sent by the SGSN,
and acquires and saves the security-related information
(i.e., the ciphering and integrity protection information)
carried in the security mode command message. The
security-related information includes a list of ciphering
and integrity protection algorithms allowed by a Core Net-
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work and Ciphering Key and Integrity Key of a current
user plane. Please refer to Fig. 18, the flow includes:

Step 1801: an SGSN sends to HNB GW a security
mode command message that carries ciphering and
integrity protection information including a list of ci-
phering and integrity protection algorithms allowed
by a Core Network and Ciphering Key and Integrity
Key of a current user plane;

Step 1802: the HNB GW parses the security mode
command message sent by the SGSN, and acquires
and saves the ciphering and integrity protection in-
formation carried in the message;

Step 1803: the HNB GW forwards the security mode
command message to the HNB;

Step 1804: the HNB sends a security mode comple-
tion message to the HNB GW;

Step 1805: the HNB GW forwards the security mode
completion message to the SGSN.

[0149] Thereby, the security-related information is ac-
quired by the HNB GW in the SMC procedure, and can
be provided to the target HNB for selection of the algo-
rithm and usage of the keys of the user plane, thus solving
the problem that the target HNB cannot acquire the a list
of ciphering and integrity protection algorithms allowed
by a Core Network and Ciphering Key and Integrity Key
of a current user plane due to that the SGSN does not
participate in the handover of the UE under the HNB.
[0150] Fig. 19is a flowchart of another example of the
embodiment. Please refer to Fig. 19, if a UE attaches to
a network from an RNC, the UE may acquire the secu-
rity-related information during the procedure of a hando-
ver from the RNC to an HNB. The scenario where a
handover signaling between the HNBs is terminated at
the HNB GW will not occur until the UE hands over from
the RNC to the HNB. In that case, during the procedure
of the handover of the UE from the RNC to the HNB, the
SGSN carries the ciphering and integrity protection in-
formation in a handover request message sent to the
target HNB, and the HNB GW can acquire and save such
information. Please refer to Fig. 19, the procedure in-
cludes:

Step 1901: a source RNC decides a handover to a
target HNB;

Step 1902: the source RNC sends a relocation re-
quest message to an SGSN;

Step 1903: the SGSN sends a relocation request
message to an HNB GW;

wherein, the relocation request message includes
ciphering and integrity protection information con-
taining a a list of ciphering and integrity protection
algorithms allowed by a Core Network and the cur-
rent Ciphering Key and Integrity Key.

Step 1904: the HNB GW parses the relocation re-
quest message sent by the SGSN, and acquires and
saves the ciphering and integrity protection informa-
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tion carried in the message;

Step 1905: the HNB GW sends a relocation request
message to the target HNB;

Steps 1906 to 1910: other handover message, i.e.,
the rest of the handover procedure.

[0151] Thereby, the security-related information is ac-
quired by the HNB GW in a procedure of the handover
from the RNC to the HNB, and can be provided to the
target HNB for selection of the algorithm and usage of
the keys of the user plane, thus solving the problem that
the target HNB cannot acquire the list of a list of ciphering
and integrity protection algorithms allowed by a Core Net-
work and Ciphering Key and Integrity Key of a current
user plane due to that the SGSN does not participate in
the handover of the UE under the HNB.

[0152] Fig. 20 is a flowchart of another example of the
embodiment. As shown in Fig. 20, after a UE accesses
from an HNB, an HNB GW may acquire security-related
information from an SGSN through a dedicated mes-
sage. Please refer to Fig. 20, the flow includes:

Step 2001: an HNB GW sends a security context
request message to an SGSN, to request the SGSN
to send security-related information to the HNB GW;
and

Step 2002: the SGSN returns to the HNB GW a se-
curity context response message that includes ci-
phering and integrity protection information contain-
ing a a list of ciphering and integrity protection algo-
rithms allowed by a Core Network and current Ci-
phering Key and Integrity Key.

[0153] Thereby, the security-related information is ac-
quired by the HNB GW through a dedicated message,
and can be provided to the target HNB for selection of
the algorithm and usage of the keys of the user plane,
thus solving the problem that the target HNB cannot ac-
quire the a list of ciphering and integrity protection algo-
rithms allowed by a Core Network and Ciphering Key and
Integrity Key of a current user plane due to that the SGSN
does not participate in the handover of the UE under the
HNB.

[0154] Fig. 21 is a constitutional block diagram of an
HNB GW provided by the embodiment. Please refer to
Fig. 21, the HNB GW includes:

anacquiringunit 211, configured to acquire and save
security-related information including a list of cipher-
ing and integrity protection algorithms allowed by a
Core Network and Ciphering Key and Integrity Key
of a current user plane; and

a sending unit 212, configured to send the securi-
ty-related information acquired by the acquiring unit
211 to a target node, so that the target node selects
algorithm and uses keys according to the security-re-
lated information.
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[0155]
clude:

In one example, the acquiring unit 211 may in-

a first receiving module 2111, configured to receive
a security mode command message sent by an SG-
SN, the security mode command message including
the security-related information;

a first parsing module 2112, configured to parse the
security mode command message received by the
first receiving module 2111, and acquire and save
the security-related information from the security
mode command message.

[0156]
include:

In another example, the acquiring unit 211 may

a second receiving module 2113, configured to re-
ceive the relocation request message sent by the
SGSN, the relocation request message including the
security-related information;

a second parsing module 2114, configured to parse
the relocation request message received by the sec-
ond receiving module 2113, and acquire and save
the security-related information from the relocation
request message.

[0157]
include:

In another example, the acquiring unit 211 may

a sending module 2115, configured to send a secu-
rity context request message to the SGSN, to re-
quest the SGSN to send the security-related infor-
mation to the Home NodeB Gateway;

a third receiving module 2116, configured to receive
a security context response message returned by
the SGSN the security context response message
including the security-related information;

a third parsing module 2117, configured to parse the
security context response message received by the
third receiving module 2116, and acquire and save
the security-related information from the security
context response message.

[0158] The constituent parts ofthe Home NodeB Gate-
way of this embodiment are used for implementing the
steps of the aforementioned method embodiment. The
steps have been detailedly described in the aforemen-
tioned method embodiment, and herein the redundant
description is omitted.

[0159] With the Home NodeB Gateway of this embod-
iment, in a case where a handover signaling between the
HNBs is terminated at the HNB GW and there is no direct
interface between the HNBs, it is possible to acquire the
security-related information through various means, and
to provide such security-related information to the target
node, so that the target HNB selects the algorithm and
uses the keys of the user plane according to this, thus
solving the problem that the target HNB cannot acquire



29 EP 2 603 024 A1 30

the list of ciphering and integrity protection algorithms
allowed by a Core Network and Ciphering Key and In-
tegrity Key of a current user plane due to that the SGSN
does not participate in the handover of the UE under the
HNB.

[0160] A person skilled in the art will appreciate that all
or a part of steps for implementing the above method
embodiments may be completed by instructing relevant
hardware through a program that may be stored ina com-
puter readable storage medium, and upon being execut-
ed, the program performs the steps including the above
method embodiments. The storage medium may include
various mediums capable of storing program codes, such
as ROM, RAM, magnetic disk and optical disk.

[0161] The above embodiments make further detailed
descriptions of the object, technical solutions and bene-
ficial effects of the present invention. It shall be under-
stood that the above descriptions are just preferred em-
bodiments of the present invention and cannot define the
protection scope of the present invention. Any modifica-
tion, equivalent replacement and improvement under the
spiritand principle of the presentinvention shall fall within
the protection scope of the present invention.

Claims

1. A key separation method applicable to a Serving
GPRS Support Node SGSN, comprising:

when a User Equipment hands over from a
source node to a target node, or when the User
Equipment moves from the source node to the
target node in idle state, determining whether or
not the source node is a Home NodeB; and
ifthe source node is the Home NodeB, triggering
an Authentication and Key Agreement proce-
dure according to the operator’s policy, to up-
date Ciphering Key and Integrity Key.

2. The method according to claim 1, wherein,

after determining about whether or not the source
node is the Home NodeB, the method further com-
prises determining whether or not the target node is
a Radio Network Controller;

if the source node is Home NodeB, triggering Au-
thentication and Key Agreement procedure accord-
ing to the operator’s policy, more particularly, the
method comprises: if the source node is a Home
NodeB and the target node is an Radio Network Con-
troller, triggering Authentication and Key Agreement
procedure according to the operator’s pol icy.

3. The method according to claim 1 or 2, wherein trig-
gering Authentication and Key Agreement proce-

dure according to the operator’s policy comprises:

triggering Authentication and Key Agreement
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procedure after the handover of the User Equip-
ment from the source node to the target node is
completed, or the movement of the User Equip-
ment from the source node to the target node in
idle state is completed, or Home NodeB Gate-
way of the source node receives an IU Interface
Release message.

4. The method according to claim 1, further comprising:

sending the Ciphering Key and Integrity Key to
the target node through a security mode com-
mand, so that the source node and the target
node uses different Ciphering Key and Integrity
Key.

5. A SGSN, comprising:

a determining unit, configured to determine
whether or not a source node is a Home NodeB,
when a User Equipment hands over from the
source node to a target node, or when the User
Equipment moves from the source node to the
target node in idle state; and

atriggering unit, configured to trigger an Authen-
tication and Key Agreement message according
to the operator’s policy, when the determining
unit determines that the source node is the
Home NodeB, so as to update Ciphering Key
and Integrity Key.

6. The SGSN according to claim 5, wherein the deter-
mining unitis further configured to determine wheth-
er or not the target node is a Radio Network Control-
ler, and the triggering unit is specifically configured
to trigger Authentication and Key Agreement proce-
dure according to the operator's policy when the
source node is a Home NodeB and the target node
is a Radio Network Controller.

7. The SGSN according to claim 5 or 6, wherein the
triggering unit is specifically configured to trigger Au-
thentication and Key Agreement procedure after the
handover of the User Equipment from the source
node to the target node is completed, or the move-
ment of the User Equipment from the source node
to the target node in idle state is completed, or Home
NodeB Gateway of the source node receives an 1U
Interface Release message.

8. The SGSN according to claim 5, further comprising:

a sending unit, configured to send the Ciphering
Key and Integrity Key updated by the triggering
unit to the target node through a security mode
command, so that the source node and the tar-
get node use different Ciphering Key and Integ-
rity Key.
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9. A key separation method applicable to a Home

NodeB Gateway or a User Equipment or a target
Home NodeB, comprising:

when a User Equipment hands over from a
source node to a target node, or when the User
Equipment moves from the source node to the
target node in idle state, determining whether or
not the source node is a Home NodeB;

if the source node is a Home NodeB, sending a
notification message to a SGSN to trigger the
SGSN to perform an Authentication and Key
Agreement procedure, to update Ciphering Key
and Integrity Key.

10. The method according to claim 9, wherein sending

the notification message to the SGSN comprises:

when the method is applied to the Home NodeB
Gateway of the source node, the Home NodeB
Gateway sends the notification message to the
SGSN if the Home NodeB Gateway receives an
IU Interface Release message, or the User
Equipment hands over from the source node to
the target node, or the UE turns into an idle state
from an active state;

when the method is applied to the User Equip-
ment, the User Equipment sends the notification
message to the SGSN if the handover of the
User Equipment from the source node to the tar-
get node is completed, or the movement of the
User Equipment from the source node to the tar-
get node in idle state is completed, or the User
Equipment turns into the idle state from the ac-
tive state, or the User Equipment sets every bit
of the locally stored Key Set Identifier KSI to 1,
or the User Equipment sets the locally stored
state value as a threshold value; and

when the method is applied to the target Home
NodeB, the target Home NodeB sends the no-
tification message to the SGSN if the handover
of the User Equipment from the source node to
the target node is completed, or the User Equip-
ment turns into the idle state from the active
state.

11. The method according to claim 9, wherein when the

method is applied to the Home NodeB Gateway or
the User Equipment, after determining whether or
not the source node is a Home NodeB, the method
further comprises determining whether or not the tar-
get node is a Radio Network Controller; said if the
source node is a Home NodeB, sending the notifi-
cation message to the SGSN to trigger the SGSN to
perform Authentication and Key Agreement proce-
dure specifically comprising: if the source node is a
Home NodeB and the target node is an Radio Net-
work Controller, sending the notification message to
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12.

13.

14.

15.

16.

32

the SGSN to trigger the SGSN to perform Authenti-
cation and Key Agreement procedure.

The method according to claim 9 or 11, wherein de-
termining whether or not the source node is a Home
NodeB comprises:

when the method is applied to the User Equip-
ment, determining whether or not the source
node is a Home NodeB when the User Equip-
ment hands over from the source node to the
target node or when the User Equipment moves
from the source node to the target node in idle
state; and

when the method is applied to the Home NodeB
Gateway or the target Home NodeB, determin-
ing whether or not the source node is a Home
NodeB Gateway when the User Equipment
hands over from the source node to the target
node.

A Home NodeB Gateway, comprising:

a determining unit, configured to determine
whether or not a source node is a Home NodeB,
when a User Equipment hands over from the
source node to a target node; and

a sending unit, configured to send a notification
message to a SGSN when the determining unit
determines that the source node is a Home
NodeB, to trigger the SGSN to perform an Au-
thentication and Key Agreement procedure.

The Home NodeB Gateway according to claim 13,
wherein the determining unit is configured to deter-
mine whether or not the target node is a Radio Net-
work Controller when the User Equipment hands
over from the source node to the target node, and
the sending unitis specifically configured to send the
notification message to the SGSN when the source
node is aHome NodeB and the target node is a Radio
Network Controller.

The Home NodeB Gateway according to claim 13 or
14, wherein the sending unit is specifically config-
ured to send the notification message to the SGSN
when the Home NodeB Gateway receives an IU In-
terface Release message, or the handover of the
User Equipment from the source node to the target
node is completed, or the User Equipment turns into
an idle state from an active state.

A User Equipment, comprising:

a determining unit, configured to determine
whether or not a source node is a Home NodeB,
when the User Equipment hands over from the
source node to a target node, or when the User
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Equipment moves from the source node to the
target node in idle state; and

a sending unit, configured to send a notification
message to a SGSN when the determining unit
determines that the source node is a Home
NodeB, to trigger the SGSN to perform an Au-
thentication and Key Agreement procedure.

The User Equipment according to claim 16, wherein
the determining unit is further configured to deter-
mine whether or not the target node is a Radio Net-
work Controller, when the User Equipment hands
overfromthe source node to the target node, orwhen
the User Equipment moves from the source node to
the target node in idle state; and the sending unit is
specifically configured to send the notification mes-
sage to the SGSN when the source node is a Home
NodeB and the target node is a Radio Network Con-
troller.

The User Equipment according to claim 16 or 17,
wherein the sending unit is specifically configured to
send the notification message to the SGSN when
the handover of the User Equipment from the source
node to the target node is completed, or the move-
ment of the User Equipment from the source node
to the target node in idle state is completed, or the
User Equipmentturnsinto an idle state from an active
state, or the User Equipment sets every bit of the
locally stored KSI to 1, or the User Equipment sets
the locally stored state value as a threshold value.

A target Home NodeB, comprising:

a determining unit, configured to determine
whether or not a source node is a Home NodeB,
when a User Equipment hands over from the
source node to a target node; and

a sending unit, configured to send a notification
message to a SGSN when the determining unit
determines that the source node is a Home
NodeB, to trigger the SGSN to perform an Au-
thentication and Key Agreement procedure.

The target Home NodeB according to claim 19,
wherein the sending unit is specifically configured to
send the notification message to the SGSN after the
handover of the User Equipment from the source
node to the target node is completed, or the User
Equipment turns into an idle state from an active
state.

A key separation method applicable to a SGSN,
comprising:

when a User Equipment hands over from a
source node to a target node, determining
whether or not the source node is a Home
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NodeB;

if the source node is a Home NodeB, selecting
one from a plurality of locally stored Authentica-
tion Vectors, and using Ciphering Key and In-
tegrity Key corresponding to the selected Au-
thentication Vector as keys used by the User
Equipmentat the target node; and

sending a random number corresponding to the
selected Authentication Vector to the User
Equipment, so that the User Equipment gener-
ates the Ciphering Key and Integrity Key accord-
ing to the random number.

The method according to claim 21, wherein if there
is only one locally stored Authentication Vector, se-
lecting one from the plurality of locally stored Authen-
tication Vectors, comprises:

requesting a Home Subscriber Server about a
group of Authentication Vectors; and

selecting one from the group of Authentication
Vectors.

The method according to claim 21, wherein,

after determining whether or not the source node is
aHome NodeB, the method further comprises deter-
mining whether or not the target node is a Radio
Network Controller;

if the source node is a Home NodeB, selecting one
from the plurality of locally stored Authentication
Vectors specifically comprises: if the source node is
a Home NodeB and the target node is a Radio Net-
work Controller, selecting one from the plurality of
locally stored Authentication Vectors.

A SGSN, comprising:

a first determining unit, configured to determine
whether or not a source node is a Home NodeB,
when a User Equipment hands over from the
source node to a target node;

a selection unit, configured to select one from a
plurality of locally stored Authentication Vectors
when the first determining unit determines that
the source node is a Home NodeB, and to use
Ciphering Key and Integrity Key corresponding
to the selected Authentication Vector as keys
used by the User Equipment at the target node;
and

a sending unit, configured to send a random
number corresponding to the Authentication
Vector selected by the selection unit to the User
Equipment, so that the User Equipment gener-
ates the Ciphering Key and Integrity Key accord-
ing to the random number.

The SGSN according to claim 24, wherein the se-
lection unit comprises:
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arequest module, configured to requesta Home
Subscriber Server for a group of Authentication
Vectors if there is only one locally stored Au-
thentication Vector;

a selection module, configured to select one
from the group of Authentication Vectors ob-
tained upon the request from the request mod-
ule.

26. The SGSN according to claim 24, wherein the de-
termining unit is configured to determine whether or
not the target node is a Radio Network Controller,
and the selection unit is specifically configured to
select one from the plurality of locally stored Authen-
tication Vectors when the source node is a Home
NodeB and the target node is a Radio Network Con-
troller.

27. Akey separation method applicable to a User Equip-
ment, comprising:

when the User Equipment hands over from a
source node to a target node, receiving from the
source node, a Radio Resource Control connec-
tion reconfiguration message including a ran-
dom number corresponding to an Authentication
Vector selected by a SGSN; and

generating Ciphering Key and Integrity Key ac-
cording to the random number, and using the
Ciphering Key and Integrity Key as keys used
at the target node.

28. A User Equipment, comprising:

a receiving unit, configured to receive from a
source node, a Radio Resource Control connec-
tion reconfiguration message including a ran-
dom number corresponding to an Authentication
Vector selected by a SGSN, when the User
Equipment hands over from the source node to
a target node; and

a generation unit, configured to generate Ci-
phering Key and Integrity Key according to the
random number in the Radio Resource Control
connection reconfiguration message received
by the receiving unit, and to use the Ciphering
Key and Integrity Key as keys used at the target
node.
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