EP 2 624 163 A1

(19)

Europdisches
Patentamt

European

Patent Office

Office européen
des brevets

(12)

(43) Date of publication:
07.08.2013 Bulletin 2013/32

(21) Application number: 13153123.8

(22) Date of filing: 29.01.2013

(11) EP 2 624 163 A1

EUROPEAN PATENT APPLICATION

(51) IntCl:
GO6F 21/56 (2073.09

(84) Designated Contracting States:
AL AT BE BG CH CY CZDE DK EE ES FI FR GB
GRHRHUIEISITLILT LULV MC MK MT NL NO
PL PT RO RS SE SI SK SM TR
Designated Extension States:
BA ME

(30) Priority: 31.01.2012 US 201213362963

(71) Applicant: Trusteer Ltd.
67442 Tel Aviv (IL)

(72) Inventors:
¢ Klein, Amit
Herzliya 46433 (IL)
¢ Ben-Haim, Eldan
Kiryat Ono 55654 (IL)
¢ Frishman, Gal
Netanya 42309 (IL)

(74) Representative: Lampis, Marco et al
Dragotti & Associati Srl
Via Nino Bixio, 7
20129 Milano (IT)

(54) Method for detecting malware

(57)  System and method for determining, by a secu-
rity application, whether an examined software code is a
malware, according to which the system detects when-
ever the examined process code performs system calls
and further detects a call site. Pieces of code in the sur-
rounding area of the site and/or in branches related to
the site are analyzed and the properties of the analyzed
pieces of code are compared with a predefined software
code patterns, for determining whether the examined
process code corresponds to one of the predefined soft-
ware code patterns. Then the examined process code is
classified according to the comparison results.

Security

Application 0s

Malware

Invocation

Object/Return
Code

Registry Path

Fig. 2

Printed by Jouve, 75001 PARIS (FR)



1 EP 2 624 163 A1 2

Description

Field of the Invention

[0001] The present invention relates to the field of In-
ternet security. More particularly, the invention relates to
a method for providing more secure browsing and pre-
venting the theft of online sensitive information.

Background of the invention

[0002] As the web browser is becoming the most fre-
quently used application on a personal computer, and as
more user confidential data is being entered through the
web browser, such as banking and shopping transac-
tions, malicious attacks are being increasingly focused
on the web browser. There is an increasing number of
malicious exploits that can install malicious code, such
that a malicious browser extension persists on a target
computer system. For a malicious browser extension to
persist on a computer system, typically a malicious file
is created so that the malicious extension persists on the
disk, and a registry entry associated with the malicious
browser extension is created to notify the web browser
that a browser extension has been registered with the
operating system.

[0003] Thus, for example, if a user enters user confi-
dential data into a form field of a web page, and a mali-
cious browser extension is present on the web browser,
when the malicious browser extension receives an event,
the malicious browser extension potentially has the ability
to access and modify the content of the event. For ex-
ample, the malicious browser can copy or modify the user
confidential data, such as a bank account routing number
in the post data parameter of the event, resulting in com-
promise of the user confidential data.

[0004] To protect consumers and service providers,
many software and hardware solutions have been pro-
posed or developed. These methods in general enhance
online authentications, but they implicitly assume that the
web browser, the most prevalent tool for online activities,
is secure. Also, these solutions are not directed to provide
protection against malware installation process.

[0005] Another problem of existing solutions is the fact
that in order to classify an *.exe file as malicious or be-
nign, protective tools have to scan its content. Sometimes
this process may take more time that requires to a mali-
cious file to install itself. This limitation may result in an
unavoidable damage to the infected system.

[0006] To address this problem and to protect users
from being exploited while browsing the web, browser
infection detection tools are required.

[0007] Itis therefore an object of the present invention
to provide a system which is capable of detecting behav-
ior associated with a malware.

[0008] It is another object of the present invention to
provide a system capable of preventing the complete in-
stallation of a malware.
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[0009] Other objects and advantages of the invention
will become apparent as the description proceeds.

Summary of the Invention

[0010] The present invention is directed to a system
and method for determining, by a security application,
whether an examined software code is a malware, ac-
cording to which the system detects whenever the ex-
amined process code performs invocations (such as is
system calls) and further detects a call site (the site within
the examined process code, from which the invocations
has been launched). One or more pieces of code in the
surrounding area of the site and/or in branches related
to the site are analyzed and at least a part of the prop-
erties of the analyzed pieces of code are compared with
a predefined software code patterns, for determining
whether the examined process code corresponds to one
of the predefined software code patterns. Then the ex-
amined process code is classified according to the com-
parison results.

[0011] The examined process code may be classified
as malicious or benign and may be loaded from an exe-
cutable or from a DLL.

[0012] The examined process code may be a portion
of the functions call tree, a specific subroutine or a com-
bination of specific code lines that are spaced from each
other by several code instructions.

[0013] The security application or at least a portion
thereof, may reside on the client device.

[0014] Detection of attempts to install a malware may
be made offline or in real-time. Upon detection the mal-
ware is prevented from completing its installation.
[0015] In one aspect, the security application that may
be called from an application or from the operating sys-
tem compares each analyzed piece of software code
against a "black list" of known malware patterns.

Brief Description of the Drawings

[0016] In the drawings:

-Fig. 1isaflow chartgenerallyillustrating the method
of the invention.

Fig. 2 is a flow chart generally illustrating an embod-
iment of the invention.

Detailed Description of Preferred Embodiments

[0017] The figures and the following description relate
to embodiments of the present invention by way of illus-
tration only. It should be noted that from the following
discussion, alternative embodiments of the structures
and methods disclosed herein will be readily recognized
as viable alternatives that may be employed without de-
parting from the principles of the claimed invention.

[0018] Reference will now be made to several embod-
iments of the presentinvention(s), examples of which are
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illustrated in the accompanying figures. Wherever prac-
ticable similar or like reference numbers may be used in
the figures and may indicate similar or like functionality.
The figures depict embodiments of the present invention
for purposes of illustration only. One skilled in the art will
readily recognize from the following description that al-
ternative embodiments of the structures and methods
illustrated herein may be employed without departing
from the principles of the invention described herein.
[0019] Unless otherwise indicated, the functions de-
scribed herein may be performed by executable code
and instructions stored in computer readable medium
and running on one or more processor-based systems.
However, state machines, and/or hardwired electronic
circuits can also be utilized. Further, with respect to the
example processes described herein, not all the process
states need to be reached, nor do the states have to be
performed in the illustrated order. Further, certain proc-
ess states that are illustrated as being serially performed
can be performed in parallel.

[0020] Similarly, while certain examples may refer to
a Personal Computer (PC) system, Mac, other computer
or electronic systems can be used as well, such as, with-
out limitation, a network-enabled personal digital assist-
ant (PDA), a smart phone, a tablet, and so on.

[0021] The present invention relates to a method for
real-time detection of attempts to install a malware in a
computer system (e.g., in order to infect web browsers
with malware). According to an embodiment of the inven-
tion, and as will be exemplified hereinafter, a method is
provided for preventing from a malware (or other suspi-
cious software code) to complete its installation.

[0022] The term "malware" refers herein to a malicious
code that is defined as any computer program, module,
set of modules, or code that enters a computer system
environment without an authorized user's knowledge
and/or without an authorized user’s consent. A malicious
browser extension, such as a malicious BHO, that can
access user private data in a browser event is one ex-
ample of malicious code. Further herein, malicious ac-
tivity is any activity resulting from the execution of a ma-
licious code.

[0023] In the present embodiment, the web browser is
any one of a number of conventional web browser appli-
cations, such as Microsoft Internet Explorer, or Firefox.
Embodiments in accordance with the invention detect
and may prevent attempts to install malwares. In one
embodiment, a security application is installed on a host
computer system that is registered to detect invocations
from the OS of the host computer. Such invocations may
be function calls that interact with the Windows Registry
of the host computer (in case where the OS is Microsoft
Windows) or with file system operations.

[0024] When an invocation is detected, a determina-
tion is made whether the properties of program code from
which thatinvocation was launched represent a malware.
In one embodiment, if the invocation is not determined
to be a suspicious event, the event is enabled for further
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processing (e.g., for completing the installation process).
Alternatively, if the invocation is determined to be a mal-
ware, the installation process of that software code is
terminated.

[0025] Referringnow to Fig. 1, a diagram of a computer
system including a security application for detecting at-
tempts to install and execute malwares on a host com-
puter system is shown in accordance with an embodi-
ment of the presentinvention. The hostcomputer system,
sometimes called a user device, typically includes a cen-
tral processing unit (CPU), an input output (I//O) interface,
and a memory, including an operating system and a web
browser. In one embodiment, operating system main-
tains an invocations event order list that provides the site
from which invocations events are received.

[0026] In one embodiment, the memory includes the
security application, which comprises two main compo-
nents: a) a detection engine that is configured to monitor
invocations in the registry of the Operation System (OS)
by listening to the set registry path of the OS, and b) a
database preloaded with predefined parameters which
represent the behavior of selected pieces of software
codes of different malwares.

[0027] According to an embodiment of the present in-
vention, the security application performs the following
tasks: At first it detects whenever a software code per-
forms an invocation activity (e.g., a system call). At the
next step, it detects the site within the invoking code, from
which the invocation has been launched. This is done in
order to analyze one or more pieces of code (that may
belong to an executable or to a DLL) in the surrounding
area of that site and/or in branches related to that site
that are responsible for launching the invocation. For ex-
ample, the piece of code to be analyzed may be associ-
ated with portions of the functions call tree (that shows
the hierarchy of function calls in a program), such as a
specific subroutine or acombination of specific code lines
that are spaced from each other by several code instruc-
tions. This results in a subset of properties in the form of
a unique pattern, which can then be associated with the
existence of malware and even with the type of malware.
[0028] Atthe nextstepitchecks whetherthe properties
of the analyzed pieces of codes (or at least part of them)
matches the predefined software code parameters or
patterns stored in the database. A match between the
properties of the analyzed pieces of codes and the pre-
defined software code indicates that the software is a
malware or any other type of software code thatis needed
to be detected. This may be done by comparing the prop-
erties of the analyzed pieces of code with predefined soft-
ware code patterns and determining whether the exam-
ined process code corresponds to one of the predefined
software code patterns. Then, the examined process
code is classified according to the comparison results.
[0029] For example, known behavior of several types
of malwares such as SpyEye is to first add an entry in
HKCU\Software\Microsoft\Windows\CurrentVer-
sion\Run Windows Registy key in order to load itself
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at the startup sequence of Windows (when the user logs
in).

[0030] Typically when the OS receives an invocation,
it transfers the system request through various layers.
As described, should a malware code tries to permanent-
ly install itself by adding a value to a Registry Key of the
Windows Registry, the security application monitors this
attempt and detects the site from which said invocations
has been launched and pieces of code in the surrounding
area of this site.

[0031] In one embodiment, the security application
compares each analyzed piece of software code against
a "black" list of known malware patterns. When one or
more pieces of codes matches an entry in the "black” list,
the associated software code that tries to install itself is
terminated or blocked; otherwise, the software code is
allowed to complete the installation.

[0032] Referring now to Fig. 2, illustrates a diagram
representation of the notification order list in the registry
path of the OS at the first stages of a malware installation
attempt in accordance with an embodiment of the inven-
tion.

[0033] As used herein, a computer memory refers to
a volatile memory, a non-volatile memory, or a combina-
tion of the two. Although the security application is re-
ferred to as an application, this is illustrative only. The
security application should be capable of being called
from an application or the operating system. In one em-
bodiment, an application is generally defined to be any
executable code. Moreover, those of skill in the art will
understand that when it is said that an application or an
operation takes some action, the action is the result of
executing one or more instructions by a processor.
[0034] As illustrated in Fig. 1, since the security appli-
cation is notified on OS-level system calls, this medium
or at least a portion thereof, resides on the computer
system itself (client device) and the remaining portion
may be stored in a memory that is physically located in
a location different from the host computer. This could
be accomplished in a client-server system, or alterna-
tively via a connection to another computer via modems
and analog lines, or digital interfaces and a digital carrier
line.

[0035] In view of this disclosure, the functionalities of
the security application in accordance with the embodi-
ments of the present invention can be implemented in a
wide variety of computer system configurations. In addi-
tion, the functionalities of the security application could
be stored as different modules in memories of different
devices. For example, security the application could ini-
tially be stored in computer system, and then as neces-
sary, a portion of the security application could be trans-
ferred to the host computer system and executed on the
host computer system. Consequently, part of the func-
tionality of the security application would be executed on
the processor of server computer system, and another
part would be executed on processor of the host compu-
ter system.
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[0036] In view of this disclosure, those of skill in the art
can implement various embodiments of the present in-
vention in a wide-variety of physical hardware configu-
rations using an operating system and computer pro-
gramming language of interest to the user. In yet another
embodiment, the security application is stored in a mem-
ory of a server computer system. The security application
is transferred over a network to the memory in a host
computer system.

[0037] While some embodiments of the invention have
been described by way of illustration, it will be apparent
that the invention can be carried into practice with many
modifications, variations and adaptations, and with the
use of numerous equivalents or alternative solutions that
are within the scope of persons skilled in the art, without
departing from the spirit of the invention or exceeding the
scope of the claims.

Claims

1. A method for determining, by a security application,
whether an examined software code is a malware,
comprising the steps of:

a. detecting whenever said examined process
code performs invocations;

b. detecting a call site being the site within said
examined process code, from which said invo-
cations has been launched;

c. analyzing one or more pieces of code in the
surrounding area of said site and/or in branches
related to said site; and

d. comparing at least a part of the properties of
the analyzed pieces of code with a predefined
software code patterns and determining wheth-
er said examined process code corresponds to
one of said predefined software code patterns;
and

e. classifying said examined process code ac-
cording to the comparison results.

2. A method according to claim 1, wherein the process
code is classified as malicious or benign.

3. A method according to claim 1, wherein the exam-
ined process code loaded from an executable or from
a DLL.

4. A method according to claim 1, wherein the exam-
ined process code is a portion of the functions call
tree, a specific subroutine or a combination of spe-
cific code lines that are spaced from each other by
several code instructions.

5. A method according to claim 1, wherein the security
application or at least a portion thereof, resides on
the client device.
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A method according to claim 1, wherein detection of
attempts to install a malware is made in real-time.

A method according to claim 6, wherein upon detec-
tion the malware is prevented from completing its
installation.

A method according to claim 1, wherein the invoca-
tion activity is a system call.

A method according to claim 1, wherein the security
application compares each analyzed piece of soft-
ware code against a "black list" of known malware
patterns.

A method according to claim 1, wherein the security
application is capable of being called from an appli-
cation or from the operating system.
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