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(54) Method, apparatus and system for changing to which remote device a local device is in
communication via a communication medium through use of interruption of the

communication medium

(57) A method, apparatus and system for changing
to which remote device alocal device is in communication
via a communication medium, communicates with a ma-
trix switch forming part of the system by interruption of
the communication medium by the local device. Upon
receipt of a unit of information via interruption of the com-
munication medium, the matrix switch causes the local
device to be in communication with another remote de-

vice other than the remote device that it was previously
in communication. In one embodiment, the switching is
to a next available remote device of a plurality of remote
devices while in another embodiment, the matrix switch
switches the local device to a switch configuration device
for further communication therewith via the communica-
tion medium, thereby allowing the local device to select
which other remote device it desires to be in communi-
cation.
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Description
TECHNICAL FIELD

[0001] The presentinvention relates to keyboard, vid-
€0, mouse (KVM) extension systems in conjunction with
KVM matrix switches.

BACKGROUND OF THE INVENTION

[0002] Keyboard video mouse (KVM) extension sys-
tems are known in the art which allow for a KVM local
device (destination user) to communicate with one of a
plurality of remote devices (Source CPUs) by connecting
the local device to a communication medium (such as a
fiber optic cable) via a KVM receiver extender. The local
device has a KVM receiver extender that connects to a
first end of a communication medium. A second end of
the communication medium connects to a KVM matrix
switch. The KVM matrix switch connects the local device
to a selected Source CPU. The Source CPU typically
communicates to the KVM matrix switch via a KVM trans-
mitter extender and a communication medium, such as
a fiber optic cable. The KVM matrix switch is thus used
to make the connections between the local devices (des-
tination users) and the remote devices (Source CPUs).
There is therefore a bi-directional communication path
between each local device through the KVM matrix
switch to a particular remote device.

[0003] There may betimeswhen the local device wish-
es to communicate with the KVM switch so as to instruct
the KVM matrix switch to connect it to a particular remote
device. In controlled environments which prohibit the ma-
nipulation or insertion of data into the high speed com-
munication medium data stream between the local de-
vice and the remote device, there have been relatively
limited means for allowing a local device to communicate
with the KVM matrix switch. There have been methods
which employ use of a separate data connection between
the local device and the KVVM matrix switch, such as via
use of an Ethernet, serial communication, USB commu-
nication or other communication path. However, this ar-
rangementtypically requires additional cables, interfaces
and the like, and may introduce additional security is-
sues.

[0004] One such method used in the art is a control
device such as a switch configuration CPU which the
local device (e.g., User CPU 23) can communicate with
via an Internet connection (internet cloud 25). As seen
in Figure 1, the local device then can instruct a switch
configuration CPU over the Internet to command the
KVM matrix switch to connect the local device to a par-
ticular Source CPU. However, such an arrangement has
its own security issues, including the use of the Internet
to communicate with the switch configuration CPU as
well as the need for the local device to have a CPU for
communication with the Internet.

[0005] The present invention provides a solution to
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such security issues. It allows a local device to select a
desired remote device (Source CPU) without the manip-
ulation or insertion of data in the high speed data path of
the communication medium between the local device and
the remote device.

SUMMARY OF THE INVENTION

[0006] The present invention is directed to a method
of communicating between alocal device communicating
via a communication medium configured to transmit high
speed data to and from any one of a plurality of remote
devices interconnected to the communication medium
via a KVM matrix switch. The method, in response to a
request from the local device, toggles a transmitter (typ-
ically forming part of a transceiver) connected to the com-
munication medium On and Off in a pattern that repre-
sents a unit of information. The transceiver is configured
to transmit high speed data via the communication me-
dium at afirstend of the communication medium, wherein
the transceiver in turn interrupts the communication me-
dium corresponding to the pattern. The detection of this
pattern of interruption of the communication medium at
its second end via the KVM matrix switch changes to
which remote device of the plurality of remote devices
the local device is in communication via the communica-
tion medium.

[0007] Inanembodiment of this method, the transceiv-
er communicating with the first end of the communication
medium is a small form factor pluggable (SFP) transceiv-
er. Another small form factor pluggable transceiver can
be used atthe second end of the communication medium.
At the second end, a loss of signal (LOS) status output
is used to detect interruption of the communication me-
dium.

[0008] Furthermore, in another embodiment of the
present invention, response to detection of the pattern
of interruption of the communication medium causes the
local device to be connected to a switch configuration
device (e.g. a Switch Configuration CPU), which switch
configuration device allows the local device to control to
which Source CPU remote device it desires to be in com-
munication, wherein the selection of such a remote de-
vice of a plurality of remote devices is performed via high
speed data over the communication medium with the
switch configuration device.

[0009] The presentinventionis also directed to a meth-
od of communicating comprising: in response to a re-
quest from local device, toggling a transmitter On and
Off in a pattern that represents a unit of information, the
transceiver configured to transmit high speed data via a
communication medium at a first end thereof, the com-
munication medium having the first end and a second
end; the transmitter interrupting the communication me-
dium at the first end corresponding to the pattern; detect-
ing the pattern of interruption of the communication me-
dium at the second end so as to determine the unit of
information; and in response to the detection, changing
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to which remote device of a plurality of remote devices
the local device is in communication via the communica-
tion medium.

[0010] A further embodiment of the present invention
is the above method wherein the transmitter is toggled
via a transmit disable input of the transmitter.

[0011] A still further embodiment of the present inven-
tion is the above method wherein the step of changing
to which remote device of a plurality of remote devices
that the local device is in communication comprises a
plurality of devices ranging from 1 to N where N is a pos-
itive integer greater than 2 and wherein the changing to
which device of the plurality of remote devices the local
device is in communication is to the next sequentially
higher or next sequentially lower device i, where i is a
positive integer from 1 to N, depending upon a value of
the unit of information.

[0012] Another embodiment of the present invention
is the above method wherein at least one remote device
is a switch configuration device and wherein the local
device is connected to the switch configuration device if
the pattern is detected.

[0013] A still further embodiment of the present inven-
tionis the above method wherein the switch configuration
device communicates with an internal switch control of
a matrix switch so as to allow the local device to select
which of the plurality of remote devices it is to be in com-
munication.

[0014] An additional embodiment of the presentinven-
tion is the above method wherein the local device com-
municates with the switch configuration device via data
transmitted over the communication medium rather than
via interruption of the communication medium.

[0015] Another embodiment of the present invention
is the above method wherein the local device communi-
cates with the switch configuration device via data trans-
mitted over the communication medium rather than via
interruption of the communication medium.

[0016] A further embodiment of the present invention
is the above method whereinin response to the detection
of the pattern of interruption of the communication me-
dium, the local device is connected to a switch configu-
ration device in communication with the second end of
the communication medium and when connected to the
switch configuration device, the local device communi-
cates therewith so as to select the next remote device of
the plurality of remote devices the local device is in com-
munication.

[0017] A still further embodiment of the present inven-
tion is the above method wherein the local device com-
municates with the switch configuration device by trans-
mitting data via the communication medium rather than
interruption of the communication medium.

[0018] Another embodiment of the present invention
is the above method wherein the detecting the pattern of
interruption of the communication medium at the second
end so as to determine the unit of information is via an
output signal of a receiver portion of a transceiver asso-
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ciated with the communication medium atits second end.
[0019] An additional embodiment of the present inven-
tion is the above method wherein the transceiver is a
small form factor pluggable transceiver.

[0020] A further embodiment of the present invention
is the above method wherein the output signal of the
transceiver is a loss of signal (LOS) output status signal
of the transceiver.

[0021] A still further embodiment of the present inven-
tion is the above method wherein the transmitter is part
of a transceiver.

[0022] Another embodiment of the present invention
is the above method wherein the transceiver has a trans-
mit disable input and wherein the toggling of the transmit
disable input changes a state of the transmit disable input
for a minimum period of time necessary for interrupting
the communication medium a period of time sufficient for
allowing detection of the disruption at the second end of
the communication medium.

[0023] Another embodiment of the present invention
is the above method wherein the toggling of the transmit
disable input for a sufficiently long period of time so as
to allow for its detection at the second end of the com-
munication medium as a bit of information of the unit of
information.

[0024] A further embodiment of the present invention
is the above method wherein the unit of information is an
On and Off sequence that repeats for a minimum amount
of times.

[0025] Another embodiment of the present invention
is the above method wherein the steps are repeated for
a plurality of local devices each communicating via a
communication medium with one of the plurality of re-
mote devices.

[0026] A further embodiment of the present invention
is an I/0 extender comprising: a transmitter, and an input
module configured to receive a control request, the input
module configured to toggle the transmitter On and Off
in a pattern that represents a unit of information upon
receipt of the control request from a local device; wherein
the transmitter is connected to a first end of a communi-
cation medium and is configured to transmit high speed
data via the communication medium, the transmitter in
response to the toggling, interrupting the communication
medium corresponding to the pattern.

[0027] A still further embodiment of the present inven-
tion is the above I/O extender, wherein the input module
further comprises a transmitter disable input for receipt
of the control request.

[0028] Another embodiment of the present invention
is the above I/O extender, wherein the unit of information
has a value to cause a matrix switch to connect the I/O
extender to a second remote device different from a re-
mote device to which the I/0 extender is in communica-
tion prior to transmission of the unit of information.
[0029] A further embodiment of the present invention
is the above /O extender, further wherein the transmitter
is part of a transceiver connected to the communication
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medium.

[0030] Another embodiment of the present invention
is a communication system comprising: the above 1/0
extender and a matrix switch, comprising, a receiver con-
figured to receive the high speed data via the communi-
cation medium at a second end thereof and having a loss
of signal (LOS) status notification configured to detect
interruption of the communication medium; an input mod-
ule in communication with the LOS status notification and
configured to detect the unit of information corresponding
to the pattern of the detected interruption of the commu-
nication medium; a crosspoint switch, and a switch con-
trolin communication with the LOS status notification and
configured to cause the crosspoint switch to change
which remote device of a plurality of remote devices the
local device is in communication.

[0031] A further embodiment of the present invention
is the above-identified communication system, further
comprising a switch configuration device remote device,
wherein the switch control causes the crosspoint switch
to cause the local device to communicate with the switch
configuration device upon detection of the unit of infor-
mation.

[0032] A still further embodiment of the present inven-
tion is the above-identified communication system,
wherein the switch configuration device is configured to
allow the local device to select which remote device it
desires to communicate with, the switch configuration
device configured to communicate such a selection to
the matrix switch to cause the local device to be in com-
munication with the selected remote device.

[0033] Another embodiment of the present invention
is the above-identified communication system, wherein
the receiver is part of a transceiver.

[0034] A further embodiment of the present invention
is a transmitter comprising: a transmit disable input con-
figured to be toggled On and Off in a pattern that repre-
sents a unit of information, the transmitter configured to
transmit high speed data via a communication medium;
and an input module in communication with the transmit
disable input, the input module configured, in response
to the toggling of the transmit disable input, to interrupt
the communication medium corresponding to the pat-
tern.

[0035] A still further embodiment of the present inven-
tion is the above transmitter, wherein the transmitter is
part of a transceiver.

BRIEF DESCRIPTION OF THE DRAWINGS

[0036] For a full understanding of the nature and ob-
jects of the present invention, reference is made to the
following detailed description taken in conjunction with
the drawings in which:

Figure 1 is an overall diagram of the state of the art
showing multiple local devices (destination users)
each communicating with one of a plurality of remote
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devices (Source CPUs) by use of high speed com-
munication medium in combination with respective
transceivers and a KVM matrix switch and further
showing control of the matrix switch by a switch con-
figuration device.

Figure 2 is an overall architectural diagram of an em-
bodiment of the presentinvention for allowing a local
device (destination user) to switch from one Source
CPU remote device to another.

Figure 3 is an overall architectural diagram of anoth-
er embodiment of the present invention for allowing
a local device (destination user) to switch from one
remote device (Source CPU) to another via commu-
nication with a Switch Configuration CPU.

Figure 4 is a waveform diagram illustrating the rela-
tionship between a transmitdisable signal, that caus-
es interruption of a communication medium at one
end thereof, and a loss of signal (LOS) status notifi-
cation as detected at a second end of the commu-
nication medium.

Figure 5 is a block diagram of a keyboard, video,
mouse receiver extender (RX) according to the
present invention.

Figure 6 is an overall block diagram of a portion of
an /O card associated with a KVM matrix switch of
the present invention.

Figure 7 is a flow chart of the operation of the I/O
receiver extender in association with a local device
keyboard.

Figure 8 is a flow chart of the operation of the I/O
card associated with one of the local devices.

Figure 9 is a flow chart of the operation of the I/O
card associated with one of the local devices for a
second embodiment of the present invention.

Figure 10 is a flow chart of the switch control of the
internal switch control of the KVM matrix switch.

Figure 11 is a state diagram of a local device switch-
ing connection from one remote device to another
remote device.

Figure 12 is another state diagram of a local device
switching connection from one remote device to an-
other remote device.

DETAILED DESCRIPTION

[0037] As best seen in Figure 2, the present invention
is directed to a method and system of communicating
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between any one of a plurality of local devices 20 (some-
times referred to as destination users or local users) and
any one of a plurality of remote devices, such as Source
CPUs 30 and switch configuration device 52 (e.g. Switch
Configuration CPUs 52 - see embodiment shown in Fig-
ure 3 -), by use of akeyboard, video, mouse (KVM) matrix
switch 40. Each local device typically has a keyboard 22,
video monitor 24, and mouse 26 to allow the user to in-
teract with a remote device 30 to which it is ultimately
connected. Eachlocal device also has a keyboard, video,
mouse (KVM) receiver extender 28 which in turn typically
includes a Small Form-factor Pluggable transceiver
(SFP) 29. Such a transceiver is well-known in the art (see
SFF Committee INF-8074i Specification for SFP (Small-
formfactor Pluggable) transceiver, Rev. 1.0 dated May
12, 2001), and of course includes a transmitter 31 and a
receiver 33 (see Figure 5).

[0038] The pin definition of the SFP transceiver in-
cludes a TX Disable input 34 (transmitter disable input),
as well as a LOS status notification (loss of signal) output
36 which indicates the status of the signal on an associ-
ated communication medium 32, such as an optical fiber
communication medium.

[0039] As seen in Figure 2, the RX extender 28 com-
municates via the communication medium 32 at a first
end 37 with the KVM matrix switch 40 via communication
medium 32. The matrix switch also includes a transceiver
29, typically a small form factor pluggable transceiver,
communicating with each optical fiber communication
medium at a second end 38 of the communication me-
dium. These transceivers are typically located on one or
more |/O cards 76. A typical example of such an RX ex-
tender is the Velocity Receiver™ KVM-24 of Thinklogical,
100 Washington Street, Milford, Connecticut
06460-3133, USA.

[0040] Similar to each RX extender associated with
each local device, a transmitter (TX) extender 50 is as-
sociated with each remote device 30. Each transmitter
extender is configured in a manner similar to the receiver
extender. Thus, each transmitter extender communi-
cates via communication medium 32’ with the KVM ma-
trix switch 40, where the KVM matrix switch 40 includes
a transceiver 29 for each transmitter extender having a
configuration similar to the transceivers associated with
the RX extenders. These transceivers may also be lo-
cated on one or more 1/O cards 76. A typical example of
such a TX extender is the Velocity Transmitter™ KVM-
24 of Thinklogical, 100 Washington Street, Milford, Con-
necticut 06460-3133, USA.

[0041] As known in the art, the KVM matrix switch 40
provides the functionality necessary to make a connec-
tion between any local device 20 and any remote device
30. It performs this function by a crosspoint switch 42
under the control of an internal switch control 44. The
internal switch control can include an 1/O port 46 for con-
nection to an external device via a network or other com-
munication medium 48. A typical example of such a KVM
matrix switch is the VX40™ KVM matrix switch of Think-
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logical, 100 Washington Street, Milford, Connecticut
06460-3133, USA.

[0042] In some prior art systems, it is permissible for
a local device to communicate with a KVM switch via an
external device, such as Switch Configuration CPU 52,
which in turn communicates with the KVM switch through
its internal switch control 44. In the prior art, as seen in
Figure 1, this has typically been done via a network 48.
This causes security concerns since a local device may
have its communications with the Switch Configuration
CPU compromised. However, in many applications, es-
pecially applications requiring secure environments, it is
impermissible for the local device to have such unse-
cured communications. It is also not permissible in some
secure environments for the local device to insert control
commands into the data stream on the high speed com-
munication medium.

[0043] The presentinvention provides a solution to this
problem by providing a mechanism that allows a local
device to communicate with the KVM matrix switch in a
manner that does not insert control commands into the
high speed communication medium data stream and
does not use a separate communication path between
the local device and a Switch Configuration CPU.
[0044] Details of the KVM receiver extender 28 are
shown in Figure 5. As there seen, the receiver extender
28 has a module 27 that includes interfaces 60, 61, 62,
and 63 for interfacing with peripherals 65, video monitor
24, mouse 26, and keyboard 22, all of which form part of
a local device 20, such User #1 shown in Figure 2. The
receiver extender includes a microprocessor or field pro-
grammable gate array (FPGA) 67 for communicating be-
tween peripherals, monitor, mouse, and keyboard asso-
ciated with the local device and with high speed data 69
associated with the transceiver 29 for communication on
the high speed communication medium 32, such as a
fiber optic cable. The microprocessor and/or field pro-
grammable gate array 67 includes computer memory 70
for execution of instructions for performing the functions
of the KVM receiver extender, including the specific func-
tions discussed below. Such instructions can be hard
wired within the field programmable gate array and thus
the logical functions of the field programmable gate array
can be commensurate with a microprocessor under pro-
gram control where the program instructions are stored
in computer memory 70.

[0045] The KVM transmitter extender 50 has a similar
architecture as the KVM receiver extender.

[0046] Figure 6 is a block diagram of a portion of the
input/output card 76 associated with the KVM matrix
switch 40. As seen, the high speed communication me-
dium 32 communicates with transceiver 29. The 1/O card
76 includes an input module 66 having a microprocessor/
FPGA 67’ with associated memory 70 and also includes
a control interface 78 for communicating control informa-
tion with an internal switch control 44 of the matrix switch
40. This processor module is typically configured differ-
ently from the processor module 67 of the RX extender
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28 shown in Figure 5. The internal switch control in turn
communicates with the multi-in/multi-out crosspoint
switch 42 of switch 40 for making the interconnection
between a particular local device 20 and a particular re-
mote device 30. Thus, a particular local device, such as
User #1 may communicate with any one of the N Source
CPUs. This is true for the remaining users; i.e., User
#2...User #M, where M and N are positive integers.

[0047] Asseenin Figure 6, the LOS status notification
signal 36 is communicated from transceiver 29 to the
microprocessor/FPGA 67’ for purposes of detecting loss
of signal on high speed communication medium 32.

METHODOLOGY

[0048] An underlying concept of the present invention
is the use of interruption of the communication medium
as a technique for communicating with the KVM matrix
switch so as to allow a local device to select which remote
device communicationis desired. Interruption of the com-
munication medium is a loss of carrier. For an optical
fiber, it is typically loss of optical power (see e.g., SFF
Committee INF - listed above). For other types of com-
munication medium it can be loss of carrier e.g. carrier
frequency for a radio frequency communication) or loss
of carrier (e.g. carrier frequency over a coaxial cable or
twisted pair conductors).

[0049] Figure 7 is a flow chart that shows one embod-
iment of the present invention from the perspective of
local device. The routine starts at starting point 80. De-
cision step 82 determines if a key is pressed, such as on
keyboard 22 (see Figure 2). If a key is pressed (Y) a
determination is made as to whether a part of control
requesthas been made (decision 84). If a part of a control
request has been made (decision Y), a decision is made
as to whether a complete control request has been de-
tected (decision 86).

[0050] Thus, for example, a key part of a control re-
quest is detected at decision step 84 and may be part of
an overall key sequence. Only if the entire control request
is detected does decision step 86 answer YES so that a
unit of information (such as a control character) is loaded
in the RX extender 28 for sending via toggling the TX
disable line 34 On and Off, and thereby to cause trans-
ceiver 29 to interrupt the communication medium 32 (turn
the communication medium On and Off) . For a fiber
optic cable, this can be accomplished by turning the op-
tical fiber laser or LED On and Off. For other types of
communication medium, such as coaxial cable or twisted
pair conductors, this can be accomplished by turning the
carrier signal On and Off.

[0051] Thus, for example, if a particular complete con-
trol request is detected, such as control- A followed by
control- B, the control request detected step 86 is an-
swered affirmatively, at which point a multi- bit unit of
information (e.g., a control character), such as, for ex-
ample, the ASCII character for the numeral 1, is loaded
in the RX extender (step 88) to in turn be sent via TX
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disable to turn optical fiber power On and Off (step 89) .
[0052] Figure 4 is a typical waveform that illustrates
how a unit of information is communicated, such as the
above-mentioned ASCII character for the number 1.
Thus, because of minimum time durations for interpreting
aloss of signal (loss of optical power) on the LOS status
notification pin of a receiving transceiver 29’ at the KVM
matrix switch 40, as well as the time duration necessary
for the communication medium to be active (optical pow-
er present) forthe LOS status notification to indicate such
optical power present, it is necessary that the communi-
cation medium be turned On and Off at a relatively slow
rate in order to convey a unit of information. Such a com-
munication rate can be 110 baud, for example.

[0053] Typically, for specifications associated with
small form factor (SFP) pluggable transceivers, there is
approximately a 200 microsecond delay between the ac-
tual turn off of the communication medium (loss of optical
power) and the detection of the loss of signal via the LOS
status notification (LOS status notification High) at the
receiving end of the communication medium. For exam-
ple, if the User #1 RX extender 28 turns Off the commu-
nication medium (TX disable signal goes high), that turn
off of the communication medium 32 requires at least
200 microseconds before it is detected at the SFP asso-
ciated with the communication medium at its second end
(connected to the matrix switch 40) (that is, LOS is true
or high) . This is seen in Figure 4 as time delay 90.
[0054] In addition, there is a time delay 92 of up to 2.1
milliseconds that is required (after the communication
medium becomes active -optical power present-i.e. TX
disable low of off), before the LOS status notification at
SFP 29’ goes low (indicating that the communication me-
dium optical power has turned on).

[0055] As seen in Figure 4, the TX disable signal typ-
ically would have an On duration of approximately 9 mil-
liseconds to denote an ON state (TX disable true) and a
9 millisecond low state to denote a TX disable OFF state.
Multiple consecutive On or Off bits are generated by
keeping TX disable Off or On respectively for multiples
of this 9 millisecond time period (110 baud example).
Other durations, of course, could be used as long as the
interruption of the communication medium (e.g. optical
power ON and optical power OFF) can be accurately
detected by the loss of signal status notification 36 at the
far end of the communication medium (SFP 29’).
[0056] As seen in Figure 6, the 1/O card 76 associated
with the KVM matrix switch 40 contains one or more
transceivers 29’ for receipt of communications over the
communication mediums 32 from local devices 20. The
loss of signal status notification 36 from transceiver 29’
communicates with processor module 67’. The proces-
sor module 67’ in one embodiment determines the status
of the LOS status notification 36 to determine whether a
bit of information has been received by the LOS status
notification.

[0057] Figure 8 shows aflow chartfor the I/O card mak-
ing the determination of whether a unit of information has
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been received via the LOS status notification and, if so,
the unit of information stored in buffer 71 and transferred
to the internal switch control 44 via control interface 78.
At step 120, the routine waits for LOS status notification
and at step 122 waits 1 bit time to clear a bit counter. At
step 124 the LOS status notification pin is sampled one
or more times to obtain one bit of information of the multi-
bit unit ofinformation (multiple sampling of the LOS status
notification pin per bit time duration may help ensure re-
liable determination of the high or low value of the LOS
status notification pin). The routine then waits one bit time
at step 126, increments the bit counter at step 128 and
determines if a full unit of information has been received
at step 130. If a unit of information is received (step 130
= N) then the unit of information is transferred at step 132
via control interface 78 to the internal switch control 44.
[0058] Alternatively, as shown in Figure 10, the proc-
essor module 67’ of the 1/O card at step 114 can report
the status of the LOS status notification line 36 to the
internal switch control 44 via control interface 78, where
the internal switch control then performs the determina-
tion of receipt of the unit of information (control character)
by accumulating such bits in a manner similar to that
shown in the flow chart of Figure 8.

[0059] In either embodiment, the unit of information
(e.g., a control character) is conveyed from the local de-
vice 20 to the internal switch control 44 of KVM matrix
switch 40 via interruption of the communication medium
32 between the local device and the KVM matrix switch.
[0060] Figure 6 shows details of the KVM matrix switch
40 as also shown in Figure 2 with Figure 10 illustrating
a flow chart of the operation of the internal switch control
44 when a unit of information (e.g., control character) is
received by interruption of the communication medium.
Thus, at the decision step 100 a determination is made
as to whether I/O card 76 has received a unit of informa-
tion (control character) . If it has, the unit of information
received and the port of the I/O card where the unit of
information was received is recorded (step 101) (I/O
cards typically can have multiple SFP transceivers, each
with a different port associated therewith) . The 1/0 card
flag is then cleared (step 102) and at step 104 the port
is connected to the next available Source CPU 30 (step
105) or the next available Switch Configuration CPU 52
(step 105’) . The former step (step 105) is selected if the
KVM matrix switch 40 is in a "Round Robin" mode (Figure
2) and the latter selected (step 105’) if the KVM matrix
switch is not in the "Round Robin" mode (Figure 3) . It
should be noted that the step of reading the unit of infor-
mation (control character) can be performed by either
reading the control character at the 1/0 card or by the
internal switch control determining that the bits received
via the LOS status notification represent a unit of infor-
mation (control character) . The multi- in/ multi- out
(cross- point) switch 42 of matrix switch 40 then connects
the port on which the communication medium transmitted
the information unit (control character) to the next avail-
able switch configuration CPU 52 as seen in Figure 3.
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[0061] Inthe embodiment shown in Figure 3 there are
two Switch Configuration CPUs (Switch Configuration
CPU #1 and Switch Configuration CPU #2) and thus a
local device, such as User #1 that had communicated a
unit of information by interruption of the communication
medium, would, upon detection of the unit of information
at the KVM matrix switch, be connected to the next avail-
able Switch Configuration CPU, such as Switch Config-
uration CPU #1, if this Switch Configuration CPU is not
servicing another local device.

[0062] Once the local device is connected to a Switch
Configuration CPU, it communicates therewith via the
communication medium 32 using the communication
medium high speed data path. The local device can then
instruct the Switch Configuration CPU to cause the KVM
matrix switch to control its multi-in/multi-out switch 42 for
connecting the local device to any desired Source CPU
30, such as remote device Source CPU #2. To do this,
the switch configuration CPU communicates via an Eth-
ernet hub (or other communication path, e.g., RS232,
RS422, etc.) to the internal switch control 44 of matrix
switch 40. The internal switch control in turn controls the
cross point switch 42 thereby connecting the user station
(local device) to the desired Source CPU 30. The Switch
Configuration CPU 52 normally provides a graphical user
interface to the local device, thereby facilitating user in-
teraction with the Switch Configuration CPU for purposes
of allowing the local device to instruct the Switch Config-
uration CPU to select the desired Source CPU that the
local device desires to communicate with.

[0063] In another embodiment, the unit of information
that causes the system to switch the connection of the
local device to the next available Source CPU 30 or
Switch Configuration CPU 52, can be a simple On and
Off toggling of the communication medium some mini-
mum number of times over a period of time, such as
toggling communication medium 32 On and Off every 6
milliseconds for at least 18 milliseconds. Once this tog-
gling is determined, decision step 104 can be invoked.
[0064] Thus, the mode of operation of the present in-
vention is different in at least two embodiments of the
present invention. In one embodiment, as illustrated in
Figures 2 and 11, the local device initially is in an initial
state 110 in which the local device 20 (e.g., User #3) is
connected to a particular Source CPU 30 (e.g., Source
CPU #2) . The user maintains this state until the user
presses a particular control key sequence via keyboard
22. This action, denoted by reference numeral 112, caus-
es the RX extender 28 associated with this user to con-
nect to the next available Source CPU 30 (e.g., Source
CPU #3) . Thus, the user is connected via KVM matrix
switch 40 (state 114) to a specific Source CPU and re-
mains connected to that Source CPU until the user enters
a control sequence via its associated keyboard 22 and
if this action occurs, then the user is connected to the
next available Source CPU (user port of the local device
connected to next available Source CPU) . To cause this
to occur, the communication medium 32 between the lo-



13 EP 2 657 870 A2 14

cal device and the KVM matrix switch 40 is interrupted
via toggling with a bit pattern corresponding to the control
character that instructs the KM matrix switch to connect
the port associated with the user to the next available
Source CPU. Depending upon the value of the unit of
information sent to the KVM matrix switch, the next avail-
able Source CPU could be the next sequentially higher
Source CPU (for one value of the unit of information) or
the next sequentially lower Source CPU (for another val-
ue of the unit of information) .

[0065] Figure 12 is a second mode of operation similar
to that shown in Figure 11, wherein the local device 20
(e.g., User #5) is connected to a specific Source CPU
(state 110) (e.g., Source CPU #8) until a control se-
quence is entered via its associated keyboard 22 (state
112) which, if it occurs, causes the communication me-
dium to be interrupted via toggling by the transceiver at
the RX extender such that it is interrupted by a unit of
information. The KVM matrix switch upon such detection
of the unit of information connects the user port of this
local device to the next available Switch Configuration
CPU 52 (step 114’). When this change of state occurs,
the local device (user) is connected to a specific Switch
Configuration CPU (e.g., switch configuration CPU #2)
and communicates therewith via the communication me-
dium 32 to allow the user (local device) to instruct the
Switch Configuration CPU (state 116) to command the
KVM matrix switch to cause the user portto be connected
to a desired particular Source CPU 30 (state 118). This
desired Source CPU information is conveyed to the
Switch Configuration CPU via the user, such as via the
keyboard 32 associated with the user.

[0066] Thus, in one embodiment, upon detection of a
unit of information (control character) via interruption of
the communication medium, the KVM matrix switch con-
nects the port associated with the particular local device
(user) to the next available Source CPU.

[0067] In another embodiment, upon detection of the
unit of information (control character) via interruption of
the communication medium between the user and the
KVM matrix switch, the KVM matrix switch causes the
port associated with the particular local device to be con-
nected to the next available Switch Configuration CPU.
When the user is connected to the next available Switch
Configuration CPU, it communicates therewith via the
communication medium in the normal fashion and there-
by instructs the Switch Configuration CPU to connect the
user to a desired Source CPU.

[0068] Embodiments of the present invention provide
that the unit of information communicated via interruption
of the communication medium can be detected either at
the 1/0 card of the KVM matrix switch or at the internal
switch control of the KVM matrix switch

[0069] While there have been shown and described
and pointed out fundamental novel features of the inven-
tion as applied to preferred embodiments thereof, it will
be understood that various omissions and substitutions
and changes in the form and details of the devices and
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methods described may be made by those skilled in the
art without departing from the spirit of the invention. For
example, it is expressly intended that all combinations of
those elements and/or method steps which perform sub-
stantially the same function in substantially the same way
to achieve the same results are within the scope of the
invention. Moreover, it should be recognized that struc-
tures and/or elements and/or method steps shown and/or
described in connection with any disclosed form or em-
bodiment of the invention may be incorporated in any
other disclosed or described or suggested form or em-
bodiment as a general matter of design choice. It is the
intention, therefore, to be limited only as indicated by the
scope of the claims appended hereto. Furthermore, in
the claims means-plus-function clauses are intended to
cover the structures described herein as performing the
recited function and not only structural equivalents, but
also equivalent structures. Thus although a nail and a
screw may not be structural equivalents in that a nail
employs a cylindrical surface to secure wooden parts to-
gether, whereas a screw employs a helical surface, in
the environment of fastening wooden parts, a nail and a
screw may be equivalent structures.

Claims
1. A method of communicating comprising:

in response to a request from local device, tog-
gling a transmitter On and Off in a pattern that
represents a unit of information, said transmitter
configured to transmit high speed data via a
communication medium at a first end thereof,
the communication medium also having a sec-
ond end;

said transmitter interrupting said communica-
tion medium at said first end corresponding to
said pattern;

detecting the pattern of interruption of said com-
munication medium at said second end so as to
determine said unit of information; and
inresponse to said detection, changing to which
remote device of a plurality of remote devices
said local device is in communication via said
communication medium.

2. The method according to claim 1, wherein the trans-
mitter is toggled via a transmit disable input of the
transmitter.

3. The method according to claim 1, wherein the step
of changing to which remote device of a plurality of
remote devices that the local device is in communi-
cation comprises a plurality of devices ranging from
1 to N where N is a positive integer greater than 2
and wherein the changing to which device of the plu-
rality of remote devices, said local device is in com-
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munication is to the next sequentially higher or next
sequentially lower device i, where i is a positive in-
teger from 1 to N, depending upon a value of the unit
of information.

The method according to claim 1, wherein at least
one remote device is a switch configuration device
and wherein the local device is connected to the
switch configuration device if said pattern is detect-
ed.

The method according to claim 4, wherein the switch
configuration device communicates with an internal
switch control of a matrix switch so as to allow the
local device to select which of the plurality of remote
devices it is to be in communication.

The method according to claim 1, wherein in re-
sponse to said detection of the pattern of interruption
of said communication medium, the local device is
connected to a switch configuration device in com-
munication with the second end of the communica-
tion medium and when connected to said switch con-
figuration device, the local device communicates
therewith so as to select the next remote device of
the plurality of remote devices said local device is in
communication.

The method according to claim 4, 5 or 6, wherein the
local device communicates with the switch configu-
ration device by transmitting data via the communi-
cation medium rather than interruption of said com-
munication medium.

The method according to claim 1, wherein the de-
tecting the pattern of interruption of said communi-
cation medium at said second end so as to determine
said unit of information is via an output signal of a
receiver portion of a transceiver associated with the
communication medium at its second end.

The method according to claim 1, wherein the trans-
mitter is part of a transceiver and wherein the trans-
ceiver has a transmit disable input and wherein the
toggling of the transmit disable input changes a state
of the transmit disable input for a minimum period of
time necessary for interrupting the communication
medium a period of time sufficient for allowing de-
tection of said disruption at the second end of the
communication medium.

The method according to claim 9, wherein said tog-
gling of the transmit disable input for a sufficiently
long period of time so as to allow for its detection at
the second end of the communication medium as a
bit of information of said unit of information.

The method according to claim 1, wherein the unit
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12.

13.

14.

15.

ofinformationis an On and Off sequence that repeats
for a minimum amount of times.

The method according to claim 1, wherein the steps
are repeated for a plurality of local devices each com-
municating via a communication medium with one
of said plurality of remote devices.

An 1/O extender comprising:

a transmitter, and

an input module configured to receive a control
request, said input module configured to toggle
said transmitter On and Off in a pattern that rep-
resents a unit of information upon receipt of the
control request from a local device; wherein said
transmitter is connected to a first end of a com-
munication medium and is configured to trans-
mit high speed data via said communication me-
dium, said transmitter in response to said tog-
gling, interrupting said communication medium
corresponding to said pattern.

A communication system comprising:

the 1/0O extender of claim 13, and

a matrix switch, comprising,

areceiver configured to receive said high speed
data via said communication medium at a sec-
ond end thereof and having a loss of signal
(LOS) status notification configured to detect in-
terruption of said communication medium;

an input module in communication with the LOS
status notification and configured to detect said
unit of information corresponding to the pattern
of the detected interruption of said communica-
tion medium;

a crosspoint switch, and

a switch control in communication with said LOS
status notification and configured to cause the
crosspoint switch to change which remote de-
vice of a plurality of remote devices said local
device is in communication.

A transmitter comprising:

atransmit disable input configured to be toggled
On and Off in a pattern that represents a unit of
information, said transmitter configured to trans-
mit high speed data via a communication medi-
um; and

an input module in communication with the
transmit disable input, said input module config-
ured, in response to said toggling of the transmit
disable input, to interrupt said communication
medium corresponding to said pattern.
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