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Description
BACKGROUND OF THE INVENTION

[0001] This invention relates generally to conducting
smart card transactions, and more particularly, to meth-
ods and systems for conducting smart card transactions
with mobile devices.

[0002] Individuals typically store confidential data on,
and conduct confidential communications over the Inter-
net through, computers. Imposters have been known to
obtain access to such confidential data and communica-
tions by surreptitiously obtaining and using data for ac-
cessing the computer, and by eavesdropping on com-
munications conducted by individuals over the Internet.
To counter such imposter activities, individuals are typi-
cally required to successfully authenticate their identity
through any one of various techniques prior to gaining
access to a computer and its data. For example, smart
card security techniques have been adopted by many
companies and governmental agencies to protect sensi-
tive data, information, and confidential communications
against imposters.

[0003] Smart card security techniques generally in-
volve fitting a computer or computer system with a smart
card reader, or readers, that communicate with the com-
puter and process data on a smart card to conduct smart
card transactions. Smart card transactions typically in-
clude at least authenticating smart card holders, decrypt-
ing data, and creating digital signatures. Smart cards typ-
ically include security data of an authorized individual
and are generally distributed to and used by individuals
authorized to use a computer or computer system. As
part of accessing the computer or computer system, au-
thorized individuals are authenticated by inserting their
smart card into the smart card reader which conducts an
authentication transaction using the security data stored
on the card and authentication data obtained from the
individual. Upon successful authentication, the individual
is permitted to access the computer or computer system.
[0004] However, producing, distributing, and installing
smart card readers and smart cards have been known
to be expensive. Moreover, imposters have been known
to surreptitiously steal smart cards from authorized indi-
viduals and to use the stolen cards to obtain unauthorized
access to confidential data, to eavesdrop on confidential
communications, and to otherwise conduct fraudulent
network-based transactions. Furthermore, malfunction-
ing or otherwise discarded smart card readers and smart
cards have been known to constitute a source of non-bi-
odegradable waste that may harm the environment.

BRIEF DESCRIPTION OF THE INVENTION

[0005] In one aspect, a method for conducting smart
card transactions is provided. The method includes caus-
ing a computer to recognize communications from a mo-
bile device as communications from a smart card reader
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containing a smart card, and conducting a smart card
transaction in accordance with smart card security tech-
niques with the mobile device.

[0006] In another aspect, a system for conducting
smart card transactions is provided that includes a com-
puter and at least one mobile device. The mobile device
is configured to communicate with the computer such
that the computer recognizes the at least one mobile de-
vice as a smart card reader containing a smart card.

[0007] In yet another aspect, a mobile device is con-
figured to communicate with a computing device such
that the computing device recognizes the mobile device
as a smart card reader containing a smart card. The mo-
bile device is a smart phone, a tablet computer, a laptop
computer, or a personal digital assistant.

BRIEF DESCRIPTION OF THE DRAWINGS

[0008] Figure 1 is a block diagram of an exemplary
embodiment of a security system for emulating opera-
tions conducted by smart cards, and by smart card read-
ers containing smart cards, on a mobile device;

[0009] Figure 2is aflowchart illustrating an exemplary
process for enrolling authorized users in a smart card
management system;

[0010] Figure 3 is aflowchart illustrating an exemplary
process for initializing a smart card emulation application
stored on a mobile device;

[0011] Figure 4 is aflowchart illustrating an exemplary
process for installing target information on a mobile de-
vice; and

[0012] Figure5is aflowchartillustrating an exemplary
process of conducting a smart card transaction with a
mobile device.

DETAILED DESCRIPTION OF THE INVENTION

[0013] Figure 1 is a diagram of an exemplary embod-
iment of a security system 10 for emulating operations
conducted by smart cards, and by smart card readers
containing smart cards, on a mobile device. More spe-
cifically, the security system 10 includes a mobile device
12, a computer 14, an application server 16, and a Card
Management (CM) system 18. The mobile device 12 has
a mobile device identifier and is associated with a user.
A plurality of mobile devices 12, each having a different
mobile device identifier and being associated with asame
or different user, may alternatively be included in the se-
curity system 10.

[0014] The mobile device 12 is a smart phone that at
least stores data and applications therein, executes ap-
plications, displays text and images, captures authenti-
cation data from users, and performs matching of any
feature or information associated with users to authenti-
cate the identity of users. The mobile device 12 includes
buttons or icons 20 for entering commands and invoking
applications stored therein, and a display screen 22 such
as, but not limited to, a Liquid Crystal Display (LCD) that
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displays text and images. Moreover, the mobile device

12 may include cameras (not shown) and a microphone
(not shown). The mobile device 12 may store any data
therein including, but not limited to, a mobile device smart
card identifier, authentication data, and biographic data.

[0015] Authentication data is any data that may be
used to authenticate the identity of users. Authentication
data may include, but is not limited to, public-private key
pairs, personal identification numbers (PINs), user-
names, passwords, and biometric data. Biometric data
may correspond to any biometric modality desired to be
used for verifying the identity of a user during an authen-
tication transaction. Such biometric modalities include,
but are not limited to, face, finger, iris, voice and palm,
and any combination of face, finger, iris, voice and palm.
Biographic data includes any demographic information
regarding a user including, but not limited to, a user’s
name, age, date of birth, address, citizenship and marital
status. Authentication data may also include derivations
of captured authentication data. For example, authenti-
cation data may also include, but is not limited to, bio-
metric templates and hashes. The biometric templates
are derived from captured biometric data. The hashes
are derived from information such as, but not limited to,
PINs, usernames, and passwords.

[0016] The mobile device 12 associates the mobile
device smart card identifier with the authentication data
and biographic data of the user associated with the mo-
bile device 12, and stores the mobile device smart card
identifier, authentication data, and biographic data of
each user in a different data record. Certificates gener-
ated by Certificate Authorities, digitally signed trust point
public keys, and a status of the mobile device 12 may
also be stored in the data record. The status may indicate
whether or notthe CM system 18 has activated the mobile
device 12 associated with a certain mobile device smart
card identifier.

[0017] Although the mobile device 12is a smart phone,
the mobile device 12 may alternatively be any device
capable of at least storing applications and data, execut-
ing applications, displaying at least one of text and im-
ages, capturing and transmitting data, and conducting
authentication transactions. Such other devices include,
but are not limited to, a portable cellular phone, a tablet
computer, a laptop computer, and any type of portable
communications device having wireless capabilities such
as a personal digital assistant (PDA).

[0018] The mobile device 12 is configured to commu-
nicate with the computer 14 using a secure wireless com-
munications protocol such as, but not limited to, Blue-
tooth and Near Field Communications (NFC). Moreover,
the mobile device 12 is configured to communicate over
a network 24 with the application server 16, the CM sys-
tem 18, other devices (not shown) and systems (not
shown), and to at least conduct telephone calls and ac-
cess the Internet over the network 24.

[0019] The communications network 24 is a 4G com-
munications network. Alternatively, the communications
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network 24 may be any wireless network including, but
notlimited to, 3G, Wi-Fi, Global System for Mobile (GSM),
Enhanced Data for GSM Evolution (EDGE), and any
combination of a local area network (LAN), a wide area
network (WAN) and the Internet. The network 24 may
also be any type of wired network.

[0020] The applications stored in the mobile device 12
causeitto perform atleastthe functions described herein.
For example, a Smart Card Emulation (SCE) application
may be stored in and cause the mobile device 12 to at
least execute commands originating from the CM system
18, and to execute security algorithms typically executed
on smart cards such as, but not limited to, elliptic-curve
asymmetric key cryptography and symmetric key cryp-
tography. Executing such security algorithms facilitates
establishing secure communications between the mobile
device 12 and the CM system 18 before information is
exchanged there between, facilitates ensuring that infor-
mation or commands originated at and were transmitted
from the CM system 18 in an unaltered sequence to the
mobile device 12, and facilitates decrypting encrypted
data received at the mobile device 12 that originated at
the CM system 18.

[0021] The SCE application may also cause the mobile
device 12 to emulate operations conducted by smart
cards as well as by smart card readers containing smart
cards as implemented in contemporary smart card secu-
rity systems. Such operations are referred to herein as
smart card transactions. Smart card transactions include,
but are not limited to, causing the mobile device 12 to
select an application stored therein for execution, obtain
the mobile device smart card identifier, write data related
to a user onto the mobile device 12, authenticate the
user, read user data from the mobile device 12, generate
and apply symmetric keys to encrypt and decrypt data,
and generate and apply private keys to digitally sign doc-
uments or decrypt data.

[0022] Although the SCE application causes the mo-
bile device 12 to emulate smart card transactions con-
ducted by smart cards and smart card readers containing
smart cards, it should be understood that smart card
transactions conducted by each mobile device 12 are
generally different because each mobile device 12 gen-
erally has different data stored therein and has different
operating characteristics.

[0023] The SCE application causes the mobile device
12 to emulate smart card transactions conducted by one
smart card, associated with an authorized user, inasmart
card reader. However, the SCE application may alterna-
tively cause the mobile device 12 to emulate smart card
transactions conducted by different smart cards, of the
same or different users, ina smart card reader. Moreover,
each mobile device 12 may store and execute any
number of different SCE applications that each causes
the device 12 to emulate smart card transactions sub-
stantially similar to a different smart card in a smart card
reader.

[0024] The SCE application includes an SCE identifier
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and causes the mobile device 12 to combine the SCE
identifier with the mobile device identifier to create the
mobile device smart card identifier and to store the mobile
device smart card identifier therein. Because the mobile
device identifier of each mobile device 12 is different, the
mobile device smart card identifier for each device 12 is
also different. The mobile device smart card identifier is
used to identify a mobile device 12 that emulates smart
card transactions.

[0025] The computer 14 is a personal computer in-

cluding devices, such as, but not limited to, a CD-ROM
drive for reading data from computer-readable recording
mediums, such as a compact disc-read only memory
(CD-ROM), a magneto-optical disc (MOD) and a digital
versatile disc (DVD). Moreover, the computer 14 may
include a display device, such as, but not limited to, a
liquid crystal display (LCD), a cathode ray tube (CRT)
and other display monitors. Furthermore, the computer
14 may include a printer and input devices such as, but
not limited to, a mouse (not shown), keypad (not shown),
a keyboard, a camera (not shown), a microphone (not
shown), and any type of biometric capture device (not
shown).
[0026] The computer 14 may be configured to capture
biometric data and to communicate with the application
server 16, the CM system 18, other devices (not shown)
and systems (not shown) over the network 24, and com-
municate with the mobile device 12 using a secure wire-
less communications protocol such as, but not limited to,
Bluetooth and NFC. The computer 14 monitors for mobile
devices 12 using the secure wireless communications
protocol. Mobile devices 12 within the operating range
of the secure wireless communications protocol are con-
sidered to be proximate the computer. When a mobile
device 12 moves out of the operating range of the secure
wireless communications protocol, it is no longer proxi-
mate the computer 14. As a result, the computer 14 au-
tomatically ceases communicating with detected mobile
devices 12 that move out of operating range.

[0027] The computer 14 stores data and applications
therein. For example, the computer 14 may store at least
a Smart Card Resource Manager (SCRM) application
and a Smart Card Mobile Device Interface (SCMDI) ap-
plication. The SCRM application causes the computer
14 to automatically detect the presence of and commu-
nicate with mobile devices 12 proximate thereto, query
properties of detected mobile devices 12, and query the
status of detected mobile devices 12. Furthermore, the
SCRM application may cause the computer 14 to com-
municate with and cease communicating with detected
mobile devices 12, as well as to transmit commands to
mobile devices 12 for execution thereon. The computer
14 detects the SCE application within the mobile device
12 without regard to whether the SCE application has
been initialized. However, when the SCE application has
not been initialized the mobile device 12 cannot conduct
smart card transactions.

[0028] The SCMDI application together with the SCE
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application cause the computer 14 and the mobile device
12 tocommunicate such thatthe computer 14 recognizes
communications from the mobile device 12 as commu-
nications from a smart card reader containing a smart
card. The computer 14 may alsoinclude a browser-based
application that causes the computer 14 to communicate
with mobile devices 12 on which the SCE application has
been installed and initialized. Although the computer 14
is a personal computer in the exemplary security system
10, the computer 14 may alternatively be any computing
device capable of conducting smart card transactions
such as, but not limited to, a security device positioned
at orinstalled at the entrance to a building or room within
abuilding, a tablet computer, a smart phone, and a laptop
computer. Although the security system 10 includes a
single computer 14, the security system 10 may alterna-
tively include a plurality of computers 14.

[0029] The applicationserver 16 includes components
such as, but not limited to, aweb server and a disk storage
unit. The disk storage unit may store any kind of data
such as, but not limited to, applications, authentication
data, personal data, unique user identifiers, and trust
point public keys digitally signed by Certificate Authori-
ties. Applications stored in the application server 16 in-
clude, but are not limited to, the SCE and SCMDI appli-
cations. Moreover, the application server 16 is configured
to communicate with the mobile device 12, the computer
14, the CM system 18, and other devices (not shown)
and systems (not shown) over the network 24.

[0030] The CM system 18 includes components such
as, butnotlimited to, adatabase serverand adisk storage
unit that may be used to store any kind of data. The CM
system 18 stores data of different authorized users in
different respective data records. The data records may
include any data specified by the CM system 18 to be
obtained from authorized users during enrollmenttherein
and subsequent to enroliment. For example, each of the
CM system data records may store data including, but
not limited to, the name of an authorized user, the mobile
device smart card identifier of a mobile device 12 asso-
ciated with the user, and the status of the mobile device
12 as activated or not activated. The data records stored
in the CM system 18 are referred to herein as enrollment
data records.

[0031] The CM system 18 is configured to communi-
cate with the mobile device 12, the computer 14, and the
application server 16 over the network 24. The CM sys-
tem 18 performs functions such as, but not limited to,
generating and transmitting information and commands
to the mobile device 12. The commands include, but are
not limited to, commands for initializing the SCE applica-
tion on the mobile device 12 and for personalizing infor-
mation stored on the mobile device 12. As a result of
executing commands and storing information transmitted
from the CM system 18, the mobile device 12 includes
information substantially similar to that included in a per-
sonalized smart card. A personalized smart card is a
smart card that includes information about the card hold-
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er including, but not limited to, personal data, biometric
data, and any other operational data. It should be under-
stood that the information and commands are encrypted
such that only a specific mobile device 12 identified by
the CM system 18 may decrypt the information and com-
mands.

[0032] Although the application server 16 and the CM
system 18 are separate systems in the exemplary secu-
rity system 10, the application server 16 and the CM sys-
tem 18 may alternatively be included together in a same
system.

[0033] The mobile device 12, the computer 14, the
application server 16, and the CM system 18, respec-
tively, each include a processor (not shown) and a mem-
ory (not shown). It should be understood that, as used
herein, the term processor is not limited to just those in-
tegrated circuits referred to in the art as a processor, but
broadly refers to a computer, an application specific in-
tegrated circuit, and any other programmable circuit. It
should be understood that the processors execute in-
structions, or computer programs, stored in the respec-
tive memories (not shown) of the mobile device 12, the
computer 14, the application server 16, and the CM sys-
tem 18. The above examples are exemplary only, and
are thus not intended to limit in any way the definition
and/or meaning of the term "processor."

[0034] The respective memories (not shown) in the
mobile device 12, the computer 14, the application server
16, and the CM system 18, can be implemented using
any appropriate combination of alterable, volatile or
non-volatile memory or non-alterable, or fixed, memory.
The alterable memory, whether volatile or non-volatile,
can be implemented using any one or more of static or
dynamic RAM (Random Access Memory), a floppy disc
and disc drive, a writeable or re-writeable optical disc and
disc drive, a hard drive, flash memory or the like. Simi-
larly, the non-alterable or fixed memory can be imple-
mented using any one or more of ROM (Read-Only Mem-
ory), PROM (Programmable Read-Only Memory),
EPROM (Erasable Programmable Read-Only Memory),
EEPROM (Electrically Erasable Programmable
Read-Only Memory), an optical ROM disc, such as a
CD-ROM or DVD-ROM disc, and disc drive or the like.

[0035] Each of the memories (not shown) can be a
computer-readable recording medium used to store data,
respectively, in the mobile device 12, the computer 14,
the application server 16, and the CM system 18. More-
over, each of the respective memories (not shown) can
be a computer-readable recording medium used to store
computer programs or executable instructions that are
executed, respectively, by the mobile device 12, the com-
puter 14, the application server 16, and the CM system
18. Furthermore, the memories (not shown) may include
smart cards, SIMs or any other medium from which a
computing device can read computer programs or exe-
cutable instructions. As used herein, the terms "computer
program" and "application" are intended to encompass
an executable program that exists permanently or tem-
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porarily on any computer-readable recordable medium
that causes the computer or computer processor to ex-
ecute the program and thus causes the computer to per-
form a function.

[0036] Figure 2 is a flowchart 26 illustrating an exem-
plary process used by the security system 10 for enrolling
authorized users in the CM system 18 and downloading
the SCMDI application to the computer 14. The process
starts 28 when an authorized user decides to use his
mobile device 12 when conducting smart card transac-
tions, instead of using a smart card reader and a smart
card. After deciding to use the mobile device 12, the user
operates the computer 14 to initiate communications with
the application server 16. The application server 16 con-
tinues by transmitting a message 30 to the computer 14
requesting details about the user such as, but not limited
to, ausername, a password, and an e-mail address. After
reading the requested details from the computer 14, the
user continues by entering details 30 in accordance with
the request. Next, the computer 14 continues by trans-
mitting the entered details to the application server 16
which continues by confirming that the entered password
satisfies criteria of the security system 10 and confirming
that the entered e-mail address is in an acceptable for-
mat. When the details are not confirmed 32, processing
ends 34. However, when the details are confirmed 32,
the application server 16 continues processing by gen-
erating a confirmation e-mail message, and transmitting
the confirmation e-mail message 36 to the e-mail address
included in the entered details. The confirmation e-mail
message includes an embedded hyperlink which when
activated allows the user to access the application server
16 and to enroll in the CM system 18. Clicking on the
hyperlink activates the link.

[0037] After receiving the confirmation e-mail mes-
sage, the computer 14 continues by displaying a mes-
sage prompting the user to read the received confirma-
tion e-mail message and to activate the hyperlink em-
bedded therein. If the user does not access the confir-
mation e-mail message and activate the hyperlink 38,
processing ends 34. However, if the user continues by
opening the confirmation e-mail message and activating
the embedded hyperlink 38, the computer 14 continues
by displaying a message notifying the user that the en-
tered details were confirmed and presenting access de-
tails to be provided by the user in order to access the
application server 16. However, if the user does not ac-
tivate the hyperlink 38, processing ends 40.

[0038] Next,the usercontinues by entering the access
details 40 into the computer 14 which transmits the ac-
cess details to the application server 16. After receiving
the access details, the application server 16 continues
by transmitting a message to the computer 14 requesting
biographic and authentication data of the user as well as
the mobile device smart card identifier associated with
the mobile device 12 of the user. The biographic data
includes, but is not limited to, the name, address, and
employer of the user. The authentication data is finger-
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print biometric data of the user. However, in alternative
processes the biographic data may include different bi-
ographic data and the authentication data may include
different biometric data of the user. After reading the re-
quested data from the computer 14, the user continues
by capturing authentication data and biographic data 42
in accordance with the request. Next, the computer 14
continues by transmitting the captured authentication da-
ta, the provided biographic data, and the mobile device
smart card identifier to the application server 16. In re-
sponse, the application server 16 continues by checking
the received data 44 and transmitting the received data
44 to the CM system 18. The application server 16 may
check the received data for at least invalid characters
and improper formatting, and check that the length of the
received data does not exceed an allowed maximum or
fall below a minimum.

[0039] The CM system 18 continues processing by
generating a unique user identifier for the user and storing
44 the received biographic data, authentication data, and
mobile device smart card identifier with the unique user
identifier in an enrollment data record created for the us-
er. The biographic and authentication data, the mobile
device smart card identifier, and unique user identifier of
each respective user, as stored in the CM system 18, are
associated with each other.

[0040] Next, the CM system 18 continues by transmit-
ting the generated unique useridentifier to the application
server 16 for storage therein as well as a message noti-
fying the application server 16 that enroliment of the user
is complete. Next, the application server 16 continues by
generating and transmitting an installation e-mail mes-
sage including an embedded hyperlink to the e-mail ad-
dress of the user. The user accesses the installation
e-mail message at any time convenient for the user and
activates the hyperlink by clicking it. After activating the
hyperlink, the application server 16 continues by trans-
mitting the SCMDI application to the computer 14 which
continues processing by installing 46 the SCMDI appli-
cation thereon. Next, processing ends 34.

[0041] Although the hyperlink is included in the instal-
lation e-mail message in the exemplary enrollment proc-
ess, it should be understood that the hyperlink may al-
ternatively be included in any e-mail message or com-
munication, transmitted to the user from the application
server 16, after enrollment is completed. The hyperlink
embedded in the installation e-mail is different than the
hyperlink embedded in the confirmation e-mail message.

[0042] Figure 3 is a flowchart 48 illustrating an exem-
plary process used by the security system 10 for initial-
izing the SCE application in the mobile device 12. The
process starts 50 when an authorized user operating the
mobile device 12 installs the SCE application 52 thereon.
Atfterinstalling the SCE application 52, the user continues
by capturing authentication data with the mobile device
12. Next, the mobile device 12 continues by generating
and transmitting an access request message 54 to the
application server 16. The access request message in-
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cludes the captured authentication data, which is the
username and password of the user, and requests ac-
cess to the application server 16. The authentication data
may alternatively be any other authentication data that
facilitates authenticating the user to the application serv-
er 16. Next, the application server 16 continues by de-
termining whether the received authentication data is val-
id 56.

[0043] When the received authentication data match-
es authentication data stored therein, the received au-
thentication data is deemed valid 56 and the application
server 16 continues by transmitting a successful valida-
tion message 58 including a digitally signed trust point
public key to the mobile device 12. The mobile device 12
stores the digitally signed trust point public key therein.
Otherwise, the application server 16 continues by trans-
mitting a message 60 to the mobile device 12 notifying
the user of the unsuccessful validation and inviting the
user to try accessing the application server 16 again 62.
When the user decides to try again 62, the user continues
by capturing his authentication data with the mobile de-
vice 12 which continues by generating and transmitting
another access request message 54 to the application
server 16. The application server 16 determines whether
the received authentication data is valid 56. Otherwise,
processing ends 64. In this exemplary initialization proc-
ess, the user may try authenticating a maximum of three
times. However, in alternative processes users may try
any number of times.

[0044] After receiving the successful validation mes-
sage, the mobile device 12 continues by generating a
public-private key pair 66, and generating and transmit-
ting 66 a certification generation request to a Certificate
Authority. The certification generation request includes
the generated public key and requests that the Certificate
Authority digitally sign the generated public key with its
private key. The generated public key signed with the
private key of the Certificate Authority constitutes a gen-
erated certificate. Next, the Certificate Authority contin-
ues by generating a certificate 68 by signing the gener-
ated public key with its private key and transmitting 68
the generated certificate to the mobile device 12. By vir-
tue of storing 72 the generated certificate in the mobile
device 12, the SCE application is successfully initialized
and the mobile device 12 is activated. After successfully
initializing the SCE application, the mobile device 12 con-
tinues by transmitting a message to the computer 14 no-
tifying the user 74 that the SCE application has been
successfully initialized and processing ends 64.

[0045] As a result of initializing the SCE application,
the SCE application is enabled to facilitate establishing
secure communications between the mobile device 12
and the CM system 18 regardless of the communications
path. More specifically, the SCE application is enabled
to facilitate conducting a mutual authentication process
between the mobile device 12 and the CM system 18 by
causing the mobile device 12 to authenticate the CM sys-
tem 18 and causing the mobile device 12 to emulate op-
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erations conducted by smart cards for authentication by
the CM system 18. After each authentication has been
successfully conducted, communications between the
CM system 18 and the mobile device 12 are deemed
secure. Secure communications are established over
any communications path using key-based security tech-
niques thatinclude symmetric key cryptography and pub-
lic key infrastructure (PKI). However, in alternative proc-
esses any type of security technique may be used that
facilitates establishing secure communications between
the mobile device 12 and the CM system 18 regardless
of the communications path. All communications be-
tween the mobile device 12 and the CM system 18, re-
gardless of the communications path, are required to be
secure communications. Moreover, it should be under-
stood that communications between the mobile device

12 and the CM system 18 as described herein may pass
through intermediate devices or systems.

[0046] Figure 4 is a flowchart 76 illustrating an exem-
plary process used by the security system 10 for installing
target information on a mobile device 12. The process
starts 78 when a user operating the computer 14 captures
authentication data 80 required for accessing the appli-
cation server 16. The authentication data is a username
and password. However, the authentication data may be
any other data that facilitates authenticating the user to
the application server 16. Next, the computer 14 contin-
ues by transmitting the captured authentication data to
the application server 16 which continues by determining
whether the received authentication data is valid 82.
[0047] Whenthereceived authentication datamatches
authentication data stored therein, the received authen-
tication data is deemed valid 82 and the application serv-
er 16 continues by transmitting a successful validation
message 84 to the computer 14. Otherwise, the applica-
tion server 16 continues by transmitting a message 86
to the computer 14 notifying the user of the unsuccessful
validation and inviting the user to try accessing the ap-
plication server 16 again 88. When the user decides to
try again 88, the user continues by capturing the required
authentication data. Next, the computer 14 continues by
transmitting the captured authentication data to the ap-
plication server 16 which determines whether the cap-
tured authentication data is valid 82. Otherwise, when
the user does not try again 88, processing ends 90. In
this exemplary installation process, the user may try au-
thenticating a maximum of three times. However, in al-
ternative installation processes users may try any
number of times.

[0048] After receiving the successful validation mes-
sage, the computer 14 continues by displaying a mes-
sage prompting the usertorequest that targetinformation
84 be transmitted to the mobile device 12 of the user from
the CM system 18. Target information is any information
or data that may be used to cause or facilitate causing
the mobile device 12 to conduct smart card transactions.
Target information includes, but is not limited to, enroll-
ment data of the user, applications, commands, instruc-
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tions, data generated by the CM system 18, and data
generated by the CM system 18 and the mobile device

12 during communications there between. Because
there are many different types of smart cards, target in-
formation corresponding to different smart cards may be
stored in the CM system 18.

[0049] Next, the user causes the computer 14 to con-
tinue processing by generating a message requesting
target information and transmitting the request message
to the application server 16. The application server 16 is
configured to determine the type of smart card from the
request message. Thus, the application server 16 con-
tinues processing by determining the type of smart card
corresponding to the request message, determining the
unique user identifier of the requesting user, and gener-
ating and transmitting a subsequent request message to
the CM system 18. The subsequent request message
includes at least the determined type of smart card and
unique user identifier. After receiving the subsequent re-
quest message, the CM system 18 continues by deter-
mining the target information 92 stored therein corre-
sponding to the type of smart card and transmitting com-
mands 92 to the mobile device 12, for obtaining the mo-
bile device smart card identifier therefrom. Next, the mo-
bile device 12 continues processing by executing the
commands and transmitting the mobile device smart card
identifier to the CM system 18.

[0050] The CM system 18 continues processing by
determining 94 whether or not target information was
transmitted to a mobile device 12 having a mobile device
smart card identifier matching the received mobile device
smart card identifier. More specifically, the CM system
18 continues by comparing the received mobile device
smart card identifier against mobile device smart card
identifiers stored therein. When the received mobile de-
vice smart card identifier does not match one stored in
the CM system 18, target information was not previously
transmitted 92 to the mobile device 12 of the user. Con-
sequently, the CM system 18 continues processing by
transmitting 96 additional commands and the determined
target information to the mobile device 12. As the com-
mands and target information are received from the CM
system 18, the mobile device 12 continues by executing
the received commands and storing 96 the received tar-
get information in a data record created for the user.

[0051] A match between the received mobile device
smart card identifier and one stored in the CM system 18
indicates that target information was previously transmit-
ted 94 to the mobile device 12. Consequently, the CM
system 18 continues processing by determining whether
or not the previously transmitted target information
matches 98 the determined target information. If so,
processing ends 90. Otherwise, the CM system 18 con-
tinues processing by transmitting 96 additional com-
mands and the determined target information to the mo-
bile device 12.

[0052] Next, processing continues by authenticating
100 the user. More specifically, the application server 16
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continues by transmitting a message to the computer 14
requesting the user to capture authentication data. In this
exemplary process the authentication data is the PIN of
the user. However, in alternative processes the authen-
tication data may be any authentication data such as, but
notlimited to, biometric data, usernames and passwords.
The user continues by capturing authentication data in
accordance with the message at the computer 14. Next,
the computer 14 continues by transmitting the captured
authentication data to the mobile device 12. The mobile
device 12 continues processing by comparing the re-
ceived authentication data against corresponding au-
thentication data of the user stored therein, and identify-
ing the user as the bona fide owner 100 of the mobile
device 12 when the received and stored authentication
data match. Otherwise, processing ends 90.

[0053] Afteridentifying the user as the bona fide owner
100, the mobile device 12 continues by transmitting a
successful authentication message to the application
server 16 which continues by transmitting a message to
the CM system 18 requesting activation of the enrollment
datarecord of the user 102. The CM system 18 continues
by activating 102 the enrollment data record of the user.
The CM system 16 may activate the enrollment data
record of the user in any manner including, but not limited
to, conducting a series of communications with the mo-
bile device 12. After the enrollment data record is acti-
vated 102, the mobile device 12 may be used to conduct
smart card transactions instead of actual smart card
readers and smart cards. Next, processing ends 90.

[0054] Individuals are generally more mindful of their
personal mobile devices than of smart cards issued to
them by corporate or governmental entities. As a result,
itis less likely that users will misplace their personal mo-
bile devices versus smart cards, and as a consequence
less likely that imposters will obtain and surreptitiously
use misplaced mobile devices. Thus, by virtue of substi-
tuting mobile devices capable of conducting smart card
transactions, the costs of conducting smart card based
authentication transactions are facilitated to be reduced,
the costs of maintaining smart card based security sys-
tems are facilitated to be reduced, and the risks that im-
posters will obtain unauthorized access to confidential
data and communications is facilitated to be reduced.
Moreover, harmful effects that non-biodegradable smart
cards have on the environment are facilitated to be re-
duced.

[0055] Figure 5 is a flowchart 104 for illustrating an
exemplary process of conducting a smart card transac-
tion with the mobile device 12. The smart card transaction
is an authentication transaction. For the security system
10, the process starts 106 with the computer 14 contin-
uously monitoring 108 for the presence of mobile devices
12 enrolled in the CM system 18. When a mobile device
12 enrolled in the CM system 18 is proximate the com-
puter 14, the computer 14 continues by automatically de-
tecting the mobile device 12 and communicating 108 with
the detected mobile device 12 to determine whether the
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status of the detected mobile device 12 is activated or
not 110. If not activated 110, the computer 14 continues
by ceasing communications with the detected mobile de-
vice 12 and processing ends 112. However, when the
detected mobile device 12 has been activated 110, the
computer 14 continues by maintaining communications
with the detected mobile device 12 and registering there-
in that a smart card reader containing a smart card is
available for use by the computer 14. The detected mo-
bile device 12 continues by listening for commands 114
from the computer 14.

[0056] When the user operates the computer 14 to
navigate over the Internet to access a website requiring
successful authentication in accordance with smart card
security techniques before granting access, the compu-
ter 14 continues by communicating with the detected mo-
bile device 12in order to authenticate the user. As aresult
of communicating with the detected mobile device 12,
the computer 14 determines an authentication data re-
quirement and continues by prompting the user for au-
thentication data complying with the authentication data
requirement. Next, the user continues by capturing au-
thentication data complying with the requirement using
the detected mobile device 12. The detected mobile de-
vice 12 continues by comparing 116 the captured au-
thentication data against corresponding authentication
data of the user stored therein. The user is successfully
authenticated when the captured authentication data
matches the stored authentication data. Upon successful
authentication 116, processing continues by granting the
user access 118 to the website and then processing ends
112. However, when the user is not successfully authen-
ticated 116 the user is not granted access to the website
and processing ends 112.

[0057] Although the computer 14 communicates with
the mobile device 12 to determine the authentication re-
quirement in the exemplary smart card transaction, the
authentication requirement may alternatively be deter-
mined in any manner. For example, the website may de-
termine the authentication requirement.

[0058] Althoughthe exemplary process for conducting
a smart card transaction involves detecting a mobile de-
vice 12 with the computer 14, authenticating the user,
and obtaining access to a website, in alternative proc-
esses the computer 14 may be any type of computing
device thatis capable of detecting mobile devices 12 and
that facilitates conducting smart card transactions. For
example, the computer 14 may alternatively be a com-
puting device mounted on a wall next to a door that de-
tects mobile devices 12, and that facilitates authenticat-
ing users of detected mobile devices 12 in accordance
with smart card security techniques before permitting us-
ers to enter through the door.

[0059] The exemplary smart card transaction process
described herein requires authentication of the user by
comparing authentication data captured from the user
against stored corresponding authentication data of the
user. In alternative processes, after successfully authen-
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ticating the user, the user may be permitted to conduct
additional similar or different smart card transactions for
a set period of time after the successful authentication.
The set period of time may be of any duration, for exam-
ple, twenty minutes. In other alternative processes in-
stead of comparing captured and stored authentication
data, possession of the mobile device 12 continuously
for a set period of time may be adequate to authenticate
a user. The set period of continuous time may be of any
duration, for example, two hours. In yet other alternative
processes instead of comparing captured and stored au-
thentication data, mere possession of the mobile device
12 may be adequate to authenticate a user.

[0060] The above-described methods for conducting
smart card transactions on mobile devices facilitate re-
ducing smart card based transaction costs and risks.
More specifically, a smart card mobile device interface
application installed on a computer and a smart card em-
ulation application installed on mobile devices together
cause the computer to recognize communications from
each of the mobile devices as communications from a
smart card reader containing a smart card. After enroll-
ment data of a user is activated in a card management
system, the mobile devices and computer may automat-
ically communicate to conduct smart card transactions
in accordance with smart card security techniques. As a
result, the costs of conducting smart card transactions
and of maintaining smart card security systems, as well
as the risks that imposters will obtain unauthorized ac-
cess to confidential data and communications, is facili-
tated to be reduced. Moreover, harm to the environment
caused by non-biodegradable smart cards is facilitated
to be reduced.

[0061] Exemplary embodiments of systems and proc-
esses for decreasing the costs of conducting smart card
transactions and reducing the risks that imposters will
gain access to confidential data and communications are
described above in detail. The processes are not limited
to use with the specific computer system embodiments
described herein, but rather, the processes can be uti-
lized independently and separately from other processes
described herein. Moreover, the invention is not limited
to the embodiments of the systems and processes de-
scribed above in detail. Rather, other variations of the
processes may be utilized within the spirit and scope of
the claims.

[0062] While the invention has been described in
terms of various specific embodiments, those skilled in
the art will recognize that the invention can be practiced
with modification within the spirit and scope of the claims.

[0063] The present teaching may also be extended to
the features of one or more of the following numbered
clauses:

1. A method for conducting smart card transactions
comprising:

causing a computer to recognize communica-
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tions from a mobile device as communications
from a smart card reader containing a smart
card; and

conducting a smart card transaction in accord-
ance with smart card security techniques with
the mobile device.

2. A method for conducting smart card transactions
in accordance with clause 1, said causing operation
comprising:

installing aninterface application on acomputer;
and

installing an emulation application on the mobile
device and initializing the emulation application,
the interface and emulation applications togeth-
er cause the computer and the mobile device,
respectively, tocommunicate such thatthe com-
puter recognizes the mobile device as a smart
card reader containing a smart card.

3. A method for conducting smart card transactions
in accordance with clause 1, said conducting oper-
ation comprising:

detecting a mobile device proximate a computer
and determining whether the detected mobile
device is activated;

capturing authentication data from a user with
the detected mobile device when the detected
mobile device is activated;

authenticating the user by comparing the cap-
tured authentication data against authentication
data of the user stored in the mobile device; and
granting access to a resource, access being
contingent upon successful authentication us-
ing smart card security techniques.

4. A method for conducting smart card transactions
in accordance with clause 2, said initializing opera-
tion comprising:

transmitting a certificate and a digitally signed
trust point public key from an application server
to the mobile device; and

storing the certificate and digitally signed trust
point public key in the mobile device.

5. A method for conducting smart card transactions
in accordance with clause 1, further comprising:

determining whether target information of a user
has been transmitted from a card management
system to a mobile device having a mobile de-
vice smart card identifier matching a mobile de-
vice smart card identifier received at the card
management system;

establishing a secure communications channel
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between the card management system and the
mobile device when target information has not
been transmitted to the mobile device; and
transmitting commands and the target informa-
tion of the user to the mobile device.

6. A method for conducting smart card transactions
in accordance with clause 1, further comprising:

capturing authentication data from a user;
comparing, by the mobile device, the captured
authentication data against corresponding au-
thentication data of the user stored in the mobile
device; and

activating an enrollment data record of the user
when the captured and stored authentication da-
ta match.

7. A method for conducting smart card transactions
in accordance with clause 3, further comprising:

monitoring for the presence of mobile devices
proximate the computer; and

determining that a mobile device is proximate
the computer when the mobile device is within
an operating range of a communication protocol
of the computer.

8. A method for conducting smart card transactions
in accordance with clause 4, further comprising:

generating a public-private key pair atthe mobile
device; and

generating the certificate at a certificate author-
ity and transmitting the certificate to the mobile
device.

9. A system for conducting smart card transactions
comprising:

a computer; and

at least one mobile device configured to com-
municate with said computer such that said com-
puter recognizes said at least one mobile device
as a smart card reader containing a smart card.

10. A system for conducting smart card transactions
in accordance with clause 9, said computer being
further configured to:

detect said at least one mobile device when said
at least one mobile device is proximate thereto;
and

determine whether a detected mobile device is
activated.

11. A system for conducting smart card transactions
in accordance with clause 9, said at least one mobile

10

20

25

35

40

45

50

55

10

device being configured to conduct operations con-
ducted by smart card readers containing smart
cards.

12. A system for conducting smart card transactions
in accordance with clause 9, said at least one mobile
device being configured to:

store authentication data and biographic data of
a user associated with said at least one mobile
device, and a mobile device smart card identifi-
er; and

authenticate the user by comparing authentica-
tion data captured from the user against authen-
tication data of the user stored therein.

13. A system for conducting smart card transactions
in accordance with clause 10, said computer being
further configured to:

determine that said at least one mobile device
is proximate thereto when said at least one mo-
bile device is within operating range of a com-
munications protocol of said computer; and

cease communicating with said at least one mo-
bile device when said at least one mobile device
is out of the operating range.

14. A system for conducting smart card transactions
in accordance with clause 9, said at least one mobile
device being further configured to:

execute security algorithms used on smart
cards; and

generate and apply private keys to digitally sign
documents and decrypt data.

15. A mobile device being configured to communi-
cate with a computing device such that the comput-
ing device recognizes said mobile device as a smart
card reader containing a smart card, said mobile de-
vice being a smart phone, a tablet computer, a laptop
computer, or a personal digital assistant.

16. A mobile device in accordance with clause 15
being further configured to:

store authentication data and biographic data of
a user associated with said at least one mobile
device, and store a mobile device smart card
identifier; and

authenticate the user by comparing authentica-
tion data captured from the user against authen-
tication data of the user stored therein.

17. A mobile device in accordance with clause 15,
being further configured to emulate operations con-
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ducted by smart cards and by smart card readers
containing smart cards.

5. A method for conducting smart card transactions in
accordance with any of the preceding claims, further
comprising:

Claims 5 determining whether target information of a user

has been transmitted from a card management

system to a mobile device having a mobile de-
vice smart card identifier matching a mobile de-
vice smart card identifier received at the card

1. A method for conducting smart card transactions
comprising:

causing a computer to recognize communica- 10

tions from a mobile device as communications
from a smart card reader containing a smart
card; and

conducting a smart card transaction in accord-

granting access to a resource, access being
contingent upon successful authentication us-
ing smart card security techniques.

management system;

establishing a secure communications channel
between the card management system and the
mobile device when target information has not
been transmitted to the mobile device; and

ance with smart card security techniques with 75 transmitting commands and the target informa-
the mobile device. tion of the user to the mobile device.

2. A method for conducting smart card transactions in 6. A method for conducting smart card transactions in
accordance with claim 1, said causing operation accordance with any of the preceding claims, further
comprising: 20 comprising:

installing an interface application ona computer; capturing authentication data from a user;
and comparing, by the mobile device, the captured
installing an emulation application on the mobile authentication data against corresponding au-
device and initializing the emulation application, 25 thentication data of the user stored in the mobile
the interface and emulation applications togeth- device; and
er cause the computer and the mobile device, activating an enrollment data record of the user
respectively, to communicate such thatthe com- when the captured and stored authentication da-
puter recognizes the mobile device as a smart ta match.
card reader containing a smart card. 30

7. A method for conducting smart card transactions in

3. A method for conducting smart card transactions in accordance with any of the preceding claims, further
accordance with any of the preceding claims, said comprising:
conducting operation comprising:

35 monitoring for the presence of mobile devices
detecting a mobile device proximate a computer proximate the computer; and
and determining whether the detected mobile determining that a mobile device is proximate
device is activated; the computer when the mobile device is within
capturing authentication data from a user with an operating range of a communication protocol
the detected mobile device when the detected 40 of the computer.
mobile device is activated;
authenticating the user by comparing the cap- 8. A method for conducting smart card transactions in
tured authentication data against authentication accordance with any of the preceding claims, further
data of the user stored in the mobile device; and comprising:

45

generating a public-private key pair atthe mobile
device; and
generating the certificate at a certificate author-

4. A method for conducting smart card transactions in
accordance with any of the preceding claims, said 50
initializing operation comprising:

ity and transmitting the certificate to the mobile
device.

9. A system for conducting smart card transactions
transmitting a certificate and a digitally signed comprising:

trust point public key from an application server

to the mobile device; and 55

storing the certificate and digitally signed trust
point public key in the mobile device.

1"

a computer; and

at least one mobile device configured to com-
municate with said computer such that said com-
puter recognizes said at least one mobile device
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as a smart card reader containing a smart card.

A system for conducting smart card transactions in
accordance with claim 9, said computer being further
configured to:

detect said at least one mobile device when said
at least one mobile device is proximate thereto;
and

determine whether a detected mobile device is
activated.

A system for conducting smart card transactions in
accordance with any of the preceding claims, said
at least one mobile device being configured to con-
duct operations conducted by smart card readers
containing smart cards.

A system for conducting smart card transactions in
accordance with any of the preceding claims, said
at least one mobile device being configured to:

store authentication data and biographic data of
a user associated with said at least one mobile
device, and a mobile device smart card identifi-
er; and

authenticate the user by comparing authentica-
tion data captured from the user against authen-
tication data of the user stored therein.

A system for conducting smart card transactions in
accordance with any of the preceding claims, said
computer being further configured to:

determine that said at least one mobile device
is proximate thereto when said at least one mo-
bile device is within operating range of a com-
munications protocol of said computer; and
cease communicating with said at least one mo-
bile device when said at least one mobile device
is out of the operating range.

A system for conducting smart card transactions in
accordance with any of the preceding claims, said
at least one mobile device being further configured
to:

execute security algorithms used on smart
cards; and

generate and apply private keys to digitally sign
documents and decrypt data.

10

15

20

25

30

35

40

45

50

55

12

22



EP 2 657 877 A2

13



26\

EP 2 657 877 A2

Transmitting Message, Entering User Details

Transmitting

Confirmation E-mail

No Activate

Entering Access Details

Y

Capturing Authentication Data,
Providing Biographic Data

'

Checking, Transmitting, and Storing Data

'

End

Installing SCMDI Application —

FIG. 2

14

28

30

32

36

38

40

42

44

46



48\

EP 2 657 877 A2

| Installing SCE Application |

No

| Generating & Transmitting Access Request | —

60

Trans.
Mess.

| Transmitting Successful Validation Message | —

!

Generating Public-Private Key Pair,
Generating and Transmitting —
Request to Certificate Authority

v

Generating Certificate, Transmitting
Certificate to Mobile Device

!

Transmitting Generated Certificate
and Trust Point Public Key

!

Storing in Mobile Device

!

Notifying User of
Successful Initialization

End

FIG. 3

15

50

56

66

68

70

72

74



Again?

EP 2 657 877 A2

7o , 78

| Capturing Authentication Data| ———— 80
Yes
86
Trans.
Mess. 82
No — -
Transmitting Message, Requesting
. — 84
Target Information
{ Y
Determining Target Information & 92
Transmitting Commands
94
Transmitting Commands & Target _ o
Information, Storing Target Information
No Auth.
; - User 100
?
Yes
| Activating Data of User | 102

-
9

FIG. 4

16



104
A

EP 2 657 877 A2

Monitoring for Mobile Devices,
Communicating with Detected
Mobile Devices

No

Activated
?

Listening for Commands

NO Auth. User

Granting Access

-

End

FIG. 5

17

106

108

110

114

116

118

112



	bibliography
	description
	claims
	drawings

