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(67)  Theinvention relates to a method 20 for access-
ing a service.

According to the invention, a first device 12 compris-
ing or accessing a first memory, the first memory storing
an identifier, as first identifier, the first memory storing
data relating to at least one first subscription for access-
ing from the first device at least one communication net-
work, as first subscription data, each of at least one sec-
ond device 16 comprising or accessing a second mem-
ory, the second memory storing an identifier, as second
identifier. The method comprises the following steps:

- each of the at least one second device sends to the first
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device the second identifier 28;
- the first device sends, thanks to the first subscription
data, to a server 110 the first identifier and at least the
second identifier 210 ;
- the server sends to the first device data 212 relating to
at least one second subscription for accessing from the
at least one second device the at least one communica-
tion network, as second subscription data; and
- the first device sends to the at least one second device
the at least one second subscription data 214.

The invention also pertains to a corresponding sys-
tem.
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Description
Field of the invention:

[0001] The invention relates generally to a method for
accessing a service. Furthermore, the invention also per-
tains to a system for accessing a service.

State of the art:

[0002] Nowadays, ausertends to have more and more
(electronic) devices, like a mobile phone, a mobile laptop,
a Personal Computer (or PC), a tablet, a game console
and soon. Each device is able to access aremote server,
so as to benefit from one or several services.

[0003] Most of the time, a user who owns the mobile
phone has only one (user) subscription to a network op-
erator.

[0004] However,the userdoes nothave any other sub-
scription to a network operator for her/his other device
(s) -

[0005] There is a need to supply a solution that allows
providing another subscription(s) to a network operator
for another device(s) while being easy for the user and
without needing to involve a person of the network oper-
ator.

Summary of the invention:

[0006] The invention proposes a solution for satisfying
the justherein above specified need by supplying a meth-
od for accessing a service.

[0007] According to the invention, a first device com-
prises or accesses a first memory, the first memory stor-
ing an identifier, as first identifier, the first memory storing
data relating to at least one first subscription for access-
ing from the first device at least one communication net-
work, as first subscription data. Each of at least one sec-
ond device comprises or accesses a second memory,
the second memory storing an identifier, as second iden-
tifier. The method comprises the following steps:

- each of the at least one second device sends to the
first device the second identifier;

- thefirst device sends, thanks to the first subscription
data, to a server the first identifier and at least the
second identifier;

- the server sends to the first device data relating to
at least one second subscription for accessing from
the at least one second device the at least one com-
munication network, as second subscription data;
and

- thefirst device sends to the at least one second de-
vice the at least one second subscription data.

[0008] The principle of the invention consists in that a
first device submits, thanks to first subscription data, over
a communication network (s), to a server data relating to
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an identification of the first and a second device and,
when the server identifies the first and second devices,
the server issues, via the first device, to the second de-
vice data relating to a second subscription.

[0009] Itis to be noticed that the use of the first sub-
scription data is essential and is available from a first
device that allows accessing a server so that another or
other devices, as second device (s), also obtain data re-
lating to one or several other subscription (s), as second
subscription data.

[0010] Furthermore, the invention solution does not re-
quire any user intervention, so as to access second sub-
scription data by using automatically first subscription da-
ta and device identification.

[0011] This is the second (or more) subscription data
that allows the second device (or each other device) to
access from the concerned second device, over one or
several communication networks, a server.

[0012] Thus, the second device is able, thanks to re-
ceived second subscription data, to access, over the
communication network (s), one or several services ac-
cessible from or through a server.

[0013] According to a further aspect, the invention is a
system for accessing a service.

[0014] According to the invention, the system compris-
es a first device and at least one second device. The first
device comprises or accesses a first memory, the first
memory storing an identifier, as first identifier, the first
memory storing data relating to at least one first subscrip-
tion for accessing from the first device at least one com-
munication network, as first subscription data. Each of
the at least one second device comprising or accessing
a second memory, the second memory storing an iden-
tifier, as second identifier.

[0015] Each of the atleast one second device is adapt-
ed to send to the first device the second identifier.
[0016] The first device is adapted to send, thanks to
the first subscription data, to a server the first identifier
and at least the second identifier.

[0017] The serveris adapted to send to the first device
data relating to at least one second subscription for ac-
cessing from at least the second device the at least one
communication network, as second subscription data;
and

[0018] Thefirstdevice is adapted to sendtothe atleast
one second device the at least one second subscription
data.

[0019] As to the first device, it may be a mobile phone
or a token.
[0020] The first device may also include a portable de-

vice, such as ahandheld computer, like a Personal Digital
Assistant (or PDA), a palm-top computer, a PC, a Voice
Over Internet Protocol (or VOIP) handset, a netbook, a
tablet or a laptop computer.

[0021] As to the second device, it may be a camera.
[0022] The second device may also include a handset,
a set-top box, a desktop computer, a PC, a media player,
a game console, a tablet, a TeleVision (or TV) set or a
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token.
Brief description of the drawings:

[0023] Additional features and advantages of the in-
vention will be more clearly understandable after reading
a detailed description of one preferred embodiment of
the invention, given as an indicative and non-limitative
example, in conjunction with the following drawings:

- Figure 1 illustrates a simplified diagram of one em-
bodiment of a system for accessing a service by us-
ing atoken coupled to a mobile phone, asfirstdevice,
and a camera, as second device, to load into the
second device data relating to a second subscription
originating from a remote server thanks to data re-
lating to a first subscription stored within the token,
according to the invention; and

- Figure 2represents an example of one message flow
between notably the token, the first and second de-
vice and the remote server of figure 1, so that the
first device submits data relating to a first subscrip-
tion and device identifiers, gets data relating to a
second subscription and sends this latter to the sec-
ond device.

Detailed description:

[0024] Herein under is considered a particular embod-
imentin which the invention method for accessing a serv-
ice is implemented by, among others, a mobile phone,
as first device, in cooperation with a smart card, as token
coupled to the first device, and a server.

[0025] Within the present description, a token is a
smart object that is intended to communicate with the
outside world.

[0026] The token may be constituted by any electronic
medium, such as a Secure Removable Module (or SRM).
[0027] The invention does not impose any constraint
as to a kind of the token, when present.

[0028] As removable token, it may be a smart dongle
of the USB (acronym for "Universal Serial Bus") type, a
(micro) Secure Digital (or SD) type card or a MultiMedia
type Card (or MMC) or any format card to be coupled to
a hosting first device.

[0029] Alternatively, it may be a fixed token, i.e. a chip
that is fixed to a hosting first device.

[0030] According to another embodiment, the inven-
tion method for accessing a service is implemented by a
first device, as standalone entity, in cooperation with a
second device. In other words, the first device does not
cooperate with any token, so as to access a server issu-
ing data relating to a subscription. According to such an
embodiment (notrepresented), the first device is adapted
to carry out the functions carried out by the token and
the first device and that are described infra.

[0031] The present invention method for accessing a
service may be implemented by a token, as second de-
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vice coupled to a user terminal, as first device, without
departing from the scope of the invention.

[0032] Naturally, the herein below described embodi-
ment is only for exemplifying purposes and is not con-
sidered to reduce the scope of the invention.

[0033] Figure 1 shows schematically a system 10 for
accessing a service.

[0034] Such a system includes a mobile phone 12, as
first device 12, a smart card 14, a camera 16, as second
device 16, and a remote server 110.

[0035] Itis to be noted that only one second device 16
is represented for clarity reason. However, it is clear that
the server 110 is able to provide a fleet of devices with
datarelating to a second subscription for accessing from
the considered device one or several communication net-
works.

[0036] For sake of simplicity, the mobile phone 12, the
smart card 14 and the remote server 110 are termed
herein after the phone 12, the token 14 and the server
110 respectively.

[0037] Instead of a phone, the first device may be any
other device including means for processing data, com-
prising or being connected to wire, contact-less and/or
wireless communication means for sending to and/or re-
ceiving data from outside and comprising or being con-
nected to means for storing data.

[0038] Within the present description, the adjective
"wireless" used within the expression "wireless commu-
nication means" signifies notably that the communication
means communicates via one or several long range Ra-
dio-Frequency (or RF) links.

[0039] Thelongrange RF may be fixed at several hun-
dreds of MHz, for instance, around 850, 900, 1800 and/or
1900 MHz.

[0040] Within the present description, the adjective
"contact-less" used within the expression "contact-less
communication means" signifies notably that the com-
munication means communicates via one or several
short range RF links.

[0041] The short range RF may be related to a Near
Field Communication (or NFC) type, Bluetooth type or
Wifi type technology. Such a list of technology types is
not exhaustive. Such a short range RF link may be used
for exchanging data, between the phone 12 and the cam-
era 16, at a short range distance typically up to from
around 20 cm (such as with an NFC type technology)
until around 800 m (such as with a Bluetooth type tech-
nology) . The short range RF link may be fixed, for in-
stance, at 13, 56 Mhz for NFC with a range up to around
20 cm, at 2, 4- 2, 5 GHz with a range of about 10 m to
about 100 m (for Zigbee (e.g. IEEE 802.15.4), Wifi and
Bluetooth or Bluetooth low energy (e.g. IEEE 802.15.1)
), from around 2, 4 GHz to around 10 GHz (for Ultra Wide
Band (or UWB) e.g. IEEE 802.15.43a) .

[0042] The phone 12 is preferably used for accessing
a mobile radio-communication network(s) 18.

[0043] The mobile radio-communication network(s) 18
may be constituted by a Global Service for Mobiles (or
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GSM), a General Packet Radio Servce (or GPRS), a Uni-
versal Mobile Telecommunications System (or UMTS),
a Code Division Multiple Access (or CDMA) and/or a
Long Term Evolution (or LTE) type network(s).

[0044] The mobile radio-communication network list is
not exhaustive but only for exemplifying purposes.
[0045] Instead of a mobile radio- communication net-
work (s), it may be constituted by an Internet network
accessible, via a contact- less link, like a link of the type
Wifi or Bluetooth, through an intermediate entity as an
Internet access point.

[0046] The phone 12 includes a display screen 122
and a keyboard 124, as Man Machine Interface (or MMI).
[0047] Alternatively, instead of a display screen, the
phone 12 is equipped with a touch sensitive display
screen.

[0048] The MMI allows a phone user to interact with
the phone 12.

[0049] The phone 12 comprises an antenna 126 allow-
ing to communicate data, over one or several mobile ra-
dio-communication networks 18, with a server 110 while
using a long range RF link(s) 17.

[0050] The phone 12includes data processing means,
such as one microprocessor (not represented), data stor-
ing means (not represented), as phone memory, and at
least one Input/Output (or 1/O) interface that are linked
all together through a control and data bus (not repre-
sented).

[0051] The phone microprocessor executes preferably
one or several security functions, in order to protect ac-
cess toinformation managed through or by the phone 12.
[0052] The security functions may include a phone au-
thentication process. The phone authentication process
uses preferentially an authentication data generation al-
gorithm to generate data, as password, for authenticating
the phone 12. Such a password may be usable only once,
as On Time Password (or OTP).

[0053] The security functions may include a user au-
thentication process. The user authentication process
may be used before reading data, such as notably an
identifier relating to the phone 12. The data to be read is
stored within either the phone 12 or another entity con-
nected to it, like a token coupled to the phone 12.
[0054] The security functions may include an encryp-
tion/decryption process to be used before sending to/
after receiving from the server 110 data, so as to protect
access to data thus exchanged between the phone 12
and the server 110.

[0055] The phone 12 plays, in a preferential manner,
a role of a modulator-demodulator (or modem), so as to
exchange data with the server 110. The phone 12 carries
out the following operations:

- a modulation of an analogical carrier signal to en-
code digital information to be transmitted, over the
antenna 126, to the server 110 (or another entity),
and

- ademodulation of a received analogical carrier sig-
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nal to decode the encoded digital information that is
received, over the antenna 126, from the server 110
(or another entity).

[0056] The phone 12 (or a contact-less tag (not repre-
sented) that is connected to the phone 12) includes no-
tably a contact-less antenna (not represented) and plays,
in a preferential manner, a role of a modem, so as to
exchange data with the camera 16. The phone 12 (or the
contact-less tag) carries out the following operations:

- a modulation of an analogical carrier signal to en-
code digital information to be transmitted, over the
contact-less antenna, to the camera 16; and

- ademodulation of a received analogical carrier sig-
nal to decode the encoded digital information that is
received, over the contact-less antenna, from the
camera 16 (or another entity).

[0057] The phone memory, as first memory, may com-
prise one or several memories, such as a flash memory
(ies) and/or a hard disk drive(s).

[0058] The phone memory may store a private key re-
lating to the phone 12 and a corresponding public key
relating to the phone 12, as private and public phone key
respectively. The public phone key may be used, by the
server 110, for encrypting data to be sent to the phone
12, so as to protect data thus sent in an encrypted man-
ner. To obtain clear data, the phone 12 has to use the
private phone key for decrypting encrypted data received
from the server 110.

[0059] The phone memory may store a public key re-
lating to the server 110, as public server key correspond-
ing to a private key relating to the server 110, as private
server key stored at the server 110 side. The phone 12
may use the public server key for encrypting data to be
sent to the server 110. To obtain clear data, the server
110 has to use the private server key for decrypting en-
crypted data received from the phone 12.

[0060] Alternately, instead of two keys, namely a pri-
vate phone key and a public server key, the first memory
stores a symmetric key, as single key, shared with the
server 110 to be used for encrypting data to be sent to
the server 110 and decrypting data received from the
server 110.

[0061] The phone memory may store, as signature
key, a key for signing data to be sent notably to the server
110. Such a signature allows authenticating (or proving
that) a sender of the concerned data is the phone 12. To
sign data, the phone 12 uses a predetermined signature
algorithm, like a Rivest Shamir Adleman (or RSA) algo-
rithm, and a predetermined signature key that are both
stored within the server memory. The signature key is
preferably related to the phone 12, as private phone key.
The interlocutor, namely the server 110, the token 14 or
the second device, verifies corresponding signed data
by using a predetermined signature verification algorithm
and a predetermined signature verification key that are
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both stored at the phone interlocutor side. The signature
verification key is preferably a public key relating to the
phone 12 that has been deduced from the private phone
key. According to one particular embodiment, the signa-
ture algorithm and the signature verification algorithm are
one and the same algorithm, like a Message Authentica-
tion Code (or MAC) algorithm while the signature key and
the signature verification key constitute one and the same
key, as a symmetric key and a key shared between the
phone 12 and its interlocutor, namely a fleet of second
devices.

[0062] The phone memory stores preferably an iden-
tifier relating to the phone 12, as first identifier, like an
International Mobile Equipment Identity (or IMEI), an Op-
erating System (or OS) and at least one application for
managing a provision of data relating to at least one other
subscription, termed second subscription.

[0063] The phone 12 is preferably coupled to a token
14 that stores, in a secure manner, notably an Interna-
tional Mobile Subscriber Identity (or IMSI), as an identifier
relating to a first subscription for accessing from the
phone 12 the mobile radio-communication networks 18.
[0064] Alternately, instead of being coupled to the to-
ken 14, the phone 12 stores, within its memory, data
stored within the token 14 as described infra.

[0065] The phone I/O interface includes an interface,
so as to exchange data with the token 14.

[0066] The phone I/O interface with the token 14 may
be an International Organization for Standardization (or
ISO) 7816 interface, as contact interface when the token
14 is inserted within the phone 12.

[0067] According to another embodiment, the token
chip is soldered to a Printed Circuit Board (or PCB) of
the phone 12, as hosting device.

[0068] The phone I/O interface with the token 14 in-
cludes preferentially a contact-less interface.

[0069] The phone 12 includes or is connected to
means for communicating data while using preferably a
short range RF link. The short range RF link may be re-
lated to any technology type that allows the phone 12 to
exchange data with an external device(s), like at least
the second device 16.

[0070] The token 14, as first token, is associated with
or tied to the server 110.

[0071] The token 14 belongs to a user.

[0072] The token 14 is connected, through a bi-direc-
tional contact link 13, to the phone 12.

[0073] According to still another embodiment, the to-
ken 14 is connected, through a bi-directional contact-less
link, i.e. a short range RF link, to the phone 12.

[0074] The token 14 includes a chip (not represented).
[0075] The token chip includes at least one microproc-
essor 142, as data processing means, atleast one mem-
ory 144, as data storing means, and at least one 1/O in-
terface 146 that are internally all connected, through an
internal bidirectional data bus 143, to each other.
[0076] The token I/O interfaces 146 allow communi-
cating data from the internal chip components to the chip
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exterior and conversely.

[0077] The token microprocessor 142 processes, con-
trols and communicates internally data with all the other
components incorporated within the chip and, through
the 1/O interfaces 146, with the chip exterior.

[0078] The token microprocessor 142 executes orruns
one (or several) application(s).

[0079] The token microprocessor 142 is preferably
able to initiate actions, in order to interact directly with
the outside world, inan independent manner of the phone
12. Such a capacity of interaction at the initiative of the
token 14 is also known as proactive capacity. The token
14 is thus able to request the phone 12 to display at the
display screen 122 a message, like "please enter a Per-
sonal Identity Number" (or PIN). The token 14 is also
able to send, at its own initiative, through the phone 12,
to any device connected to the phone 12, for instance, a
proactive command for sending either a command, like
arequest for authenticating a subscriber, or information,
like a proposed authentication result, sent to the server
110.

[0080] The token memory 144 stores preferentially da-
ta, as first subscription data, relating to at least one sub-
scription to the mobile radio-communication network(s)
18. The first subscription data allows accessing from the
phone 12, as first device, to the mobile radio-communi-
cation network(s) 18 and the server 110.

[0081] The first subscription data comprises an identi-
fier relating to a first subscription, as subscription identi-
fier and subscriber identity IMS11.

[0082] The first subscription data may include a key
Ki1 for authenticating the subscriber to the mobile radio-
communication network(s) 18 and the server 110, as net-
work authentication key Ki1. The key Ki1 for authenticat-
ing the subscriber is associated with the concerned sub-
scriber IMSI1. The key Ki1 for authenticating the sub-
scriber allows authenticating the associated subscriber
to the mobile radio-communication network(s) 18.
[0083] The first subscription data may include an au-
thentication algorithm, like, for instance, Milenage, to be
used, so as to authenticate the concerned subscriber to
the mobile radio-communication network(s) 18.

[0084] The token memory 144 may store, possibly
within the first subscription data, a key Kc1 for encrypting
and/or decrypting data. Such a key Kc1 is used for pro-
tecting data to be exchanged, in a confidential manner,
with an external entity, like the server 110, as token in-
terlocutor. More exactly, such a key Kc1 is used for en-
crypting data to be sent to an external entity, such as the
server 110. The resulting encrypted data is to be decrypt-
ed at a receiver side, so as to obtain clear data. Such a
key Kc1 is used for decrypting data to be received from
an external entity, such as the server 110.

[0085] The token memory 144 stores preferably at
least one key Ks shared with the server 110. The key Ks
may be used as a key for encrypting and/or decrypting
data.

[0086] The token memory 144 may store data relating
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to a Uniform Resource Identifier (or URI), a Uniform Re-
source Locator (or URL) and/or an Internet Protocol (or
IP) address of a server 110, as first server to be ad-
dressed and that authenticates notably a subscriber to
the mobile radio-communication network(s) 18.

[0087] The token memory 144 stores one or several
Subscriber Identity Module (or SIM) type applications.
[0088] The SIM type application(s) includes, among
others, a SIM application for a Global Service for Mobiles
(or GSM) type network, a Universal Subscriber Identity
Module (or USIM) application for a Universal Mobile Tel-
ecommunications System (or UMTS) type network, a
Code Division Multiple Access (or CDMA) Subscriber
Identity Module (or CSIM) application and/or an Internet
Protocol Multimedia Subsystem (or IMS) Subscriber
Identity Module (or ISIM) application.

[0089] The SIM type application(s) allows the phone
12 to authenticate to the mobile radio-communication
network(s) 18.

[0090] To authenticate to the mobile radio-communi-
cation network(s) 18, the SIM type application(s) uses
preferentially the network authentication key Ki1. The
SIM type application(s) also uses preferably, on the one
hand, data as challenge that is supplied by a server that
attempts to authenticate the subscriber, and, on the other
hand, an authentication algorithm, like, for instance,
Milenage.

[0091] The token microprocessor 142 executes, in a
preferred manner, one or several security functions.
[0092] The security functions include preferably a user
authentication process to be used before accessing the
token memory 144. To authenticate the user, the user
has to provide a PIN or biometric data, as user reference
data, that is stored within the token memory 144. As bi-
ometric data, it may include one fingerprint (s), one iris
print (s), one voiceprint (s) relating to one authorized user
(s) -

[0093] The security functions include preferentially an
encryption/decryption process to be used before sending
data to outside/after receiving data from outside, so as
to protect access to data managed by or through the to-
ken 14. To encrypt data to be sent, the token 14 uses an
encryption key and an encryption algorithm, such as an
Advanced Encryption Standard (or AES), a Data Encryp-
tion Standard (or DES) or the like, that are stored within
the token memory 144. To decrypt data to be received,
the token 14 may use a decryption key and a decryption
algorithm, such as an AES, a DES or the like, that are
stored within the token memory 144.

[0094] The security functions include preferentially a
data signature process to be used before sending data,
like an identifier relating to the phone 12 and/or second
subscription data, to outside, so as to prove an origin of
data originating from the token 14. To sign data, the token
14 uses a predetermined signature algorithm and a pre-
determined signature key Ks1 that are both stored within
the token memory 144. The signature key is preferably
related to the token 14, as private key. The interlocutor,
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namely the server 110 or a second device 16, verifies
corresponding signed data by using a predetermined sig-
nature verification algorithm and a predetermined signa-
ture verification key that are both stored within the inter-
locutor memory. The signature verification key is prefer-
ably a public key relating to the token 14 that has been
deduced from the token private key. According to one
embodiment, the signature key and the signature verifi-
cation key constitute one and the same key, as a key
shared between the token 14 and its interlocutor (s),
namely the server 110 and/or the second device 16.
[0095] Thecamera 16isadevice thatneedsto address
aserver, like the server 10, accessible through a second
subscription, so as to benefit from one or several services
accessible through or by the server.

[0096] As service (s), it may comprise a back- up of
images or photos, where the photos that are stored orig-
inally only at the camera 16 side are also to be stored at
a server side thanks to the second subscription.

[0097] The camera 16 includes a shutter button 162 to
be pushed to capture a photo.

[0098] The camera 16 comprises a lens 163 that is
used for capturing a photo of a scene situated in front of
the lens 163.

[0099] The camera 16 includes preferably at least one
microprocessor (not represented), as data processing
means, at least one memory 164, as data storing means,
and at least one I/O interface (not represented) that are
internally all connected, through an internal bidirectional
data bus (not represented), to each other.

[0100] The camera 16 is preferably able to encrypt
and/or decrypt data, so as to exchange in a confidential
manner with an interlocutor (s), like the server 110.
[0101] The camera 16 stores the captured photo into
amemory included within or accessible from the camera
16.

[0102] The camera 16 includes or is connected to
means for communicating data while using preferably a
short range RF link, like a link relating to an NFC type,
Bluetooth type or Wifi type technology. The short range
RF link may be related to any technology type that allows
the camera 16 to exchange data with an external device
(s), like at least the phone 12.

[0103] The camera memory 164 stores preferentially
an identifier relating to the camera 16, as second identi-
fier.

[0104] Alternatively, instead of a camera memory, the
camera is coupled to a device (not represented), like a
(second) token, the memory of which stores an identifier
relating to the camera 16.

[0105] The camera memory 164 stores preferably a
private key relating to the camera 16 and a corresponding
public key Kc2 relating to the camera 16, as private and
public camera key respectively.

[0106] Alternatively, instead of a camera memory, the
camera is coupled to a device (not represented), like a
(second) token, the memory of which stores a private key
relating to the device and a corresponding public key
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relating to the device, as private and public device key
respectively.

[0107] The public camera (or device) key Kc2 may be
used, by the server 110, for encrypting data to be sent
to the camera 16 (or a device coupled to the camera 16
respectively), so as to protect data thus sent in an en-
crypted manner. To obtain clear data, the camera 16 (or
a device coupled to the camera 16) has to use the private
camera (or device) key for decrypting encrypted data re-
ceived from the server 110.

[0108] Alternately, instead of two keys, namely a pri-
vate camera (or device) key and a public camera (or de-
vice) key, the camera (or device) memory stores a sym-
metric key Kc2, as single key, shared with the server 110
to be used for encrypting data to be sent to the server
110 and decrypting data received from the server 110.
[0109] The camera 16 is able to store into either its
memory 164 or a memory relating to a device coupled
to the camera 16, data, as second subscription data, re-
lating to a second subscription for accessing from the
camera 16 the mobile radio-communication network(s)
18.

[0110] The second subscription data includes an iden-
tifier relating to a subscriber, like an IMSI2.

[0111] Thesecond subscription datamay include akey
Ki2 for authenticating the concerned subscriber to the
mobile radio-communication network(s) 18 and the serv-
er 110, as network authentication key Ki2. The key Ki2
for authenticating the subscriber is associated with the
concerned subscriber IMSI2. The key Ki2 for authenti-
cating the subscriber allows authenticating the associat-
ed subscriber to the mobile radio-communication net-
work(s) 18.

[0112] The second subscription data may include an
authentication algorithm, like, for instance, Milenage, to
be used, so as to authenticate the concerned subscriber
to the mobile radio-communication network(s) 18.
[0113] Thesecond subscription datamay include akey
for encrypting and/or decrypting data. Such a key is used
for protecting data to be exchanged, in a confidential
manner, with an external entity, like the server 110, as
second device interlocutor. More exactly, such a key is
used for encrypting data to be sent to an external entity,
such as the server 110. The resulting encrypted data is
to be decrypted at a receiver side, so as to obtain clear
data. Such a key is used for decrypting data to be re-
ceived from an external entity, such as the server 110.
[0114] The second subscription data may include at
least one key Ks shared with the server 110. The key Ks
may be used as a key for encrypting and/or decrypting
data.

[0115] The second subscription data is to be issued,
preferably through the phone 12, from the server 110.
[0116] The server 110 to be addressed is identified
within either data retrieved from the phone 12 or data
stored within the token memory 144.

[0117] Alternately, the phone user may be requested
to enter, through the phone 12 MMI, a server identifier.
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[0118] The server 110 may be included within an OTA
(acronym for "Over The Air") and/or an OTI (for "Over
The Internet") platform(s).

[0119] The server 110 constitutes an addressee of a
request for sending data relating to at least one second
subscription for accessing from at least one device the
mobile radio-communication network(s) 18.

[0120] Theserver 110is connected over a bi-direction-
al wire or contact-less link 19 to at least one mobile radio-
communication network 18 and/or an Internet network.
[0121] The server 110 plays arole of a provider of sec-
ond subscription data under the server 110 control, pref-
erably in a secure manner.

[0122] The server 110 is hosted by a computer includ-
ing data processing means, like a microprocessor.
[0123] The server 110 is dedicated to running an ap-
plication for managing a database relating to at least one
service and communicating some information included
within the database to outside.

[0124] The database is also termed back-end data-
base.
[0125] Theserver 110 accesses amemory 114 termed

server memory that stores the database.

[0126] The server 110 may contain or be connected to
the server memory.

[0127] The database registers a plurality of subscrib-
ers or user accounts. Each subscriber is associated with
at least one identifier relating to a subscriber, like a sub-
scriber identity, other identifier(s) relating to a device(s),
like a phone identifier and/or a token identifier, at least
authentication data relating to an involved device(s),
and/or possibly subscriber data.

[0128] For asubscriber, several devices, like a phone,
as user terminal, and a token associated with the phone,
with other related data may be registered within the da-
tabase.

[0129] The server data processing means executes
preferably security functions, in order to protect access
to information managed through or by the server 110.
[0130] The security functions include preferentially an
encryption/decryption process to be used before sending
data to outside/after receiving data from outside, so as
to protect access to data managed through or by the serv-
er 110.

[0131] The security functions include preferentially a
signature verification process. To verify a signature, the
server 110 uses a predetermined signature verification
algorithm and a predetermined signature verification key
that are both stored within the server memory. According
to one particular embodiment, the signature algorithm
and the signature verification algorithm are one and the
same algorithm, like a MAC algorithm while the signature
key and the signature verification key constitute one and
the same key, as a symmetric key and a key shared be-
tween the phone 12 or the token 14 and the server 110.
[0132] To encryptdata to be sent, the server 110 uses
a key that is stored within the server memory and an
encryption algorithm, like Milenage, an AES, a DES or
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the like. To decrypt data to be received, the server 110
uses a key that is stored within the server memory and
adecryption algorithm, such as Milenage, an AES,aDES
or the like.

[0133] The server 110 may have generated, for each
subscriber, subscription data, before any connection of
a device to be registered for the concerned user or just
after.

[0134] Alternately, another server (not represented) or
entity connected to the server 110 is dedicated to gen-
erate subscription data only when the server 110 author-
izes to issue it and requests it to the connected server or
entity. According to such an alternative, the server 110
is able to delegate to another server or entity connected
to the server 110 such a task or operation of generation
of subscription data.

[0135] The database may associate, for each sub-
scriber, at least one public or shared key relating to each
device, like at least the phone 12 and/or the token 14,
that is registered for the concerned user. For instance,
one public key relating to the token 14 is to be used, by
the server 110, for encrypting data to be sentto the phone
12, so as to protect data thus transmitted.

[0136] The server memory stores preferably a private
server key and a corresponding public server key. The
public server key is to be used, by any device, like the
camera 16, for encrypting data to be sent to the server
110 and all other devices associated with the other sub-
scribers managed by the server 110.

[0137] Alternatively, the server memory stores a
shared key to be used, by any device, like the token 14,
and the server 110 for encrypting data to be sent to the
server 110 and to the device respectively and all other
devices associated with the subscriber managed by the
server 110.

[0138] The server memory stores preferably rules for
accessing the service managed by the server 110.
[0139] Therules foraccessing the service may encom-
pass, for each subscriber, a user profile(s) that is(are)
eligible for accessing one or several services managed
by or through the server 110.

[0140] The rules for accessing the service are taken
into account so as to forbid or authorize access to the
concerned service.

[0141] The server 110 may be operated by either a
mobile radio-communication network operator or on its
behalf, a bank operator and/or a service provider.
[0142] The server 110 is preferentially arranged to
check whether data received from a requesting device
(s) connected to the server 110 does or does not match
expected data for authenticating the device(s) prior to
sending data, like notably subscription data.

[0143] The server 110 may be able to manage a white
device list, as device (s) which is (are) authorized to be
an interlocutor (s), as second device, for accessing one
or several services managed by or through the server
110, and/or a black device list, as device (s) which is (are)
forbidden to be an interlocutor (s) for accessing one or
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several services managed by or through the server 110.
[0144] The server 110 may be further able to analyze
whether corresponding identified second subscription
data does or does not allow the requesting device(s), like
the camera 16, to access a managed service.

[0145] Figure 2 depicts an exemplary embodiment of
a message flow 20 that involves notably the phone 12,
as requesting device, the token 14, the camera 16 and
the server 110.

[0146] Inthe explained example, itis assumed that the
token 14 is coupled to the phone 12. The token user
desires to obtain for the camera 16, as second device,
data, as second subscription data, relating to one second
subscription for accessing from the camera 16 the mobile
radio-communication network(s) 18.

[0147] To obtain the second subscription data, it is as-
sumed that the phone 12 supports a target application
for managing a provision of data relating to at least one
second subscription involving the token 14 for all security
functions as described infra.

[0148] Alternately, instead of addressing a token, the
phone 12 carries out the security functions.

[0149] First of all, the token user has been authenti-
cated preferably by the token 14 while submitting expect-
ed data, like a PIN or biometric data, stored within the
token memory 144.

[0150] Itisassumed thatthe phone display screen 122
displays a list of application(s) offered from the phone 12
including the target application.

[0151] Firstly, the phone user selects, through the
phone 12 MMI, the target application, so that the camera
16 receives second subscription data.

[0152] The phone 12 launches an execution of the se-
lected target application.

[0153] The phone 12 sends to the token 14 a message
22 for requesting first subscription data stored within the
token memory 144.

[0154] The token 14 sends back to the phone 12 a
message 24 including the first subscription data that com-
prises a subscriber identity IMSI1.

[0155] The phone 12 sends to the camera 16 a mes-
sage 26 for requesting an identifier relating to the camera
16, as second identifier, and preferably a key for encrypt-
ing data stored within either the camera memory 164 or
a memory of a token coupled to the camera 16.

[0156] The camera 16 sends back to the phone 12 a
message 28 including the second identifier and prefera-
bly the key Kc2 for encrypting data.

[0157] Preferably, the phone 12 retrieves an IMEI, as
identifier relating to the phone 12 and first identifier,
stored within the phone memory.

[0158] Preferably, prior to sending data to the server
110, the phone 12 sends to the token 14 a request (not
represented) for signing data to be sent accompanied
with the data to be sent. The data to be sentincludes the
first identifier IMEI, the subscriber identity IMSI1 and the
second identifier. The token 14 signs the data to be sent
by using a key Ks1 for signing data and sends back to
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the phone 12 the data to be sent signed by the token 14.
[0159] Preferably, prior to sending data to the server
110, the phone 12 sends to the token 14 a request (not
represented) for encrypting data to be sent accompanied
with the data to be sent. The data to be sent includes the
first identifier IMEI, the subscriber identity IMSI1 and the
second identifier. The token 14 encrypts the data to be
sent by using a key for encrypting data. The key for en-
crypting data is either a public key relating to the server
110 or a shared key stored within the token memory 144
and the server memory 114.

[0160] The phone 12 sends to the server 110 a mes-
sage 210, like a Short Message Service (or SMS) mes-
sage and/or an email, comprising a request for receiving
second subscription data accompanied with data, like
notably anidentifier relating to phone 12, as firstidentifier,
the second identifier and the subscriber identity IMSI1
and preferably the key Kc2 for encrypting data that have
all been previously preferably encrypted and/or signed
by the token 14.

[0161] Optionally, the server 110 carries out a data de-
cryption on the received encrypted data by using either
a private key relating to the server 110 or the shared key
stored within the token memory 144 and the server mem-
ory 114.

[0162] Optionally, the server 110 carries out a signa-
ture verification on the received signed data by using a
predetermined signature verification key stored within
the server memory 114.

[0163] Preferably, the server 110 authenticates the
subscriber while addressing, as known per se, the token
14.

[0164] Once the server 110 has received the first iden-
tifier, the second identifier and the subscriber identity
IMSI1, the server 110 retrieves the concerned registered
subscriber within the server memory.

[0165] When the server 110 identifies preferably that
the second device is authorized to access second sub-
scription data and the user is eligible, the server 110 gen-
erates or lets another entity connected to the server 110
generate corresponding second subscription data.
[0166] Once generated, the server 110 stores the sec-
ond subscription data while associating preferably it with
the second identifier.

[0167] Optionally, the server 110 carries out a data en-
cryption on the data to be sent to the camera 16 by using
preferably the received key Kc2 for encrypting data
and/or a shared key stored within the token memory 144
and the server memory 114.

[0168] The server 110 sends preferably to the phone
12 amessage 212, such as one or several SMS message
and/or an email(s), comprising second subscription data
that is preferably previously encrypted.

[0169] Alternately, instead of sending the lastmessage
212 to the phone 12, the server 110 sends directly a
message comprising second subscription data that is
preferably previously encrypted by using the received
key Kc2 for encrypting data.
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[0170] Optionally, the phone 12 requests the token 14
to carry out a data decryption on the received encrypted
data by using preferably a shared key stored within the
token memory 144 and the server memory 114. Then,
the token 14 sends to the phone 12 the received data in
a decrypted manner.

[0171] Then, the phone 12 sends to the camera 16,
possibly after a data decryption, a message 214 com-
prising second subscription data that is preferably previ-
ously encrypted by using the received key Kc2 for en-
crypting data.

[0172] Optionally, the camera 16 carries out a data de-
cryption on the received encrypted data by using the re-
ceived key Kc2 for encrypting data or a corresponding
private key stored within the camera memory 164.
[0173] Then, the camera 16 stores into the camera
memory 16 the second subscription data. The second
subscription data includes a subscriber identifier IMSI2
and preferably a network authentication key Ki2.

[0174] The invention solution allows adding an attach-
ment to the mobile communication network(s) 18 without
needing to involved a person of a mobile operator.
[0175] The invention solution may be secure while au-
thenticating the first device 12, the user and/or the token
14 and/or exchanging data in a confidential manner.
[0176] Thus, the invention solution facilitates an enrol-
ment of new connected device (s) for a user who has
already subscribed to a server.

[0177] The embodiment that has just been described
is not intended to limit the scope of the concerned inven-
tion. Other embodiments may be given. As another em-
bodiment example, instead of exchanging with a remote
server, the phone or the token 14 exchanges, over a con-
tactless RF link, with a local entity, like a local server.

Claims

1. A method (20) for accessing a service,
characterized in that, a first device (12) comprising
or accessing a first memory, the first memory storing
an identifier, as first identifier, the first memory stor-
ing data relating to at least one first subscription for
accessing from the first device at least one commu-
nication network, as first subscription data, each of
at least one second device (16) comprising or ac-
cessing a second memory, the second memory stor-
ing an identifier, as second identifier, the method
comprises the following steps:

- each of the at least one second device sends
to the first device the second identifier (28);

- the first device sends, thanks to the first sub-
scription data, to a server (110) the firstidentifier
and at least the second identifier (210) ;

- the server sends to the first device data (212)
relating to at least one second subscription for
accessing from the at least one second device
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the at least one communication network, as sec-
ond subscription data; and

- the first device sends to the atleast one second
device the at least one second subscription data
(214).

Method according to claim 1, wherein, prior to a
sending of the firstidentifier and the second identifier
to the server, the method further includes a first en-
cryption step in which the first device or a first token
(14) coupled to the first device encrypts the firstiden-
tifier and the second identifier by using a first key.

Method according to claim 1 or 2, wherein, prior to
a sending of the first identifier and the second iden-
tifier to the server, the method further includes a sig-
nature step in which the first device or a first token
coupled to the firstdevice signs the first identifier and
the second identifier.

Method according to any previous claim, wherein,
prior to a sending of the first identifier and the second
identifier to the server, the method further includes
a second key getting step in which the at least one
second device or at least one second token coupled
to each second device sends, to the first device or
a first token coupled to the first device, a key for
encrypting data, said second key, and the firstdevice
or the first token sends to the server the second key.

Method according to claim 4, wherein, prior to a
sending of the second subscription data to the first
device or the first token, the method further includes
aserver encryption step in which the server encrypts
the second subscription data by using the second
key or a key relating to the second key.

Method according to claim 5, wherein the method
further includes a second subscription data forward-
ing step in which the first device or the first token
sends to the at least one second device or the at
least one second token encrypted second subscrip-
tion data.

Method according to claim 6, wherein the method
further includes a second decryption step in which
the at least one second device or the at least one
second token decrypts encrypted second subscrip-
tion data by using a third key.

Method according to any previous claim, wherein the
method further includes a user authentication step
in which the first device or a first token coupled to
the first device authenticates a user.

Method according to any previous claim, wherein the
at least one second device or at least one second
token coupled to each of the at least one second
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10

10.

device stores the second subscription data, the sec-
ond subscription dataincluding atleastone subscrip-
tion identifier and possibly a key for accessing the
atleast one communication network, said fourth key.

A system (10) for accessing a service,
characterized in that the system comprises a first
device (12) and at least one second device (16), the
first device comprising or accessing a first memory,
the first memory storing an identifier, as first identi-
fier, the first memory storing data relating to at least
one first subscription for accessing from the first de-
vice at least one communication network, as first
subscription data, each of the at least one second
device comprising or accessing a second memory
(164), the second memory storing an identifier, as
second identifier,

in that each of the at least one second device is
adapted to send to the first device the second iden-
tifier;

in that the first device is adapted to send, thanks to
the first subscription data, to a server the first iden-
tifier and at least the second identifier (210);
inthatthe serveris adapted to sendtothefirstdevice
data (212) relating to at least one second subscrip-
tion for accessing from at least the second device
the at least one communication network, as second
subscription data; and

in that the first device is adapted to send to the at
least one second device the atleast one second sub-
scription data (214).
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