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Description

Field of the Disclosure

[0001] The present disclosure relates to intercepting
communications in a cellular communication network.

Background

[0002] Authorized authorities (e.g., law enforcement
agencies) often intercept communications, such as calls,
made in cellular communication networks in order to
monitor the content of communications to and from target
users such as members of gang organizations, members
of the mafia, drug dealers, etc. As such, cellular commu-
nication networks are required to have the appropriate
infrastructure to permit interception of communications
to and from target users. However, these target users
often use multiple wireless devices (e.g., multiple mobile
phones) and frequently change wireless devices in order
to thwart the authorized authorities from intercepting their
communications. Further, these wireless devices are of-
ten registered in the names of different individuals. As
an example, a target user may switch mobile phones
every four or five weeks, where each mobile phone may
be registered in the name of a different individual. When
the target user switches to a new mobile phone, the au-
thorized authorities are no longer able to intercept calls
to and from the target user on the new mobile phone.
Thus, there is a need for a system and method for inter-
cepting communications to and from a target user even
if the target user uses multiple mobile phones and/or
switches to different mobile phones.

Summary

[0003] Systems and methods for intercepting commu-
nications in a cellular communication network are dis-
closed. In one embodiment, one or more individual usage
patterns are detected for a target user based on usage
data collected from a known wireless device of the target
user. The usage data collected from the known wireless
device of the target user includes, but is not limited to,
location information that defines a location of the known
wireless device of the target user, accelerometer infor-
mation from an accelerometer of the known wireless de-
vice of the target user, gyroscope information from a gy-
roscope of the known wireless device of the target user,
electronic compass information from an electronic com-
pass of the known wireless device of the target user,
application usage information for one or more applica-
tions executed on the known wireless device of the target
user, game usage information for one or more games
executed on the known wireless device of the target user,
web browsing information for one or more web browsers
executed on the known wireless device of the target user,
calling patterns on the known wireless device of the target
user, texting patterns on the known wireless device of
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the target user, or any combination thereof. The one or
more individual usage patterns for the target user are
compared to usage data collected from other wireless
devices to identify another wireless device that has usage
data that matches the one or more individual usage pat-
terns for the target user to at least a predefined threshold
degree. Inresponse, one or more predefined actions are
taken with respect to the matching wireless device. In
one embodiment, an authorized authority is notified of
the matching wireless device and/or communications to
and/or from the matching wireless device are automati-
cally intercepted and delivered to the authorized author-
ity.

[0004] Those skilled in the art will appreciate the scope
of the present disclosure and realize additional aspects
thereof after reading the following detailed description of
the preferred embodiments in association with the ac-
companying drawing figures.

Brief Description of the Drawing Figures

[0005] The accompanying drawing figures incorporat-
ed in and forming a part of this specification illustrate
several aspects of the disclosure, and together with the
description serve to explain the principles of the disclo-
sure.

Figure 1 illustrates a system for intercepting commu-
nications to and from a target user in a cellular com-
munication network according to one embodiment
of the present disclosure; and

Figure 2 is a flow chart that illustrates a process for
identifying a new or additional wireless device or a
potential new or additional wireless device of a target
user based on one or more individual usage patterns
for the target user detected based on usage data
collected from a known wireless device of the target
user according to one embodiment of the present
disclosure.

Detailed Description

[0006] The embodiments setforth below represent the
necessary information to enable those skilled in the art
to practice the embodiments and illustrate the best mode
of practicing the embodiments. Upon reading the follow-
ing description in light of the accompanying drawing fig-
ures, those skilled in the art will understand the concepts
of the disclosure and will recognize applications of these
concepts not particularly addressed herein. It should be
understood that these concepts and applications fall with-
in the scope of the disclosure and the accompanying
claims.

[0007] Figure 1 illustrates a cellular communication
system 10 that includes a communication intercept sys-
tem 12 that utilizes individual usage patterns to identify
wireless devices that are being used by target users ac-
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cording to one embodiment of the present disclosure. As
used herein, a "target user" is a user for which commu-
nications are to be intercepted by the communication in-
tercept system 12. As illustrated, the cellular communi-
cation system 10 includes the communication intercept
system 12 and a cellular communication network 14. The
cellular communication network 14 generally operates to
provide cellular communication service to a number of
wireless devices 16-1 through 16-N. The wireless devic-
es 16-1 through 16-N are generally referred to herein
collectively as wireless devices 16 and individually as
wireless device 16. The cellular communication network
14 is any type of cellular communication network such
as, for example, a 3G or 4G cellular communication net-
work. Each of the wireless devices 16 is any type of wire-
less device served by the cellular communication net-
work 14 such as, for example, a mobile phone, a tablet
computer equipped with a cellular network interface, or
the like.

[0008] The communication intercept system 12 oper-
ates tointercept communications to and from target users
at the request of a requesting authority 18. The request-
ing authority 18 may be, for example, a law enforcement
agency, but is not limited thereto. More generally, the
requesting authority 18 is any individual or entity having
legal authority to intercept communications to and from
one or more particular users, which are referred to herein
as target users. In this particular embodiment, the com-
munication intercept system 12 includes an administra-
tion function 20 and a delivery function 22. The adminis-
tration function 20 operates to receive an intercept re-
quest from the requesting authority 18 that identifies a
target user 24 for which interception is desired. The in-
tercept request includes information that identifies a
known wireless device of the target user 24, which in this
example is the wireless device 16-1. In some embodi-
ments, the administration function 20 also verifies that
the requesting authority 18 is legally authorized to inter-
cept communications to and from the target user 24 by,
for example, requiring that the requesting authority 18
provide a valid warrant to intercept communications to
and from the target user 24.

[0009] Uponreceivingand,insome embodiments, ver-
ifying the intercept request, the administration function
20 sends an intercept request to one or more Intercept
Control Elements (ICEs) 26 in the cellular communication
network 14. The intercept request includes information
that identifies the known wireless device of the target
user 24, which again in this example is the wireless de-
vice 16-1. The ICEs 26 are generally network nodes in
the cellular communication network 14 that enable inter-
ception of communications to and from target users such
as the target user 24. For example, for a 3G cellular com-
munication network, the ICEs 26 may be 3G Mobile Serv-
ice Mobile Switching Center (MSC) servers, 3G Gateway
MSC servers, Serving General Packet Radio Service
(GPRS) Support Nodes (SGSNs), or Gateway GSNs
(GGSNSs). As another example, for a 4G cellular commu-
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nication network and in particular a Long Term Evolution
(LTE) or LTE-Advanced cellular communication network,
the ICEs 26 may be eNodeB, Mobility Management Entity
(MME), Serving Gateway (S-GW), Packet Data Network
Gateway (P-GW), or Home Subscriber Server (HSS).
[0010] In response to the intercept request from the
administration function 20 of the communication inter-
cept system 12, the ICEs 26 intercept communications
to and from the wireless device 16-1 of the target user
24 andreturn corresponding intercept data to the delivery
function 22 of the communication intercept system 12.
The delivery function 22 then returns the intercept data
to the requesting authority 18. The intercept data may
include, for example, the content of a call to or from the
wireless device 16-1 of the target user 24.

[0011] Inordertodetectotherwirelessdevices 16 used
by the target user 24, the communication intercept sys-
tem 12 also includes a data collection function 28, a us-
age pattern detection function 30, and a matching func-
tion 32. The data collection function 28 operates to collect
usage data from the wireless devices 16-1 through 16-
N and store the usage data in a usage data repository
34. Notably, the wireless devices 16-1 through 16-N may
be all wireless devices served by the cellular communi-
cation network 14 or a subset of all wireless devices
served by the cellular communication network 14. In this
example, the data collection function 28 collects the us-
age data via the ICEs 26, but is not limited thereto. For
each wireless device 16, the data collection function 28
collects one or more of the following: location information
that defines a geographic location of the wireless device
16 (e.g., Global Positioning System (GPS) data including
latitude and longitude data), gyroscope output data from
a gyroscope of the wireless device 16, accelerometer
output data from an accelerometer of the wireless device
16, electronic compass output data from an electronic
compass of the wireless device 16, application usage
information regarding use of applications executed on
the wireless device 16 by the corresponding user, game
usage information regarding use of games executed on
the wireless device 16 by the corresponding user, web
browsing information regarding web browsing activities
of the corresponding user, a call log for calls made and/or
received by the wireless device 16, a text messaging log
for texts sent and/or received by the wireless device 16,
or any combination thereof.

[0012] More specifically, the location information in-
cludes information that defines geographic locations at
which the wireless device 16 has been located and pref-
erably corresponding timestamps that define dates
and/or times of day that the wireless device 16 was lo-
cated at those geographic locations. The geographic lo-
cations of the wireless device 16 may be expressed using
any two-dimensional or three-dimensional representa-
tion such as, for example, latitude, longitude, and poten-
tially altitude obtained from a GPS receiver of the wireless
device 16, street address, point of interest (e.g., Walmart
Store #12345). The gyroscope output data preferably in-
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cludes readings output from a gyroscope of the wireless
device 16 that define an orientation of the wireless device
16 and, preferably, corresponding timestamps for those
readings. The accelerometer output data preferably in-
cludes readings output from an accelerometer of the
wireless device 16 and corresponding timestamps for
those readings. The electronic compass output data pref-
erably includes readings output from an electronic com-
pass that define a direction in which the wireless device
16 is pointing.

[0013] The application usage data generally defines
applications used by a user of the wireless device 16 and
preferably timing information that defines dates and/or
times of day that those applications were used by the
user. For example, the application usage data may in-
clude data that indicates that the user used an email ap-
plication executing on the wireless device 16 from 7:
30am to 8:00am on Wednesday April 11, 2012. In a sim-
ilar manner, the application usage data may include sim-
ilar data for other uses of the email application and/or
other applications executing on the wireless device 16.
In a similar manner, the game usage data generally de-
fines games played by the user on the wireless device
16 and preferably corresponding timing information that
defines dates and/ortimes at which the user played those
games. The web browsing information generally includes
information that defines web browsing activities of the
user of the wireless device 16 and preferably timing in-
formation for those web browsing activities. The web
browsing activities may include, for example, visiting a
website, logging into a web-based service (e.g., a social
networking website, a banking website, or the like), or
logging out of a web-based service.

[0014] The call log generally includes information that
identifies calls made and/or received by the wireless de-
vice 16. In one embodiment, the call log includes a list
of phone numbers called by the wireless device 16 and,
potentially, corresponding timestamps for the calls. Last-
ly, the texting log generally includes information that iden-
tifies other devices to which texts were sent by the wire-
less device 16 or from which texts were received by the
wireless device 16. In one embodiment, the texting log
includes a list of phone numbers to which texts were sent
and/or from which texts were received and corresponding
timestamps that indicate dates and times at which those
texts were sent/received.

[0015] The usage pattern detection function 30 gener-
ally operates to detect usage patterns for target users,
such as the target user 24, based on the usage data
collected for known wireless devices of the target users
and store those individual usage patterns for the target
user 24 in a usage patterns repository 36. In one embod-
iment, in response to receiving an intercept request from
the requesting authority 18 and, depending on the par-
ticular embodiment, verifying the intercept request, the
administration function 20 notifies the usage pattern de-
tection function 30 of a target user and a known wireless
device of the target user subject to the intercept request.
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Using the target user 24 as an example, the usage pattern
detection function 30 then processes the usage data col-
lected from the wireless device 16-1 (i.e., the known wire-
less device of the target user 24) to detect one or more
individual usage patterns for the target user 24 using any
suitable pattern detection algorithm. The usage pattern
detection function 30 may process usage data collected
from the wireless device 16-1 collected prior to and/or
after the intercept request to detect the one or more in-
dividual usage patterns for the target user 24. Further,
the amount of usage data processed may vary. For in-
stance, the amount of usage data may be all usage data
collected from the wireless device 16-1 or only usage
data collected from the wireless device 16-1 over several
days, weeks, months, or longer prior to and/or after re-
ceiving the receiving the intercept request for the target
user 24.

[0016] Ingeneral, the individual usage patterns detect-
ed forthe targetuser 24 may be any type of usage pattern
that can be detected based on the usage data collected
from the wireless device 16-1. For example, the usage
pattern detection function 30 may detectalocation-based
usage pattern that is a pattern of geographic locations
visited by the target user 24 and, in some embodiments,
times of the day and/or day(s) of the week that the target
user 24 visits those geographic locations. As another ex-
ample, the usage pattern detection function 30 may de-
tect a gyroscope-based usage pattern that is a pattern
of movement of the wireless device 16-1 and, in some
embodiments, times of the day and/or day(s) of the week
that the target user 24 makes those movements. In ad-
dition or alternatively, the gyroscope-based usage pat-
tern may include information that identifies triggering
events for the movements in the pattern (e.g., the target
user 24 typically moves the wireless device 16-1 in a
particular manner in response to receiving a call and typ-
ically moves the wireless device 16-1 in a different man-
ner in response to receiving a text message). In a similar
manner, an accelerometer-based usage pattern or an
electronic compass based usage pattern may be detect-
ed.

[0017] As yet another example, the usage pattern de-
tection function 30 may detect a pattern of usage for one
or more applications executing on the wireless device
16-1. This pattern of usage of the application(s) may in-
dicate, forexample, time(s) of the day, day(s) of the week,
and/or geographic location(s) at which the target user 24
uses the application(s). In a similar manner, the usage
pattern detection function 30 may detect a game usage
pattern for one or more games on the wireless device
16-1. The game usage pattern may indicate time(s) of
the day, day(s) of the week, and/or geographic location
(s) at which the target user 24 plays one or more games.
[0018] As a yet another example, the usage pattern
detection function 30 may detect a pattern of usage of a
web browser of the wireless device 16-1. The pattern of
usage of the web browser may indicate time(s) of the
day, day(s) of the week, and/or geographic location(s) at
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which the target user 24 uses the web browser and/or
visits particular website(s). The pattern of usage of the
web browser may additionally or alternatively indicate
patterns for other web-based activities such as logging
into particular websites, logging off particular websites,
posting on particular blogs, or the like.

[0019] As afinal example, the usage pattern detection
function 30 may detect a pattern of phone calls and/or
text messages for the wireless device 16-1. The pattern
of phone calls and/or text messages may, for example,
identify phone numbers called/texted from the wireless
device 16-1 and, potentially, time(s) of the day, day(s) of
the week, and/or geographical location(s) at which the
target user 24 calls and/or texts those phone numbers.
Similarly, the pattern of phone calls and/or text messages
may, for example, identify phone numbers that call and/or
text the target user 24 and, potentially, time(s) of the day,
day(s) of the week, and/or geographical location(s) at
which the target user 24 receives calls and/or texts from
those phone numbers.

[0020] The matching function 32 generally operates to
compare the usage data collected by the data collection
function 28 and stored in the usage data repository 34
to the individual usage patterns of the target users stored
in the usage patterns repository 36. When the usage data
collected from one of the wireless devices 16 matches
the one ormoreindividual usage patterns of a target user,
then that wireless device is identified as a wireless de-
vice, or potential wireless device, of the target user. Using
the target user 24 as an example, assume that the target
user 24 switches to wireless device 16-2 as illustrated in
Figure 1. After a sufficient amount of usage data is col-
lected from the wireless device 16-2, the matching func-
tion 32 will detect that the usage data collected from the
wireless device 16-2 matches the one or more usage
patterns of the target user 24 stored in the usage patterns
repository 36. The wireless device 16-2 is then identified
as a wireless device or a potential wireless device of the
target user 24. In this particular embodiment, the match-
ing function 32 sends an indication of the match to the
delivery function 22, which in turn notifies the requesting
authority 18 that the wireless device 16-2 has beeniden-
tified as a wireless device or a potential wireless device
ofthe target user 24. In addition or alternatively, the com-
munication intercept system 12 may then automatically
begin interception of communications to and from the
target user 24 on the wireless device 16-2.

[0021] Figure 2 is a flow chart that illustrates the oper-
ation of the communication intercept system 12 of Figure
1 to identify a new or additional wireless device or a po-
tential new or additional wireless device of the target user
24 according to one embodiment of the present disclo-
sure. First, the communication intercept system 12, and
specifically the administration function 20, receives an
intercept request from the requesting authority 18 to in-
tercept communications to and from the target user 24
(step 100). In response, the usage pattern detection
function 30 then detects one or more individual usage
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patterns for the target user 24 based on usage data col-
lected from a known wireless device of the target user
24, which for this discussion is the wireless device 16-1
(step 102). The one or more individual usage patterns
for the target user 24 are stored in the usage patterns
repository 36. The matching function 32 compares the
one or more individual usage patterns for the target user
24 to usage data collected from the other wireless devic-
es 16 (i.e., the wireless devices 16 other than the known
wireless device 16-1 of the target user 24) to identify one
of the other wireless devices 16 having usage data that
matches the one or more individual usage patterns of the
target user 24 to at least a predefined threshold degree
(step 104). The predetermined threshold degree may be
defined in any suitable manner. For example, the prede-
fined threshold degree may specified as a percentage
(e.g., 25%, 50%, or 75%) such that the individual usage
patterns of the target user 24 and the usage data of the
other wireless device must match to at least that percent-
age before a match is identified.

[0022] Inthisexample,the wirelessdevice 16-2isiden-
tified as having usage data that matches the one or more
individual usage patterns of the target user 24 to at least
the predefined threshold degree. In response, the com-
munication intercept system 12 notifies the requesting
authority 18 of the match (step 106). In one embodiment,
the communication intercept system 12 notifies the re-
questing authority 18 of the wireless device 16-2 and the
degree of match between the one or more individual us-
age patterns of the target user 24 and the usage data of
the wireless device 16-2. In another embodiment, the
communication intercept system 12 notifies the request-
ing authority 18 that the wireless device 16-2 has been
identified as a potential new or additional wireless device
of the target user 24 if the match is greater than a first
predefined threshold degree and less than a second pre-
defined threshold degree that is greater than the first pre-
defined threshold degree and notifies the requesting au-
thority 18 that the wireless device 16-2 is a new or addi-
tional wireless device of the target user 24 if the match
is greater than the second predefined threshold degree.
[0023] Optionally, the communicationinterceptsystem
12 automatically begins interception of communications
to and from the target user 24 at the wireless device 16-2
having usage data that sufficiently matches the one or
more individual usage patterns of the target user 24 (step
108). In one embodiment, the communication intercept
system 12 automatically begins interception of commu-
nication to and from the target user 24 at the wireless
device 16-2 in response to identifying the match in step
104.

[0024] However, in another embodiment, a second
higher threshold degree of match may be required before
automatically beginning interception of communications
to and from the target user 24 at the wireless device 16-2.
In an alternative embodiment, the communication inter-
cept system 12 begins interception of communications
to and from the target user 24 at the wireless device 16-2
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only after sending the notification in step 106 and then
receiving an intercept request from the requesting au-
thority 18 for the target user 24 at the wireless device
16-2.

[0025] The communication intercept system 12 de-
scribed herein is implemented in hardware or more pref-
erably a combination of hardware and software. For ex-
ample, the communication intercept system 12 may be
implemented as a server computer that executes appro-
priate software. Such software is stored on a non-transi-
tory computer-readable. Further, the communication in-
tercept system 12 may be implemented on a single hard-
ware node (e.g., a single server computer) or be distrib-
uted among multiple hardware nodes (e.g., distributed
over multiple server computers).

[0026] The following acronyms are used throughout
this disclosure.

¢ GGSN Gateway General Packet Radio Serv-
ice Support Node

* GPRS General Packet Radio Service

« GPS Global Positioning System

* HSS Home Subscriber Server

e |ICE Intercept Control Element

« LTE Long Term Evolution

« MME Mobility Management Entity

« MSC Mobile Switching Center

«  P-GW Packet Data Network Gateway

e SGSN Serving General Packet Radio Service
Support Node

¢ S-GW Serving Gateway

[0027] Those skilled in the art will recognize improve-

ments and modifications to the preferred embodiments
of the present disclosure. All such improvements and
modifications are considered within the scope of the con-
cepts disclosed herein and the claims that follow.

Claims

1. A method of operation of a communication intercept
system associated with a cellular communication
network, comprising:

detecting one or more individual usage patterns
for a target user based on usage data collected
from a known wireless device of the target user
served by the cellular communication network;
comparing the one or more individual usage pat-
terns for the target user to usage data collected
from a plurality of other wireless devices served
by the cellular communication network to iden-
tify a wireless device from the plurality of other
wireless devices thathas usage data that match-
es the one or more individual usage patterns of
the target user to at least a predefined threshold
degree; and
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taking one or more predefined actions with re-
spect to the wireless device that has usage data
that matches the one or more individual usage
patterns of the target user to at least the prede-
fined threshold degree.

The method of claim 1 wherein at least one of the
one or more individual usage patterns of the target
user is based on one or more of, and in particular at
least two of:

- location information collected from the known
wireless device of the target user, wherein the
location information optionally comprises lati-
tude and longitude data;

- gyroscope information collected from the
known wireless device of the target user;

- electronic compass information collected from
the known wireless device of the target user;

- accelerometer information collected from the
known wireless device of the target user;

- application usage information collected from
the known wireless device of the target user;

- game usage information collected from the
known wireless device of the target user;

- web browsing information collected from the
known wireless device of the target user;

- a call log for the known wireless device of the
target user; and

- a text messaging log for the known wireless
device of the target user.

The method of any of the preceding claims wherein
taking the one or more predefined actions comprises
notifying an authorized authority of the wireless de-
vice that has usage data that matches the one or
more individual usage patterns of the target user to
at least the predefined threshold degree.

The method of any of the preceding claims wherein
taking the one or more predefined actions comprises
automatically intercepting at least one of a group
consisting of: communications from the wireless de-
vice that has usage data that matches the one or
more individual usage patterns of the target user to
at least the predefined threshold degree as commu-
nications from the target user and communications
to the wireless device that has usage data that
matches the one or more individual usage patterns
of the target user to at least the predefined threshold
degree as communications to the target user.

The method of any of the preceding claims wherein
taking the one or more predefined actions compris-
es:

notifying an authorized authority of the wireless
device thathas usage data that matches the one
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or more individual usage patterns of the target
user to at least the predefined threshold degree;
and

automatically intercepting at least one of a group
consisting of: communications from the wireless
device that has usage datathat matches the one
or more individual usage patterns of the target
user to at least the predefined threshold degree
as communications from the target user and
communications to the wireless device that has
usage data that matches the one or more indi-
vidual usage patterns of the target user to at
least the predefined threshold degree as com-
munications to the target user.

6. The method of any of the preceding claims wherein
taking the one or more predefined actions compris-
es:

notifying an authorized authority of the wireless
device that has usage datathat matches the one
or more individual usage patterns of the target
user to at least the predefined threshold degree;
and

if the usage data of the wireless device matches
the one or more individual usage patterns of the
target user to at least a second predefined
threshold degree that is greater than the prede-
fined threshold degree, automatically intercept-
ing at least one of a group consisting of: com-
munications from the wireless device that has
usage data that matches the one or more indi-
vidual usage patterns of the target user to at
least the predefined threshold degree as com-
munications from the target user and communi-
cations to the wireless device that has usage
data that matches the one or more individual
usage patterns of the target user to at least the
predefined threshold degree as communica-
tions to the target user.

7. The method of any of the preceding claims further
comprising:

collecting the usage data from the known wire-
less device of the target user; and

collecting the usage data from the plurality of
other wireless devices.

8. The method of any of the preceding claims wherein
the plurality of other wireless devices is all other wire-
less devices served by the cellular communication
network.

9. The method of any of the preceding claims wherein
the plurality of other wireless devices is a subset of
all other wireless devices served by the cellular com-
munication network.
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10. A communication intercept system associated with
a cellular communication network, comprising:

one or more first communication interferences
configured to enable communication between
the communication intercept system and an au-
thorized authority;

one or more second communication interfaces
configured to enable the communication be-
tween the communication intercept system and
the cellular communication network; and

a processing sub-system associated with the
one or more first communication interfaces and
the one or more second communication inter-
faces that is configured to:

receive a communication intercept request
for a target user from the authorized author-
ity via the one or more first communication
interfaces;

collect, via the one or more second commu-
nication interfaces, usage data from a
known wireless device of the target user
served by the cellular communication net-
work;

detect one or more individual usage pat-
terns for the target user based on the usage
data collected from the known wireless de-
vice of the target user;

collect, via the one or more second commu-
nication interfaces, usage data from a plu-
rality of other wireless devices served by
the cellular communication network;
compare the one or more individual usage
patternsforthetarget userto the usage data
collected from the plurality of other wireless
devices to identify a wireless device from
the plurality of other wireless devices that
has usage data that matches the one or
more individual usage patterns of the target
user to at least a predefined threshold de-
gree; and

take one or more predefined actions with
respect to the wireless device that has us-
age data that matches the one or more in-
dividual usage patterns of the target user to
at least the predefined threshold degree.

11. The communication intercept system of claim 10
wherein at least one of the one or more individual
usage patterns of the target user is based on one or
more of, and in particular at least two of:

- location information collected from the known
wireless device of the target user, wherein the
location information optionally comprises lati-
tude and longitude data;

- gyroscope information collected from the
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known wireless device of the target user;

- accelerometer information collected from the
known wireless device of the target user;

- electronic compass information collected from
the known wireless device of the target user;

- application usage information collected from
the known wireless device of the target user;

- game usage information collected from the
known wireless device of the target user;

- web browsing information collected from the
known wireless device of the target user;

- a call log for the known wireless device of the
target user; and

- a text messaging log for the known wireless
device of the target user.

The communication intercept system of claim 10 or
11 wherein the one or more predefined actions com-
prise notifying the authorized authority of the wire-
less device that has usage data that matches the
one or more individual usage patterns of the target
user to at least the predefined threshold degree.

The communication intercept system of any of claims
10 to 12 wherein the one or more predefined actions
comprise automatically intercepting at least one of
agroup consisting of: communications from the wire-
less device that has usage data that matches the
one or more individual usage patterns of the target
user to at least the predefined threshold degree as
communications from the target user and communi-
cations to the wireless device that has usage data
that matches the one or more individual usage pat-
terns of the target user to at least the predefined
threshold degree as communications to the target
user.

The communication intercept system of any of claims
10 to 13 wherein the one or more predefined actions
comprise:

notifying the authorized authority of the wireless
device that has usage data that matches the one
or more individual usage patterns of the target
user to at least the predefined threshold degree;
and

automatically intercepting at least one of a group
consisting of: communications from the wireless
device that has usage data that matches the one
or more individual usage patterns of the target
user to at least the predefined threshold degree
as communications from the target user and
communications to the wireless device that has
usage data that matches the one or more indi-
vidual usage patterns of the target user to at
least the predefined threshold degree as com-
munications to the target user.
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15. The communicationinterceptsystem of any of claims

10 to 14 wherein the one or more predefined actions
comprise:

notifying the authorized authority of the wireless
device thathas usage data that matches the one
or more individual usage patterns of the target
user to at least the predefined threshold degree;
and

if the usage data of the wireless device matches
the one or more individual usage patterns of the
target user to at least a second predefined
threshold degree that is greater than the prede-
fined threshold degree, automatically intercept-
ing at least one of a group consisting of: com-
munications from the wireless device that has
usage data that matches the one or more indi-
vidual usage patterns of the target user to at
least the predefined threshold degree as com-
munications from the target user and communi-
cations to the wireless device that has usage
data that matches the one or more individual
usage patterns of the target user to at least the
predefined threshold degree as communica-
tions to the target user.
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