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Description

[0001] The present invention relates to a method of
detecting a jamming transmitter affecting a communica-
tion user equipment according to the preamble part of
claim 1. The present invention also relates to a device
configured to execute said method and a system of the
device with the user equipment with interfaces to the user
equipment and with an application, in particular to exe-
cute the method.

[0002] Contemporary cellular radio networks known
since many years are now meanwhile based on different
technologies. The broadest coverage still is held by the
global system for mobile communications according to
the so called GSM standard. A user equipment in such
cellular network can move freely and may be handled
over to various cells of the GSM networks as e.g. de-
scribed in GSM standard specification 3GPP ETSI TS
51.010 or the like.

[0003] Contemporary radio networks are based on a
cellular code division multiple access CDMA as e.g. re-
alized in the universal mobile telecommunication system
UMTS. Networks implementing these standards are in-
creasingly important for security applications like camera
systems or the like. Also other technologies are known
for use in a cellular radio network like TDMA based tech-
nologies like WCDMA, HSPA, EV-DO or the like
3G-(UMTS) technologies; CDMA based technologies
like 1IS-technologies or the like 2G, 3G technologies; and
LTE or WiMax based technologies and the like 4G-tech-
nologies. Generally, a user equipment in radio networks
can be subject of being affected by a jamming transmitter
- jamming in this context generally is performed by an
instrument preventing a user equipment from receiving
signals fromits base station. In use the jammer effectively
disables cellular phones mostly by broad frequency in-
terference with communication frequencies of the user
equipment at high power level. Whereas some jammer
applications are meant to be legal e.g in places where
phone calls are to be suppressed due to silence condi-
tions. Other jammers are applied during misuse e.g. to
interrupt security applications of user equipment or the
like. Jammers are available for jamming GSM- and also
UMTS-and LTE- frequencies. However, jamming detect-
ing and preventing solutions are known up to date basi-
cally only against GSM-jammers. In this regard, it should
be recognized that primary aim of an anti-jamming solu-
tion is to undoubtedly detect a jamming attack; however,
it is also desirable to prevent the same.

[0004] In WO2005/112321 a method for jamming de-
tection in a GSM mobile telecommunications network is
described comprising the steps of, at a user equipment
registered with the mobile telecommunications network:
a) measuring a signal power level in at least one of a
plurality of communication channels between the user
equipment and a base station within a band of operation
of the mobile telecommunications network; b) checking
whether the signal power level in said at least one com-
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munication channel is greater than a threshold MNPL
and, if so, attempting to decode a Base Station Identity
Code BSIC broadcast by the base station in said com-
munication channel; c) repeating steps a) and b) for a
certain number of channels; d) signaling a jammed con-
ditionreport JDR message to the base stationif said BSIC
cannot be decoded for said number DCMN of channels.
This method suffers from the fact that usually a signaling
of a jammed condition report JDR message to the base
station is not possible due to the jammed condition; thus
the jammed condition remains unanswered.

[0005] An anti-amming solution is known from WO
2007/019814 which however also is restricted to the
GSMstandard. Therein a method for detecting ajamming
transmitter affecting a communication terminal is de-
scribed wherein receipt radio channel signal levels are
evaluated at periodic intervals on a signalling channel.
In the case that the communication terminal detects a
radio channel signal level that exceeds a predefined
threshold value in the signalling channel but is neverthe-
less unable to decode a message content of a message,
then this state is interpreted as an interference state and
an alarm signal is emitted. The problem related with this
GSM anti-jamming solution is its fundament on a prede-
fined threshold value in the signalling channel and the
receipt of a message content. These features are some-
what specific for the GSM technology, however, less suit-
ed in the UMTS technology. More specifically it turns out
that an anti jamming solution in the frame of a cellular
code division multiple access based radio network is
much more demanding. The state of dealing with distur-
bances in a communication frequency band of a user
equipment is more or less a usual state of operation for
a user equipment within a cellular code division multiple
access based radio network. In particular, intracell and
intercell interferences are generally accepted ina CDMA
based radio network as long as a signal can be decoded.
Thus, the state of operation naturally is permanently dis-
turbed due to the CDMA based technology.

[0006] The specific reason is as follows: a communi-
cation user equipment UE and a number of base node
stations BNS are the basic components ofa CDMA based
radio network. The radio network RN may work in either
a frequency division duplex FDD or also a time division
duplex TDD mode. Once a communication link in a serv-
ing cell coverage area is provided between the commu-
nication user equipment and a serving base node station
sBNS a communication signal unit SU is correlated with
apseudonoise spread code SC in a serving cell coverage
area CA of a serving base node station and transmitted
as a pseudonoise chip CHI in a multiple shared commu-
nication frequency channel. Thus, interferences of mul-
tiple base node stations and user equipments in the com-
munication frequency channel are spectrally located be-
tween an upper frequency and a lower frequency of a
communication frequency band. Consequently, a broad
band "jamming like" interference in the multiple shared
communication frequency channel can not be consid-
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ered as an extraordinary event but is on the contrary part
of the usual state of operation. Such situation may also
occur each time the number of users changes in said
frequency band. The similar situation may also occur
when a user equipment has a comparatively large or a
comparatively small distance to a base node station. Also
a similar situation may occur when a user equipment is
in the reach of two base node stations in particular vice
versa when two user equipments belong to the same or
neighbouring cells of the CDMA based radio network. In
conclusion, an anti-jamming solution to be successfully
implemented in a CDMA based radio network technology
is more sophisticating.

[0007] In WO 00/62437 a concept for improving jam-
mer detection sensitivity in a CDMA based communica-
tion network is provided wherein spectral analysis data
are used to identify jamming signals having power spec-
tral density characteristics which are distinguishable from
those of legitimate subscriber transmissions in the wire-
less system’s frequency band. By using several base sta-
tions located near the jamming transmitter, and by com-
paring the power spectral densities received at those
base stations, the location of the jamming transmitter is
estimated. Additionally, such spectral analysis data is
used to detect aberrantreceive spectrum characteristics
which may indicate a hardware malfunction or failure.
The spectral analysis uses a model of a real-input-data
FFT and complex-input-data FFT for a CDMA signal
bandwidth C of approximately 1.25 MHz and is based on
the assumption that a jammer detection threshold will be
set relative to a "noise floor", and it can be concluded
that the jammer detection threshold will be the same for
the two cases of a FFT. The (in-band) power spectral
density P will be the same for either technique, with the
power spectral density equaling P/C. But because the
jammer power divided equally between a | and a Q
branch, the jammer power will be 3dB less for the real-
input-data FFT than in the case of the complex-input-
data FFT.

[0008] Nevertheless, generally and as compared tothe
above mentioned GSM solution of WO 2007/019814 and
WO02005/112321 a predefined threshold value for a sig-
nal level of a specific signalizing channel for a user equip-
ment per se cannot be defined. Either the channel and/or
the signal level is continuously changing depending on
the surroundings of the network. Also, amessage content
as such can not be received unless a pseudonoise
spread code is received by the communication user
equipment. Consequently, without pseudonoise spread
code neither transmission nor a content of a message is
possible unless - the pseudonoise spread code is known
to the user equipment.

[0009] In3GPP TS 25.133 in Chapter 4.2.2.1 a meas-
urement and evaluation of cell selection criteria S of a
serving cell is described, wherein the user equipment
shall measure the CPICH Ec/lo and CPICH RSCP level
of the serving cell and evaluate the cell selection criterion
S defined in 3GPP TS 25.304 ("UE Procedures in Idle
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Mode and Procedures for Cell Reselection in Connected
Mode"). After a certain period a user equipment is con-
sidered to be "out of service area" and shall perform ac-
tions accordingto 3GPP TS 25.331("RRC Protocol Spec-
ification"). On transition of the user equipment to another
cell and if a user equipment cannot find a suitable UTRA
cell, then it is considered to be "out of service area" and
shall perform actions according to 3GPP TS 25.331.
Thus, in principle, if no suitable cell according to its power
level is found, the user equipment shall be considered to
be out of service. This procedure demands for measuring
one or more power levels.

[0010] Although a jamming-detection concept can be
advantageously also be based identifying contents of
messages or on measuring power levels, primarily it is
desirable to have an anti-jamming concept which is less
dependent on sophisticated measurement of signal
strength or power and thus is more reliable. In particular
in a CDMA based radio network decoding and despread-
ing procedures have to be taken into account when a
comparison of power levels is taken as a basis for a
jamming-detection and could be avoided. Also, all the
above mentioned approaches suffer from the fact that a
jamming situation can only be detected rather than pre-
vented. However, jamming preventing solutions are high-
ly desirable for UMTS and also LTE standards.

[0011] In this regard, it should be recognized that pri-
mary aim of an anti-jamming solution is to undoubtedly
detect a jamming attack but nevertheless preventing the
same shall be possible as well. At least a rather early
detection of a jamming attack can help to prevent the
same. Usually, jamming results in a user equipment loos-
ing connection to the base station; thus camping of an
user equipment in the certain cell is no more possible.
Technically speaking, the user equipment falls back from
a connected mode to an idle mode. The above jamming
approaches have the aim to detect a jamming situation
only in the idle mode. It is known e.g. that the idle mode
still preserves certain operations as the user equipment
is still registered in the radio network, that is when the
user equipment (UE, also referred to as a mobile station
MS) is switched on but has no dedicated channel allo-
cated. Thus, the mobile station is not able to make or
receive a call. In particular certain idle mode tasks are
still possible to provide a radio subsystem link control.
As outlined above, a jamming detection in the idle mode
is rather late and thus limits the chances to prevent a
jamming situation.

[0012] Also, when --at a later time T2-- the ability to
receive a signal or camp on a cell is broken, it can only
be guessed, what had been the exact status and com-
munication conditionsat an earlier time T1-- prior to the
jamming occurred, i.e. at a time T1 where the UE/MS
was synchronized to a cell or received a certain message,
thus camping on a cell has been possible. Still, comparing
the overall received signal conditions of e.g. the unbiased
power for later time instants, might indicate that a power
is high but the ability to decode or receive a certain ded-
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icated signal or common signal transmitted by a BTS (in
GSM) or nodeB station (in CDMA) is not decodable.
Hence the result of this comparison can lead to the indi-
cation of jamming detection.

[0013] Neverthelessin certain circumstances a mobile
phone, module or M2M device needs to switch off its
receiver/radio frequency (RF) front-end, e.g. if carried by
an aircraft. Furthermore it needs to be noted that a similar
situation could occur, once an M2M device is switched
on for the first time. Hence, after switching on a receiver
of an user equipment and when the user equipment is
pending awhile inthe idle mode and then synchronization
to a cell is not achieved --although sufficient power for a
suitable cell is detected-- still no jamming indication can
reliably be provided; an undisturbed measurement or
threshold required in principle in the jamming detection
algorithms, still is missing. The lack of a mere power ref-
erence measurement at least partially precludes the us-
age of the above mentioned jamming algorithms. Indi-
cating jamming indeed could be misleading when de fac-
to a power level above a suitable level for the technology
used by the M2M device is detected, but said band or
channel would belong to a not supported technology or
a technology not supported in that band by the device.
l.e. in a search, when finding a band with high power and
being unable to detect or decode an associated commu-
nication technology by the UE itself; when this is the only
available information, using jamming detection algo-
rithms is not sufficient for so far to indicate a jamming
situation reliably. A solution for the above mentioned
problem in general, is in particular neither for leaving an
airplane mode and/or a temporary receiver inactivity nor
for the first activation, known yet.

[0014] Thisis where the invention comes in, the object
of which is to provide an improved method of detecting
a jamming transmitter affecting a communication user
equipment wherein the communication user equipment
and a number of base node stations are adapted to be
components of a cellular radio network like e.g. frequency
division duplex or time division duplex mode or GPRS
cellular radio network. In particular it is an object of the
invention to provide a method of detecting a jamming
transmitter rather early, in particular prior to the user
equipment falling back into the idle mode. A further object
of the invention is to provide an improved communication
module, in particular user equipment, adapted to execute
the method of detecting a jamming transmitter affecting
the communication user equipment, in particular to detect
the jamming situation already whilst the communication
user equipment is in a start up mode. In particular the
method and the communication module shall be adapted
to detect a jamming warning before a jammed situation
is to be accepted; in particular it shall be discriminated
between an out of service state of the user equipment
and a jamming warning situation. It is still another object
of the invention to provide such method and device with
a more elaborated anti-jamming concept allowing also
detection of a jamming transmitter on a broad frequency
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range. In particular it is an object of the invention to pro-
vide an effective and reliable method and device for de-
tecting a jamming transmitter affecting a communication
user equipment and while nevertheless being less de-
pendent on sophisticated measurement of signal
strength or power.

[0015] As regards the method, the object is achieved
by the method of the invention as claimed in claim 1.
[0016] As regards the device, the object is achieved
by particular preferred development of the user equip-
ment as claimed in claim 16.

[0017] A communication user equipment UE is adapt-
ed forcommunication with a component of a cellular radio
network RN having a number of user equipments UE and
a number of base node stations BNS. Preferably the cel-
lular radio network RN provides a synchronization chan-
nel SCH for synchronization of the user equipment UE
to a cell of the cellular radio network RN, and wherein
the detection device is provided in the neighborhood or
part of the user equipment. Said communication user
equipment UE and a number of base node stations BNS
are components of a cellular radio network RN, in par-
ticular in a code division multiple access CDMA based
radio network (like a frequency division duplex FDD or
time division duplex TDD mode) or a GPRS or LTE net-
work.

[0018] Preferably a pseudonoise spread code SC is
for spreading a communication signal unit SU and a syn-
chronization of the user equipment UE to a cell of the
cellular radio network RN is determined during a cell
search from a synchronization channel according to a
3G technology or other synchronization is provided in a
GPRS or the like 2G technology. In particular the cellular
radio network RN provides a synchronization channel
SCH for synchronizing and a dedicated channel DCH for
communicating, fora communication radiolink of the user
equipment UE to a cell of the cellular radio network RN
and the user equipment UE is in a start up mode of a
communication radiolink. Preferably the start up mode
comprises a synchronization mode and the communica-
tion radiolink is on a dedicated channel DCH and syn-
chronization cannot be established and/or a dedicated
channel DCH cannot be established.

[0019] Preferably a jamming detection device is pro-
vided in the neighborhood or part of the user equipment.
[0020] The invention starts from the consideration that
the user equipment per se and without further measures
cannot distinguish between a normal mode frequency
disturbance due to interferences originating from the CD-
MA system as outlined in the introduction on the one
hand and a loss of service availability due to external
disturbing factors which in the specific situation usually
cannot be fixed. Basically this also holds for all technol-
ogies in the start of a start up mode of a user equipment
when there is no reference for orientation. Basically for
detecting a jamming transmitter affecting a communica-
tion user equipment and while nevertheless being less
dependent on sophisticated measurement or compari-
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son of signal strength or power the invention provides an
alternative concept for nevertheless actively and reliably
detecting a jamming situation even in a start up mode is
suggested.

[0021] The instant concept of jamming detection
and/or warning according to the invention is based on
providing the user equipment UE in a start up mode of a
communication radiolink with the component of the radio
network RN. In the start up mode of said user equipment
(UE) it is determined that a connected mode of the com-
munication radiolink cannot be established.

[0022] Thus, according to the invention in the start up
mode of said user equipment UE the steps are provided:

- measuring a power level in the radiolink at least at
the predetermined frequency range, in particular in
at least the band and/or channel, and determining
whether the power level is above a threshold level
to establish a communication link.

[0023] On the other hand, preferably, measuring a
power level in the radiolink, in particular a band and/or
channel, and determining whether the power level is be-
low a threshold level to establish a communication link
can be used for providing an out-of-service indication.
[0024] Further, according to the invention in the start
up mode of said user equipment UE the steps are pro-
vided:

- receiving a location information with regard to a po-
sition of the communication user equipment;

- receiving a coverage information of deployment of
radio network at the position;

- indicating a jamming transmitter in case the cover-
age information is positive with regard to the sup-
ported communication capability of the user equip-
ment at the position of the communication user
equipment.

[0025] The invention starts from the consideration that
the problem of jamming detection due to the lack of an
undisturbed earlier or other reference signal can be trans-
ferred into another problem. Namely the invention rec-
ognized that the signal measured during a start up mode
(also referred to as idle mode) leading to an unsuccessful
connection attempt-although power which is detected
should be sufficient for connection-

- may be due to jamming
- orjustthe case of being in a location where the tech-
nologies supported by the UE are not deployed, i.e.

an out-of-service (OOS) situation.

[0026] Hence in that situation it is rather a location de-
termination problem e.g. the question is to be answered:
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Is a GSM mobile in Europe and currently jammed or in
Japan where GSM is not deployed?

[0027] In short terms, the invention follows in general
to combine the measurement on the power distribution
in the received band being unable to decode, with loca-
tion information compared to a stored list on the deploy-
ment of the technologies supported. Hence, if energy is
detected in a band and the band is designated to GSM
in that area e.g., it is likely that the M2M device is inter-
fered, i.e. jammed.

[0028] The method and developed configurations
thereof as outlined above may be implemented by digital
circuits of any preferred kind, whereby the advantages
associated with the digital circuits may be obtained. In
particular one or more method steps or features of the
method can be implemented by one or more means for
functionally executing the method step. A single proces-
sor or other unit may fulfil the functions of several means
recited in the claims - this in particular holds for a user
equipment according to the concept of the invention. The
concept also leads to a computer program product stor-
able on a storage device and adapted for executing the
method when executed on a device. The units of Power
Spectral Density (PSD) are extensively used in this doc-
ument. PSD is a function of power versus frequency and
when integrated across a given bandwidth, the function
represents the mean power in such a bandwidth- this
holds generally for GSM and CDMA. When the mean
power is normalized to (divided by) the chip-rate it rep-
resents the mean energy per chip, which is specific for
CDMA. Some signals are directly defined in terms of en-
ergy per chip, (DPCH_E_, E;, OCNS_E.and S-CCPCH_
E;) and others defined in terms of PSD (I, Iy, 1o and
Tor)- There also exist quantities that are a ratio of energy
per chip to PSD (DPCH_E /I, E//l,, etc.). This is the
common practice of relating energy magnitudes in com-
munication systems and can be used related to channels
for both GSM and CDMA based technologies; a channel
or chiprelated PSD is also referred to as a biased energy,
whereas the total wide power at an antenna is referred
to as unbiased power.

[0029] It can be seen that if both energy magnitudes
in the ratio are divided by time, the ratio is converted from
an energy ratio to a power ratio, which is more useful
from a measurement point of view. It follows that an en-
ergy value per chip of XdBm/3.84 MHz can be expressed
as a mean power per chip of X dBm. Similarly, a signal
PSD of Y dBm/3.84 MHz can be expressed as a signal
power of Y dBm.

[0030] E.g. DPCH - Ecl/lo is the ratio of the transmit
energy per PN (pseudonoise) chip of the DPCH (dedi-
cated physical channel) to the total transmit power spec-
tral density at the NodeB antenna connector. Ec/lo is the
ratio of the average transmit energy per PN chip for dif-
ferent fields or physical channels to the total transmit
power spectral density at the Node B antenna connector.
[0031] In general terms for 3G and 2G e.g. the Ec (re-
spectively RSCP)/ lo (respectively RSSI - total receive
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power) is the received energy per chip divided by the
power density inthe band. ’lo’ includes the power of spec-
ified cell as it indicates total receive power. As a result,
Ec/lo is deteriorated by increasing ’lo’.

[0032] The concept of the invention also leads to a de-
vice for a user equipment, in particular device reportingly
connectable to an application layer, configured to exe-
cute the method of detecting a jamming, affecting the
communication user equipment in a start up mode,
wherein the detection device has

- a power measuring unit adapted for measuring a
power level in the radiolink at least at the predeter-
mined frequency range, in particular in at least the
band and/or channel, and determining whether the
power level is above a threshold level to establish a
communication link;

- areceiving unit adapted for receiving a location in-
formation with regard to a position of the communi-
cation user equipment and adapted for receiving a
coverage information of deployment of radio network
at the position;

- acomparator for indicating a jamming transmitter in
case the coverage information is positive with regard
to the supported communication capability of the us-
er equipment at the position of the communication
user equipment.

[0033] Theconceptalsoleadstoa system ofthe device
and a communication user equipment (UE) adapted for
communication with a component of a cellular, in partic-
ular code division multiple access (CDMA) and/or TDMA
and/or LTE and/or GPRS based, radio network (RN) hav-
ing a number of user equipments (UE) and a number of
base node stations (BNS), in particular wherein the cel-
lular radio network (RN) provides a synchronization
channel (SCH) for synchronizing and a dedicated chan-
nel (DCH) for communicating, for a communication radi-
olink of the user equipment (UE) to a cell of the cellular
radio network (RN) and the user equipment (UE) isin a
start up mode of a communication radiolink, preferably
wherein the detection device is provided in the neighbor-
hood or part of the user equipment.

[0034] These aspects of the invention and further de-
velopments thereof are further outlined in the dependent
claims. Thereby the mentioned advantages of the pro-
posed concept are even more improved. In particular
several methods to serve as example for different ways
to retrieve the position location with or without additional
measurement are described.

[0035] Particular preferred the start up mode is an idle
mode. Most preferably the start up mode also comprises
a synchronization mode. The communication radiolink is
preferably on a dedicated channel (DCH). In particular
when a connected mode of the communication radiolink
cannot be established synchronization cannot be estab-

10

15

20

25

30

35

40

45

50

55

lished and/or a dedicated channel (DCH) cannot be es-
tablished.

[0036] In a particular preferred development one or
more good-reference parameters are provided for indi-
cating that the communication user equipment UE is ca-
pable of communicating in the cellular radio network RN
by means of a communication indicator as further param-
eter.

[0037] Particular preferred is that the location informa-
tion comprises determining a position of the communi-
cation user equipment. In particular determining compris-
es measuring or estimating. In particular receiving a cov-
erage information of deployment of radio network at the
position comprises receiving information with regard to
a specific location like a sub-way or the like out-of-service
(OOS) location. Preferably receiving a coverage infor-
mation of deployment of radio network at the position
comprises information about a communication technol-
ogy deployed, preferably from a stored data item, like
e.g. a stored list or the like.

[0038] According to a preferred development the fur-
ther steps are provided:

- measuring the radiolink atleast of predetermined fre-
quency range by providing a power distribution of
the radiolink at least of predetermined frequency
range,

- analyzing the power distribution in terms of a char-
acteristic item of the power distribution indicative of
at least the predetermined frequency range.

[0039] In a particular preferred development thus the
device for a user equipment further comprises:

- alink measuring unit adapted for measuring the ra-
diolink at least of predetermined frequency range by
providing a power distribution of the radiolink at least
of predetermined frequency range,

- ananalyzing unitfor analyzing the power distribution
in terms of a characteristic item of the power distri-
bution indicative of at least the predetermined fre-
qguency range.

[0040]
vided;

Also preferably in the method the steps are pro-

- retrieving acharacteristic feature of a position related
undisturbed power distribution of at least the prede-
termined frequency range, wherein

- the characteristic feature is associated with the an-
alyzed characteristic item of the measured power
distribution at the measured position, and

- comparing one or more characteristic features and
associated characteristic items and verifying wheth-
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er they do not correspond at least in a significant
degree and in case of non-correspondence, indicat-
ing a jamming transmitter.

[0041] Accordingly the device fora userequipment fur-
ther comprises preferably comprises:

- alocation measuring unit adapted for measuring a
position of the communication user equipment and
retrieving a characteristic feature of a position related
undisturbed power distribution of at least the prede-
termined frequency range, wherein

- the characteristic feature is associated with the an-
alyzed characteristic item of the measured power
distribution at the measured position; and

- a comparator adapted for comparing one or more
characteristic features and associated characteristic
items and verifying whether they do not correspond
at least in a significant degree and in case of non-
correspondence, indicating a jamming transmitter.

[0042] The power distribution is preferably afrequency
related power distribution wherein preferably the item
and feature is frequency related.

[0043] Preferably in a first aspect of development the
radiolink is measured for at least predetermined frequen-
cy range of one or more bands and/or channels and the
power distribution is analyzed at least in the predeter-
mined frequency range across a number of separate
bands and/or channels. More particular measuring the
radiolink provides an unbiased power distribution across
available communication bands and/or channels of the,
in particular entire, supported antenna range. This ap-
proach is rather easy to be implemented and can form
the basis for a certain variance analysis of e.g. generally
available bands and/or channels due to the separation
of bands and/or channels. Preferably the item is a vari-
ance of separate bands and/or channels and analyzing
the unbiased power distribution is in terms of a variance
of separate bands and/or channels.

[0044] Preferably in a first aspect of development the
radiolink is measured for at least predetermined frequen-
cy range of one or more bands and/or channels and the
power distribution is analyzed at least in the predeter-
mined frequency range inside of at least one band and/or
channel. More particular measuring the radiolink pro-
vides a biased power distribution in a supported commu-
nication band and/or channel of the communication ra-
diolink. This approach is particular reliable as also biased
band jammers can be detected. Preferably the item is a
shape like a dip, a width, a steepness and the like item
of distribution in the band and/or channel and analyzing
the biased power distribution is in terms of a said shape
and the like item of distribution in the band and/or chan-
nel. Also a characteristic feature and/or item can be ad-
ditionally or alternatively a technology parameter like a
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statement of technology supported frequencies relative
to a position of the user equipment.

[0045] Measuring the radiolink can be provided pref-
erably for one or more additional technology relevant pa-
rameters, wherein the technology is selected from the
group comprising:

- GSM based technologies like GPRS, EDGE and the
like 2G-technologies,

- TDMAbased technologies like WCDMA, HSPA, EV-
DO or the like 3G-(UMTS)technologies,

- CDMA based technologies like 1S-technologies or
the like 2G, 3G technologies,

- LTE or WiMax based technologies and the like 4G-
technologies.

[0046] A characteristic feature of a technology can be
retrieved from a preloading, stored, downloaded, or in-
use collected or the like gathered undisturbed power dis-
tribution, in particular in a list or the like look-up-table. In
particular a characteristic feature and/or item can be a
shape like dip, width, steepness and the like and/or tech-
nology parameter like a binary statement of technology
supported frequencies relative to a position of the user
equipment.

[0047] Preferably measuring a position of the commu-
nication user equipment provides for at least estimating,
in particular identifying, a location of the user equipment,
in particular by one or more of software, hardware or MMI
measures, in particular selected from the group compris-
ing of: MMI input, GPS module, cell measurement, sig-
naling run time or interference or the like measurement
adapted to provide some indication to an actual position
of the user equipment e.g. also those exemplified in the
detailed description.

[0048] For a more complete understanding of the in-
vention, the invention will now be described in detail with
reference to the accompanying drawing. The detailed de-
scription will illustrate and describe what is considered
as a preferred embodiment of the invention. It should of
course be understood that various modifications and
changes in form or detail could readily be made without
departing from the spirit of the invention. It is therefore
intended that the invention may not be limited to the exact
form and detail shown and described herein, nor to an-
ything less than the whole of the invention disclosed here-
in and as claimed hereinafter. Further the features de-
scribed in the description, the drawing and the claims
disclosing the invention may be essential for the invention
considered alone or in combination. In particular, any ref-
erence signs in the claims shall not be construed as lim-
iting the scope ofthe invention. The wording "comprising"
does not exclude other elements or steps. The wording
"a" or "an" does exclude a plurality. Whereas in the fol-
lowing the concept of the invention is exemplifying de-
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scribed by using the example of a CDMA based cellular
radio network and terminology assigned thereto, it should
nevertheless be understood that the general concept as
claimed is not restricted to a specific technology but,
also not explicitly mentioned in the example, embraces
also other kinds of technologies like GSM, LTE or the like.
[0049] In the drawing:

Fig. 1  shows a simplified symbolic graphic of a struc-
ture of a CDMA based radio network as an ex-
ample; nevertheless it should be understood
that the graphic in other form also basically
holds to address the start up (idle mode) and
jamming situation with regard toa GSM or LTE
based technology;

Fig. 2 isagraphicillustrating the correlation of a pseu-
donoise spread code SC with a communication
signal unit SU to provide a pseudonoise chip
CHI in a multiple shared communication fre-
quency channel of a CDMA based radio net-
work;

Fig. 3  a flow diagram illustrating the concept of the
invention, wherein a preferred combination is
exemplified of on the one hand a measurement
on the power distribution in the received band
unable to be decoded and on the other hand
with alocation information compared to a stored
list on the deployment of the technologies sup-
ported;

Fig. 4 a scheme of a module for illustrating the con-
cept of the invention on a device.

[0050] Fig. 1 shows in principle a cellular code division
multiple access CDMA based radio network RN. The ra-
dio network RN allows for several transmitters - here re-
ferred to as a user equipment UE - to send information
simultaneously over a single communication channel.
This allows several user equipments UE to share a band-
width of different frequencies. The CDMA based network
can employ a spread spectrum technology and a special
coding scheme - e.g. a frequency division duplex FDD
or time division duplex TDD mode can allow multiple us-
ers to be multiplexed over the same physical channel.
The spread spectrum signalling has a much higher data
bandwidth than the data being communicated. The CD-
MA based radio network RN provides a set of at least
one base node station - here e.g. the serving base node
station sBNS and the further base node station BNS,
which are within reach of the user equipment UE. E.g. a
communication link 1 in a serving cell #1 coverage area
CA1 of the sBNS#1 is provided between the communi-
cation user equipment #1 and the assigned serving base
node station sBNS#1. As the user equipment UE#1 is
also in the cell coverage area CA2 of the base node sta-
tion BNS#2, the base node station BNS#2 and the serv-
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ing base node station sSBNS#1 form an active set of base
node stations, which are both in reach of the user equip-
ment UE#1. In the present embodiment the sSBNS#1 has
the strongest communication link 1.

[0051] The communication link 1 is adapted for trans-
mitting a signal comprising multiple communication sig-
nal units SU between the communication user equipment
UE#1 and the serving base node station sBNS#1. As
exemplified in Fig. 2A the communication signal unit SU
forms the input of a spreading code operation, wherein
the signal unit SU is correlated with a pseudonoise
spread code sSC in the serving cell coverage area CA1
of the serving base node station sSBNS#1. The output
signal ofthe spreading code operation is a so called pseu-
donoise chip CHI formed by the spreading encryption
manipulating the original signal unit SU by means of the
serving spreading code sSC. This can be performed ei-
ther by an additive or multiplicative or other modified
spreading operation as in principle known in the art.
[0052] As a result, the pseudonoise chip CHI is trans-
mitted in a multiple shared communication frequency
channel as indicated in the communication link 1 of Fig.
1 and can be transmitted or received by the user equip-
ment UE#1 only when the serving pseudonoise spread
code sSC is known by the user equipment UE#1. Once,
the spreading code SC, i.e. the pseudonoise spread code
is known, a signal unit can be received or transmitted by
the user equipment UE#1.

[0053] The pseudonoise spread code SC is received
by the communication user equipment UE#1 as a serving
pseudonoise spread code sSC as shown in Fig. 1in a
so called serving downlink channel sCPICH. The CPICH
contains 150 bit in one UMTS radio frame, which are
either all zeros or in the case that space time transmit
diversity is employed is a pattern of alternating ones and
zeros for transmissions on the sBNS second antenna.
The first antenna of a base node station always transmits
all zeros for a CPICH. The CPICH downlink channel has
a constant power and is of a known bit sequence. Its
power is usually between 5 % and 15 % of the total BNS
transmit power. A common CPICH power is of 10 % of
the typical total transmit power of 43 dBm. The CPICH
can be used for measurements of signal quality.

[0054] As outlined in 3GPP ETSI TS25.214 during the
cell search, a user equipment UE searches for a cell and
determines the downlink spreading code and frame syn-
chronization of that cell. The cell search is typically car-
ried out in three steps:

Step 1: Slot synchronization

Step 2: Frame synchronization and code-group iden-
tification

Step 3: Spreading-code identification

[0055] During the third and last step of the cell search
procedure, the UE determines the exact primary spread-
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ing code used by the found cell. The primary spreading
code is typically identified through symbol-by-symbol
correlation over the CPICH with all codes within the code
group identified in the second step. After the primary
spreading code has been identified, the Primary CCPCH
can be detected. And the system- and cell specific BCH
information can be read. If the user equipment UE has
received information about which spreading codes to
search for, steps 2 and 3 above can be simplified. Once
the spreading code for a CPICH is known, the channel
can be used for measurements of signal quality, usually
with RSCP and E /I, as will be shown below. Timing and
phase estimations can also be made, providing a refer-
ence that helps toimprove reliability when decoding other
channels from the same Node B.

[0056] In the UMTS cellular communication system,
received signal code power RSCP denotes the power
measured by a receiver on a particular physical commu-
nication channel. It is used as an indication of signal
strength, as a handover criterion, in downlink power con-
trol, and to calculate path loss. In CDMA systems, a phys-
ical channel corresponds to a particular spreading code,
hence the same. While RSCP can be defined generally
for any CDMA system, it is more specifically used in
UMTS. Also, while RSCP can be measured in principle
on the downlink as well as on the uplink, it is only defined
for the downlink and thus presumed to be measured by
the UE and reported to the Node B.

[0057] Intheinstantembodiment, ajammer affects the
user equipment UE#1 by interfering with the multiple
shared communication frequency channel as located in
a communication frequency band. Frequency bands FB
| to XIX are known in the UMTS standard, each having
a bandwidth of approximately 60MHz. Each frequency
band comprises several communication frequency chan-
nels, each having a bandwidth of 5 MHz. For each fre-
quency channel, therefore the noise floor of approximate-
ly -110 dBm can be defined based on a relative noise
floor of -174 dBm/Hz. With this noise floor of -174 dBm/Hz
integrated via the bandwidth of 5 MHz (66dB) one can
calculate -174 dBm/Hz * 5MHz = - 174 dBm + 66 dB -
110 dBm.

[0058] A staple power for an out of jamming region
user equipment UE#10 is a piled up staple with a rather
small amount of CPICH power, a larger amount of signal
code power dedicated to the user equipment and a main
portion of shared signal power. The latter is used by sev-
eral user equipments in the same 5 MHz bandwidth of
the communication frequency channel. Nevertheless, in-
formation can be retrieved for each user equipment ac-
cording to the pseudonoise spread code provided by the
serving base node station and also the further base node
station to each of the user equipments.

[0059] Once the number of user equipments changes
in a coverage area CA1 of the service base node station
1 the shared signal power may vary rather often. How-
ever, as the serving pseudonoise spread code SSC is
available for the user equipment UE#10 even upon var-
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iation of the shared signal power, user equipment UE#10
can uphold the communication link to the serving base
node station sBNS#1. The reason for this is that even
upon variation of the shared signal power nevertheless
the CPICH power can be detected by the user equipment
UE#10. The CPICH power normally is located not more
than 24 dB below the upper level of the staple power.
Thus, due to the spread code gain (sf=256) value of ide-
ally not less than CPICH_Ec/lo=-24dB power and pseu-
donoise spread code SC can be detected by the user
equipment UE#10 during normal operation. Considering
real implementations the standard TS 25.133 requires
values of CPICH_Ec/lo not less than -20dB.

[0060] In the case the distance between serving base
node station sBNS#1 and user equipment UE#10 is di-
minished like e.g. the distance between sBNS#1 and
UE10 the cell selection criteria power parameters Ec/lo
ratio --in the standard denoted as CPICH Ec/lo as well
as the received signal code power CPICH RSCP will in-
crease-- thus overall the signal quality will increase. How-
ever, in the case the distance between UE#10 and
sBNS#1 is enlarged - e.g. by moving to UE#20 - the bi-
ased parameter Ec/lo, i.e. ratio CPIHC Ec/lo and the re-
ceived signal code power CPICH RSCP of the sBNS#1
will decrease but instead of those of the BNS#2 will in-
crease. Thus, upon a situation, the soft-handover may
occur between sBNS#1 and BNS#2 by moving UE#10
to UE#20. This situation is described e.g. in 3GPP
TS25.133.

[0061] Distinct from those normal operation interfer-
ences in the communication frequency channels is the
situation shown in Fig. 1 due to the presence of ajammer
J.

[0062] The presenceresultsina userequipment UE#1
received staple power. Additional to the CPICH power
the dedicated signal code and the shared signal power
a large pile of jamming power on top of the staple power
is detected by UE#1. The CPICH power therefore is not
anymore in the spread code gain and consequently can-
not be detected anymore. This situation is to be distin-
guished from the out of range situation as described in
TS25.133 chapter 4.2.2.1. Namely, in the presently de-
scribed situation of Fig. 1 the biased parameters are not
detectable whereas the unbiased parameters have in-
creased. The increase is due to the jamming power of
jammer J. In the "out of service area" situation the unbi-
ased parameters decrease as the biased parameters al-
so decrease.

[0063] In principle this situation can be used to detect
ajamming transmitter affecting the user equipment UE#1
when also an unbiased received wideband power within
the bandwidth of the communication user equipment re-
ceiver at the communication user equipment UE#1 an-
tenna connector is measured. Upon verifying the condi-
tion that the biased parameters --namely the Ec/lo and
RSCP-- are not detectable and the unbiased parameter
RSSI has increased a first indication of a jamming trans-
mitter is given.
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[0064] However, this demands for comparison of pow-
er levels of different points of time; namely before and
after the jamming situation. However, due to the time-
span in between the different points of time the user
equipment UE#1 may have fallen back into the idle mode
and thus loosing the communication link cannot be pre-
vented anymore. Also in a start up mode no earlier ref-
erence is available. According to the concept of the in-
vention this situation can be used already to provide an
effective concept of detecting a jamming transmitter af-
fecting the user equipment UE#1 without detecting and
comparing power levels.

[0065] In particular according to the concept of the in-
vention detection of a jamming situation is possible in a
start up mode of the user equipment, said communication
user equipment UE is adapted for communication with a
component of a cellular code division multiple access
CDMA based radio network RN having a number of user
equipments UE and anumber of base node stations BNS.
[0066] As a rather simple prerequisite it can be made
sure, that the user equipmentindeed is in a UMTS com-
munication modus and the received signal strength is a
signal of a CDMA based radio network. Here it is verified
whether a respective UMTS communication indicator is
set. E. g. a UMTS communication indicator can be on
hold by means of a binary value stored or some setting
of a user equipment which is indicative that the user
equipment is capable and in reach of a UMTS commu-
nication signal. However, this might not be available.
More importantly, as described in 3GPP TS 25.124
Chapter 4.3 in detail, for the dedicated channels DCH,
synchronisation primitives are used to indicate the syn-
chronisation status of radio links, both in uplink and down-
link. However such primitive might also be not executable
or may not work due to jamming in the start up phase.
[0067] The concept starts from the consideration that
the problem of jamming detection due to the lack of an
undisturbed earlier or other reference signal can be trans-
ferred into another question/problem. Namely the inven-
tion recognized that the signal measured during a start
up mode, in particular idle mode, leading to an unsuc-
cessful connection attempt-although power which is de-
tected should be sufficient for connection may be due to
jamming or just the case of being in a location where the
technologies supported by the UE are not deployed (out-
of-service OOS). Hence in that situation it is rather a lo-
cation determination problem i.e. the question: is a GSM
mobile in Europe and currently jammed orin Japan where
GSM is not deployed ? In short terms, the invention fol-
lows in general to combine the measurement on the pow-
er distribution in the received band being unable to de-
code, with location information compared to a stored list
onthe deployment of the technologies supported. Hence,
if energy is detected in aband and the band is designated
to GSM in that area e.g., it is likely that the M2M device
is interfered/jammed.

[0068] Besides the example named the concept gen-
erally embraces the general combination of a method for
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positioning in conjunction with measurements/decoding
attempts on UE receiver bands to evaluate whether said
radio bands are disturbed by purpose hence the so called
jamming to prevent said mobile from connection loss.
The jamming detection method of this approach is ex-
emplified with regard to the following Fig. 2 for combina-
tion of these aspects.

[0069] Fig. 2 shows a flow chart wherein in step S1 a
communication user equipment UE is provided without
powering such that in principle it is connectable to a cel-
lular radio network RN as depicted in Fig. 1 once pow-
ered. The communication in the network thus in principle
can be accomplished ina communication band on a com-
munication channel for a predetermined frequency
range, namely the frequency range of a dedicated chan-
nel DCH e.g.. In step S2 the communication user equip-
ment is in a switched off state UE RX off. This state usu-
ally occurs once the user equipment has been switched
off, namely a power source of the user equipment has
been disconnected or switched off. This sometimes is
provided during night times or when the user equipment
resides onanairplane or anotherlocation where no trans-
mission is necessary or allowed. In step S3 the user
equipment is switched on, this means a power source of
the user equipment is connected to a receiver of the an-
tenna of the user equipment. Thereby the user equipment
begins to work through the procedural steps of a start
up mode in order to arrive at an idle mode and for finally
achieving a connected mode of a communication radio
link with the component of the radio network. In step S4
a band and/or channel search is started as one proce-
dural step of the start up mode, wherein all frequency
bands for communication --as far as allowed by the ca-
pability of the user equipment-- are scanned by the re-
ceiver. In particular, in the example given in Fig. 1 the
available communication frequency bands may comprise
all UMTS communication frequency bands FB | to XIX.
However, depending on the capability of the user equip-
ment, further bands may be scanned within other tech-
nologies than the UMTS technology, e.g. GPRS or LTE
technology related frequency bands and/or channels
may be scanned. Thisis in particular the case when, e.g.,
the user equipment relies on a combination of UMTS and
GMS and a LTE technology.

[0070] A communication frequency of a synchroniza-
tion channel and/or dedicated channel in the end is spec-
trally located between an upper frequency and a lower
frequency of a communication frequency band, e.g. a
frequency band FB | to XIX as it is basically known for
the UMTS standard. The bands lie in the range of be-
tween 700 MHz to 2700 MHz; in the European Union e.g.
a frequency band | at 2100MHz is provided. The band
provides a duplex distance for uplink and downlink chan-
nel of 190 MHz and provides a sequence of channels of
60 MHz width. Thus, each duplex channel has a 5 MHz
width in a band. In LTE the number of duplex channels
increases and each has a width of 10 or 20 MHz. The
data rates in such kind of rather broad frequency chan-
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nels in UMTS standard are meanwhile upgraded accord-
ing to HSDPA or HSUPA. Longer term developments of
UMTS to 4G-speed increase for downlink to of 100
Mbits/sec and 50 Mbits for uplink.

[0071] Once a band and/or channel is successfully al-
located by the user equipment, the synchronization proc-
ess to a respective cell at the location of the user equip-
ment starts, as indicated above; the typical cell synchro-
nization and code identification is provided in step S5. If
this step is successful in the YES-path the user equip-
ment in step S6 can turn to normal operation which
means the user equipment is in idle mode and once a
dedicated channel e.g. a dedicated channel DPCCH for
voice or a dedicated data channel DPDCH for a data
transfer is synchronized, the user equipment is connect-
ed mode.

[0072] However, in the case, one or more steps of the
synchronization procedure to a synchronization channel
and/or a dedicated channel fails in step S5, then accord-
ing to the concept of the invention it is determined that a
connected mode of a communication radio link cannot
be established.

[0073] Thus, as a consequence, in step S7 a power
level in the radio link is measured for at least the prede-
termined frequency range of the channel or band. In the
embodiment a threshold level to establish a communica-
tion link is provided and it is determined whether the
measured power level is above the threshold level to es-
tablish a communication link. In this case if in step S7 a
measured power level is well below the threshold, then-
following the NO-path, in step S8 an OOS (out of service)
indication can be outputted. Thus, obviously the user
equipment is at a location wherein the power is too low
as to sulfficiently build up a communication link. A corre-
sponding transmit power control error can be outputted.
In step S9 for evaluating jamming a precondition is given
in if defined.

[0074] However,in the case of following the YES-path,
a power level measured is well above a threshold level
to establish acommunication link. This result will be taken
as an indication for jamming along the YES-path follow-
ing a step S7 with consideration of step S9. Thus, here
an Ec/lo value can be measured --as biased power-- e.g.
for a DPCH channel or DPCCH channel. Once, at least
one out of number of bands is detected with sufficient
power for a suitable cell connection the YES-path is to
be followed as follow-up of step S7.

[0075] In GSM or CDMA this can be a channel specific
RSCP value. However, also in step S7 the total received
wide band power can be measured like e.g. an RSSI
value. Although a wide band power measurement is less
indicative of a biased jamming situation in the band
and/or channel here a choice nevertheless is possible in
a varied embodiment.

[0076] In step S10 a position estimate is executed by
one or more of a number of preferred location means
which can be selected according to the demands of the
specific application. E.g. a GPS module or other meas-
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uring means can be used. Also a signal run time or in-
terference in a cell or the like cell measurement can be
used. Also, a location of the user equipment can be pro-
vided by means of an MMI (man machine interface) which
input can be used for further steps in the procedure.
[0077] According to a first aspect of the concept the
instant embodiment provides for a jamming detection us-
ing positioning. The firstaspect method as outlined above
can give the answer to the question of being in an area
with deployed technologies not supported by the UE or
being jammed can also be analyzed; positioning can be
achieved by using of systems which allow a global posi-
tioning analysis. Such modules are known as GPS or
radio services with regional pattern like WLAN (IEEE
802.11d-2001), world clock signals, i.e. in Germany the
DCF77 is in use at 77kHz having a coverage area of
2000km hence being remarkable for Europe.

[0078] E.g. IEEE 802.11d-2001 or 802.11d is an
amendment to the IEEE 802.11 specification that adds
support for "additional regulatory domains". This support
includes the addition of a country information element to
beacons, probe requests, and probe responses. The
country information elements simplifies the creation of
802.11 wireless access points and client devices that
meet the different regulations enforced in various parts
of the world. The amendment has been incorporated into
the published IEEE 802.11-2007 standard.

[0079] In the same manner as above using additional
hardware for positioning A-GPS has to be considered.
A-GPS should be world wide available, by the achieved
position it can be matched whether the radio communi-
cation is not available as technology not deployed or
jammed. If A-GPS is also received but not decidable too,
also this can be used as some jamming indication.
[0080] Generally beyond the instantembodimenta de-
vice for analyzing such jamming situations may be
equipped with additional hardware or connected to said
hardware being in the position for doing a location esti-
mate on every means that is available, and comparing
this to information identifying whether the supported tech-
nologies by the UE should be available in the determined
area. As aconsequence in case the UE detects that there
is power in y out of z supported receiver bands which
would be sufficient for having a suitable cell (a suitable
cell is defined as a cell which could provide a service
according to the radio conditions) it activates a hardware
being in the position to identify the global position with
one of the methods mentioned above, e.g. said world
time signal where the usage may be limited to one or
more of said signals. l.e. only for areas not supported or
for areas where a technology used by the UE is support-
ed. Furthermore if energy is detected in said band it
should belong to that technology.

[0081] Certainconfidence levelsin case ofradio shape
analysis and/or variance analysis may be provided/cal-
culated.

[0082] Instep S9asecond condition is provided by the
step S11 of evaluating to be in area of location --as de-
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termined by the position estimate-- where coverage in
one of the bands and/or channels should be available.
Thus the at least predetermined frequency of the radio
link as measured and identified with X mentioned above
is identified to have sufficient power for a suitable cell
connection and also should be available at the location
of the user equipment. As a consequence in step S12
in general it can be determined that at the actual location
with coverage is provided for built up of a communication
connection in the predetermined frequency range.
[0083] However, to make this conclusion more reliable
the concept of the invention provides a second aspect.
Therein, according to step S13 a data base or the like is
provided with technologies supported regions in certain
bands in countries ITU. The characteristic feature of un-
disturbed power distribution of atleast the predetermined
frequency range according to the technology supported
in the countries ITU regions can be used for identifying
and associating the measured power distribution in step
S13. Those are available for making a reliable decision
in step S12. As it will be clear from the details following
the power distribution measured in S12, a power distri-
bution can be analyzed in terms of characteristic items
of the power distribution indicative of at least the prede-
termined frequency range.

[0084] According to a second aspect of the concept
the instant embodiment provides for detection by identi-
fying normal bands according to ITU (international tele-
communications union) in step S13. An M2M receiver
itself has in a possible scanning mode a broader recep-
tion capability than the radio chip which is the limiting
factorfor the supported technologies carrying the spread-
ing modulation and coding schemes of the communica-
tion technology within the M2M device; this means a re-
ceiver has the ability to receive the unbiased power in a
large frequency spectrum and analyzing the energy dis-
tribution over the supported frequency range. It needs to
be noted that according to WARC each ITU region has
its own band plan and technologies being deployed there.
Hence an undisturbed area in such a region shows a
certain characteristic especially recognizable in the area
where the transmitter of base-stations are operating. In
these areas there will be a certain power distribution with
a certain variance as not all bands are used in one place
(e.g. there is a re-use for GSM). In addition the duplex
technologies also have certain characteristics for receive
and transmit bands. However, in a jamming signal the
variance between separate channels is lower.

[0085] Hence, according to the conceptuponreception
of signals in the supported bands/technologies being
above the level that is required for a suitable/detectable
cell the mobile shall analyze the unbiased power of the
entire range supported by its receiver and compare the
shape to stored references of undisturbed WARC areas
having different deployments or basic characteristics.
[0086] In a more advanced state the variance meas-
ured across the bands supported by the UE shall be an-
alyzed. Jammed UE receiver bands have a higher nearly
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equal power distribution whilst BS transmitter bands due
tore-use and coverage assumptions rather have a higher
variance. Not all carriers are used in an area and even
if so the power is different due to deployment of the base
stations in different distances from the receiver.

[0087] Consequently, within step S12, one or more
characteristic features of a position related undisturbed
power distribution can be compared with a characteristic
item of a measured power distribution according to a cor-
responding analysis in the at least predetermined fre-
quency range. Generally --in the case the characteristic
features and associated characteristic items do not cor-
respond at least in a significant degree-- in step S12 a
reliable conclusion can be taken that a jamming trans-
mitter is affecting the communication user equipment.
[0088] As a follow up in the YES- path in step S13 a
jamming indication can be given e.g. to an application in
step S14. The application in step S14 may use this infor-
mation for further measures, e.g. by outputting a warning
or providing safety measures to protect a user equipment
within an M2M system.

[0089] The process as such or relevant parts as de-
scribed may be activated or deactivated.

[0090] Generally the concept can be implemented with
a method of combining radio measurements and posi-
tioning analysis for jamming detection, a device support-
ing said functionality, a computer program executing
such functionality, an internal or external application con-
trolling and triggering such method, a service centre pro-
viding support for such a method, any instance in or con-
nected to the device supporting the method. Arespective
device is shown schematically in Fig. 3.

[0091] The user equipment 100 comprises a module
10 for mobile communication with cellular radio network
RN via an air interface, namely by means of an antenna
20 connectedtoareceiver. Thereceiverand also a power
source for powering the user equipment is not shown in
detail. The user equipment is provided with a SIM card
1 forauthentication inthe radio network RN and a storage
means 2. Further the user equipment 100 has an inter-
face connection 30 between the module 20 and an ap-
plication 40. On the interface connection 30 AT-com-
mands can be transmitted for signaling between the mod-
ule 20 and the application 40. The application 40 can be
realized by means of a software- or hardware-layer, in
particular by any kind of device for connection to the cel-
lular network by the module 10. E.g. the application 40
can be formed by some kind of a sensor- or supervision-
device or metering device or other apparatus.

[0092] In particular, the interface connection 30 can be
used for transmitting a jamming warning and/or jamming
detectionindication to an application 40 once the module
10 has detected a jamming transmitter by means of the
method described above. The module 10 thus is adapted
for executing one or more method steps according to the
embodiment shown in Fig. 3. In particular, the module
10 provides a power measuring unit 11 and a power anal-
ysis unit 12. Further, the module provides for a link meas-
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uring unit 13 and a link analyzing unit 14. Last but not
least the module 10 also provides a location measuring
unit 15 and a location analyzing unit 16.

[0093] The power measuring unit 11 is adapted for
measuring a power level in the radio link via the antenna
20 and a corresponding receiver sensory for a power
level in the radio link at least at the predetermined fre-
quency range, namely in particular in at least the band
and/or channel as found during cell search. An analyzing
unit 12 provides for a comparator measure for determin-
ing whether the power level measured is above a thresh-
old level to establish a communication link. A respective
threshold level can e.g. be stored in the storage means
2 or be submitted to the module 10. A respective thresh-
old level also can be stored according to a setting or other
received network frame.

[0094] The link measuring unit 13 is adapted for meas-
uring the radio link at least at the predetermined frequen-
cy range by providing a power distribution of the radio
link at least of a predetermined frequency range. The
power distribution can be provided as a function of fre-
quency and is transferred to the analyzing unit 14 of the
module 10. The analyzing unit 14 is adapted for analyzing
the power distribution in terms of a characteristic item of
the power distribution indicative of at least the predeter-
mined frequency range. Thus, in the analyzing unit 14
the width, steepness, dips and the like shape parameters
of the power distribution can be determined. Also in par-
ticular a dip or gap in the distribution can be determined
to result from the duplex distance between an uplink and
downlink channel or other separation of channels; thus
is an important feature / item to discriminate between an
undisturbed power spectrum and a jamming spectrum.
Further, the analyzing unit can also provide further char-
acteristic features which have no direct relation to the
frequency; but nevertheless all of these shape features
can be used to characterize the power distribution with
essential and mostly strong features thereof.

[0095] A location measuring unit 15 is adapted for
measuring a position of the communication user equip-
ment as indicated above. An analyzing location unit 16
is adapted for retrieving a characteristic feature of a po-
sition related undisturbed power distribution of at least
the predetermined frequency range. The undisturbed lo-
cation related power distribution e.g. can be stored di-
rectly in the SIM card 1 but also in a storage means 2 of
the user equipment.

[0096] As shown in Fig. 3 the storage 2 of lookup in-
formation can be accomplished. In case of the usage of
stored pre-knowledge information i.e. received unbiased
power radio shape analysis, said information is stored
on the SIM card 1 or within the UE 100 itself. The infor-
mation matching the current position with the areas
where the supported technologies by the UE are provided
can be done by stored information held in the UE. Either
inthe UE directly orinthe SIM card. I.e. in which countries
are the supported bands designated to e.g. GSM,; this is
a simple table.
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[0097] All relevant parameters used may be settable
by AT commands and updatable via AT commands or
radio communication. l.e. in case of radio shape analysis
when the target is known of an aircraft delivery the ex-
pected undisturbed radio shape of power distribution
could be send to the UE 100 via radio communication
from a service centre which in case of conditions as
above come true may be used for said analysis.

Claims

1. Method of detecting a jamming transmitter, affecting
a communication user equipment, wherein

- said communication user equipment (UE) is
adapted for communication with a component
of a cellular radio network (RN) having a number
of user equipments (UE) and a number of base
stations (BNS) for communication in a commu-
nication band on a communication channel of
predetermined frequency range,

- providing the user equipment (UE) in a start up
mode for achieving a connected mode of a com-
munication radiolink with the component of the
radio network (RN), wherein in the start up mode
of said user equipment (UE) itis determined that
a connected mode of the communication radi-
olink cannot be established, and wherein the
steps are provided:

- measuring a power level in the radiolink at least
at the predetermined frequency range, in partic-
ular in at least the band and/or channel, prefer-
ably communication channel, and determining
whether the power level is above a threshold
level to establish a communication link;

- receiving a location information with regard to
a position of the communication user equip-
ment;

- receiving a coverage information of deploy-
ment of radio network at the position;

- indicating a jamming transmitter in case the
coverage information is positive with regard to
the supported communication capability of the
user equipment at the position of the communi-
cation user equipment.

2. Method according to claim 1, wherein one or more
good-reference parameters comprise indicating that
the communication user equipment (UE) is capable
of communicating in the cellular radio network (RN)
by means of a communication indicator as further
parameter.

3. Method accordingto claim 1 or 2 wherein the location
information comprises determining, preferably
measuring or estimating, a position of the commu-
nication user equipment.
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Method according to one of the preceding claims
wherein receiving a coverage information of deploy-
ment of radio network at the position comprises re-
ceiving information with regard to a specific location
like a sub-way or the like out-of-service (OOS) loca-
tion.

Method according to one of the preceding claims
wherein receiving a coverage information of deploy-
ment of radio network at the position comprises in-
formation about a communication technology de-
ployed, preferably from a stored data item, like e.g.
a stored list or the like.

Method according to one of the preceding claims fur-
ther comprising the steps of:

- measuring the radiolink at least of a predeter-
mined frequency range by providing a power dis-
tribution of the radiolink at least of predeter-
mined frequency range,

- analyzing the power distribution in terms of a
characteristic item of the power distribution in-
dicative of at least the predetermined frequency
range.

Method according to one of the preceding claims fur-
ther comprising the steps of:

- retrieving a characteristic feature of a position
related undisturbed power distribution of at least
the predetermined frequency range, wherein

- the characteristic feature is associated with the
analyzed characteristic item of the measured
power distribution at the measured position, and
- comparing one or more characteristic features
and associated characteristic items and verify-
ing whether they do not correspond at least in a
significant degree and in case of non-corre-
spondence, indicating a jamming transmitter.

Method as claimed in one of the preceding claims
wherein the radiolink is measured for at least prede-
termined frequency range of one or more bands
and/or channels and the power distribution is ana-
lyzed at least in the predetermined frequency range
across a number of separate bands and/or channels.

Method as claimed in one of the preceding claims
wherein measuring the radiolink provides an unbi-
ased power distribution across available communi-
cation bands and/or channels of the, in particular en-
tire, supported antenna range, in particular wherein
the item is a variance of separate bands and/or chan-
nels and analyzing the unbiased power distribution
is in terms of a variance of separate bands and/or
channels.
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Method as claimed in one of the preceding claims
wherein the radiolink is measured for at least prede-
termined frequency range of one or more bands
and/or channels and the power distribution is ana-
lyzed at least in the predetermined frequency range
inside of at least one band and/or channel.

Method as claimed in one of the preceding claims
wherein measuring the radiolink provides an biased
power distribution in a supported communication
band and/or channel of the communication radiolink,
in particular wherein the item is a shape of distribu-
tion in the band and/or channel and analyzing the
biased power distribution is in terms of a shape of
distribution in the band and/or channel.

Method as claimed in one of the preceding claims
wherein measuring a power level in the radiolink, in
particular a band and/or channel, and determining
whether the power level is below a threshold level
to establish a communication link is for providing an
out-of-service indication.

Method as claimed in one of the preceding claims
wherein measuring the radiolink provides one or
more additional technology relevant parameters,
wherein the technology is selected from the group
comprising:

- GSM based technologies like GPRS, EDGE
and the like 2G-technologies,

- TDMA based technologies like WCDMA,
HSPA, EV-DO or the like 3G-(UMTS)technolo-
gies,

- CDMA based technologies like 1S-technolo-
gies or the like 2G, 3G technologies,

- LTE or WiMax based technologies and the like
4G-technologies.

Method as claimed in one of the preceding claims
wherein a characteristic feature is retrieved from a
preloading, stored, downloaded, or in-use collected
or the like gathered undisturbed power distributions,
in particular in a list or the like look-up-table.

Method as claimed in one of the preceding claims
wherein determining a position of the communication
user equipment provides for at least estimating, in
particular identifying, a location of the user equip-
ment, in particular by one or more of software, hard-
ware or MMI measures, in particular selected from
the group comprising of: MMI input, GPS module,
cell measurement, signaling run time or interference
or the like measurement.

Device for a user equipment, in particular device re-
portingly connectable to an application layer, config-
ured to execute the method of detecting a jamming,
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affecting the communication user equipment in a
start up mode as claimed in any of the claims 1 to
14, wherein the detection device has

- a power measuring unit adapted for measuring %
a power level in the radiolink at least at the pre-
determined frequency range, in particular in at
least the band and/or channel, and determining
whether the power level is above a threshold
level to establish a communication link; 10
- a link measuring unit adapted for measuring

the radiolink at least of predetermined frequency
range by providing a power distribution of the
radiolink at least of predetermined frequency
range, 15
- an analyzing unit for analyzing the power dis-
tribution in terms of a characteristic item of the
power distribution indicative of at least the pre-
determined frequency range;

- a location measuring unit adapted for measur- 20
ing a position of the communication user equip-
ment and retrieving a characteristic feature of a
position related undisturbed power distribution

of at least the predetermined frequency range,
wherein 25
- the characteristic feature is associated with the
analyzed characteristic item of the measured
power distribution at the measured position;

- a comparator adapted for comparing one or
more characteristic features and associated 30
characteristic items and verifying whether they

do not correspond at least in a significant degree

and in case of non-correspondence, indicating

a jamming transmitter.
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