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Description

TECHNICAL FIELD

[0001] The invention relates to protection of informa-
tion in distributing series data.

RELATED ART

[0002] Technologies for protecting information are
known (refer to Patent Documents D1 to D5).

Patent Document 1: JP-A-1992-358436
Patent Document 2: JP-A-2008-245145
Patent Document 3: JP-A-2006-246166
Patent Document 4: JP-A-2006-185096
Patent Document 5: JP-A-2007-78739

SUMMARY

[0003] None of Patent Documents 1 to 5 relates to pro-
tection of information communicated between plural ap-
plications in a single information-processing device.
[0004] The invention provides protection of information
communicated between plural applications.
[0005] According to one aspect of the invention, there
is provided an information-processing device including:
an exchanging unit that exchanges data between a plu-
rality of applications; a receiving unit that receives a plu-
rality of data sets that are sequentially distributed, each
of the plurality of data sets including at least one sub data
set, a plurality of predetermined sub data sets included
in a plurality of data sets forming series data; a first gen-
erating unit that generates, for a first target sub data set,
a dummy data set according to a certain probability ratio
if the receiving unit receives a data set included in the
series data, the dummy data set being different from the
first target sub data set, the first target sub data set being
a sub data set to be processed and selected from the at
least one sub data set; a second generating unit that
generates authentication information based on a second
target sub data set, the second target sub data set being
a sub data set or a dummy data set to be processed and
selected from among the at least one sub data set and
the generated sub data set; and a first providing unit that
provides data via the exchanging unit, the data including
the second target sub data and the authentication infor-
mation generated by the second generating unit.
[0006] According to the information-processing de-
vice, series data communicated between plural applica-
tions can be protected.
[0007] The probability ratio may be determined de-
pending on a source of the series data.
[0008] According to the information-processing de-
vice, a strength of protection can be changed in response
to a source of series data.
[0009] The information-processing device may further
include a second providing unit that provides  a clock,

wherein the second generating unit is adapted to gener-
ate the authentication information based on the second
target sub data set and the clock provided by the second
providing unit.
[0010] According to the information-processing de-
vice, a possibility of identifying dummy data by a mali-
cious third party can be decreased.
[0011] The first providing unit may provide the data via
the exchanging unit, with the data to which the authenti-
cation information generated by the second generating
unit being unencrypted.
[0012] According to the information-processing de-
vice, an application that receives data can process the
data without decrypting the data.
[0013] The second generating unit may generate one
item of the authentication information for a plurality of
sub data sets.
[0014] According to the information-processing de-
vice, an amount of data can be decreased compared with
a case where a sub data set and an item of authentication
information are provided on a corresponding one by one
basis.
[0015] The one item of the authentication information
includes information for identifying valid sub data sets
from a corresponding plurality of sub data sets.
[0016] According to the information-processing de-
vice, a single data set can include a valid sub data set
and a dummy data set.
[0017] According to another aspect of the invention,
there is provided an information-processing device in-
cluding: an exchanging unit that exchanges data be-
tween a plurality of applications; a relaying unit that relays
a plurality of data sets that are sequentially distributed,
each of the plurality of data sets including at least one
sub data set, a plurality of predetermined sub data sets
included in a plurality of data sets forming series data; a
client unit that processes the series data, wherein the
relaying unit includes: a receiving unit that receives the
series data; a first generating unit that generates, for a
first target sub data set, a dummy data set according to
a certain probability ratio if the receiving unit receives a
data set included in the series data, the dummy data set
being different from the first target sub data set, the first
target sub data set being a sub data set to be processed
and selected from the at least one sub data set; a second
generating unit that generates authentication information
based on a second target sub data set, the second target
sub data set being a sub data set or a dummy data set
to be processed and selected from the at least one sub
data set and the generated sub data set; and a first pro-
viding unit that provides data via the exchanging unit, the
data including the second target sub data and the au-
thentication information generated by the second gener-
ating unit, the client unit includes: an obtaining unit that
obtains the data via the data exchanging unit; a verifying
unit that verifies the authentication information included
in the data obtained by the obtaining unit; and a process-
ing unit that processes the data verified by the verifying
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unit, and the first generating unit is adapted to generate
the dummy data set according to a certain probability
ratio if the receiving unit receives a data set included in
the series data.
[0018] According to the information-processing de-
vice, series data communicated between the  relaying
application unit and the client application unit can be pro-
tected.
[0019] According to yet another aspect of the invention,
there is provided a computer-readable storage medium
storing a program causing a computer device to execute
a process, the process including: exchanging data be-
tween a plurality of applications via an exchanging unit;
receiving a plurality of data sets that are sequentially dis-
tributed, each of the plurality of data sets including at
least one sub data set, a plurality of predetermined sub
data sets included in a plurality of data sets forming series
data; generating, for a first target sub data set, a dummy
data set according to a certain probability ratio if a data
set included in the series data is received, the dummy
data set being different from the first target sub data set,
the first target sub data set being a sub data set to be
processed and selected from the at least one sub data
set; generating authentication information based on a
second target sub data set, the second target sub data
set being a sub data set or a dummy data set to be proc-
essed and selected from the at least one sub data set
and the generated sub data set; and providing data via
the exchanging unit, the data including the second target
sub data and the generated authentication information.
[0020] According to the storage medium, series data
communicated between plural applications can be pro-
tected.
[0021] According to yet another aspect of the invention,
there is provided an information-processing method in a
computer device including a data exchanging unit that
exchanges data between a plurality of applications, the
method including: receiving a plurality of data sets that
are sequentially distributed, each of the plurality of data
sets including at least one sub data set, a plurality of
predetermined sub data sets included in a plurality of
data sets forming series data; generating, for a first target
sub data set, a dummy data set according to a certain
probability ratio if a data set included in the series data
is received, the dummy data set being different from the
first target sub data set, the first target sub data set being
a sub data set to be processed and selected from the at
least one sub data set; generating authentication infor-
mation based on a second target sub data set, the second
target sub data set being a sub data set or a dummy data
set to be processed and selected from the at least one
sub data set and the generated sub data set; and pro-
viding data via the exchanging unit, the data including
the second target sub data and the generated authenti-
cation information.
[0022] According to the method, series data commu-
nicated between plural applications can be protected.

EFFECT OF THE INVENTION

[0023] The present invention provides protection of da-
ta communicated between plural applications.

BRIEF DESCRIPTION OF THE DRAWINGS

[0024] Exemplary embodiments will be described with
reference to the following drawings, wherein:

FIG. 1 shows an example of a functional configura-
tion of information distributing system 5 in accord-
ance with a related art;
FIG. 2 schematically shows an example of data dis-
tributed by server device 10;
FIG. 3 shows an example of a functional configura-
tion of information distribution system 1 according to
one exemplary embodiment;
FIG. 4 shows an example of a hardware configura-
tion of client device 20;
FIG. 5 shows an example of a software configuration
of client device 20;
FIG. 6 shows an example of a flowchart illustrating
an operation of client device 20;
FIG. 7 shows an example of data to which authenti-
cation information is added;
FIG. 8 shows an example of data provided by relay-
ing application 252;
FIG. 9 shows an example of authentication informa-
tion according to modification 6; and
FIG. 10 shows another example of authentication
information according to modification 6.

DETAILED DESCRIPTION

1. Outline

[0025] FIG. 1 shows an example of a functional con-
figuration of information distributing system 5 according
to a related art. Information-processing system 5 includes
server device 10 and client device 50. Server device 10
distributes series data. Here, "series data" is a series of
data sets sequentially distributed, and has semantics (or
increases semantics) by being displayed or analyzed se-
quentially. The series data includes, for example, market
information in a financial market. Here, stock price in a
stock market is used as an example of the market infor-
mation. The stock price varies from hour to hour, depend-
ing on a condition of the market. A user who deals in
stocks predicts a future price based on temporal altera-
tion of the stock price so as to determine whether to sell
or buy a stock. For example, if there exists information
showing only that a price of a stock at a point in time is
1,000 Japanese yen, the information is of no use in de-
termining whether to sell or buy the stock. The semantics
of the information differ between a case where a price
decreases to 1,000 Japanese yen and another case
where a price increases to 1,000 Japanese yen.
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[0026] FIG. 2 schematically shows an example of data
distributed by server device 10. Server device 10 sequen-
tially distributes data sets D1 to Dn (in FIG. 2, data sets
D1 to D6 are shown). Each of data sets D1 to Dn includes
at least one sub data set. A number of sub data sets
included in a data set is not constant and differs for each
data set. For example, data set D1 includes three sub
data sets SD11, SD12, and SD13; while in another ex-
ample, data set D2 includes two sub data sets SD21 and
SD22.
[0027] Sub data sets included in one data set have an
attribute in common. For example, sub data sets included
in a data set show market information relating to a price
of a specific stock. In an  example shown in FIG. 2, data
sets D1, D3, D4, and D6 are groups of sub data sets
relating to a price of stock A, and data sets D2 and D5
are groups of sub data sets relating to a price of stock B.
[0028] Each sub data set includes two parameters, for
example, a tag and a value. The tag and value each have
a value, respectively. The tag shows a category of market
information (present price, opening price, highest price,
lowest price, and trading volume, for example). If the tag
shows "present price" and the value shows "1,000 Jap-
anese yen", this sub data set shows that the present price
of the stock is 1,000 Japanese yen. In FIG. 2, values of
the tag are denoted as tag1, tag2, tag3, ..., and values
of the value are denoted as value1, value2, value3, ....
[0029] In this example, plural sub data sets corre-
sponding to a specific stock and a specific tag form a set
of series data. In an example shown in FIG. 2, sub data
sets SD11, SD31, SD41, and SD61, which relate to tag1,
form a set of series data. In other words, an item of series
data consists of a sub data set.
[0030] Referring to FIG. 1 again, client device 50 re-
ceives data distributed from server device 10, and proc-
esses the received data. In this example, client device
50 is an information-processing device, more specifical-
ly, a personal computer. Client device 50 includes relay-
ing application 51, client application 52, and data ex-
changing unit 53. Data exchanging unit 53 is a software
module for communicating between two applications (in
other words, for transmitting and receiving data or an
instruction between two applications). Data exchanging
unit 53 is, for example, a DDE (Dynamic Data Exchange)
provided in Microsoft Windows (TM). Relaying applica-
tion 51 sequentially provides to client application 52 at
least one sub data set included in the data set received
from server device 10, via data exchanging unit 53.
[0031] Client application 52 is a client software pro-
gram for processing data distributed from server device
10. In this example, client application 52 is a spreadsheet
software program (for example, Microsoft Excel (TM))
with an add-on program being provided. Client applica-
tion 52 obtains a sub data set from data exchanging unit
53, and performs a calculation with the spreadsheet us-
ing the received data.
[0032] If data exchanging unit 53 can obtain data from
any application, like the DDE, a problem may arise as

follows. Some services provide market information with
fees being paid, and prohibit redistribution of the market
information. However, in regard to data exchanging unit
53 like the DDE, a malicious third party (acting against
the data distributor) can prepare an application that ob-
tains from data exchanging unit 53 data distributed by
server device 10 and automatically redistribute the ob-
tained data to other users. One exemplary embodiment
provides protection of data in such a system.

2. Configuration

[0033] FIG. 3 shows an example of a functional con-
figuration of information distributing system 1 according
to one exemplary embodiment of the invention. Informa-
tion distributing system 1  provides server device 10 and
client device 20. Server 10 has been explained already
with reference to FIG. 1.
[0034] Client device 20 receives data distributed from
server device 10 and processes the received data. Client
device 20 includes data exchanging unit 21, data receiv-
ing unit 22, dummy generating unit 23, authentication
information generating unit 24, data providing unit 25,
and processing unit 26. Data exchanging unit 21 ex-
changes data between plural applications. Data receiv-
ing unit 22 receives a data set including a sub data set
forming a part of series data. Dummy generating unit 23
generates a dummy data set for a target sub data set.
The target sub data set is a sub data set to be processed,
which is sequentially selected from the at least one sub
data set included in the data set received by data receiv-
ing unit 22. The generated dummy data set is different
from the sub data set based on which the dummy data
set is generated. Authentication information generating
unit 24 generates authentication information based on a
target data set. The target data set is a data set to be
processed, which is sequentially selected from the at
least one sub data set included in the data set received
by data receiving unit 22 and the dummy data set gen-
erated by dummy generating unit 23. Data providing unit
25 provides via data exchanging unit 21 the target data
set thus processed, to which the authentication informa-
tion is added.
[0035] In this example, dummy generating unit 23 gen-
erates a dummy data set(s) at a certain probability ratio
if the data receiving unit 22 receives a sub data set which
is included in the series data. The probability ratio is de-
termined depending on a source of the series data. It is
to be noted that information distributing system 1 may
include plural server device 10, although only one server
device 10 is shown in FIG. 3, for simplification.
[0036] FIG. 4 shows an example of a hardware con-
figuration of client device 20. Client device 20 is a com-
puter device including CPU (Central Processing Unit)
201, ROM (Read Only Memory) 202, RAM (Random Ac-
cess Memory) 203, storage 204, communication inter-
face 205, and display device 206. CPU 201 is a control
device (processor) for controlling the components of cli-
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ent device 20. ROM 202 is a non-volatile memory storing
programs and data. RAM 203 is a volatile memory that
functions as a work area for CPU 201 executing a pro-
gram. Storage 204 includes a rewritable storage device
storing programs and data. Communication interface 205
is an interface for communicating via a network; more
specifically, an interface for communicating with server
10. Display device 206 displays information, for example,
results of execution of a program, under the control of
CPU 201.
[0037] FIG. 5 shows an example of a software config-
uration of client device 20. Client device 20 includes OS
(Operating System) 251, relaying application 252, and
client application 253. OS 251 is system software for
proving basic functions in a computer device as client
device 20. In this example, OS 251 includes data ex-
changing unit 2511. Data exchanging unit 2511 is a soft-
ware module for exchanging data between two applica-
tions. Data exchanging unit 2511 holds data provided by
an application. If data exchanging unit 2511 receives a
request from another application, data exchanging unit
2511 provides the held data to the application that is the
source of the request.
[0038] Relaying application 252 receives series data
from server device 10, and provides the received data to
client application 253 via data exchanging unit 2511. Re-
laying application 252 includes data receiving unit 2521,
dummy generating unit 2522, authentication information
generating unit 2523, and data providing unit 2524. Data
receiving unit 2521 sequentially receives a data set from
server device 10. Dummy generating unit 2522 gener-
ates, at a predetermined timing, a dummy data set in a
format identical with that of the sub data set included in
the series data. Authentication information generating
unit 2523 generates for a data set to be processed (here-
inafter, the data set is referred to as a "target data set")
authentication information using a predetermined algo-
rithm. The target data set is sequentially selected from
among sub data sets included in the data set received
by data receiving unit 2521, and dummy data sets gen-
erated by dummy generating unit 2522. The authentica-
tion information shows whether the target data set is a
dummy data set. Data providing unit 252 provides the
target data to which the authentication information gen-
erated by authentication information generating unit
2523 is added, to data exchanging unit 2511.
[0039] Client application 253 obtains the series data
from data exchanging unit 2511, and processes the ob-
tained data. Client application 253 includes data obtain-
ing unit 2531, data authenticating unit 2532, data provid-
ing unit 2533, and processing unit 2534. Data obtaining
unit 2531 obtains a sub data set included in the series
data. Data authenticating unit 2532 authenticates the da-
ta obtained by data obtaining unit 2531, with a predeter-
mined algorithm. This algorithm corresponds to the al-
gorithm for generating the authentication information by
authentication information generating unit 2523. Data
providing unit 2533 provides to processing unit 2534 a

data set that is authenticated as a valid data set (not a
dummy data set). Processing unit 2534 executes a pre-
determined process with the data provided by data pro-
viding unit 2533 (for example, calculation using a spread-
sheet and displaying of the results).
[0040] Data receiving unit 2521 is an example of data
receiving unit 22. Dummy generating unit 2522 is an ex-
ample of dummy generating unit 23. Authentication in-
formation generating unit 2523 is an example of authen-
tication information generating unit 24. Data providing
unit 2524 is an example of data providing unit 25. Client
application 253 is an example of processing unit 26.

3. Operation

[0041] FIG. 6 shows an example of a flowchart illus-
trating an operation of client device 20. Although software
such as OS 251 is described as a subject of a process
in the following description, this description means CPU
201 executing software executes the process by coop-
erating with other hardware components. In the following
example, data exchanging unit 2511 is the DDE, relaying
application 252 is a server (a source) of the DDE, and
client application 253 is a client (a destination) of the
DDE.
[0042] In step S101, relaying application 252 receives
a data set D (here, data sets D1 to Dn are  generalized
as "data set D." Similarly, the sub data sets are general-
ized as "sub data set SD.") Relaying application 252
stores at least one sub data set SD included in the re-
ceived data set D, sequentially in a FIFO (First In First
Out) queue.
[0043] In step S102, relaying application 252 gener-
ates for each sub data set SD a dummy data set DD if a
predetermined condition is satisfied. The condition is, for
example, a condition that defines probability ratio r, which
is a probability ratio for generating a dummy data set DD,
and which has a predetermined value. The probability
ratio r corresponds to a ratio of the generated dummy
data set DD with the number of sub data sets SD forming
series data. For example, in a case that the series data
consists of 1,000 sub data sets SD, if 100 dummy data
sets DD are generated, probability r is, r = 100/1000 =
0.1. Dummy data set DD is described in a format identical
with that of the corresponding sub data set SD. If a dum-
my data set DD is generated, relaying application 252
stores the generated dummy data set DD in the queue.
[0044] In this example, dummy data set DD is gener-
ated under a restricted condition. Here, the description
is given with an example where the series data shows
prices of stocks. In such a case, the series data includes,
for example, highest price, present price, and lowest
price. If a dummy data set showing the present price is
generated at random, the present price may be lower
than the lowest price. If the present price is lower than
the lowest price, a third party can easily understand that
the data is dummy data. Therefore, relaying application
252 generates a dummy data set under a restricted con-
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dition, for example, the generated dummy present price
should be within a range between the lowest price and
the highest price. Relaying application 252 includes a
database describing the restricted conditions, and gen-
erates a dummy data set with reference to the database.
[0045] In step S103, relaying application 252 gener-
ates authentication information by using a data set read
out from the queue, that is, a sub data set SD or a dummy
data set DD and referred to as a "target data set" here-
inafter. The authentication information shows whether
the target data set is a valid sub data set SD or a dummy
data set DD. The algorithm used here is, for example, an
algorithm using a hash function. More specifically, relay-
ing application 252 calculates a hash value using a pre-
determined hash function and a flag showing whether
the target data set is dummy data or not. Relaying appli-
cation 252 uses the calculated hash value as the authen-
tication information.
[0046] FIG. 7 shows an example of data to which the
authentication information is added. In this example, au-
thentication information is added to each of sub data sets
SD11, SD12, and SD13, included in data set D1, respec-
tively. Sub data sets SD11, SD12, and SD13 themselves
are unencrypted (plain data).
[0047] Referring to FIG. 6 again, in step S104, client
application 253 transmits to relaying application 252 a
request for access to the DDE. When receiving the re-
quest from client application 253, which is a DDE client,
relaying application 252, which is a DDE server, estab-
lishes communication (interprocess communication or
connection session) with the source of the request.
[0048] In step S105, relaying application 252 transmits
data to client application 253 via the DDE  communica-
tion. The data transmitted here is data (shown in FIG. 7,
for example) to which the authentication information gen-
erated in step S013 is added. Practically, after the DDE
communication is established with client application 253,
the processes in steps S101 to S103 are executed re-
peatedly. Every time the data is updated (in other words,
every time the authentication information is generated in
authentication information), relaying application 252
transmits the data to client application 253, a DDE client.
In another example, relaying application 252 may trans-
mit the data if a request is transmitted from client appli-
cation 253.
[0049] In step S106, client application 253 analyzes
the received data. Client application 253 generates au-
thentication information by an algorithm identical with that
used in step S103, for example. In other words, client
application 253 calculates a hash value using a prede-
termined hash function and a flag showing that the re-
ceived data set is not dummy data. Client application 253
compares one hash value added to the received data set
as the authentication information and another hash value
calculated by client application 253 itself. If these two
hash values are identical, client application 253 deter-
mines that the data set is a valid data set (not a dummy
data set). If these two hash values are not identical, client

application 253 determines that the data set is a dummy
data set.
[0050] In step S107, client application 253 executes a
predetermined process using a data set that is deter-
mined to be a valid data set.
[0051] FIG. 8 shows an example of data provided by
relaying application 252. FIG. 8, (A) shows an example
of series data and (B) shows an example of series data
along with dummy data. In other words, FIG. 8, (A) shows
an example of data provided by a prior art, and (B) shows
an example of data provided according to information
distributing system 1 of the present exemplary embodi-
ment. Data sets marked with a star are dummy data sets.
[0052] According to information distributing system 1,
dummy data sets (data sets that are not included in the
series data) are inserted into the series data. Thus, if an
application program prepared by a malicious third party
accesses relaying application 252 via the DDE, and
transfers the obtained data to other users, the transferred
data has no value as the series data. On the contrary,
client application 253, a valid client application, can iden-
tify and remove the dummy data sets. Therefore, client
application 253 can process only the valid data sets.
Thus, according to information distributing system 1, data
distributed by server device 10 can be protected.

4. Modification

[0053] The invention is not restricted to the exemplary
embodiment described above. Various modifications
may be applied to the exemplary embodiment. In the fol-
lowing, some modifications will be described. Two or
more modifications may be combined.

4-1. Modification 1

[0054] In the exemplary embodiment, probability ratio
r for generating dummy data set DD is a  constant. How-
ever, probability ratio r may be changed in accordance
with various attributes. Generally, a greater probability
ratio r (in other words, a case where dummy data sets
are more frequently inserted) provides stronger protec-
tion of data. For example, if data is distributed by plural
server devices, probability ratio r may be changed de-
pending on from which server device the data is distrib-
uted. More specifically, if there are server device A, which
charges higher fees, and server device B, which charges
lower fees, probability ratio rA for generating dummy data
set DD if the data is transmitted from server device A and
probability ratio rB for generating dummy data set DD if
the data is transmitted from server device B may satisfy
a condition of rA>rB. In another example, probability ratio
r may be changed depending on an attribute(s) of a user
of client device 20. According to modification 1, strength
of data protection can be changed in response to various
attributes.
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4-2. Modification 2

[0055] An algorithm for generating the authentication
information is not restricted to an example described in
the exemplary embodiment. For example, relaying ap-
plication 252 may use a flag showing whether the corre-
sponding data set is a dummy data set encrypted with
an encryption key, as the authentication information. In
such a case, client application 253 uses a corresponding
decryption key so as to decrypt the authentication infor-
mation. Further, data communicated between relaying
application 252 and client application 253 may be en-
crypted with an encryption key.

4-3. Modification 3

[0056] Information used for generating the authentica-
tion information is not restricted to an example described
in the exemplary embodiment. For example, relaying ap-
plication 252 may generate authentication information by
using information depending on client device 20; for ex-
ample, a system clock provided by OS 251. In such a
case, client device 251 includes a providing unit that pro-
vides a clock. Relaying application adds clock data show-
ing a clock, as the authentication information. If a differ-
ence between a clock shown by the clock data included
in the authentication information and another clock ob-
tained by client application 253 itself (system clock is
provided from OS 251 to client application 253) is less
than or equal to a predetermined threshold, information
included in the authentication information and showing
whether the corresponding target data set is dummy data
or not, is determined to be valid.

4-4. Modification 4

[0057] Examples of data exchanging unit 21 and
processing unit 26 are not restricted to the exemplary
embodiment. A software component other than that de-
scribed in the exemplary embodiment may include func-
tions of data exchanging unit 21 and processing unit 26.

4-5. Modification 5

[0058] An event that triggers generation of a dummy
data set is not restricted to an event of receiving data
from server device 10. For example, relaying application
252 may periodically determine whether a dummy data
set is to be generated. In such a case, a dummy data set
is generated by using data stored in the queue. Further,
although only one dummy data set DD is generated from
one sub data set SD, plural dummy data sets DD may
be generated from one sub data set SD.
[0059] Alternatively, generation of a dummy data set
may be triggered by an event of establishing a connection
between relaying application 252 and client application
253. Although, in FIG. 6, data is transmitted via a con-
nection session after the dummy data set is generated,

operation of client device 20 is not restricted to this ex-
ample. By a method in which plural dummy data sets are
transmitted via a single connection session after these
dummy data sets are generated, there is a possibility that
the dummy data set may be identified by collecting and
analyzing data in plural connection sessions. The im-
proved method is to generate dummy data sets for every
connection session so as to decrease a possibility of
identifying the dummy data sets.

4-6. Modification 6

[0060] Relationship between data and authentication
information is not restricted to an example described in
the exemplary embodiment. In the exemplary embodi-
ment, sub data set SD and an item of authentication in-
formation correspond on a one-to-one basis. For exam-
ple, unique authentication information may be given for
every data set D.
[0061] FIG. 9 shows an example of authentication in-
formation according to modification 6. In FIG. 9, the left
side shows an example of original data set D1 (a data
set before the generation of the dummy data set), and
the right side shows data set D1 after the generation of
the dummy data set. In this example, dummy data set
DD11 is generated for sub data set SD11. In this exam-
ple, authentication information generating unit 24 gener-
ates a single item of authentication information for whole
data set D1 after the generation of the dummy data set.
The authentication information includes information
showing which sub data set is dummy data (in this ex-
ample, the authentication information shows that the sec-
ond sub data set is dummy data).
[0062] FIG. 10 shows another example of authentica-
tion information according to modification 6. In FIG. 10,
the left side shows an example of original data set D1,
and the right side shows data set D1d, which includes
only dummy data sets. In this example, a single item of
authentication information is given for each of whole data
set D1 and D1d, respectively. The authentication infor-
mation for data set D1 shows that all the sub data sets
included in data set D1 are valid. The authentication in-
formation for data set D1d shows that all the sub data
sets included in data set D1d are dummy data.

4-7. Modification 7

[0063] A method for distributing data from server de-
vice 10 is not restricted to an example described in the
exemplary embodiment. In the exemplary embodiment,
data is distributed using a so-called update system where
data sets are distributed if market information is changed.
However, server device 10 may distribute data using a
so-called request/reply method where a deal data set
including plural data sets is distributed if server device
10 receives a request for transmitting data from client
device 20. In such a case, relaying application 252 de-
termines whether a dummy data set is to be generated
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for every data set, and generates a dummy data set de-
pending on the result of the determination. In other words,
relaying application 252 may insert plural dummy data
sets into a single deal data set.

4-8. Further embodiment

[0064] Data distributed from server device 10 is not
restricted to market information. A program executed by
CPU 201 may be provided with a computer-readable
storage medium such as a magnetic storage medium
(magnetic tape, magnetic disk (HDD or FD (Flexible
Disk)), and so on), an optical storage medium (optical
disk (CD (Compact Disk), DVD (Digital Versatile Disk),
and so on), a magnetic-optical storage medium, a sem-
iconductor memory (flash ROM). Further, the program
may be downloaded via a network such as the Internet.

Claims

1. An information-processing device comprising:

an exchanging unit that exchanges data be-
tween a plurality of applications;
a receiving unit that receives a plurality of data
sets that are sequentially distributed, each of the
plurality of data sets including at least one sub
data set, a plurality of predetermined sub data
sets included in a plurality of data sets forming
series data;
a first generating unit that generates, for a first
target sub data set, a dummy data set according
to a certain probability ratio if the receiving unit
receives a data set included in the series data,
the dummy data set being different from the first
target sub data set, the first target sub data set
being a sub data set to be processed and se-
lected from the at least one sub data set;
a second generating unit that generates authen-
tication information based on a second target
sub data set, the second target sub data set be-
ing a sub data set or a dummy data set to be
processed and selected from among the at least
one sub data set and the generated sub data
set; and
a first providing unit that provides data via the
exchanging unit, the data including the second
target sub data and the authentication informa-
tion generated by the second generating unit.

2. The information-processing device according to
Claim 1, wherein
the probability ratio is determined depending on a
source of the series data.

3. The information-processing device according to
Claim 1, further comprising

a second providing unit that provides a clock, where-
in
the second generating unit is adapted to generate
the authentication information based on the second
target sub data set and the clock provided by the
second providing unit.

4. The information-processing device according to
Claim 1, wherein
the first providing unit is adapted to provide the data
via the exchanging unit, with the data to which the
authentication information generated by the second
generating unit being unencrypted.

5. The information-processing device according to
Claim 1, wherein
the second generating unit is adapted to generate
one item of the authentication information for a plu-
rality of sub data sets.

6. The information-processing device according to
Claim 5, wherein
the one item of the authentication information in-
cludes information for identifying valid sub data sets
from a corresponding plurality of sub data sets.

7. An information-processing device comprising
an exchanging unit that exchanges data between a
plurality of applications;
a relaying unit that relays a plurality of data sets that
are sequentially distributed, each of the plurality of
data sets including at least one sub data set, a plu-
rality of predetermined sub data sets included in a
plurality of data sets forming series data;
a client unit that processes the series data, wherein
the relaying unit includes:

a receiving unit that receives the series data;
a first generating unit that generates, for a first
target sub data set, a dummy data set according
to a certain probability ratio if the receiving unit
receives a data set included in the series data,
the dummy data set being different from the first
target sub data set, the first target sub data set
being a sub data set to be processed and se-
lected from the at least one sub data set;
a second generating unit that generates authen-
tication information based on a second target
sub data set, the second target sub data set be-
ing a sub data set or a dummy data set to be
processed and selected from the at least one
sub data set and the generated sub data set; and
a first providing unit that provides data via the
exchanging unit, the data including the second
target sub data and the authentication informa-
tion generated by the second generating unit,

the client unit includes:
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an obtaining unit that obtains the data via the
data exchanging unit;
a verifying unit that verifies the authentication
information included in the data obtained by the
obtaining unit; and
a processing unit that processes the data veri-
fied by the verifying unit, and

the first generating unit is adapted to generate the
dummy data set according to a certain probability
ratio if the receiving unit receives a data set included
in the series data.

8. A computer-readable storage medium storing a pro-
gram causing a computer device to execute a proc-
ess, the process comprising:

exchanging data between a plurality of applica-
tions via an exchanging unit;
receiving a plurality of data sets that are sequen-
tially distributed, each of the plurality of data sets
including at least one sub data set, a plurality of
predetermined sub data sets included in a plu-
rality of data sets forming series data;
generating, for a first target sub data set, a dum-
my data set according to a certain probability
ratio if a data set included in the series data is
received, the dummy data set being different
from the first target sub data set, the first target
sub data set being a sub data set to be proc-
essed and selected from the at least one sub
data set;
generating authentication information based on
a second target sub data set, the second target
sub data set being a sub data set or a dummy
data set to be processed and selected from the
at least one sub data set and the generated sub
data set; and
providing data via the exchanging unit, the data
including the second target sub data and the
generated authentication information.

9. An information-processing method in a computer de-
vice including a data exchanging unit that exchanges
data between a plurality of applications, the method
comprising:

receiving a plurality of data sets that are sequen-
tially distributed, each of the plurality of data sets
including at least one sub data set, a plurality of
predetermined sub data sets included in a plu-
rality of data sets forming series data;
generating, for a first target sub data set, a dum-
my data set according to a certain probability
ratio if a data set included in the series data is
received, the dummy data set being different
from the first target sub data set, the first target
sub data set being a sub data set to be proc-

essed and selected from the at least one sub
data set;
generating authentication information based on
a second target sub data set, the second target
sub data set being a sub data set or a dummy
data set to be processed and selected from the
at least one sub data set and the generated sub
data set; and
providing data via the exchanging unit, the data
including the second target sub data and the
generated authentication information.
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