
Printed by Jouve, 75001 PARIS (FR)

(19)
E

P
2 

67
2 

46
4

A
1

TEPZZ 67 464A_T
(11) EP 2 672 464 A1

(12) EUROPEAN PATENT APPLICATION

(43) Date of publication: 
11.12.2013 Bulletin 2013/50

(21) Application number: 12171372.1

(22) Date of filing: 08.06.2012

(51) Int Cl.:
G07C 9/00 (2006.01)

(84) Designated Contracting States: 
AL AT BE BG CH CY CZ DE DK EE ES FI FR GB 
GR HR HU IE IS IT LI LT LU LV MC MK MT NL NO 
PL PT RO RS SE SI SK SM TR
Designated Extension States: 
BA ME

(71) Applicant: BlackBerry Limited
Waterloo, ON N2K 0A7 (CA)

(72) Inventors:  
• Rose, Scott Douglas

Waterloo, ON N2L 3W8 (CA)

• Moosavi, Vahid
Waterloo, ON N2L 3W8 (CA)

• Rogan, Michael John
Waterloo, ON N2L 3W8 (CA)

(74) Representative: Greenaway, Martin William et al
Kilburn & Strode LLP 
Electronics 
20 Red Lion Street
London, Greater London WC1R 4PJ (GB)

Remarks: 
Amended claims in accordance with Rule 137(2) 
EPC.

(54) Communications system providing remote access via mobile wireless communications 
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(57) A mobile wireless communications device may
include a first wireless transceiver, a second wireless
transceiver having a longer communication range than
the first wireless transceiver, and a controller coupled
with the first wireless transceiver and the second wireless
transceiver. The controller may be capable of transmit-
ting, via the first wireless transceiver, an access request
to an access control device associated with an access
position, and receive a first identifier from the access con-

trol device based upon the access request. The controller
may be further capable of transmitting, via the second
wireless transceiver, an authentication request to an au-
thentication server based upon the first identifier and a
second identifier associated with the mobile wireless
communications device, and receive an authentication
response based upon the authentication request. The
controller may also be capable of transmitting, via the
first wireless transceiver, the authentication response to
the access control device.
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Description

Technical Field

[0001] This application relates to the field of commu-
nications, and more particularly, to electronic devices and
related methods that use near-field communication
(NFC).

Background

[0002] Mobile communication systems continue to
grow in popularity and have become an integral part of
both personal and business communications. Various
mobile devices now incorporate Personal Digital Assist-
ant (PDA) features such as calendars, address books,
task lists, calculators, memo and writing programs, media
players, games, etc. These multi-function devices usu-
ally allow electronic mail (email) messages to be sent
and received wirelessly, as well as access the Internet
via a cellular network and/or a wireless local area network
(WLAN), for example.
[0003] Some mobile devices incorporate contactless
card technology and/or near field communication (NFC)
chips. NFC technology may be used for contactless
short-range communications using magnetic field induc-
tion to enable communication between electronic devic-
es, including mobile  wireless communications devices.
These short-range communications may include pay-
ment and ticketing, electronic keys, identification, device
set-up service and similar information sharing. This short-
range high frequency wireless communications technol-
ogy may exchange data between devices over a short
distance, such as only a few centimeters.

Brief Description of the Drawings

[0004] FIG. 1 is a schematic block diagram of an ac-
cess system in accordance with one example embodi-
ment.
[0005] FIG. 2 is a schematic block diagram of the mo-
bile wireless communications device of the system of
FIG. 1.
[0006] FIG. 3 is a flow diagram illustrating method as-
pects associated with the system of FIG. 1.
[0007] FIG. 4 is a diagram of an example embodiment
of the system of FIG. 1 for a door key lock box.
[0008] FIG. 5 is a schematic block diagram illustrating
example mobile wireless device components that may
be used with the mobile wireless communications devic-
es of FIGS. 1-3.

Detailed Description

[0009] The present description is made with reference
to the accompanying drawings, in which exemplary em-
bodiments are shown. However, many different embod-
iments may be used, and thus the description should not

be construed as limited to the embodiments set forth
herein. Rather, these embodiments are provided so that
this disclosure will be thorough and complete. Like num-
bers refer to like elements throughout, and prime notation
is used to indicate similar elements in different embodi-
ments.
[0010] Generally speaking, a mobile wireless commu-
nications device is disclosed herein which may include
a first wireless  transceiver, a second wireless transceiver
having a longer communication range than the first wire-
less transceiver, and a controller coupled with the first
wireless transceiver and the second wireless transceiver.
The controller may be capable of transmitting, via the
first wireless transceiver, an access request to an access
control device associated with an access position, and
receive a first identifier from the access control device
based upon the access request. The controller may be
further capable of transmitting, via the second wireless
transceiver, an authentication request to an authentica-
tion server based upon the first identifier and a second
identifier associated with the mobile wireless communi-
cations device, and receive an authentication response
based upon the authentication request. The controller
may also be capable of transmitting, via the first wireless
transceiver, the authentication response to the access
control device. As such, access to the access position
may be granted without the access control device having
a direct communications link to the authentication server,
since the mobile wireless communications device may
instead perform the requisite authentication communica-
tions with the authentication server.
[0011] More particularly, the first wireless transceiver
may include a near field communication (NFC) transceiv-
er, a Bluetooth transceiver, etc., for example. Also by
way of example, the second wireless transceiver may
include a cellular transceiver. The controller may be ca-
pable of receiving the first identifier from the access con-
trol device along with an address of the authentication
server, and sending the authentication request to the ad-
dress.
[0012] By way of example, the controller may be ca-
pable of communicating with the authentication server
via at least one of a Secure Sockets Layer (SSL) format
or a Transport Layer  Security (TLS) format. Furthermore,
the authentication response may include a single-use se-
curity code. The authentication response may also have
an expiration time associated therewith. The controller
may be further capable of receiving an access denial
electronic message from the authentication server via
the second wireless transceiver based upon a validation
failure.
[0013] A related access system may include an access
control device associated with an access position, an au-
thentication server, and a mobile wireless communica-
tion device, such as the one described briefly above. The
mobile wireless communications device may be capable
of transmitting, via the first wireless transceiver, an ac-
cess request to the access control device. The access
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control device may be capable of transmitting a first iden-
tifier to the first wireless transceiver based upon the ac-
cess request. The mobile wireless communications de-
vice may be capable of transmitting, via the second wire-
less transceiver, an authentication request to the authen-
tication server based upon the first identifier and a second
identifier associated with the mobile wireless communi-
cations device. The authentication server may be capa-
ble of authenticating the mobile wireless communications
device responsive to the authentication request based
upon the first identifier and the second identifier, and
transmitting an authentication response to the second
wireless transceiver based upon the authentication. The
mobile wireless communications device may be capable
of transmitting, via the first wireless transceiver, the au-
thentication response to the access control device. The
access control device may be capable of granting access
to the access position based upon the authentication re-
sponse. By way of example, the access control device
may include a key lock box.
[0014] A related method of operating a mobile wireless
communications device, such as the one described brief-
ly above, may include transmitting, via the first wireless
transceiver, an access request to an access control de-
vice associated with an access position, and receiving a
first identifier from the access control device based upon
the access request. The method may further include
transmitting, via the second wireless transceiver, an au-
thentication request to an authentication server based
upon the first identifier and a second identifier associated
with the mobile wireless communications device, and re-
ceive an authentication response based upon the au-
thentication request. The method may also include trans-
mitting, via the first wireless transceiver, the authentica-
tion response to the access control device.
[0015] A related non-transitory computer-readable
medium may be for a mobile wireless communications
device, such as the one described briefly above. The
non-transitory computer-readable medium may include
computer-executable instructions for causing the mobile
wireless communications device to perform steps includ-
ing transmitting, via the first wireless transceiver, an ac-
cess request to an access control device associated with
an access position, and receiving a first identifier from
the access control device based upon the access re-
quest. Further steps may include transmitting, via the
second wireless transceiver, an authentication request
to an authentication server based upon the first identifier
and a second identifier associated with the mobile wire-
less communications device, and receiving an authenti-
cation response based upon the authentication request.
The steps may also include transmitting, via the first wire-
less transceiver, the authentication response to the ac-
cess control device.
[0016] Referring initially to FIGS. 1 through 3, an ac-
cess system 30 and associated method aspects are first
described. The system 30 illustratively includes an ac-
cess control device 32 (abbreviated "ACD" in FIG. 1) as-

sociated with an access position, which in the example
of FIG. 1 is a security door 31 that remains locked until
the access control device 32 receives a proper authen-
tication to open the security door 31. The system 30 fur-
ther illustratively includes an authentication server 33,
which may be remotely located from the access control
device 32 in some embodiments.
[0017] More particularly, rather than providing a direct
communications link (e.g., via a local area network, cel-
lular link, etc.) between the access control device 32 and
the authentication server 33, a mobile wireless commu-
nications device 34 (also referred to herein as a "mobile
device") may be used to provide the communications
pathway between the access control device 32 and the
authentication server 33. This may allow much of the
authentication processing and data storage to be per-
formed by a centralized authentication server (or servers)
33 for a plurality of different access control devices 32.
Moreover, because a direct communications link may not
be required between the access control device 32 and
the authentication server 33, deployment of the access
control devices 32 may be simpler, quicker, or more cost
effective than with a traditional network-based security
system, for example.
[0018] The mobile device 34 illustratively includes a
first wireless transceiver 35 which may be used to com-
municate with the access control device 32, and a second
wireless transceiver 36 which may be used to communi-
cate with the authentication server 33. More particularly,
the first wireless transceiver 35 may include a relatively
short communication range transceiver, such as a near
field communication (NFC) or Bluetooth transceiver, al-
though other suitable communications formats (e.g.,
TransferJet, wireless LAN, etc.) may also be used in
some embodiments.
[0019] By way of background, NFC is a short-range
wireless communications technology in which NFC-en-
abled devices may be "swiped," "bumped" or otherwise
moved in close proximity to communicate. In one non-
limiting example implementation, NFC may operate at
13.56 MHz and with an effective range of several cen-
timeters (typically up to about 4 cm, or up to about 10
cm, depending upon the given implementation), but other
suitable versions of near field communication which may
have different operating frequencies, effective ranges,
etc., for example, may also be used.
[0020] The second wireless transceiver 36 may have
a longer communications range associated therewith
than the first wireless transceiver. By way of example,
the second wireless transceiver 36 may include a cellular
transceiver, which may communicate with the authenti-
cation server 33 via a wireless communications network
39, such as a cellular network, for example, although
other suitable long range wireless communication con-
figurations may also be used.
[0021] The mobile device 34 may further illustratively
include a controller 37, which may be implemented using
a combination of hardware (e.g., microprocessor, etc.)
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and a non-transitory computer readable medium includ-
ing computer-readable instructions for causing the vari-
ous operations discussed herein to be performed. The
above-noted components of the mobile device 34 may
be carried by a portable housing 38. Example mobile
devices 34 may include portable or personal media play-
ers (e.g., MP3 players, video players, etc.), remote con-
trols (e.g., television or stereo remotes, etc.), portable
gaming devices, portable or mobile telephones, smart-
phones, etc.
[0022] With reference to the flow diagram 50 of FIG.
3, beginning at Block 51, the mobile device 34 is capable
of or configured to transmit, via the first wireless trans-
ceiver 35, an access request to the access control device
32, at Block 52. For example, if the access control device
32 is an NFC-enabled device and the first wireless trans-
ceiver 35 is an NFC transceiver, the access request may
be communicated to the access control device 32 upon,
for example, swiping or bumping the mobile device 34
with the access control device 32. The access control
device 32 is capable of or configured to transmit a first
identifier back to the first wireless transceiver 35 based
upon the received access request, at Block 53. By way
of example, the first identifier may include a security to-
ken, key, or other data (which may be encrypted or un-
encrypted) that uniquely identifies the given access con-
trol device 32. The access control device 32 may also
optionally communicate an address to the mobile device
34, such as a URL or IP address, for example, at which
the authentication server 33 may be accessed. However,
in some embodiments the appropriate address or loca-
tion at which to access the authentication server 33 may
already be known to the controller 37, e.g., as a result of
prior registration with the authentication server 33.
[0023] Upon receiving the first identifier (and optionally
the address of the authentication server 33) the controller
37 transmits, via the second wireless transceiver 36, an
authentication request to the authentication server 33
based upon the first identifier and a second identifier as-
sociated with the mobile device 34, at Block 54. By way
of example, the second identifier associated with the mo-
bile device 34 may be a phone number assigned to the
mobile device (e.g., by a cellular network carrier), an In-
ternational Mobile Equipment Identity (IMEI) number, a
device personal identification number (PIN), or other
types of data which may be used to identify the mobile
device 34. In some embodiments, the identifier may
uniquely identify the mobile device.
[0024] The authentication server 33 is capable of or
configured to authenticate the mobile device 34 respon-
sive to the authentication request based upon, for exam-
ple, the first identifier and the second identifier, at Block
55. More particularly, in some embodiments, the authen-
tication server 33 may include a database of the various
access control devices 32 and the mobile devices 34
which are permitted to obtain access to respective ac-
cess control devices 32. A database query, for example,
may be performed to verify that the given mobile device

34 which sent the authentication request is permitted to
access the access position associated with the access
control device 32 using, for example, the first and second
identifiers. In some embodiments, authentication server
may also update or maintain a log of the second identi-
fiers used for granting access via the access control de-
vice 32. The log may also include, for example, other
indications of the mobile device 34 to which access was
granted, date/time of access, etc.
[0025] If the mobile device 34 is properly authenticat-
ed, the authentication server 33 may transmit an authen-
tication response to the mobile device 34 via the second
wireless transceiver 36, at Block 56. The controller 37
may transmit, via the first wireless transceiver 35, the
authentication response to the access control device 32,
at Block 57, and the access control device 32 may be
capable of or configured to grant access to the access
position based upon the authentication response, at
Block 58, which concludes the method illustrated in FIG.
3 (Block 59). If the authentication server 33 is unable to
authenticate the mobile device 34 with respect to the giv-
en access control device 32, then the authentication serv-
er 33 may optionally transmit an access denial electronic
message to the mobile device 34 via the second wireless
transceiver 36 based upon an authentication failure, at
Block 60. The access denial message may optionally  in-
clude information regarding the denial of access, such
as, for example, if access was attempted at an unauthor-
ized time (e.g., after business hours), expiration of a us-
er’s account, etc. In some embodiments, the access de-
nial message may be communicated directly to the mo-
bile device 34 as part of the authentication process, or it
may be sent separately as an email or SMS message,
for example.
[0026] The authentication response may include a
command, token, or other data which the access control
device 32 may recognize as an authorization to provide
access to the access position, for example. In some em-
bodiments, the authentication response (or a portion
thereof) may be encrypted using, for example, a security
key (e.g., a public private key pair) which only the access
control device 32 will be able to decrypt, thus preventing
the mobile device 34 from being able gain access in the
future by circumventing the authentication server 33. In
accordance with another example aspect, the authenti-
cation response may include a one-time or single-use
security code, which the access control device 32 would
recognize as being valid to grant access a single time
only. In accordance with another example, the authenti-
cation response or security code may have an expiration
time associated therewith. That is, the authentication re-
sponse may be valid for a temporary duration, allowing
the mobile device 34 to access the access location for a
period of time, e.g., an hour, a day, etc. This may be
particularly beneficial where the access control device
32 is associated with a shared resource, such as a con-
ference room, etc.
[0027] In the example of FIG. 1, access is granted to
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a user 40 of the mobile device 34 to a room, etc., behind
the door 31 (i.e., the room is the access position in this
example). Various other examples of access positions
that may be protected by the  access control device 32
are also possible, such as municipal parks, tool or storage
facilities, hydro/power vaults, commercial sites, con-
struction site access, electrically-activated gates, build-
ing access, a security gate or turnstile, a secure object
such as a safe, locker, vehicle, etc. The system 30 may
allow for remote or mobile deployment of the access con-
trol device 32, without the necessity for installing a com-
munications architecture (e.g., a wired network connec-
tion, a cellular transceiver, etc.) at the access location.
[0028] Moreover, the system 30 also may allow for rel-
atively rapid deployment and relocation of access control
devices 32. In an example implementation now described
with reference to FIG. 4, an access control device 32’ is
implemented as a key lock box, such as for real estate
agents who need to access a key to show properties.
More particularly, the access control device 32’ may be
secured to a door knob 47’ (or other suitable location) at
the property, and upon receiving proper authentication
the access control device 32’ may provide access to a
key 46’ for, for example, opening a door to the house,
building, etc. In the illustrated example, the mobile device
34’ is a smartphone which illustratively includes a display
41’ carried by the housing 38’. In some embodiments,
the display 41’ may be used to provide instructions or a
status message with respect to accessing the key 46’.
[0029] In some embodiments it may be desirable to
grant access further based upon additional authentica-
tion data besides the first and second identifiers. For ex-
ample, the user 40 may be further required to provide
biometric data (e.g., fingerprint, iris, retina, etc.), a pass-
word or personal identification number (PIN), etc. In one
example implementation, when the mobile device 34 is
swiped or bumped to begin NFC communication, a
prompt may be provided to authenticate the  mobile de-
vice 34, and the controller 37 may communicate with the
authentication server 33 via the second wireless trans-
ceiver 36 to thereby provide authentication upon receiv-
ing the correct additional authentication information
along with the first and second identifiers.
[0030] Example components of a mobile communica-
tions device 1000 that may be used in accordance with
the above-described embodiments are further described
below with reference to FIG. 5. The device 1000 illustra-
tively includes a housing 1200, an optional keyboard or
keypad 1400 and an output device 1600. The output de-
vice shown is a display 1600, which may include a full
graphic LCD. In some embodiments, the display 1600
may have an array of touch sensors associated therewith
to define a touch screen that may be used an input device.
Various types of display technologies may be used, in-
cluding three-dimensional (3D) displays, in some embod-
iments. Other types of output devices may alternatively
be utilized. A processing device 1800 is contained within
the housing 1200 and is coupled between the keypad

1400 and the display 1600. The processing device 1800
controls the operation of the display 1600, as well as the
overall operation of the mobile device 1000, in response
to actuation of keys on the keypad 1400.
[0031] The housing 1200 may be elongated vertically,
or may take on other sizes and shapes (including clam-
shell housing structures). The keypad may include a
mode selection key, or other hardware or software for
switching between text entry and telephony entry.
[0032] In addition to the processing device 1800, other
parts of the mobile device 1000 are shown schematically
in FIG. 5. These include a communications subsystem
1001; a short-range communications subsystem 1020;
the keypad 1400 and the display 1600, along with other
input/output devices 1060, 1080, 1100 and 1120; as well
as memory devices 1160, 1180 and various other device
subsystems 1201. The mobile device 1000 may include
a two-way RF communications device having data and,
optionally, voice communications capabilities. In addi-
tion, the mobile device 1000 may have the capability to
communicate with other computer systems via the Inter-
net.
[0033] Operating system software executed by the
processing device 1800 is stored in a persistent store,
such as the flash memory 1160, but may be stored in
other types of memory devices, such as a read only mem-
ory (ROM) or similar storage element. In addition, system
software, specific device applications, or parts thereof,
may be temporarily loaded into a volatile store, such as
the random access memory (RAM) 1180. Communica-
tions signals received by the mobile device may also be
stored in the RAM 1180.
[0034] The processing device 1800, in addition to its
operating system functions, enables execution of soft-
ware applications 1300A-1300N on the device 1000. A
predetermined set of applications that control basic de-
vice operations, such as data and voice communications
1300A and 1300B, may be installed on the device 1000
during manufacture. In addition, a personal information
manager (PIM) application may be installed during man-
ufacture. The PIM may be capable of organizing and
managing data items, such as e-mail, calendar events,
voice mails, appointments, and task items. The PIM ap-
plication may also be capable of sending and receiving
data items via a wireless network 1401. The PIM data
items may be seamlessly integrated, synchronized and
updated via the wireless network 1401 with correspond-
ing data items stored or associated with a host computer
system.
[0035] Communication functions, including data and
voice communications, are performed through the com-
munications  subsystem 1001, and possibly through the
short-range communications subsystem. The communi-
cations subsystem 1001 includes a receiver 1500, a
transmitter 1520, and one or more antennas 1540 and
1560. In addition, the communications subsystem 1001
also includes a processing module, such as a digital sig-
nal processor (DSP) 1580, and local oscillators (LOs)
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1601. The specific design and implementation of the
communications subsystem 1001 is dependent upon the
communications network in which the mobile device
1000 is intended to operate. For example, a mobile de-
vice 1000 may include a communications subsystem
1001 designed to operate with the Mobitex™, Data
TAC™ or General Packet Radio Service (GPRS) mobile
data communications networks, and also designed to op-
erate with any of a variety of voice communications net-
works, such as AMPS, TDMA, CDMA, WCDMA, PCS,
GSM, EDGE, etc. Other types of data and voice net-
works, both separate and integrated, may also be utilized
with the mobile device 1000. The mobile device 1000
may also be compliant with other communications stand-
ards such as 3GSM, 3GPP, UMTS, 4G, wireless local
area network (WLAN) or WiFi, etc.
[0036] Network access requirements vary depending
upon the type of communication system. For example,
in the Mobitex and DataTAC networks, mobile devices
are registered on the network using a unique personal
identification number or PIN associated with each device.
In GPRS networks, however, network access is associ-
ated with a subscriber or user of a device. A GPRS device
therefore typically involves use of a subscriber identity
module, commonly referred to as a SIM card, in order to
operate on a GPRS network.
[0037] When required network registration or activa-
tion procedures have been completed, the mobile device
1000 may send and receive communications signals over
the communication  network 1401. Signals received from
the communications network 1401 by the antenna 1540
are routed to the receiver 1500, which provides for signal
amplification, frequency down conversion, filtering, chan-
nel selection, etc., and may also provide analog to digital
conversion. Analog-to-digital conversion of the received
signal allows the DSP 1580 to perform more complex
communications functions, such as demodulation and
decoding. In a similar manner, signals to be transmitted
to the network 1401 are processed (e.g. modulated and
encoded) by the DSP 1580 and are then provided to the
transmitter 1520 for digital to analog conversion, frequen-
cy up conversion, filtering, amplification and transmission
to the communication network 1401 (or networks) via the
antenna 1560.
[0038] In addition to processing communications sig-
nals, the DSP 1580 provides for control of the receiver
1500 and the transmitter 1520. For example, gains ap-
plied to communications signals in the receiver 1500 and
transmitter 1520 may be adaptively controlled through
automatic gain control algorithms implemented in the
DSP 1580.
[0039] In a data communications mode, a received sig-
nal, such as a text message or web page download, is
processed by the communications subsystem 1001 and
is input to the processing device 1800. The received sig-
nal is then further processed by the processing device
1800 for an output to the display 1600, or alternatively to
some other auxiliary I/O device 1060. A device may also

be used to compose data items, such as e-mail messag-
es, using the keypad 1400 and/or some other auxiliary
I/O device 1060, such as a touchpad, a rocker switch, a
thumb-wheel, or some other type of input device. The
composed data items may then be transmitted over the
communications network 1401 via the communications
subsystem 1001.
[0040] In a voice communications mode, overall oper-
ation of the device is substantially similar to the data com-
munications mode, except that received signals are out-
put to a speaker 1100, and signals for transmission are
generated by a microphone 1120. Alternative voice or
audio I/O subsystems, such as a voice message record-
ing subsystem, may also be implemented on the device
1000. In addition, the display 1600 may also be utilized
in voice communications mode, for example to display
the identity of a calling party, the duration of a voice call,
or other voice call related information.
[0041] The short-range communications subsystem
enables communication between the mobile device 1000
and other proximate systems or devices, which need not
necessarily be similar devices. For example, the short-
range communications subsystem may include an infra-
red device and associated circuits and components, a
Bluetooth™ communications module to provide for com-
munication with similarly-enabled systems and devices,
or a near field communications (NFC) communications
module for communicating with a NFC device or NFC
tag via NFC communications. Other short-range mod-
ules may includes a radio frequency identification (RFID)
module, a TransferJet module, etc.
[0042] Many modifications and other embodiments will
come to the mind of one skilled in the art having the ben-
efit of the teachings presented in the foregoing descrip-
tions and the associated drawings. Therefore, it is un-
derstood that various modifications and embodiments
are intended to be included within the scope of the ap-
pended claims.

Claims

1. A mobile wireless communications device including:

a first wireless transceiver;
a second wireless transceiver having a longer
communication range than the first wireless
transceiver; and
a controller coupled with the first wireless trans-
ceiver and the second wireless transceiver and
capable of
transmitting, via the first wireless transceiver, an
access request to an access control device as-
sociated with an access position, and receiving
a first identifier from the access control device
based upon the access request,
transmitting, via the second wireless transceiv-
er, an authentication request to an authentica-
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tion server based upon the first identifier and a
second identifier associated with the mobile
wireless communications device, and receiving
an authentication response based upon the au-
thentication request, and
transmitting, via the first wireless transceiver,
the authentication response to the access con-
trol device.

2. The mobile wireless communications device of
Claim 1 wherein the first wireless transceiver in-
cludes a near field communication (NFC) transceiv-
er.

3. The mobile wireless communications device of
Claim 1 wherein the first wireless transceiver in-
cludes a Bluetooth transceiver.

4. The mobile wireless communications device of
Claim 1 wherein the second wireless transceiver in-
cludes a cellular transceiver.

5. The mobile wireless communications device of
Claim 1 wherein the controller is capable of receiving
the first identifier from the access control device
along with an address of the authentication server,
and sending the authentication request to the ad-
dress.

6. The mobile wireless communications device of
Claim 1 wherein the controller is capable of commu-
nicating with the authentication server via at least
one of a Secure Sockets Layer (SSL) format and a
Transport Layer Security (TLS) format.

7. The mobile wireless communications device of
Claim 1 wherein the authentication response in-
cludes a single-use security code.

8. The mobile wireless communications device of
Claim 1 wherein the authentication response has an
expiration time associated therewith.

9. The mobile wireless communications device of
Claim 1 wherein the controller is capable of receiving
an access denial electronic message from the au-
thentication server via the second wireless trans-
ceiver based upon an authentication failure.

10. A personnel access system for use with a mobile
wireless communication device including a first wire-
less transceiver and a second wireless transceiver
having a longer  communication range than the first
wireless transceiver, the personnel access system
including:

an access control device associated with an ac-
cess position; and

an authentication server;
the access control device being capable of re-
ceiving an access request via the first wireless
transceiver of the mobile wireless communica-
tions device, and transmitting a first identifier to
the first wireless transceiver based upon the ac-
cess request;
the authentication server being capable of au-
thenticating the mobile wireless communica-
tions device responsive to an authentication re-
quest received via the second wireless trans-
ceiver of the mobile wireless communications
device including the first identifier and a second
identifier associated with the mobile wireless
communications device, and transmitting an au-
thentication response to the second wireless
transceiver based upon the authentication;
the access control device being capable of
granting access to the access position based
upon receiving the authentication response from
the mobile wireless communications device via
the first wireless transceiver.

11. A method of operating a mobile wireless communi-
cations device including a first wireless transceiver
and a second wireless transceiver having a longer
communication range than the first wireless trans-
ceiver, the method including:

transmitting, via the first wireless transceiver, an
access request to an access control device as-
sociated with an access position, and receiving
a first identifier from the access control device
based upon the access request;
transmitting, via the second wireless transceiv-
er, an authentication request to an authentica-
tion server based upon the first identifier and a
second identifier associated with the mobile
wireless communications device, and receiving
an authentication response based upon the au-
thentication request; and
transmitting, via the first wireless transceiver,
the authentication response to the access con-
trol device.

12. The method of Claim 11 wherein the first wireless
transceiver includes a near field communication
(NFC) transceiver.

13. The method of Claim 11 wherein the first wireless
transceiver includes a Bluetooth transceiver.

14. The method of Claim 11 wherein the second wireless
transceiver includes a cellular transceiver.

15. The method of Claim 11 wherein receiving the first
identifier further includes receiving the first identifier
from the access control device along with an address
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of the authentication server; and wherein transmit-
ting the authentication request to the authentication
server further includes sending the authentication re-
quest to the address.

Amended claims in accordance with Rule 137(2)
EPC.

1. A mobile wireless communications device (34) in-
cluding:

a first wireless transceiver (35);
a second wireless transceiver (36) having a
longer communication range than the first wire-
less transceiver; and
a controller (37) coupled with the first wireless
transceiver and the second wireless transceiver
and capable of
transmitting, via the first wireless transceiver, an
access request to an access control device (32)
associated with an access position, and receiv-
ing a first identifier along with an address of an
authentication server (33) from the access con-
trol device based upon the access request,
transmitting, via the second wireless transceiv-
er, an authentication request to the authentica-
tion server at the address of the authentication
server based upon the first identifier and a sec-
ond identifier associated with the mobile wire-
less communications device, and receiving an
authentication response based upon the au-
thentication request, and
transmitting, via the first wireless transceiver,
the authentication response to the access con-
trol device.

2. The mobile wireless communications device of
Claim 1 wherein the first wireless transceiver in-
cludes a near field communication, NFC, transceiv-
er.

3. The mobile wireless communications device of
Claim 1 wherein the first wireless transceiver in-
cludes a Bluetooth transceiver.

4. The mobile wireless communications device of
Claim 1 wherein the second wireless transceiver in-
cludes a cellular transceiver.

5. The mobile wireless communications device of
Claim 1 wherein the controller is capable of commu-
nicating with the authentication server via at least
one of a Secure Sockets Layer, SSL, format and a
Transport Layer Security, TLS, format.

6. The mobile wireless communications device of
Claim 1 wherein the authentication response in-

cludes a single-use security code.

7. The mobile wireless communications device of
Claim 1 wherein the authentication response has an
expiration time associated therewith.

8. The mobile wireless communications device of
Claim 1 wherein the controller is capable of receiving
an access denial electronic message from the au-
thentication server via the second wireless trans-
ceiver based upon an authentication failure.

9. A personnel access system (30) for use with a
mobile wireless communication device (34) includ-
ing a first wireless transceiver (35) and a second
wireless transceiver (36) having a longer communi-
cation range than the first wireless transceiver, the
personnel access system including:

an access control device (32) associated with
an access position; and
an authentication server (33);
the access control device being capable of re-
ceiving an access request via the first wireless
transceiver of the mobile wireless communica-
tions device, and transmitting a first identifier
along with an address of the authentication serv-
er to the first wireless transceiver based upon
the access request;
the authentication server being capable of au-
thenticating the mobile wireless communica-
tions device responsive to an authentication re-
quest sent to the address of the authentication
server and received via the second wireless
transceiver of the mobile wireless communica-
tions device including the first identifier and a
second identifier associated with the mobile
wireless communications device, and transmit-
ting an authentication response to the second
wireless transceiver based upon the authentica-
tion;
the access control device being capable of
granting access to the access position based
upon receiving the authentication response from
the mobile wireless communications device via
the first wireless transceiver.

10. A method of operating a mobile wireless com-
munications device (34) including a first wireless
transceiver (35) and a second wireless transceiver
(36) having a longer communication range than the
first wireless transceiver, the method including:

transmitting, via the first wireless transceiver, an
access request to an access control device (32)
associated with an access position, and receiv-
ing a first identifier along with an address of an
authentication server (33) from the access con-
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trol device based upon the access request;
transmitting, via the second wireless transceiv-
er, an authentication request to the authentica-
tion server at the address of the authentication
server based upon the first identifier and a sec-
ond identifier associated with the mobile wire-
less communications device, and receiving an
authentication response based upon the au-
thentication request; and
transmitting, via the first wireless transceiver,
the authentication response to the access con-
trol device.

11. The method of Claim 10 wherein the first wireless
transceiver includes a near field communication,
NFC, transceiver.

12. The method of Claim 10 wherein the first wireless
transceiver includes a Bluetooth transceiver.

13. The method of Claim 10 wherein the second wire-
less transceiver includes a cellular transceiver.

14.
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