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(57) A system and a method of querying a remote
service (14) without revealing a private document to the
remote service are provided. The method includes re-
ceiving a signature of a user’s private document, and
querying an intermediate database (28) with the signa-
ture of the private document to generate an intermediate
result set (58) comprising intermediate database docu-
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Privacy preserving method for querying a remote public service

ments, based on a computation of similarity of the sig-
natures of the intermediate database documents to the
signature of the private document. The remote service
(14) is queried, based on the intermediate result set (58)
and a final result set (76) is received from the remote
service based on the query, which can be output to the
user or further processed.
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Description
BACKGROUND

[0001] The exemplary embodiment relates to ex-
changing data with remote services such as multimedia
databases and finds application when querying a data-
base with a document which it is desired to maintain pri-
vate.

[0002] In a typical remote service architecture, a user
submits digital material to the remote service which proc-
esses the material and returns a result to the user. The
business application architecture may vary depending
on, for example, the service offered, the client device,
and the bandwidth available between them. A remote
service may be a web service which offers an interface
to upload documents and download the results of
processing them. For example, a user may submit an
image to aremote service to find similarimages. Another
example is a mobile phone application which allows a
user to submit captured images or sounds to a server
which uses its increased processing power to process
the data and send the results back to the device. Exam-
ples of remote services are image categorization, image
retrieval (similar image search), product identification
from images, music song identification from audio, and
other services which accept other input formats (e.g., vid-
€0).

[0003] Remote services raise privacy concerns when
data to be uploaded is personal or confidential. For ex-
ample, users of an image search service may refrain from
submitting pictures in which they or their family appear.
Similarly, a professional photographer may want to use
an image search engine to check the originality of a pho-
tograph, but may hesitate to submit the photograph to an
untrusted source. Similarly, a musician may be hesitant
to submit a new composition to a music search engine.
[0004] Remote services could remedy this problem by
providing privacy policies and by encrypting submitted
data, but this is usually not the case as remote service
providers generally benefit from acquiring the input data
in order to improve their algorithms, augment their data-
bases, or extract statistical information.

[0005] Because most public web services do not im-
plement privacy-preserving mechanisms, there remains
a need for a system which allows a user to query a web
service without revealing a private document.

BRIEF DESCRIPTION

[0006] In one aspect of the exemplary embodiment, a
method of querying a remote service without revealing a
private document to the remote service includes receiv-
ing a signature of a user’s private document, and query-
ing an intermediate database with the signature of the
private document to generate an intermediate result set
comprising intermediate database documents, based on
a computation of similarity of the signatures of the inter-
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mediate database documents to the signature of the pri-
vate document. The remote service is queried based on
the intermediate resultsetand a final result setis received
from the remote service based on the query. One or more
of the steps of the method may be implemented by a
computer processor.

[0007] In another aspect, a computer implemented
querying system includes a signature generator for gen-
erating a signature for a user’s private document. A sim-
ilarity service receives the generated signature of the pri-
vate document and queries an intermediate database
with the generated signature to produce an intermediate
result set comprising documents. A submitting compo-
nent submits the intermediate result set to an associated
remote service for producing a final result set based on
the intermediate result set. At least one processor which
implements the signature generator and similarity serv-
ice.

[0008] In another aspect, a method of querying a re-
mote service for results similar to results which would be
produced by querying the remote service with a private
document without revealing the private document to the
remote service includes querying a similarity service with
the private document and receiving an intermediate re-
sult set comprising documents from the similarity service.
The method further includes querying the remote service
with a query set derived from the intermediate result set
and receiving and outputting a final result set of docu-
ments. One or more of the steps of the method may be
implemented by a computer processor.

BRIEF DESCRIPTION OF THE DRAWINGS

[0009] FIGURE 1 is a functional block diagram of a
system for querying a public database according to one
aspect of the exemplary embodiment.

[0010] FIGURE 2 is a flow chart illustrating a querying
method according to another aspect of the exemplary
embodiment.

[0011] FIGURES 3-7 are functional block diagrams of
components and data flow in a system for querying a
public database.

DETAILED DESCRIPTION

[0012] The exemplary embodimentrelates to a system
and method for querying a remote public service using
proxy documents similar to a private document. Aspects
of the exemplary embodiment provide for creating a sig-
nature of the private document based on features ex-
tracted from the private document.

[0013] Inone exemplary embodiment, an intermediate
database is used to retrieve one or more documents that
are similar to a user’s private document. The retrieved
documents (or a subset of the documents) are then sub-
mitted to a remote service. The results are then returned
to the user, either directly or by the intermediate data-
base. The results are similar to the results that would
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have been obtained by using the private document di-
rectly, but, advantageously, the private document is nev-
er processed by the remote service.

[0014] The remote service is of the type where a user
submits digital material, such as an image, and the serv-
ice processes the material and returns a result to the
user. For example, a user may submit an image to a
remote service to find similarimages. Since the user may
prefer not to submit private images or documents to a
service that has no guarantee of maintaining the privacy
ofthe document, to maintain the privacy of the document,
the private document is first submitted to a trusted inter-
mediate database. The intermediate database returns
similar documents which may be then submitted to the
public remote service as a proxy for the private docu-
ment. This allows a user to query the public remote serv-
ice for documents similar to the private document without
revealing the private document.

[0015] With reference to FIGURE 1, a functional block
diagram of a computer-implemented document retrieval
system 1 suitable for performing the exemplary method
disclosed herein is shown. As will be appreciated, the
separate computer systems may be configured and ar-
ranged differently to parallelize the retrieval system or
combine components. The illustrated retrieval system in-
cludes a main computing device 10, a user computing
device (client) 12, and a remote service 14. The main
computing device 10 includes a processor 16 which con-
trols the overall operation of the computing device 10 by
execution of processing instructions 20 which are stored
in a memory 22 connected to the processor 16 by a bus
24. For example, the instructions 20 may be configured
for performing the exemplary method outlined in FIGURE
2. The processor 16 is also communicatively connected
to a storage unit 26 which may be removable or fixed and
may store data during processing.

[0016] An intermediate database 28 of documents is
stored in memory 26 of main computing device 10 and/or
on one or more remote computing devices that are ac-
cessible to the system. The documents of the intermedi-
ate database 28 need not be labeled (e.g. by subject
matter), which simplifies construction of the intermediate
database 28. For example, an intermediate database of
image documents could be constructed by simply crawl-
ing the web.

[0017] Main computing device 10 also includes one or
more interfaces to connect to external devices. These
may include an input output (I/0) interface 30 in commu-
nication with a user interface 32. The user interface 32
may include one or more of a display device 34 for dis-
playing information to users, such as an LCD screen, and
a user input device 36, such as a keyboard or touch or
writable screen, and/or a cursor control device, such as
a mouse, trackball, or the like, for inputting instructions
and communicating user input information and command
selections to the processor 16. Main computing device
10 also includes a network interface controller (NIC) 40.
The NIC 40 links the main computing device 10 with ex-
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ternal computing systems, such as the illustrated user
computing device 12 and remote service 14. The NIC 40
may connect to these components via a wired or wireless
link 44. The link 44 connects the main computing device
to a network 46 which may be a local area network (LAN)
or a wide area network (WAN) such as the Internet.
[0018] The user computing device 12 and remote serv-
ice 14 may be hosted on remote computing systems sim-
ilarly configured to the main computing device 10, i.e.,
which may include memory and a processor. The details
of these machines are omitted for brevity. The main com-
puting device 10, user computing device 12, and remote
service 14 may each include a PC, such as a desktop, a
laptop, palmtop computer, scanner, portable digital as-
sistant (PDA), server computer, cellular telephone, pag-
er, or other computing device or devices capable of ex-
ecuting instructions for performing the exemplary method
or methods described herein.

[0019] The system memory 22 and storage 26 may be
separate or combined and may represent any type of
non-transitory computer readable medium such as ran-
dom access memory (RAM), read only memory (ROM),
magnetic disk or tape, optical disk, flash memory, or ho-
lographic memory. In one embodiment, the memory 22
and storage 26 comprise a combination of random ac-
cess memory and read only memory. In some embodi-
ments, the processor 16, memory 22, and/or storage 26
may be combined in a single chip. The NIC 40 may com-
municate with other devices via computer network 46
and may comprise a modulator/demodulator (MODEM)
or an adapter for a physical network such as Ethernet.
The processor 16 can be variously embodied, such as
by a single core processor, a dual core processor (or
more generally by a multiple core processor), a digital
processor and cooperating math coprocessor, a digital
controller, or the like.

[0020] The term "software" as used herein is intended
to encompass any collection or set of instructions exe-
cutable by a computer or other digital system so as to
configure the computer or other digital system to perform
the task that is the intent of the software. The term "soft-
ware" as used herein is intended to encompass such
instructions stored in storage medium such as RAM, a
hard disk, optical disk, or so forth, and is also intended
toencompass so-called "firmware" thatis software stored
on a ROM or so forth. Such software may be organized
in various ways, and may include software components
organized as libraries, Internet-based programs stored
on a remote server or so forth, source code, interpreted
code, object code, directly executable code, and so forth.
It is contemplated that the software may invoke system-
level code or calls to other software residing on the server
or other location to perform certain functions.

[0021] The instructions 20 for implementing the exem-
plary method may include various software components,
such as a feature extraction module 48, a signature gen-
erator 50, a similarity computing service 52, which may
utilize a similarity function 54, and optionally, a relevance
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function 56.

[0022] Data, in the form of an intermediate result set
58 of documents from the intermediate database, and
extracted features 60, and/or signatures 62 of the inter-
mediate database documents, may be stored locally in
removable/fixed storage, such as the intermediate data-
base 28. A user provides, via the user computing device
12, a user document Q 64. The user document Q 64 is
a private document containing sensitive information that
the user may not wish to submit to a non-trusted public
remote service.

[0023] The user computing device 12 may include
memory 66 which stores the query document Q 64 and/or
information extracted therefrom. The extracted informa-
tion may include features extracted from the document
64 and/or a signature 68 generated from the extracted
features. The memory 66 may also include a feature ex-
traction module 70 and a signature generator 72, analo-
gous to the feature extraction module 48 and signature
generator 50, for extracting the features and generating
the signature 68 therefrom, respectively. In otherembod-
iments, the query document 64, itself, is sent via the net-
work 46 to the main computing device 10 to be processed
by the feature extraction module 48 and signature gen-
erator 50, for extracting the features and generating the
signature 68 therefrom, respectively. The user comput-
ing device, and/or the main computing device may in-
clude a submitting component 73 for submitting the in-
termediate result set to the remote service. In the case
of the main computing device, this may be a part of the
similarity service 52.

[0024] The remote service 14 may be a public service
in that there is no guarantee of the privacy of submitted
documents. The remote service may host in memory
thereof a public database 74 which includes a collection
of documents. These documents may be of the same
format as the input documents 58, such as images, text,
sound, or multimedia documents which are a combina-
tion of two or more of these types. Remote service 14
receives query documents and returns a result set, such
as responsive documents, labels, and/or other informa-
tion 76 via network 46. The public database 74 is public
in that any document contained in the database may be
returned. When queried, it may return a final result set
76 including one or more responsive documents from the
database 74 that the service identifies as responsive to
the query, or information extracted from these docu-
ments. In one embodiment, the public database 74 is
itself not publicly accessible; that is, it is not directly ac-
cessible to the public by, for example, a simple query
language, though such an architecture is also contem-
plated. For example, the remote service 14 is accessed
by a web interface, which receives an input query, such
as a query comprising the intermediate result set 58. The
query is processed by a search engine 78 which, in turn,
interacts with the public database 74 to retrieve respon-
sive documents 76. In some embodiments, one or both
of the intermediate database 28 and public database 74

10

15

20

25

30

35

40

45

50

55

may be hosted on separate computing devices distinct
from the respective main computing device 10 and re-
mote service. As will be appreciated, the databases may
each be hosted by multiple computing devices in order
to parallelize database operations.

[0025] The exemplary documents processed by the
system 1, including the query document 64, intermediate
database documents 58, and public database docu-
ments 76, may each include one or more of an image, a
sound recording, text, a video, or a combination thereof.
Animage, as used herein, may be inputin any convenient
file format, such as JPEG, GIF, JBIG, BMP, TIFF, PDF,
or the like or other common file format used for images
and which may optionally be converted to another suit-
able format prior to processing. In general, each input
digital image includes image data for an array of pixels
forming the image. The image data may include colorant
values, such as grayscale values, for each of a set of
color separations, such as L*a*b* or RGB, or be ex-
pressed in another other color space in which different
colors can be represented. In general, "grayscale" refers
to the optical density value of any single color channel,
however expressed (L*a*b*RGB, YCbCr, etc.). Textdoc-
uments may be received in Word, PDF, or other conven-
ient file format for text documents. PDF or scanned doc-
uments may be processed with an optical character rec-
ognition (OCR) engine to extractthe text priorto signature
generation.

[0026] The feature extraction module 48 or 70 is used
to extract features 60 from the query document Q 64,
which are used by the signature generator 50 or 72 to
generate a representation (or "signature") 68 of the doc-
ument 64, denoted by g. The signature g may be in the
form of a multidimensional vector (or vectors) of values.
The multidimensional vector may be of a fixed number
of dimensions. The signature may be a statistical repre-
sentation of the features 60 extracted from the document.
The features can be low level visual features extracted
from patches of an image, in the case ofimage document
or, in the case of text documents, features based on word
frequencies can be employed. Methods for computing
signatures for images and text documents are described
below. For example, an image signature may include or
be based on a Fisher vector, as described in "Improving
the Fisher kernel for large-scale image classification," F.
Perronnin, J. Sanchez, and T. Mensink, ECCV 2010. Re-
constructing an input document from a signature such
as the Fisher vector is not possible, since the signature
aggregates (e.g., averages and/or concatenates) statis-
tics computed at the patch level, making the signature
similar to an encrypted document in that the original doc-
ument cannot be deduced from the signature.

[0027] Because mostremote services only accept raw
documents as input, the signature q 68 cannot be directly
submitted to the remote service 14. Instead, the signature
q 68 is submitted to the similarity service 52. The similarity
service 52 queries the intermediate database 28 with the
document signature 68 to retrieve similar document(s)
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to Q 64. In particular, the similarity service 52 computes
a comparison (which can be a similarity or distance, both
of which are referred to as similarity for convenience)
between the signature q 68 and the intermediate data-
base document signatures 62, which may have been ex-
tracted from the respective database documentsina sim-
ilar manner to the extraction of the document signature.
The intermediate resultset 58 may comprise, forexample
a subset of the documents from the intermediate data-
base 28 having the top K most similar signatures, where
K may be a suitable number, such as from 1 to 50, or up
to 20, depending on the size of the database. In other
embodiments, the retrieved intermediate documents 58
include those which have at least a threshold similarity
for their signatures. This process effectively transforms
the signature 68 into a form 58 that can be submitted to
the remote service to yield results similar to submitting
the private query document Q 64.

[0028] In one embodiment, the intermediate database
28 is hosted on the main computing device 10, and the
user device 12 interacts with the similarity service 52
hosted on the main computing device 10 which in turn
queries the intermediate database 28. In one embodi-
ment, the main computing device 10 does not receive
the original document Q 64, only its signature 68 or ex-
tracted features 60, and therefore cannot compromise
the privacy of Q 64. In other embodiments, the main com-
puting device 10 receives the query document 64 and
generates the signature 68, making sure that the docu-
ment 64 is not among those sent to the remote service
14 as part of the query documents 58. In yet other em-
bodiments, the main computing device 10 and user com-
puting device 12 are the same computing device.
[0029] The user computing device 12 can serve as a
client in a client/server architecture. The user device 12
is a client of both the similarity service 52 and, indirectly,
the public remote service 14.

[0030] The intermediate documents 58 identified by
the similarity service may be provided to the user com-
puting device 12 (if it is separate to the main computing
device 10) for submission to the remote service 14. In
another embodiment, the main computing device sub-
mits the query documents 58 and receives the final result
set 76 or instructs the remote service to send the final
result set 76 directly to the user computing device. In one
embodiment, the final result set 76 may be processed by
the main computing device and a subset of the docu-
ments, or information extracted therefrom, returned to
the user. For example, the user may request that the
similarity service 52 informs the user when any images
uploaded to the public database are similar to an image
that the user has created. In this case, the service may
not provide the image 76 itself. Rather, the user is simply
informed that an image has been posted. In other em-
bodiments, the information provided to the user may be
URLSs or other location information which allows the user
to retrieve or view the images in the results set 76.
[0031] The intermediate database 28 may contain a
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set of documents (not shown) with their corresponding
pre-computed signatures 62.

[0032] With reference to FIGURE 2, an exemplary
method is illustrated which can be performed with the
system of FIGURE 1. The process starts at S100.
[0033] At S102, signatures for documents in the inter-
mediate database 28 are computed by the signature gen-
erator 50 (and feature extractor). This may be an offline
process, performed before a query document 64 is re-
ceived. Let x; be the N-dimensional signature 62 of the
ith document of the database 28. It has been shown that,
given a large enough dataset (e.g., millions or tens of
millions) ofimages, itis feasible to retrieve similarimages
to virtually any query. As the size of the intermediate da-
taset grows, relative similarity of the result documents 58
and the loss of quality due to the approximation will de-
crease. As an example, given an image of a landmark
with persons in the foreground, the system 1 is able to
retrieve other images of the same landmark but possibly
with different persons or with no persons. Text docu-
ments with similar content can also be matched with high
precision.

[0034] At S104, an original query document Q 64 is
received, which may be provided to the user computing
device/main computing device by conventional means.
[0035] At S104, a signature 68 is generated for the
original query document 64. In particular, feature extrac-
tion module 70 or 48 extracts features from the document
which are processed by signature generator 72, 50 to
generate an N-dimensional signature 68 for Q 64. After
the signature has been generated, the original query
document Q 64 is no longer accessed, preserving its pri-
vacy, and may be discarded.

[0036] AtS108, the signature 68 may be sent from the
user device to the main computing device, which hosts
the similarity service 52 and intermediate database 28.
In an alternative embodiment, the query document Q 64
itself is sent to the main computing device and the main
computing device computes the signature 68.

[0037] At S110, using the pre-defined similarity func-
tion s (54), the similarity s(q,x;) between the query sig-
nature g and each of the signatures x; in the intermediate
database is computed, e.g., by the similarity service 54.
In one embodiment, s(q,x;) is a function of the distance
from g to x;. One way to compute the distance is the
square root of the sum of the squares of the differences
of each vector element of q and x;. Note that, for compu-
tational simplicity, it may not be necessary to calculate
the square or root, using only the sum of the absolute
values of the distances or the sum of the squares of the
distances. A small distance corresponds to a high simi-
larity.

[0038] Other exemplary distance measures such as a
kernel function, between the signature 68 of the original
query image 64 and the signatures 62 of the database
images are also contemplated. An exemplary kernel is a
linear kernel, such as the dot product, although other
similarity measures are also contemplated, such as the
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L1 distance, chi-squared distance, cosine similarity or
the like may be used. The selection of a suitable similarity/
distance measure may depend, in part, on the type of
signatures used.

[0039] Documents corresponding to signatures having
a high similarity to (small distance from) the query sig-
nature q are selected to produce an intermediate result
set 58 of similar documents. For example, the K highest
similarity (lowest distance) documents having a similarity
above a threshold (that is, a distance below a threshold)
may be selected. The similar documents of the interme-
diate result set 58 will be denoted by Dy, ..., Dg.

[0040] At S112, a relevance factor which represents
the relevance of each document D, with respect to the
query signature g 68 may be computed and/or stored.
The relevance factor may be a scalar value denoted r,.
The relevance factor may be, for example, the rank of
D, when Dy,..., D¢ are ordered by similarity s(q,x). In
another embodiment, the relevance factors of the similar
documents 58 are the coefficients that optimize (e.g.,
minimize) an error equation, described below.

[0041] The set of documents Dy,..., Dk and their re-
spective relevance factors r, can be used as an encrypted
representation of the private query document Q 64 in the
document space, in that they produce a result similar to
using Q while maintaining the privacy of Q. As will be
appreciated, it is not possible to reconstruct Q given
Dy,..., Dk, evenifDy,..., D, are revealed and understand-
able by ahuman. This is similar to the concept of a "public
key", in which case Dy,..., D, (together with their rele-
vance factors r,) would represent a public key in the doc-
ument space.

[0042] The method then proceeds to S114 or to S120
or S126.

[0043] Optionally, at S114, a confidence in the inter-
mediate result set 58 is calculated, e.g. by the similarity
service 52. At S116, a determination is made, e.g., by
the similarity service, as to whether the confidence is
above a predetermined confidence threshold. If at S116,
the confidence is not above the threshold, a notification
may be generated at S118 to warn the user and/or the
method may be terminated. If the confidence is above
the threshold, the method may proceed to S120 or S126
For example, in some instances, it is possible that no
document in the intermediate database 28 is close
enough to ensure a good approximation of the original
query document. In such a case, the similarity service 52
may return a message to the user (through the user com-
puting device 12) indicating that the document 64 cannot
be processed privately. In one embodiment, the interme-
diate result set 58 may be provided to the user with a
confidence which indicates how confident the similarity
service is that the intermediate result set 58 or at least
one or more of the documents in it, is similar to the original
query document (i.e., to its signature 68). Below a certain
confidence, the user may be advised that the results may
not be useful.

[0044] For example, let x4, ..., Xk be the signatures of
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the K most similar (e.g., closest in distance) documents.
In this embodiment, the relevance factors ry, ... rg, are
the coefficients which minimize the reconstruction error
of g 68 (the multidimensional signature of the query doc-
ument) using a linear combination of x4, ..., Xx. The re-
construction error may be computed according to the ex-
pression:

2

K
R= HC] - Zkzl Ve Xk

[0045] The relevance factors r may thus be the coef-
ficients which allow the linear combination of the signa-
tures of the intermediate result set documents 58 to most
closely approximate the signature q of the query docu-
ment. The reconstruction error R (the error that cannot
be eliminated even when the best fit coefficients are cho-
sen) is the confidence.

[0046] S116 may then include comparing the residual
error (confidence value) to a predetermined value or a
value which is a function of the query signatures and the
number of signatures. If the confidence value is above
this value, then, in step S118 the user is warned that the
intermediate result set may not be an acceptable approx-
imation of the query document.

[0047] At S120, the documents Dy,..., D, or a subset
of these documents (e.g. the single most similar docu-
ment or the K most similar documents for some integer
n) may be returned to the user device 12 for submission
to the remote service 14 in lieu of the private query doc-
ument q. In another embodiment, the main computing
device may proxy for the user device and the method
may proceed to S126.

[0048] At S122, the user device 12 may receives the
intermediate result set 58.

[0049] In one embodiment, at S124, the user device
12 may present the intermediate result set to the user,
e.g., via a graphical user interface, and allow the user to
select the most relevant documents, thereby manually
"pruning" the result set to remove poor matches. Alter-
natively, the user computing device 12 may compare the
result set to the original query document q automatically.
The user device may also automatically select the best
document based on the relevance factors.

[0050] In step S126, the (optionally pruned) interme-
diate result set 58 is sent to the remote service 14, by
the submitting component 73. As has been noted, the
user’s private document 64, or any part of it, is not sub-
mitted to the remote service as part of the query.
[0051] At S128, the remote service 14 computes the
finalresultset 76 and, at outputs the final result set, which
may be returned to the main computing device at S130,
for further processing, or directly to the user device at
S132. The remote service generally will not be aware of
the relevance factors so, at S132, the user device 12 may
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use the relevance factors to label the final results, or this
service may be provided at S130 by the relevance func-
tion 56 of the main computing device. After documents
Dy,..., Dk 58 are submitted to the remote service 14 and
the results Ry,...,Rk are obtained, a function R=F(Rj,...,
Rk, rq,-.-,fx) may be computed which produces an output
R which combines the results Ry,...,Ry using the rele-
vance factors ri. F represents a function such as an ag-
gregating function. This aggregates the results for all the
documents 58 to provide a result for the input query doc-
ument 64.

[0052] In one embodiment, the remote service 14 is a
document categorization service and the final result set
76 output at S128 includes category labels for the sub-
mitted documents 58. Here, Ry is the category label of
documentD,. The category label R, may be a single label
or set of probable labels selected from a finite set of pos-
sible labels or may be a probabilistic assignment over all
labels. F can be a function which counts the number of
votes for each category across the results Ry, possibly
weighted by the relevance factors. In this embodiment,
the remote service may include a classifier which has
been trained on a labeled set of training documents to
assign alabel to a new document. Or, the remote service
may include a similarity service analogous to the similar-
ity service 52, which identifies similar documents in the
database 74 to the intermediate set 58 submitted, re-
trieves the labels of the database documents, and as-
signs labels to the submitted documents based on the
database document labels and optionally the computed
similarity.

[0053] In another embodiment, the remote service 14
is a similar document search service, which may perform
analogously to the similarity service 52. Here, the final
results set R, 76 output at S128 is a set of documents
similar to Dy, and function F may select the set of docu-
ments with highest similarity values across all Ry’s. The
combined output thus approximates the output that the
user could have obtained by submitting the private query
to the remote service.

[0054] In one embodiment, the remote service 14 may
only perform queries of the database 74 with a single
document 58 at a time, in which case there may be mul-
tiple result sets returned, one for each submitted docu-
ment in the intermediate set 58 which are aggregated by
the user device/main computing device. For example,
the user device 12 or main computing device 10 may
receive each result set, tag it with its relevance coeffi-
cient, and, once all of the documents of the intermediate
step have been submitted and a result set received for
each, combine the result sets (tagged with the relevance
coefficients) into one result set of documents and rele-
vance factors.

[0055] The method ends at S134.

[0056] The methodillustrated in FIGURE 2 may be im-
plemented in a non-transitory computer program product
that may be executed on a computer. The computer pro-
gram product may comprise a non-transitory computer-
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readable recording medium on which a control program
is recorded (stored), such as a disk, hard drive, or the
like. Common forms of non-transitory computer-readable
media include, for example, floppy disks, flexible disks,
hard disks, magnetic tape, or any other magnetic storage
medium, CD-ROM, DVD, or any other optical medium,
aRAM, aPROM, anEPROM, a FLASH-EPROM, orother
memory chip or cartridge, or any other tangible medium
from which a computer can read and use.

[0057] Alternatively, the method may be implemented
in transitory media, such as a transmittable carrier wave
in which the control programis embodied as a data signal
using transmission media, such as acoustic or light
waves, such as those generated during radio wave and
infrared data communications, and the like.

The exemplary method may be implemented on one or
more general purpose computers, special purpose com-
puter(s), a programmed microprocessor or microcontrol-
ler and peripheral integrated circuit elements, an ASIC
or other integrated circuit, a digital signal processor, a
hardwired electronic or logic circuit such as a discrete
element circuit, a programmable logic device such as a
PLD, PLA, FPGA, Graphical card CPU (GPU), or PAL,
or the like. In general, any device, capable of implement-
ing a finite state machine that is in turn capable of imple-
menting the flowchart shown in FIGURE 2, can be used
to implement the method of FIGURE 2.

[0058] As will be appreciated form the foregoing, sev-
eral different architectures are contemplated. For exam-
ple, rather than sending the intermediate results 58 to
the user device at S120, the main computing device
serves as a proxy for the user device and submits the
result set to the remote service for the user device (at
S126). The choice of route may depend on the applica-
tion. If the user is to prune the result set (step S124 of
FIGURE 2), then sending the result set to the user may
be advantageous. On the other hand, if the intermediate
result set will be submitted to the remote service without
user intervention, then having the main computing device
send the intermediate result set to the service avoids an
extra step in the process, i.e., sending the result set from
the intermediate database to the user device, only for the
user device to then forward it on to the remote service.
It may also be useful when the main computing device
is querying the remote service frequently for the user,
e.g., automatically. In some embodiments, the remote
service may place restrictions on who can submit docu-
ments 58, which may impact whether the user or the main
computing device owners are authorized to send queries
58. Additionally, the ultimate recipient of the results may
be a designee of the user, which can be considered to
be the user for convenience of description.

[0059] FIGURES 3 and4 show the communication be-
tween the user computing device (the client) 12, the main
computing device 10, and the remote service in one em-
bodiment. In this embodiment, the client device 12 has
a software module which allows it to communicate direct-
ly with the intermediate database 28. That is, the user
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computing device performs a database query on the in-
termediate database 28 and also calculates similarity,
relevance, and confidence locally. Here, the user com-
puting device and main computing device can be inte-
grated into the same device 12. The user device 12 gen-
erates a signature for the private query document Q 64
using local modules 70 and 72. The user computing de-
vice queries the intermediate database 28 with the sig-
nature 68 and receives the results, as shown in FIGURE
3. The user computing device 12 may then calculate sim-
ilarity, relevance, and confidence and prune the results.
As shown in FIGURE 4, it then submits the (possibly
pruned) intermediate results to the remote service 14 and
receives the result set. This embodiment makes use of
a user device which has access to the software for per-
forming a query on the intermediate database and which
is also able to calculate similarity, relevance, and confi-
dence.

[0060] In an alternative embodiment shown in FIG-
URES 5 and 6, the similarity service 52 submits the doc-
ument results directly to the remote service, receives the
resulting documents, and then forwards them to the cli-
ent.

[0061] In FIGURE 7, the user device submits a signa-
ture 68 to the similarity service (path A) or entire docu-
ment 64 to the similarity service via the signature gener-
ator 50 (path B), which returns the intermediate set to
the user device (path C) for submission to the remote
service (path E) or submits it directly to the remote service
14 (path D). The remote service sends the final results
set 76 directly to the user device (path F) or may return
the results to the main computing device for further
processing.

[0062] When submitted via path B, the original docu-
ment Q may be submitted to the signature generator
50/similarity service 52, optionally via an encrypted con-
nection. The signature computation is then computed on
a device which may not be under the control of the user.
In this approach, the user trusts the similarity service.
This approach is useful if the client has limited processing
power or the similarity service provider does not wish to
provide direct access to its software. If the similarity serv-
ice functions with both limited processing power clients
and clients with greater processing power, another ar-
chitecture is contemplated in which the entire process is
a series of remote services. In addition the similarity serv-
ice and remote service, a remote signature computation
service, which returns a signature to be submitted to the
similarity service, may be provided. The client has a local
software module to submit the document to the signature
computation service, may receive the signature, submit
the signature to the similarity service, receive the inter-
mediate result set, and then submit the intermediate re-
sult setto the remote service. Alternatively, each of these
services may be linked in a chain or other suitable ar-
rangement to avoid returning data repeatedly to the user.
[0063] In any of these embodiments, once the client or
service extracts a signature from a query document, the
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rest of the process proceeds without the query document
itself, only using "encrypted" versions of the document,
resembling a traditional cryptographic system. The query
document is never revealed to the public service, even
as one of the set of documents 58. Moreover, the query
document is not revealed during the intermediate data-
base search. Once the signature is computed, the orig-
inal document is no longer required. If the signature of
the private document is computed by the user's comput-
ing device, there are effectively two levels of protection
of the original document: (i) only a descriptor is submitted
to the similarity service so the intermediate database can-
not compute the original document and (ii) only the proxy
results are submitted to the public database.

CACHING AND OFFLINE PROCESSING

[0064] Note that, whatever document is submitted to
the intermediate database via the similarity service, a
document from the intermediate database is returned.
This allows a modification. Instead of the remote service
14 computing the result set 76 online, i.e., when the query
is issued, the result set for each document of the inter-
mediate database 28 may be computed offline, e.g.,
when a document is added to the intermediate database
28. If this processing is performed offline, then the result
of the call to the remote service 14 is cached in the in-
termediate database indexed by the document or its sig-
nature. An advantage is that this may speed-up the query
processing since the remote service 14 would not need
to be called online. A disadvantage is that more data may
need to be stored in the intermediate database 28 and
the results from the remote service may become stale
(e.g., in the case of a categorization service, a better
technology might be put in place or new categories may
be added to the system; in the case of a retrieval service,
new documents may be added to the public database
74). A hybrid approach is simultaneously to present the
results to the user based on the cached results and re-
query the service to ensure that the results are un-
changed. Offline processing is simple to implementwhen
the intermediate database acts as a proxy to the remote
service, although the approach may also work with the
other architectures described herein.

FEATURE EXTRACTION AND SIGNATURE GENERA-
TION

[0065] The signature generated by signature genera-
tor 50, 72 for each document 64, 58 can be any suitable
high level statistical representation of the document or a
part thereof, such as one page of a multiage document.
The exemplary signature is in the form of a multidimen-
sional vector generated based on features extracted from
the image. Fisher Kernel representations and Bag-of-
Visual-Word representations are exemplary of suitable
high-level statistical representations which can be used
herein as an image signature 68, 62. The exemplary im-
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age signatures 48, 56 are of a fixed dimensionality, i.e.,
each image signature has the same number of elements.
[0066] For example, the signature generator 46 in-
cludes a patch extractor, which extracts and analyzes
low-level visual features of patches of the image, such
as shape, texture, or colorfeatures, or the like. The patch-
es can be obtained by image segmentation, by applying
specific interest point detectors, by considering a regular
grid, or simply by the random sampling of image patches.
In the exemplary embodiment, the patches are extracted
on a regular grid, optionally at multiple scales, over the
entire image, or at least a part or a majority of the image.
[0067] The extracted low-level features (in the form of
a local descriptor, such as a vector or histogram) from
each patch can be aggregated and optionally reduced in
dimensionality, to form a features vector which serves
as the global image signature. In other approaches, the
local descriptors of the patches of an image are assigned
to clusters. Forexample, a visual vocabulary is previously
obtained by clustering local descriptors extracted from
training images, using for instance K-means clustering
analysis. Each patch vector is then assigned to a nearest
cluster and a histogram of the assignments can be gen-
erated. In other approaches, a probabilistic framework is
employed. For example, it is assumed that there exists
anunderlying generative model, such as a Gaussian Mix-
ture Model (GMM), from which all the local descriptors
are emitted. Each patch can thus be characterized by a
vector of posterior probabilities, one posterior probability
for each of the Gaussian functions forming the mixture
model. In this case, the visual vocabulary can be esti-
mated using the Expectation-Maximization (EM) algo-
rithm to optimize a Maximum Likelihood criterion. In ei-
ther case, each visual word in the vocabulary corre-
sponds to a grouping of typical low-level features. The
visual words may each correspond (approximately) to a
mid-level image feature such as a type of visual (rather
than digital) object (e.g., ball or sphere, rod or shaft, flow-
er, autumn leaves, etc.), characteristic background (e.g.,
starlit sky, blue sky, grass field, snow, beach, etc.), or
the like. Given animage 12, 52 to be assigned a signature
48, each extracted local descriptor is assigned to its clos-
est visual word in the previously trained vocabulary or to
all visual words in a probabilistic manner in the case of
a stochastic model. A histogram is computed by accu-
mulating the occurrences of each visual word. The his-
togram can serve as the image signature 48 or input to
a generative model which outputs an image signature
based thereon.

[0068] For example, as local descriptors extracted
from the patches, SIFT descriptors or other gradient-
based feature descriptors, can be used. See, e.g., Lowe,
"Distinctive image features from scale-invariant key-
points," IJCV vol. 60 (2004). In one illustrative example
employing SIFT features, the features are extracted from
32x32 pixel patches on regular grids (every 16 pixels)
at five scales, using 128-dimensional SIFT descriptors.
Other suitable local descriptors which can be extracted
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include simple 96-dimensional color features in which a
patch is subdivided into 4X4 sub-regions and in each
sub-region the mean and standard deviation are com-
puted for the three channels (R, G and B). These are
merely illustrative examples, and additional and/or other
features can be used. The number of features in each
local descriptor is optionally reduced, e.g., to 64 dimen-
sions, using Principal Component Analysis (PCA). Sig-
natures can be computed for two or more regions of the
image and aggregated, e.g., concatenated.

[0069] In some illustrative examples, a Fisher vector
is computed for the image by modeling the extracted local
descriptors of the image using a mixture model to gen-
erate a corresponding image vector having vector ele-
ments that are indicative of parameters of mixture model
components of the mixture model representing the ex-
tracted local descriptors of the image. The exemplary
mixture model is a Gaussian mixture model (GMM) com-
prising a set of Gaussian functions (Gaussians) to which
weights are assigned in the parameter training. Each
Gaussian is represented by its mean vector, and covar-
iance matrix. It can be assumed that the covariance ma-
trices are diagonal. See, e.g., Perronnin, et al., "Fisher
kernels on visual vocabularies for image categorization"
in CVPR (2007). Methods for computing Fisher vectors
are more fully described in U.S. Pub. Nos. 20120076401
and 20120045134. The trained GMM is intended to de-
scribe the content of any image within a range of interest
(for example, any color photograph if the range of interest
is color photographs).

[0070] Othermethodsforcomputingimage signatures,
computing similarity, and classifying images based on
their signatures are described in US Pub. Nos.

20030021481, 2007005356, 20070258648,
20080069456, 20080317358, 20090144033,
20100226564, 20100040285, 20100092084,
20100098343, 20100191743, 20100189354,
20100318477, 20110026831, 20110040711,

20110052063, and 20110091105.

[0071] Asdescribed above, forvisualdocuments, local
descriptors such as textures, color or shape features are
extracted and aggregated into a document-level descrip-
tor (signature) using, for instance, the Fisher vector
framework. For audio documents, similarly, from audio
features, local features can be extracted. These can be
features which describe a short time-span (a few tens of
milliseconds) such as mel-frequency cepstrum (MFCC)
features. These local features can be aggregated, for
example, using the Fisher vector framework.

EXAMPLES

[0072] A small-scale query-by-example retrieval serv-
ice offers a simple example of the robustness of the ex-
emplary method. To simulate a service that, given an
image as input, returns the most similar images con-
tained in the dataset, the INRIA (Institut National de Re-
cherche en Informatique et en Automatique) Holidays
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benchmark dataset (http:/lear.inrialpes.fr/-jegou/da-
ta.php#holidays) was used as the remote service data-
base 74. The INRIA Holidays Benchmark contains 1,491
images of 500 scenes. To establish a benchmark result,
the first image of each scene was used in turn to query
within the remaining 1,490 images, and the accuracy was
measured with the Average Precision (AP). The final
measure of performance is the average AP over the 500
queries, denoted mean AP (mAP). Two 2,048-dimension
Fisher vectors (FV) were concatenated to provide the
signatures: one Fisher Vector computed over gradient
descriptors and one Fisher Vector computed over color
descriptors. The final signature was a 4,096-dimensional
vector. With such features, querying the database direct-
ly with the first image of each scene provided a mAP of
approximately 76%.

[0073] The intermediate dataset 28 was the training
set of the ImageNet Large Scale Visual Recognition
Challenge (ILSVRC) 2010 dataset, which contains 1.2M
images. Note that the INRIA Holidays dataset contains
mostly images of scenes while the ILSVRC 2010 dataset
contains mostly images of objects (plus a few images of
scenes). Hence, there is a strong mismatch between
these two datasets.

[0074] Using the query image (the firstimage of each
scene) replaced by its closest match (K=1) in the inter-
mediate dataset (INRIA), the residual error is simply the
distance between the query and its closest match. The
system was able to "obfuscate" roughly 50% of the query
images while rejecting any match that degraded below
76%. This number could be improved by using a dataset
that contained images which better reflect the target re-
mote service database 74 or by using a larger interme-
diate dataset.

Claims

1. A method of querying a remote service without re-
vealing a private document to the remote service,
comprising:

receiving a signature of a user’s private docu-
ment;

querying an intermediate database with the sig-
nature of the private document to generate an
intermediate result set comprising intermediate
database documents, based on a computation
of similarity of the signatures of the intermediate
database documents to the signature of the pri-
vate document;

querying the remote service based on the inter-
mediate result set; and

receiving a final result set from the remote serv-
ice based on the query.

2. Themethod of claim 1, wherein the private document
comprises at least one of an image, a sound record-
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10

10.

ing, and text.

The method of claim 1 or claim 2, wherein each sig-
nature is a statistical representation of features ex-
tracted from the respective document, such as a
Fisher vector.

The method of any of the preceding claims, wherein
the remote service provides at least one of:

a similar document search and the final result
set comprises a set of documents retrieved from
a public database, based on their similarity to
the documents in intermediate result set; and
a category of document search and the final re-
sult set comprises category labels for the docu-
ments in intermediate result set.

The method of any of the preceding claims, further
comprising computing a relevance factor for each
document of the intermediate result set and wherein
the final result set is weighted, based on the rele-
vance factors.

The method of claim 5, further comprising computing
areconstruction error based on the relevance factors
of all the documents in the intermediate result set
and determining a confidence in the intermediate re-
sult set based on the reconstruction error.

The method of any of the preceding claims, wherein
the computation of similarity of signatures is per-
formed on a main computer separate from a client
and wherein the client submits the signature of the
document to the main computer without sending the
document to the main computer.

The method of any of claims 1 to 6, wherein the com-
putation of similarity of signatures is performed on
the same computing device as computation of the
private document signature.

The method of any of the preceding claims, further
comprising, caching a result set for each document
in the intermediate database by submitting the re-
spective intermediate database document to the re-
mote service and wherein querying the remote serv-
ice based on the intermediate result set comprises
retrieving the cached result set for each document
inthe intermediate result set and generating the final
result set based on the retrieved cached result sets.

The method of any of the receding claims, wherein
the querying of the remote service based on the in-
termediate result set comprises generating a query
with each document in the intermediate result set
and submitting the queries to the remote service.
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A computer program product comprising a non-tran-
sitory recording medium which stores instructions,
which when executed by a computer, perform the
method of any of the preceding claims.

A computer implemented querying system compris-
ing:

asignature generator, for generating a signature
for a user’s private document;

asimilarity service which receives the generated
signature of the private document and queries
an intermediate database with the generated
signature to produce an intermediate result set
comprising documents;

a submitting component which submits the in-
termediate result set to an associated remote
service for producing a final result set based on
the intermediate result set; and

atleastone processor which implements the sig-
nature generator and similarity service.

The system of claim 12, wherein the final result set
comprises a set of documents retrieved from a public
database, based on the documents in the interme-
diate result set.

A method of querying a remote service for results
similar to results which would be produced by que-
rying the remote service with a private document
without revealing the private document to the remote
service comprising:

querying a similarity service with the private doc-
ument;

receiving an intermediate result set comprising
documents from the similarity service;
querying the remote service with a query set de-
rived from the intermediate result set;
receiving a final result set of documents; and
outputting the final result set of documents.

The method of claim 14, wherein the similarity serv-
ice calculates the intermediate result set by comput-
ing a signature of the private document and querying
an intermediate database by comparing the signa-
ture of the private document to signatures of the doc-
uments stored in the intermediate database.
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