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(54) Signature Generation and Verification System and Signature Verification Apparatus

(57) A signature generation and verification system
including a signature generation apparatus and a signa-
ture verification apparatus is provided. Based on signer
certification information possessed by a signer, the sig-
nature generation apparatus generates a digital signa-
ture and verification data corresponding to a given elec-
tronic document and outputs the set of the digital signa-
ture and the verification data as signature data. Upon

receipt of the electronic document and the signature data,
the signature verification apparatus verifies the digital
signature using the verification data to verify the integrity
of the electronic document. As needed, the signature ver-
ification apparatus performs user identification ex-post
facto by authenticating that the signer certification infor-
mation from which the verification data was generated
belongs to a legitimate user without knowledge of the
signer certification information.
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Description

[0001] The present invention relates to a digital signature system that generates and verifies a digital signature for the
purpose of attesting to the integrity of an electronic document and certifying the person who prepared that document.
[0002] Digital signatures are used extensively for preventing the fabrication or falsification of electronic documents
(attestation of integrity) and for personal authentication. With ordinary digital signature systems, the signer generates
his or her own secret key paired with a public key in advance, and has the public key made public. Generally, the secret
key is stored on an IC card or the like and managed personally by the signer so that the key may be used only by the
signer and kept secret to other people. The signer can generate his or her signature on a given electronic document
using the secret key. The verifier can verify the signature paired with the electronic document (both not fabricated or
falsified) using the public key. For example, the algorithms for such digital signatures include RSA signature, DSA,
ElGamal  signature, Schnorr signature, elliptic curve DSA, elliptic curve ElGamal signature, and elliptic curve Schnorr
signature.
[0003] With the digital signature system, however, if the owner of the public key is falsely impersonated, the validity
of the signature is lost. For example, suppose that a document prepared and signed by signer A is falsified by wrongdoer
B, that the signature of signer A is replaced with that of wrongdoer B, and that the public key of wrongdoer B is made
public falsely as the public key of signer A. In such a case, the verifier of signature will accept the document falsified by
wrongdoer B as a valid document prepared by signer A.
[0004] In order to circumvent the above problem, PKI (Public Key Infrastructure) has been utilized (see Non Patent
Literature 1). With PKI, a set of a public key and data such as the ID of the public key owner is provided with a signature
by a trustworthy third party (certification authority). This signature is given as a certificate. The verifier first verifies the
signature of the certification authority included in the signer’s certificate, and verifies the signature of the electronic
document of interest using the public key included in the certificate. In order to further ensure the validity of the public
key from the certification authority, a  signature of a higher-order certification authority is attached to the signature of
the certification authority. In this manner, PKI predicates overall trustworthiness on the assumption that, with depend-
encies of trust generally formed in a tree structure, all signers place their confidence in the certificates of the highest-
order certification authority. (Non Patent Literature 1: Carlisle Adams and Steve Lloyd, "Understanding PKI: Concepts,
Standards, and Deployment Considerations," Pearson Education, Inc., translated into Japanese by Yuichi Suzuki, 2000)
[0005] Also, PGP (Pretty Good Privacy) is used as software and a standard primarily for encrypting and signing e-
mails (see Non Patent Literature 2). PGP adopts the concept "Web-of-trust," to be discussed below, as a solution different
from that of PKI to the above problem. Using his or her secret key, a PGP user may attach his or her signature to the
public key of any other user. For example, user A may identify user B using some appropriate method and attach his or
her signature to user B’s public key. User C is assumed to identify user A using some suitable method and thus trust
the public key of this user. Suppose now that user B sends user C an e-mail signed with user B’s secret key along with
user B’s public key signed with user A’s secret key. Even though user C does not know  (trust) user B, user C trusts
user A’s public key, so that user B’s signed public key may be verified using user A’s public key, whereby the validity of
user B’s public key and that of the e-mail verified using that public key are ascertained. This is the concept of "Web-of-
trust," which means that the public key signed by a trustworthy user can be trusted. (Non Patent Literature 2: Zimmermann,
P. "The Official PGP User’s Guide," Cambridge, MA: MIT Press, 1995 (second printing).)
[0006] Also proposed has been a digital signature method (ID-based signature) whereby the user ID (e.g., user’s mail
address) itself is used as a public key (see Non Patent Literature 3). With the ID-based signature scheme, the user ID
serves as the public key of each user. For this reason, there is no need to issue a certificate for the public key. However,
the signer needs to have a trustworthy third party, called the Private Key Generator (PKG), generate and issue a secret
key corresponding to the user ID. At this point, the PKG using some suitable method needs to verify that the person
applying for a secret key is indeed the person in possession of the user ID in question. (Non Patent Literature 3: Adi
Shamir, "Identity-Based Cryptosystems and Signature Schemes," Advances in Cryptology: Proceedings of CRYPTO
84, Lecture Notes in Computer Science, 7: 47--53, 1984).
[0007] JP-2003-323116-A (Patent Literature 1) discloses a method aimed at simplifying the identification procedure
for allowing a user to register a public key with PKI. The disclosed method involves carrying out the following process
for generating a secret key (SK) for public key encryption using biometric data B and secrete data R and for identifying
the user in question upon receipt of a public key certificate issued by the certification authority: With regard to the secret
key SK for RSA public key encryption generated using the secret data R and first biometric data B of the user, second
biometric data B’ of the user is obtained. And using the second biometric data B’, it is verified whether the secret key
SK has been generated from the secret data R and the first biometric data B.
[0008] PKI is challenged with the problems about convenience and cost, as will be described below. When using PKI,
the signer needs to prove his or her identity in advance to the certification authority and be examined thereby. The
examinations may require, for example, the signer to present his or her ID at the counter of the authority, mail the ID
thereto for verification, or have his or her identity verified by telephone with the  authority’s staff. This involves raising
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the running cost of the certification authority; the issuance of a certificate generally entails paying a fee. Furthermore,
PKI constitutes a complex model that has the certification authority authenticated by a high-order certification authority
which in turn is validated by a higher-order certification authority. That means the cost of making up the entire system
can be inordinately high.
[0009] As with PKI, the ID-based signature scheme is also challenged with the problems about convenience and cost.
That is because the signer also needs to prove his or her identity to the PKG beforehand and undergo examinations
thereby.
[0010] Meanwhile, PGP is challenged with the problem about trustworthiness. For PGP, there is no TTP (Trusted
Third Party) that may be run securely with not much cost like the certification authority of PKI. The general users sign
other people’s public keys and, based on the concept of "Web-of-trust," extend dependencies of trust in order to provide
the basis for the reliability of the system as a whole. However, upon signing another user’s public key, each user may
or may not strictly verify the other user’s identity. Thus there exists the danger that a legitimate user may unknowingly
sign the public key of a user falsely impersonating another user, and there is a possibility that  a group of malicious users
may mutually sign each other’s (falsely impersonated) public keys. Such vulnerability can considerably lower the trust-
worthiness of the entire system.
[0011] The method described in the above-cited Patent Literature 1 involves having public keys registered beforehand
with the certification authority of PKI so that the signer may be identified without face-to-face communication when a
public key certificate is to be issued. As such, the method is effective in slightly improving the convenience for the users.
Still, it is necessary to have the public key certificate issued beforehand by the certification authority. Thus the problems
about convenience and running cost remain unsolved.
[0012] Meanwhile, digital signatures are primarily aimed at electronically implementing the function of signatures (by
hand) and seals in the real world. As such, digital signatures correspond to the certificate of registered seal or the
certificate of registered signature in the real world. However, in the real world, the signatures or seals on documents are
considered effective (legally or in light of common sense) without the signatures or seals being duly registered beforehand.
That is because the signatures and seals can be subsequently identified to a certain extent by  signature verification,
handwriting analysis, or seal verification. Thus in the real world, a methodology is adopted whereby the attestation of a
person having intentionally worked on a document (preparation, approval, etc.) is predicated on the physical evidence
(signature, etc.) that can later be identified using suitable methods. However, this methodology has yet to be implemented
electronically. That is because the secret key and public key used in digital signatures are not inseparably associated
with the person in question, so that that person needs to be certifiably linked with the public key or secret key through
suitable prior identification.
[0013] The present invention has been made in view of the above circumstances and provides a highly trustworthy
digital signature system in the light of the problems about convenience and cost which may eliminate the need for prior
identification as is customary with signatures and seals in the real world and which can perform reliable identification
ex-post facto as needed.
[0014] In carrying out the present invention and according to one embodiment thereof, there is provided a signature
generation and verification system including a signature verification apparatus and a user certification apparatus. The
signature verification apparatus includes: a signed electronic document input section which acquires electronic  document
data generated by a signature generation apparatus, and signature data made of a set of a digital signature and verification
data; an integrity verification section which verifies the integrity of the set of the electronic document data and the
electronic signature using the verification data; an identification section which transmits to the user certification apparatus
authentication data for authenticating that the verification data was generated based on predetermined user certification
information unique to a user and which identifies the user based on the digital signature transmitted from the signature
generation apparatus; and an output section which provides either "accept" or "reject" output based on either or both of
the result of integrity verification by the integrity verification section and the result of identification by the identification
section. The user certification apparatus includes: a user certification information input section which receives the input
of the user certification information; and a digital signature generation section which generates the digital signature
based on the authentication data received from the signature verification apparatus and transmits the digital signature
to the signature verification apparatus.
[0015] According to this invention, the signer is allowed to give his or her signature to a given electronic document
with no need for prior identification or key registration. The verifier is allowed to verify the integrity of the electronic
document in question and, as needed, verify ex-post facto the identity of the signer or ascertain ex-post facto that the
same person has generated signatures to a plurality of electronic documents.
[0016] In the drawings:
[0017] Further objects and advantages of the present invention will become apparent upon a reading of the following
description and appended drawings in which:

Fig. 1 is a block diagram showing a system configuration of one embodiment of this invention;



EP 2 685 400 A1

4

5

10

15

20

25

30

35

40

45

50

55

Fig. 2 is a flowchart showing a signature generation process performed by the embodiment;
Fig. 3 is a flowchart showing a signature verification and signer authentication process performed by the embodiment;
Fig. 4 is a flowchart showing a signature verification and signer identity authentication process performed by the
embodiment;
Fig. 5 is a flowchart showing a signature generation process performed by another embodiment of this invention;
Fig. 6 is a flowchart showing a response generation process performed by the embodiment;
Fig. 7 is a flowchart showing a response verification process performed by the embodiment;
Fig. 8 is a signer identity authentication process performed by the embodiment, and
Fig. 9 is a block diagram showing a hardware configuration including a signature generation apparatus, a signature
verification apparatus, and a user certification apparatus also embodying this invention.

[First embodiment]

[0018] A first embodiment of the present invention is explained below in reference to the accompanying drawings.
[0019] For example, the first embodiment is a digital signature generation and verification system which allows the
signer to given his or her signature to a given electronic document with no need for prior identification or key registration,
which allows the verifier to verify the integrity of the electronic document in question and which, as needed, verifies ex-
post facto the identity of the signer or ascertains ex-post facto that the same person has generated signatures to a
plurality of electronic documents (signer identity verification). The system of this embodiment may be used, for example,
to certify the person who prepared an e-mail or a Web page, sign  electronic contract documents, give approvals in a
work flow, and certify the products of office work or the workers keeping their work logs.
[0020] Fig. 1 shows a system configuration of the signature generation and verification system as the first embodiment.
[0021] This system is made up of a signature generation apparatus 100 that generates a signature corresponding to
an electronic document, a signature verification apparatus 110 which verifies the integrity of the electronic document in
question using the signature and which identifies as needed the user (signer) having generated the signature, a user
certification apparatus 120 used by the signer upon identity verification, and an IC card 130 possessed by the signer.
[0022] The signature generation apparatus 100 is composed of an electronic document input section 101 that receives
the input of an electronic document, a certification information input section 103 that receives the input of certification
information (to be discussed later in detail) on the signer, a signature data generation section 104 that generates the
signature of the signer corresponding to the electronic document, an output section 105 that outputs the electronic
document and signature data, and a communication section 106 that performs communication via a network 140. The
output section 105 may output the electronic document  and signature data to recording media such as a USB memory,
output the document and data onto physical media such as paper in the form of characters or barcodes on a printer or
the like, or transmit the document and data to the signature verification apparatus 110 or to a storage server or the like
via the communication section 106 and network 140.
[0023] The signature verification apparatus 110 is made up of a signed electronic document input section 111 that
receives the input of a signed electronic document via recording media such as a USB memory, via physical media such
as paper or by way of a network, an integrity verification section 112 that verifies the integrity of the electronic document
(not to be falsified), an identification section 113 that identifies the signer as needed, a signer identity authentication
section 114 that authenticates as needed the same signer having signed a plurality of electronic documents, a verification
result output section 115, and a communication section 116.
[0024] The user certification apparatus 120 has substantially the same structure as the signature generation apparatus
100, and communicates with the signature verification apparatus 110.
[0025] The certification information is information possessed only by each signer and is different from one  signer to
another. With this embodiment, it is assumed that each signer is issued with the IC card 130 and that the IC card 130
records beforehand a pair of a public key and a secret key (Kp,Ks) 131 randomly generated for each card using a key
generation function (Gen).
[0026] Fig. 9 shows a hardware configuration of the signature generation apparatus 100, signature verification appa-
ratus 110, and user certification apparatus 120 constituting this embodiment. As illustrated, these apparatuses may be
formed by a CPU 900, a RAM 901, an HDD 902, an input device 903, an output device 904, and a communication device
905.
[0027] Next, a flow of the signature generation process performed by this embodiment is explained in reference to Fig. 2.
[0028] The signature generation apparatus 100 acquires an electronic document M through the electronic document
input section 101 (step S201). For example, the electronic document may be received via a network or read from recording
media such as a USB memory. As another example, an electronic document prepared by the signature generation
apparatus 100 may be read.
[0029] The certification information input section 103 reads the pair of the public key and secret key (Kp,Ks) 131 from
the IC card 130 (step S202).
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[0030] The signature data generation section 104 generates a digital signature σ =Sign(M,Ks) corresponding to the
electronic document M using the secret key, and pairs it with the public key (S=(σ,Kp)) to form signature data (step
S203). For a signature generation function (Sign), a signature verification function (Verify) to be discussed later, and the
above-mentioned key generation function (Gen), a suitable digital signature algorithm such as RSA signature or DSA
may be adopted.
[0031] A signature data output section outputs the above-mentioned signature data S=(σ,Kp) (step S204).
[0032] Explained below in reference to Fig. 3 is a flow of the process of verifying the integrity of the electronic document
M using the signature data S and of the process of identifying the signer who prepared the signature.
[0033] The signature verification apparatus 110 acquires the electronic document M and the signature data S=(σ,Kp)
through the signed electronic document input section 111 (step S300). The electronic document M and the signature
data S may be received via the network or retrieved from recording media such as a USB memory, for example.
[0034] The integrity verification section 112 verifies the set of the electronic document M and digital signature σ included
in the signature data S, using the public key Kp included in the signature data S, so as to obtain a  verification result
v=Verify(M, σ , Kp) (v= "success" or "failure") (step S301).
[0035] If it is desired solely to verify that the electronic document is not falsified, the signature verification apparatus
110 may output the verification result v and terminate the process.
[0036] For example, consider the case in which upon entering into a contract, the parties concerned are to attach their
signature data to electronic contract documents. In making the contract, the parties concerned exchange therebetween
the electronic contract documents furnished with their signature data. The contract is considered concluded when the
exchanged electronic documents are successfully verified for integrity by each of the parties concerned. In the event of
non-fulfillment of the contract, for example, the parties concerned with the contract may have to be identified by the court
of law or like institutions. In this case, the process is finished in step S301 for the contract to be concluded. In case of
disputes such as non-fulfillment of the contract, step S302 and the subsequent steps are carried out.
[0037] Alternatively, consider a system in which the participants in a given project are to attach their signature data
to consecutively generated work logs for centralized management by a log server. With this system, solely the work logs
may ordinarily be verified for integrity in periodical batch processing. Upon occurrence of an incident or other irregularities,
the workers (i.e., signers) associated with the failure may be identified ex-post facto. In this case, the process is finished
in step S301 at ordinary times. If the fact that an incident has occurred is obtained typically through change of settings
by the system administrator, step S302 and the subsequent steps are carried out.
[0038] What follows is an explanation of the flow of the process in which the signers are identified ex-post facto. In
the ensuing description, the person targeted for identify verification (i.e., the person likely to be the signer) will be called
the candidate.
[0039] The identification section 113 generates random data (challenge code R) and transmits the generated data to
the user certification apparatus 120 (step S302). The challenge code R may be generated using a pseudo-random
number generator employing time information as the seed, for example.
[0040] The user certification apparatus 120 obtains the pair of the public key and secret key (KP’,Ks’) 131 from the
certification information that was input beforehand from the candidate (step S303).
[0041] Given the challenge code R, the user certification  apparatus 120 generates a digital signature σ’=Sign(R,Ks’)
using the secret key Ks, and transmits the generated digital signature as a response to the signature verification apparatus
110 (step S304).
[0042] The signature verification apparatus 110 receives the digital signature σ’ as the response. Using the public key
Kp, the identification section 113 verifies whether the digital signature σ’ given as the response is the valid digital signature
corresponding to the challenge code R, so as to obtain a verification result v’=Verify(R,σ’,Kp) (step S305). It should be
noted that verification result v’ is "success" only if Ks=Ks’.
[0043] The verification result output section 115 gives "accept" output only if both the verification result v and the
verification result v’ are "success"; otherwise the verification result output section 115 gives "reject" output.
[0044] According to this embodiment, the signer can generate his or her signature data corresponding to an electronic
document with no need for prior registration of a public key and a secret key involving authentication of the signer’s
identity. The verifier can verify the integrity of the electronic document by authenticating the signature data and identify
the signer ex-post facto as needed. When the same public key Kp is used for the  process of both integrity verification
and signer identification, it is possible to ascertain that the identity of the person who generated the signature (person
in possession of Ks) and the identify of the candidate (person in possession of Ks’) are the same (on the assumption
that the IC card of interest is always possessed by the same person).
[0045] Explained below in reference to Fig. 4 is the flow of the signer identity verification process which verifies the
integrity of at least two electronic documents and which ascertains whether the same signer has generated the signature
data corresponding to these electronic documents.
[0046] As an application that may require that process, consider a system in which the participants in a given project
are to attach their signature data to consecutively generated work logs for centralized management by the log server.
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With this system, solely the work logs may ordinarily be verified for integrity in periodical batch processing. If there occurs
a problem such as notably low quality of a given work portion, it may be necessary to verify whether the same person
has signed two or more work logs in order to determine the other work portions that the worker in question has engaged in.
[0047] The signature verification apparatus 110 obtains two electronic documents M1 and M2 and two signature data
S1=(  σ1,Kp1) and S2=(σ2,Kp2) through the signed electronic document input section 111 (step S400).
[0048] The integrity verification section 112 verifies the set of the electronic document M1 and the digital signature σ1
included in the signature data S1, using the public key Kp1 included in the signature data S1 so as to obtain a verification
result v1=Verify(M1,σ1,Kp1) (v1= "success" or "failure"). In like manner, the integrity verification section 112 acquires a
verification result v2=Verify(M2,σ 2,Kp2) (step S401).
[0049] Then the signer identity authentication section 114 compares the public key Kp1 with the public key Kp2, and
determines that the matching is "success" if the compared public keys are identical and that the matching is "failure"
otherwise (step S402).
[0050] The verification result output section 115 gives "accept" output if the results v1 and v2 as well as the result of
the determination in step S402 are all "success"; otherwise the verification result output section 115 gives "reject" output
(step S403).
[0051] According to this embodiment, the signer can generate his or her signature data corresponding to electronic
documents with no need for prior registration of a public key and a secret key involving authentication of the signer’s
identity. The verifier can verify the  integrity of two electronic documents by authenticating the signature data and
determine as needed whether the signatures of these documents have been given by the same signer ex-post facto.
When the integrity verification process on the two documents has successfully verified the integrity of these documents
using the same public key, the identity of the signers (persons in possession of Ks upon generation of the signatures)
can be certified (on the assumption that the IC card of interest is always owned by the same person).

[Second embodiment]

[0052] Explained below is a second embodiment of the present invention involving the signer’s certification information
being the secret data memorized by the signer (e.g., password). The system configuration and process flow of this
embodiment are the same as those of the first embodiment except for the following specifics:
[0053] With the second embodiment, the IC card 130 is not needed. The step for obtaining the signer certification
information (S202) and the step for acquiring the candidate certification information (S303) are thus changed as follows:
[0054] The certification information input section 103 receives the input of a password from the signer, and  generates
the pair of a secret key and a public key (Kp,Ks) 131 using the password as the seed (step S202). The method for
generating keys from the password may be PBE, for example.
[0055] The user certification apparatus 120 receives the input of the password from the candidate, and generates the
pair of a secret key and a public key (Kp’,Ks’) 131 using the password as the seed (step S303).

[Third embodiment]

[0056] Explained below is a third embodiment of the present invention involving the signer’s certification information
being biometric data (e.g., feature data such as fingerprint, vein pattern, or iris) of the signer. The system configuration
and process flow of this embodiment are the same as those of the first embodiment except for the following specifics:
[0057] With the third embodiment, the IC card 130 is not needed. The step for obtaining the signer certification infor-
mation (S202), the step for generating digital data (S203), the step for obtaining candidate certification information
(S303), the step for generating and transmitting a response (S304), the step for response verification (S305), and the
step for authenticating signer identify (S402) are thus changed as follows:
[0058] It should be noted that unlike the password or the like, biometric data may somewhat vary every time it is
obtained from the biological body of the same person. Such variations are caused by diverse factors including misalign-
ment, rotation or distortion of the object to be read for obtaining the biometric data; fluctuations in lighting or in other
circumstances, and change over the years in the biological body. Thus when two feature data are sufficiently "close" to
each other, it is determined that the data have originated from the same biological body (i.e., the same person).
[0059] What follows is a detailed explanation of steps S202 and S203 with reference to Fig. 5.
[0060] The certification information input section 103 obtains the biometric data on the signer (step S202).
[0061] The signature data generation section 104 extracts a feature quantity X from the signer’s biometric data (step
S500).
[0062] The signature data generation section 104 randomly generates the pair of a public key and a secret key (Kp,
Ks) by means of a suitable digital signature algorithm (e.g., DSA or Schnorr signature) (step S501).
[0063] The signature data generation section 104 generates the digital signature σ=Sign(M,Ks) corresponding to the
electronic document M using the secret key Ks (step S502).
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[0064] The signature data generation section 104 embeds the secret key Ks in the feature quantity X using a suitable
embedding function Emb so as to prepare a commitment C=Emb(X,Ks) (step S503). In this case, the secret key Ks is
embedded in such a manner that the feature quantity X and secret key Ks are sufficiently difficult to estimate on the
basis of the commitment C. A specific example of the embedding function Emb will be discussed later.
[0065] The signature data generation section 104 generates signature data S=(σ,Kp,C) with the digital signature σ,
public key Kp, and commitment C used as a set (step S504).
[0066] What follows is a detailed explanation of steps S303 and S304 with reference to Fig. 6.
[0067] The user certification apparatus 120 reads the biometric data on the candidate (step S303).
[0068] From the biometric data on the candidate, the user certification apparatus 120 extracts a feature quantity X’
(step S600).
[0069] The user certification apparatus 120 randomly generates the pair of a public key and a secret key (Kp’,Ks’) by
means of a suitable digital signature algorithm (e.g., DSA or Schnorr signature) (step S601).
[0070] The user certification apparatus 120 generates a digital signature σ’=Sign(R,Ks’) corresponding to the challenge
code R using the secret key Ks’ (step S602).
[0071] By means of the suitable embedding function Emb, the user certification apparatus 120 embeds the secret key
Ks’ in the feature quantity X’ so as to prepare a commitment C’=Emb(X’,Ks’) (step S603).
[0072] The user certification apparatus 120 prepares a response S’=(σ’,Kp’,C’) with the digital signature σ’, public key
Kp’, and commitment C’ used as a set, and transmits the response to the signature verification apparatus 110 (step S604).
[0073] What follows is a detailed explanation of step S305 for response verification with reference to Fig. 7. The steps
below are carried out by the identification section 113.
[0074] The identification section 113 receives the response S’=(σ’,Kp’,C’) from the user certification apparatus 120
(step S700).
[0075] The identification section 113 verifies whether the digital signature σ’ is the valid digital signature corresponding
to the challenge code R by using the public code Kp’ so as to obtain a verification result Verify(R,σ ’,Kp’) (step S701).
[0076] Given the commitment C included in the signature data S and the commitment C’ included in the response S’,
the identification section 113 calculates a difference secret key Kd=Ext(C,C’) using a suitable function Ext (step  S702).
In this case, the suitable function Ext is structured in such a manner that if the feature quantity X and the feature quantity
X’ are sufficiently close (similar) to each other, the difference secret key Kd becomes equal to a calculation result
representing the "difference" between the secret key Ks and the secret key Ks’ (Kd=Ks-Ks’). A specific example of the
function Ext will be discussed later.
[0077] The identification section 113 verifies that the difference secret key Kd satisfies the relation Kd=Ks-Ks’ using
the public key Kp included in the signature data and the public key Kp’ included in the response (step S703). A specific
verification method will be discussed later. Only when the verification in step S701 and the verification in step S703 are
both successful, the result of step S305 for response verification is considered to be "success."
[0078] According to this embodiment, if the signer and the candidate are the same person, the feature quantity X and
the feature X’ are expected to be sufficiently close (similar) to each other. In this case, the difference secret key Kd
coincides with the "difference" between the secret key Ks and the secret key Ks’ (KSd=KSe-KSs) so that difference key
verification is successful (step S703). Conversely, if the user who generated the signature and the registered user are
different persons, then the feature  quantity X for registration and the feature quantity X’ for signature are not expected
to be close (similar) to each other. In this case, the difference secret key KSd fails to coincide with the "difference"
between the secret key Ks and the secret key Ks’ (KD≠Ks-Ks’), so that difference key verification is unsuccessful (step
S703).
[0079] According to this embodiment, as described above, the integrity of the electronic document is verified by means
of the signature σ used in the secret key Ks generated temporarily by the signer and the corresponding public key Kp.
At the same time, the signer can be identified ex-post facto using the commitment C in which the secret key Ks is
inseparably embedded in the feature quantity X of the signer. It should be noted that in the commitment C, the signature
σ and the biometric feature quantity X are coupled with each other via the public key Kp.
[0080] Upon identity verification, the candidate generates a signature σ’ corresponding to the challenge code, and
presents the generated signature to the signature verification apparatus 110 together with the public key Kp’ and com-
mitment C’. The signature verification apparatus 110 verifies the signature and ascertains that the commitments C and
C’ have been prepared from the same biometric feature quantity using the public keys Kp and  Kp’. This makes it possible
to verify that the candidate is indeed the signer.
[0081] What follows is a detailed explanation of the step for signer identity authentication (step S402) with reference
to Fig. 8.
[0082] With this embodiment, it should be noted that the signature data S1 and S2 that are input along with the
electronic documents M1 and M2 in step S400 take the form of S1=(σ1,C1,Kp1) and S2=(σ1,C2,Kp2), respectively. It
is assumed here that the commitment C1 is the data in which the secret key Ks1 corresponding to the public key Kp1
is embedded in the biometric feature quantity X1 of a first signer (C1=Emb(X1,Ks1)) and that the commitment C2 is the



EP 2 685 400 A1

8

5

10

15

20

25

30

35

40

45

50

55

data in which the secret key Ks2 corresponding to the public key Kp2 is embedded in the biometric feature quantity X2
of a second signer (C2=Emb(X2,Ks2)).
[0083] Given the commitment C1 included in the signature data S1 and the commitment C2 included in the signature
data S2, the signer identity authentication section 114 calculates a difference secret key Kd=Ext(C1,C2) using the suitable
function Ext (step S800). In this case, it should be noted that if the feature quantity X1 and the feature quantity X2 are
sufficiently close (similar) to each other, the difference secret key Kd becomes equal to a calculation result corresponding
to the "difference" between the secret  key Ks1 and the secret key Ks2 (Kd=Ks1-Ks2).
[0084] The signer identity authentication section 114 verifies that the difference secret key Kd satisfies the relation
Kd=Ks1-Ks2, using the public key Kp1 included in the signature data S1 and the public key Kp2 included in the signature
data S2 (step S801). A specific verification method will be discussed later. Only when both the verification in step S800
and the verification in step S801 are successful, the result of step S305 for signer identity authentication is considered
to be "success."
[0085] With this embodiment, as described above, it is possible to verify ex-post facto that two signatures have been
generated by the same person by associating the signature σ1 with the signature σ2, the commitment C1 with the
commitment C2, the public key Kp1 with the public key Kp2, and the biometric data X1 with the biometric data X2.
[0086] Explained below are specific composition examples of the above-mentioned functions Emb and Ext.
[0087] The feature quantity X for registration and the feature quantity X’ for signature are defined as follows: 

[0088] The two quantities are an n-dimensional real vector each, and there exists between the two a distance L1
defined as follows: 

[0089] If the distance is equal to or less than a predetermined threshold value "t" (d(X,X’) ≤ t), then a match is recognized
(stemming from the same biological body). Also, a lattice point set L is defined as follows: 

where K is an integer sufficiently larger than "t" or |xi| . Furthermore, a function int that has one integer "z" corresponding
to an integer vector Y∈L is defined as follows: 

[0090] Also, the inverse function corresponding to the above function (i.e. the function that has the vector Y corre-
sponding to the integer "z") is expressed as follows: 

[0091] As the digital signature algorithm mentioned above, Schnorr signature may be utilized. How the secret key Ks
and public key Kp of Schnorr signature are generated is explained below. First, it is assumed that the secret key Ks is
a randomly generated integer and that the public key Kp is given as follows: 
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where, "p" is a sufficiently large prime number and "g" is the generator of a multiplicative group of an integer residue
class ring Zp in which "p" is taken as modulus.
[0092] The values "p" and "g" are publicly disclosed parameters and are common to all users. Given the above
preparations, the embedding function Emb mentioned above is defined as follows: 

[0093] Also, the above-mentioned function Ext is defined as follows: 

where, as opposed to a real vector "v," [v] represents an integer vector obtained by rounding the components (real
numbers) of "v" to an integer (mapped to the nearest integer). There also holds: 

representing a vector that has as many as n 1’s arrayed therein. In this case, depending on how Ce and Cs are prepared,
there holds: 

[0094] Thus if d(X,X’) ≤ t, then there holds: 

where,

[0095] The function Diff mentioned above is defined as follows: 
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[0096] Given the above definitions, the difference key verification (steps S703 and S801) need only require verifying
whether or not the following equation holds: 

[0097] As many apparently different embodiments of this invention may be made without departing from the spirit and
scope thereof, it is to be understood that the invention is not limited to the specific embodiments thereof except as defined
in the appended claims, as interpreted by the description and drawings.

Claims

1. A signature generation and verification system comprising a signature verification apparatus and a user certification
apparatus,
wherein the signature verification apparatus includes:

a signed electronic document input section which acquires electronic document data generated by a signature
generation apparatus, and signature data made of a set of a digital signature and verification data;
an integrity verification section which verifies the integrity of the set of the electronic document data and the
electronic signature using the verification data;
an identification section which transmits to the user certification apparatus authentication data for authenticating
that the verification data was generated based on predetermined user certification information unique to a user,
the identification section identifying the user based on the digital signature transmitted from the signature gen-
eration apparatus; and
an output section which provides either "accept" or "reject" output based on either or both of the result of integrity
verification by the integrity  verification section and the result of identification by the identification section, and

wherein the user certification apparatus includes:

a user certification information input section which receives the input of the user certification information; and
a digital signature generation section which generates the digital signature based on the authentication data
received from the signature verification apparatus and transmits the digital signature to the signature verification
apparatus.

2. The signature generation and verification system according to claim 1,
wherein said signature generation apparatus includes:

a signer certification information input section which receives signer certification information possessed only by
a signer;
a signature data generation section which generates the digital signature and the verification data, the digital
signature and the verification data corresponding to the electronic document data, based on the signer certifi-
cation information; and
a signature data output section which  transmits as the signature data the set of the digital signature and the
verification data to the signature verification apparatus.

3. The signature generation and verification system according to claim 2,
wherein said signature data generation section of said signature generation apparatus
generates a pair of a secret key and a public key based on the signer certification information, and
generates the digital signature corresponding to the electronic document data using the secret key;
wherein said signature data output section
transmits the signature data including the digital signature and the public key to the signature verification apparatus;
wherein said integrity verification section
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verifies the integrity of the pair of the electronic document data and the digital signature using the public key included
in the signature data;
wherein said identification section
transmits a challenge code including authentication data to the user certification apparatus;
wherein said user certification apparatus
transmits a digital signature corresponding to  the challenge code to the signature verification apparatus;
wherein said signature verification apparatus
receives the digital signature, and
has the function of verifying the digital signature (response) using the public key, and determining that identification
is successful if the digital signature is successfully verified; and
wherein said digital signature generation section of said user certification apparatus
generates a secret key based on the user certification information,
receives the challenge code,
generates the digital signature corresponding to the challenge code using the secret key, and
transmits the digital signature to the signature verification apparatus.

4. The signature generation and verification system according to claim 2,
wherein said signature data generation section of said signature generation apparatus
randomly generates a pair of a secret key and a public key,
generates a digital signature corresponding to the electronic document data using the secret key, and
generates verification commitment information from the signer certification information and the secret key;
wherein said signature data output section
transmits the signature data including the digital signature, the public key, and the verification commitment information
to the signature verification apparatus;
wherein said digital signature generation section of said user certification apparatus
receives a challenge code from the identification section,
randomly generates a pair of a temporary secret key and a temporary public key,
generates a digital signature corresponding to the challenge code using the temporary secret key,
generates temporary commitment information from the user certification information and the temporary secret key,
generates a response including the digital signature corresponding to the challenge code, the temporary public key,
and the temporary commitment information, and
transmits the response to the signature verification apparatus; and
wherein said identification section of said signature verification apparatus
transmits a challenge code to the user certification apparatus,
receives the response from the user certification apparatus,
verifies the digital signature corresponding to the challenge code using the temporary public key, and
generates a difference secret key by suitably operating on the verification commitment information and on the
temporary commitment information while performing commitment authentication by verifying correspondence among
the public key, the temporary public key, and the difference secret key.

5. A signature verification apparatus comprising:

an integrity verification section which
receives the input of first electronic document data and first signature data made of a set of a first digital signature
and first verification data, and the input of second signature data made of second electronic document data and
a set of a second digital signature and second verification data,
verifies the integrity of the set of the first electronic document data and the first digital signature  using the first
verification data, and
verifies the integrity of the set of the second electronic document data and the second digital signature using
the second verification data;
a signer identity verification section which
transmits to a user certification apparatus authentication data for authenticating that the first verification data
and the second verification data were generated based on signer certification information possessed by the
same signer, and
performs the authentication based on the digital signature received from the user certification apparatus without
knowledge of the signer certification information; and
an output section which provides "accept" output when both the integrity verification by the integrity verification
section and the authentication by the signer identity verification section are successful, and gives "reject" output
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otherwise.

6. A signature generation and verification system comprising a signature verification apparatus according to claim 5
and a signature generation apparatus,
wherein said signature generation apparatus includes:

a signer certification information input section which receives signer certification information possessed only by
a signer;
a signature data generation section which generates the digital signature and the verification data, the digital
signature and the verification data corresponding to the electronic document data, based on the signer certifi-
cation information; and
a signature data output section which outputs the set of the digital signature and the verification data as the
signature data.

7. The signature generation and verification system according to claim 6,
wherein said signature data generation section of said signature generation apparatus
has the function of generating a pair of a secret key and a public key based on the signer certification information, and
generates either the first digital signature corresponding to the first electronic document data or the second digital
signature corresponding to the second electronic document data using the secret key;
wherein said signature data output section
outputs either the first signature data  including the first digital signature and the first public key or the second
signature data including the second digital signature and the second public key to the signature verification apparatus;
wherein said integrity verification section of said signature verification apparatus
verifies the integrity of the set of the first electronic document data and the first digital signature using the first public
key included in the first signature data, and
verifies the integrity of the set of the second electronic document data and the second digital signature using the
second public key included in the second signature data; and
wherein said signer identity verification section
determines whether the first public key and the second public key are the same.

8. The signature generation and verification system according to claim 6,
wherein said signature data generation section of said signature generation apparatus
randomly generates a pair of a secret key and a public key,
generates the first (or second) digital  signature corresponding to the first (or second) electronic document data
using the secret key, and
generates first (or second) verification commitment information from first (or second) signer certification information
and the first (or second) secret key;
wherein said signature data output section
has the function of outputting the first signature data including the first digital signature, the first public key, and the
first verification commitment information, and
has the function of outputting the second signature data including the second digital signature, the second public
key, and the second verification commitment information;
wherein said signer integrity verification section of said signature verification apparatus
generates a difference secret key by suitably operating on the first verification commitment information and on the
second verification commitment information, and
performs commitment collation by authenticating correspondence among the first public key, the second public key,
and the difference secret key.

9. The signature generation and verification system  according to claim 2 or 3,
wherein the signer certification information is secret information known only to the signer, and
wherein the user certification information is secret information known only to the user.

10. The signature generation and verification system according to claim 2 or 4,
wherein the signer certification information is biometric data acquired from the biological body of the signer; and
wherein the user certification information is biometric data acquired from the biological body of the user.

11. The signature generation and verification system according to claim 4,
wherein the signer certification information is signer biometric data acquired from the biological body of the signer;
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wherein the user certification information is user biometric data acquired from the biological body of the user; and
wherein the commitment authentication is deemed successful when the signer biometric data and the user  biometric
data are substantially similar to each other.

12. The signature generation and verification system according to claim 8,
wherein the signer certification information is signer biometric data acquired from the biological body of the signer; and
wherein the commitment collation is deemed successful when first signer biometric data in effect upon generation
of the first verification commitment information and second signer biometric data in effect upon generation of the
second verification commitment information are substantially similar to each other.
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