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Description
Technical Field

[0001] The presentinventionrelatestoacomputersys-
tem and a communication method, and particularly re-
lates to a flow control method in a computer system using
an open flow protocol.

Background Art

[0002] Demands for high-speed and high-capacity
auxiliary storage devices are increasing. Especially, in a
large-scale computer, many configurations are used, in
which a storage (a disk array) assembled by storage de-
vices is connected with SAN (Storage Area Network; a
memory area network).

[0003] Among SANs, an SAN employing aniSCSI (In-
ternet Small Computer System Interface) is attracting at-
tention as a developing market, since a device cost is
relatively low and existing infrastructures can be effec-
tively utilized.

[0004] Forexample,atechnology about SAN usingthe
iSCSI is disclosed in Japanese Laid Open Patent Appli-
cation (JP 2005-151437 (patent literature 1). In a system
described in patent literature 1, information indicating
that an SCSI command is encapsulated is stored in a
header of a TCP (Transmission Control Protocol) packet,
and whether the SCSI command is encapsulated or not
can be judged without extracting the SCSI command, by
reference to this information.

[0005] Since the iSCSI uses a TCP/IP technology at a
layer below the SCSI protocol, the inventor expects that
flow control with a high adaptation (flexibility) is attained
by applying an open flow protocol to a system employing
the iSCSI.

[0006] Theopen flow protocolis a method of controlling
a route by a unit flow, and suggested by OpenFlow Con-
sortium (refer to non-patent literature 1). In the open flow
protocol, a series of communications from one point to
another point are defined as "a flow", which is determined
by a combination of a MAC address, an IP address, and
a port number or the like. When the open flow protocol
is employed, the route can be changed for each of flows,
instead of uniformly being determined based on informa-
tion about a source and adestination. Moreover, the route
is controlled end to end, not only between adjacent de-
vices.

[0007] However, currently, in the OSI Reference Mod-
el, a switch (hereinafter, referred to as an open flow
switch) is able to treat only layers from the layer 1 to the
TCP layer of the layer 4, and is not able to treat the iSCSI
layer which is above those layers. Though the iSCSI
layer is within the layer 4 in the OSI Reference Model,
since the iSCSI layer is above the TCP layer, the open
flow switchis not able to recognize it. Accordingly, current
open flow system cannot carry out flow control using an
SCSI name (an initiator name or a target name) of the
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iSCSI layer.

[0008] Inorder to carry out a flow control more flexibly,
the open flow switch is preferably able to treat information
about the iISCSI layer. Especially, if the open flow switch
is able to treat the iISCSI name, usefulness is increased
because the flow controlis carried out based onthe iSCSI
name. On the other hand, if the flow control using the
iSCSI name is not possible, since the flow is not control-
led for each of initiators or targets, itis difficult to construct
a network having large adaptation and effectively use a
logical disk in the SAN.

[0009] On the other hand, for example, technologies
about flow control which uses the TCP are described in
Japanese Laid Open Patent Application JP 2006-129487
(refer to patent literature 2) and Japanese Laid Open
Patent Application (JP-Heisei 11-239163 (refer to patent
literature 3). In patent literature 2, a system is described,
which uses an option field of a TCP packet to distinguish
a terminal which is connected to a server. Moreover, in
patent literature 3, a technology is described in which a
switch carries out flow control between LANSs.

Citation List
[Patent literature]
[0010]

[Patent literature 1] Japanese Laid Open Patent Ap-
plication (JP-P 2005-151437)

[Patent literature 2] Japanese Laid Open Patent Ap-
plication (JP-P 2006-129487)

[Patent literature 3] Japanese Laid Open Patent Ap-
plication (JP-Heisei 11-239163)

[Non-patent literature]

[0011] [Non-patent literature 1] OpenFlow Switch
Specification Version1.0.0 (Wire Protocol 0x01) Decem-
ber 31, 2009

Summary of the Invention

[0012] As mentioned above, one object of the present
invention is to increase an adaptation of a computer sys-
tem.

[0013] Anotherobjectof the presentinvention is to pro-
vide a computer system which is able to carry out flow
control based on a protocol above the TCP layer.
[0014] A computer system according to the presentin-
vention includes: an open flow controller; an open flow
switch carrying out a relaying operation defined by a flow
entry setby the open flow controller, for a received packet
which complies with the flow entry; and a host connected
to the open flow switch. The host sends a packet in which
protocol information above TCP layer and within a trans-
port layer is included in an option area of TCP header.
The open flow controller sets a flow entry which defines
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a forwarding destination, in the switch. The open flow
switch forwards the received packet to the forwarding
destination according to the flow entry which complies
with the protocol information included in the TCP header
of the received packet.

[0015] A communication method according to the
present invention includes: sending a packet in which
protocol information above a TCP layer and within a
transport layer is included in a TCP header, by a host;
setting a flow entry, which defines a forwarding destina-
tion corresponding to the protocol information, in a
switch, by an open flow controller; and forwarding a re-
ceived packet complying with the flow entry set by the
open flow controller to a destination according to the flow
entry complying with the protocol information included in
the TCP header of the received packet, by the open flow
switch.

[0016] According to the present invention, an adapta-
tion of a computer system can be increased.

[0017] Moreover, flow control according to a protocol
above TCP layer can be realized.

Brief Description of the Drawings

[0018] The above and other objects, advantages, and
features of the invention will be more apparent from de-
scription of embodiments in conjunction with the accom-
panying drawings in which:

[Fig. 1] Fig.1 is a diagram showing one example of
a configuration of a computer system according to
the present invention;

[Fig. 2] Fig.2 is a diagram showing one example of
a configuration of a packet generated and forwarded
by an initiator or a target.

[Fig. 3] Fig. 3 is a diagram showing a data design of
a general TCP packet;

[Fig. 4A] Fig. 4A is a diagram showing one example
of a data design of ISCSI information stored in an
option area of a TCP header according to the present
invention;

[Fig. 4B] Fig. 4B is a diagram showing another ex-
ample of a data design of ISCSI information stored
in an option area of a TCP header according to the
present invention;

[Fig.4C]Fig.4Cis adiagram showing furtheranother
example of a data design of ISCSI information stored
in an option area of a TCP header according to the
present invention;

[Fig. 5] Fig. 5 is a diagram showing one example of
a configuration of an open flow controller according
to the present invention;

[Fig. 6] Fig. 6 is a diagram showing one example of
a configuration of route information set in an open
flow controller according to the present invention;
[Fig. 7] Fig. 7 is a diagram showing one example of
a configuration of a flow table set and managed in
an open flow controller according to the present in-
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vention;

[Fig. 8] Fig. 8 is a diagram showing one example of
a flow entry (rule + action) set in an open flow con-
troller according to the present invention;

[Fig. 9] Fig. 9 is a diagram showing one example of
a configuration of an open flow switch according to
the present invention; and

[Fig. 10] Fig. 10 is a diagram showing one example
of a packet forwarding operation in a computer sys-
tem according to the present invention.

Description of Exemplary Embodiments

[0019] Hereinafter, embodiments according to the
present invention will be explained with reference to the
attached drawings. In the drawings, same or similar ref-
erence numerals denote the same, similar or equivalent
components. When there is a plurality of similar compo-
nents, an additional number is added to the reference
numeral. When the components are described without
being distinguished, an additional number is not added
to the reference numeral.

(Overview)

[0020] An initiator according to the present invention
forwards a packet data (packet), in which protocol infor-
mation (for example, an iISCSI name) within the layer 4
(transport layer) and above the TCP layer is stored in an
option area of a TCP header. An open flow controller
(hereinafter, referred to as a controller) sets a flow entry
having the protocol information above the TCP layer as
arule, in an open flow switch (hereinafter, referred to as
a switch). The open flow switch (hereinafter, referred to
as the switch) references to the TCP header of areceived
packet to forward the received packet toward a forward-
ing destination which is defined by a flow entry corre-
sponding to the header. As a result, a computer system
according to the present invention is able to control a flow
defined by protocol information above TCP layer, and
realizes flow control having high adaptation (flexibility).
In the following example, a computer system will be ex-
plained, which uses the iISCSI name as the protocol in-
formation to carry out flow control.

(Configuration of a computer system)

[0021] With reference to Figs. 1 to 9, one example of
a configuration of a computer system according to the
present invention will be explained. Fig.1 is a diagram
showing one example of a configuration of a computer
system according to the present invention. With refer-
ence to Fig.1, the computer system according to the
present invention includes a server 100 (a host), a stor-
age 200 (a storage device, a host), a controller 300, and
a switch network 400 formed by a plurality of switches
40-1to40-4. Forexample, the server 100 and the storage
200 form an SAN by being connected through the switch
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network 400 which is connected via lines 600 (for exam-
ple, Ethernet (registered trademark) LAN).

[0022] Server 100is a computer device which includes
initiators 101-1, 101-2, --- . Each of the initiators 101-1,
101-2, -, may be realized by a software, a hardware, or
a combination of both. The initiator 101 is illustrated by
an iSCSl initiator having an SCSI device driver such as
a network card (Network Interface Card NIC). The initi-
ator 101 encapsulates an SCSI command or SCSI data
in a TCP packet to send to a target 201. At this time, the
packet forwarded to the target 201 by the initiator 101
stores protocol information within the layer 4 and above
the TCP layer, in an option area of the TCP header.
[0023] The Storage 200 is a storage device which in-
cludestargets 201-1,201-2, ---. Each of the targets 201-1,
201-2, - may be realized by a software, a hardware, or
a combination of both. For example, the target is a stor-
age device such as a logical disk. The target 201 encap-
sulates a response to the SCSI command into a TCP
packet and sends it to the initiator 101. At this time, the
packet forwarded to the initiator 101 by the target 201
stores protocol information within the layer 4 and above
the TCP layer, in the option area of the TCP header.
[0024] Fig. 2 is a diagram showing one example of a
configuration of a packet which is generated and forward-
ed by the initiator or the target according to the present
invention. Here, a configuration of a packet according to
the iSCSI protocol will be illustrated. With reference to
Fig.2,a packet 110 is a conventional packet, and a packet
210 is a packet generated and forwarded by the initiator
101 or the target 201 according to the present invention.
The packet 110 is a PDU (Protocol Data Unit) having a
header of the layer 2, and includes a data area 111 within
or above the SCSI layer (above the TCP layer), a header
area 112 of the iSCSI layer (hereinafter, referred to as
an iSCSI layer header 112), a header area 113 of the
TCP layer (hereinafter, referred to as a TCP layer header
113), and a header area 114 within or below an IP layer
(hereinafter, referred to as an IP layer header 114). The
initiator 101 or the target 201 records information con-
cerning the iSCSI protocol (iSCSI information 115, for
example: an SCSI name), which is supposed to be stored
in the iISCSI layer header 112 in the conventional packet
110, in the TCP layer header 113, and sends it as the
packet 210. At this time, the iSCSI layer header 112 and
the data area 111 of the packet 110 are used as a data
area 211 within or above the iSCSI layer (above TCP
layer) in the packet 210. As a result, the packet 210 is
forwarded to the switch network 400 as PDU including
the TCP layer header 113, the IP layer header 114, and
the data area 211 within or above the iSCSI layer (above
TCP layer).

[0025] Here, as the iSCSI information 115, an iSCSI
name is preferable, which is used for recognizing and
controlling an iISCSI node (for example, the initiator 101
or target 201). The iISCSI name is uniquely assigned to
the iSCSI node, without depending on a location of the
iSCSI node. In the SCSI protocol, an iSCSI Qualified
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Name, which uses an IP domain name, and an IEEE EUI-
64 Formatusing 64 bit Extended Unique Identifier of IEEE
are utilized. For example, the iSCSI information 115 is
formed by a text in which a type identifier "iqn.", a domain
acquiring date, a domain name, and a domain acquirer
are added.

[0026] Though only the initiator 101 is provided in the
server 100 in the configuration shown in Fig.1, a config-
uration having a function of a target (for example, a net-
work adapter) is preferably provided. Moreover, though
only the target 201 is provided in the storage 200 in the
configuration shown in Fig.1, a configuration having a
function of an initiator (for example, a network adapter)
is preferably provided.

[0027] Fig. 3 is a diagram showing a data design of a
general TCP packet. With reference to Fig.3, the TCP
layer header 113 includes fields, in which a source port
number, a destination port number, a sequence number,
an acknowledgement number, a header length, code bits
(URG,ACK,PSH,RST,SYN,FIN), a window size, check
sum, an urgent pointer, an option, and data are stored.
Here, the field in which the option is stored (hereinafter,
referred to as an option area) is generally a field with
variable length from 160 bytes which are used for setting
a characteristic of TCP connection, however, according
tothe presentinvention, the option area is used for storing
the iSCSI information 115. Preferably, in the option area
of the TCP layer header 113, the iSCSI information 115
is stored for each of TCP connections.

[0028] Fig. 4 is a diagram showing one example of a
data design of the iSCSI information which is stored in
the option area of the TCP header according to the
present invention. Fig.4A indicates a data design of the
option area when an initiator name and a target name
are stored as the iISCSI information 115. Fig.4B indicates
a data design of the option area when only the initiator
name is stored as the iSCSI information 115. Fig.4C in-
dicates a data design of the option area when only the
target name is stored as the iISCSI information 115.
[0029] As an option type, either of "30 to 252" which
are currently notdefined is preferably used. Inthe present
embodiment, it is assumed that "151" is used.

[0030] Anoptionlengthindicates total size of the option
area which includes areas of the option type and option
length, and typically indicates 512 bytes. Each of the op-
tion type and the option length is 1 byte. With reference
to Fig. 4A, a size of each of the initiator name and the
target name stored as the iISCSI information 115 is 255
bytes. When the iSCSI name (the initiator name or the
target name) is less than 255 bytes, within an area of 255
bytes from a termination of the option length, an empty
area in which the iSCSI name is not stored is padded
with "0x00" (0 padding). Similarly, within an area of 255
bytes further from a termination of the 255 bytes area in
which the iISCSI name and "0x00" are stored, an empty
area in which the iSCSI name is not stored is padded
with "0x00". When each of the initiator name and the
target name is 255 bytes, 0x00 is not inserted as termi-
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nation.

[0031] With reference to Fig.4B, a size of the initiator
name stored as the iISCSI information 115 is 255 bytes,
and the empty area (255 bytes) is padded with 0x00. With
reference to Fig.4C, a size of the target name stored as
the iSCSI information 115 is 255 bytes, and the empty
area (255 bytes) is padded with "0x00". Similarly, when
the iSCSI name (the initiator name or the target name)
is less than 255 bytes, the empty area is padded with
"0x00". In an operation according to the present embod-
iment, both of two types of iISCSI name are stored.
[0032] The controller 300 is connected with each of the
plurality of switches 40-1 to 40-4 through a control inter-
face 500 which is a secure channel network. The con-
troller 300 sets a flow entry in each of the plurality of
switches 40-1 to 40-4 according to an open flow protocol
to control a communication flow between the server 100
and the storage 200 through some of the plurality of
switches 40-1 to 40-4. Moreover, for example, by setting
a flow entry having protocol information above the TCP
layer as a rule in the switch 40, the controller 300 accord-
ing to the present invention is able to control a flow be-
tween the initiator and the target.

[0033] The controller 300 controls a construction of a
communication route in which packets are forwarded and
an operation of forwarding packets in a system, by the
open flow technology. Here, the open flow technology
means a technology, in which the controller 300 sets
route information for a multi layer and a flow in the switch
40 on the communication route, according to a routing
policy (flow entry: flow + action), and controls a route or
a node (refer to non-patent literature 1 for details). By
this, a route control function is separated from a router
and the switch, and optimum routing and traffic manage-
ments are realized by integrated control of the controller.
The switch 40 to which the open flow technology is ap-
plied treats a communication as a flow with END2END,
not on a packet or frame basis like a conventional router
and a switch.

[0034] With reference to Fig.5, details of a configura-
tion of the controller 300 according to the present inven-
tion will be explained. Preferably, the controller 300 is
realized by a computer including a CPU and a storage
device. In the controller 300, functions of a route calcu-
lating section 31 and a flow control section 32 shown in
Fig.5 are realized by the CPU (not shown) executing a
program stored in a storage device. Moreover, the con-
troller 300 records rout information 33 and a flow table
34 in a storage device which is not illustrated.

[0035] Moreover, the controller 300 retains information
concerning a location of the switches 40 to be controlled
and a connection status, as topology information. For
example, the topology information includes information
concerning each of connection states between the ports
of the switches 40 and the host (for example, the server
100 or the storage 200).

[0036] Route calculating section 31 calculates a com-
munication route for transferring a packet, based on the
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topology information which is not illustrated and header
information of a first packet which is notified from the
switch 40. The calculation result is recorded as route in-
formation 33, in the storage device whichis notillustrated.
In this case, information is set for specifying nodes which
are ends of the communication route (for example, the
initiator and target), and the switches arranged on the
communication route.

[0037] Fig.6 is a diagram indicating one example of a
configuration of route information 33 which is set in the
open flow controller according to the present invention.
With reference to Fig.6, the rout information 33 specifies
a communication route to which an after mentioned flow
entry (rule + action) is applied, and includes passage
switch information 332, additional information 333, and
end point information 331 which is recorded with being
associated with a flow identifier 341 that is associated
with a flow entry. The end point information 331 is infor-
mation for specifying nodes that are end points of the
communication route. The passage switch information
332is information for specifying a pair of connection ports
between the switch 40 and a switch on the communica-
tion route. The additional information 333 includes infor-
mation about the switches 40 (a passage switch) on a
route after the end points are changed. For example,
when the communication route is a route connecting be-
tween nodes, a pair of MAC addresses of both end points
of the communication route is recorded as the end point
information 331. The passage switch information 332 in-
cludes an identifier of the switch 40 (for example, Data-
Path ID:DPID) which is provided on the communication
route between the end points indicated by the end point
information 331. Furthermore, the passage switch infor-
mation 332 may include information for associating a flow
entry (rule + action) set in a switch with this switch.
[0038] A flow control section 32 carries out setting,
changing, and deleting the flow entry (rule + action), in
the switch 40 on the calculated communication route, by
Modify Flow Entry Message. Thus, the switch 40 exe-
cutes an action (for example, relay or cancel of the packet
data) which corresponds to the rule according to the
header information of the received packet. The flow con-
trol section 32 sets a flow entry for the switch 40, in ac-
cordance with a notice of the first packet from the switch
40. Although, setting of the communication route, and
setting and management of the flow entry by the flow
control section 32 is carried out in accordance with the
open flow protocol described in patent literature 1, a part
of an after mentioned operation (for example, configura-
tion in which the rule is protocol information above the
TCP layer) is not defined by this protocol.

[0039] In the rule set in the flow entry, for example, a
combination of addresses and identifiers from the layer
1 to 4 of the OSI (Open Systems Interconnection) refer-
ence model is defined, which is included in the header
information of the packet data of TCP/IP. For example,
as the rule, a combination of either of a physical port of
the layer 1, a MAC address of the layer 2, an IP address
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of the layer 3, a port number of the layer 4, and a VLAN
tag (VLAN id) is set.

[0040] Moreover, the flow control section 32 according
to the present invention further sets the protocol informa-
tion which is above TCP layer and within the transport
layer, as the rule defined by the flow entry. For example,
iSCSI names (the initiator name, the target name) in the
iSCSI layer are set as the rule, independently or in com-
bination with the above mentioned addresses or identi-
fiers.

[0041] For example, in an action set in the flow entry,
a method for processing a packet data of TCP/IP is de-
fined. For example, information indicating whether or not
the received packet data is to be relayed, and the desti-
nation (for example, destination port number of the pack-
et) in a case of relaying are set. Further, as the action,
information indicating copy or cancel of the packet data
may be set.

[0042] The flow entry to be set (or set) in the switch 40
is recorded in the flow table 34 by the flow control section
32, and is managed by the controller 300. Fig.7 is a dia-
gram showing one example of a configuration of the flow
table 34 which is set and managed by the controller ac-
cording to the present invention. In the flow table 34, an
target device 342 forindicating an identifier (for example,
DPID) of the switch 40 which is to be a target, and a flow
entry 340 to be set in this switch 40 are recorded with
being associated with a flow identifier 341 that identifies
the flow entry. In the flow entry 340, a rule 343 and action
information 344 are set. The flow control section 32 is
able to recognize what type of flow entry is set in the
switch 40, by referencing to the flow table 34. Moreover,
even though not shown in Fig.4, the flow entry 34 may
include information indicating whether or not the flow en-
try 340 is setin the switch 40 that s the target device 342.
[0043] Fig.8 is a diagram showing one example of a
flow entry which is set in the switch 40 by the controller
300 (the flow control section 32). In the present invention,
protocol information within the layer 4 and above the TCP
layer is able to be the rule. In an example shown in Fig.
5, a flow entry is set in switches 40-2, 40-4 on a route A,
including a rule which is a combination of an IP address
and the iISDSI name of iSCSI layer above TCP layer, and
a action which is to forward packets according to the rout
A as the communication route. Specifically, source IP
address "1.0.0.2", destination IP address "1.0.0.2", initi-
ator name "iqn.2000-01.com. ABC:0123abcd", and tar-
get name "ign.2000-01.com. ABC:01:xxxx-xx" are de-
fined as the rule, and "outputting this packet to the des-
tination port number for forwarding to rout A" is defined
as the action.

[0044] The switch 40 determines a method (the action)
of processing the received packet, according to the flow
entry which is set (updated) by the controller 300. For
example, as the action for the received packet, forward-
ing to another switch 40, and cancelling the packet are
illustrated.

[0045] Fig. 9 is a drawing showing one example of a
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configuration of a switch 40 according to the present in-
vention. With reference to Fig.6, the switch 40 includes
a switch operating section 41, a flow table 42, and a
switch control section 43. The switch operating section
41 accommodates the line 600, and realizes a switching
function for a packet which is forwarded through the ac-
commodated line 600. The switch control section 43 is
connected with the controller 300 through the control in-
terface 500, and sets the flow entry in the flow table 42
in accordance with an instruction from the controller 300.
The switch operating section 41 determines operation
for the received packet in accordance with the flow entry
which is set in the flow table 42. Specifically, when a rule
complying with the header information of the received
packetis setinthe flow table, the switch operating section
41 executes an action defined in the flow entry which
includes the complying rule. On the other hand, when
the rule complying with the header information of the re-
ceived packet is not set in the flow table 42, the switch
operating section 41 informs the switch control section
43 of this packet data as a first packet. The switch control
section 43 sends the first packet to the controller 300
through the control interface 500.

[0046] Here, when searching a flow entry complying
with the received packet, the switch operating section 41
accordingtothe presentinvention uses not only the head-
er information defined in patent literature 1 but also in-
formation within the option area of the TCP header. For
example, when receiving the packet 210 shown in Fig.2,
the switch operating section 41 extracts not only the IP
layer header 114 and the TPC layer header 113 but also
the iISCS information 115 thatis stored in the option area
of the TCP layer header 113 to check with (the rule of)
the flow entry registered in the flow table 42. Here, when
the flow entry, in which protocol information correspond-
ing to the iISCSI information 115 is defined as the rule, is
set in the flow table 42, the switch operating section 41
is able to forward the received packet to a forwarding
destination in accordance with this flow entry. In this case,
the received packet is forwarded to a communication
route corresponding to the iISCSI information 115.
[0047] Alternatively, the switch operating section 41
may reference to the option area of the TCP layer header
113 to confirm the iISCSl information 115, if there is head-
er information of a specified protocol. For example, such
condition for confirming the iSCSI information 115 is pref-
erably set along with registration of the flow entry by the
controller 300.

[0048] As mentioned above, in the computer system
according to the present invention, communication con-
trol (flow control) between an initiator and a target which
are defined by a protocol within the layer 4 and the above
TCP layer (for example, iSCSI protocol) is realized by
the open flow protocol. For example, since communica-
tion connection to a specified target is able to be control-
led by the controller 300, the flow is able to be easily
changed when the targetis moved. Moreover, an addition
or expansion of the target is able to be easily processed.
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[0049] (Operation) With reference to Fig.10, details of
packet forwarding operation in the computer system ac-
cording to the present invention will be explained. Fig.10
is a diagram showing one example of a packet forwarding
operation in the computer system according to the
present invention. Here, as one example, an operation
will be explained, in a case that the packet 210 including
the TCP header shown in Fig.4A is forwarded from the
initiator 101-1 to the target 201-1.

[0050] With reference to Fig.10, the initiator 101 for-
wards the packet 210 in which the initiator name and the
target name are stored in an option area of the TCP head-
er (Step S1). In the present invention, the initiator 101 in
iSCSI layer specifies data of the option area, when trans-
ferring forwarded data toward the TCP layer. In this case,
as the data of the option area, iSCSI information 115
(initiator name and target name) in the data design shown
in Fig.4A is specified.

[0051] The packet210transferredfrom theinitiator 101
is firstly inputted into the switch 40-2. The switch 40-2
confirms whether or not the flow entry which complies
with the received packet 210 is registered in its own flow
table 42. In here, it is confirmed whether or not the header
information of the packet 210 from the layer 1 to the TCP
layer of the layer 4 (including the option area) is complied
with a rule set in the flow table 42.

[0052] When the flow entry concerning the packet 210
isnotregisteredinthe flow table 42, the switch 40-2 sends
the packet 210 to the controller 300 as the first packet
(Step S2).

[0053] The controller 300 calculates a forwarding route
of the packet 210 based on the notified header informa-
tion of the packet 210, and sets the flow entry in the
switches 40 (Steps S3, S4). In detail, the controller 300
refers to the option area of the TCP header to confirm
that the iSCSI information 115 is stored. Thus, the con-
troller 300 recognizes that the packet 210 is data which
follows the iSCSI protocol. Next, the controller 300 cal-
culates acommunication route between end points which
are specified based on the iSCSI information 115 and
other header information which are stored in the packet
210 (for example, the IP address and the MAC address)
(Step S3). Subsequently, the controller 300 sets, in
switches on the communication route, a flow entry in
which the rule is a combination of the iSCSI information
115 and the other header information and the action is
forwarding to the calculated communication route (Step
S4).

[0054] In the present example, at a calculation phase
forthe communication route, a route reaching the storage
200 via the switch 40-4 (assumed to be route A) is se-
lected such that a route length becomes the shortest.
Moreover, the controller 300 defines this route such that
the switch recognizes the route by information including
the source IP address, the destination IP address, and
the initiator name and target name of the option area of
the TCP header. In this case, for example, as shown in
Fig.8, aflow entry is setin the switches 40-1, 40-2 on the
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communication route, defining "Referencing to the TCP
option area when the source IP address is 1.0.0.1 and
the destination IP address is 1.0.0.2, and sending to the
route A when the initiator name is iqgn.2000-01.com.nec:
0123abcd and the target name is ign.2000-01.com.nec:
01:xxxx-xx". Here, the output destination of the packet
210 set in the switch 40 depends on the switch, and for
example, a port number which is the output destination
for the calculated route is defined in the action.

[0055] According to the setting of the flow entry, the
switches 40-2 and 40-4 reference to the option area to
check with the flow entry, with respectto a packetin which
a source IP address is 1.0.0.1 and a destination IP ad-
dress is 1.0.0.2.

[0056] The switch 40-2 outputs the packet 210 to the
route A according to the flow entry which is set by the
controller 300 (Step S5). In this case, the switch 40-2
outputs the packet 210 through a port which is connected
to the switch 40-4 on the route A. Since the source IP
address is "1.0.0.1" and the destination address is
"1.0.0.2" in the received packet 210, the switch 40-4 re-
fers to the option area of the TCP header. In this case,
the option area includes an initiator name of ign.
2000-01.com.nec:0123abcd and a target name of ign.
2000-01.com.nec:01:xxxx-xx. Accordingly, the switch
40-4 judges that the received packet complies with the
flow entry which is set at the Step S4, and outputs the
packet 210 to the route A that is defined by this flow entry
(Step S6). In this case, the switch 40-4 outputs the packet
210 through a port connected to the storage 200 on the
route A.

[0057] The storage 200 refers to the data area 211 of
the received packet 210 to confirm the target name, and
outputs it to the corresponding target 201 (Step S7). Al-
ternatively, the storage 200 may refer to the option area
of the TCP layer header 113 in the received packet 210
to confirm the target name. In this case, since it is not
necessary for the initiator to insert a target name in the
data area 211, a storage area of the data area 211 is
able to be larger than that of the conventional packet 110.
[0058] In this case, the packet 210 is sent to a target
201-1  which has the target name of "ign.
2000-01.com.nec:01:xxxx-xx" that is included in the
packet 210.

[0059] When an SCSI command is included in the
packet 210, the target 201-1 encapsulates a response in
a packet, records own target name and an initiator name
of the source in the TCP layer header 113 as the iSCSI
information 115 as mentioned above, and sends it toward
the server 100. Since a procedure for forwarding the
packet 210 is similar to the above, an explanation will be
omitted.

[0060] After that, a TCP/IP packet communication is
carried out between the initiator 101-1 and the target
201-1, via the rout A which is set by the controller 300.
[0061] As mentioned above, in a computer system ac-
cording to the present invention, since the flow is con-
trolled for each of initiators and targets with using the
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open flow protocol, the following effects are obtained.

(1) In a configuration where a plurality of the logical
disks is provided as targets with respect to one ini-
tiator, a flow is able to be controlled for each of tar-
gets.

(2) In a scalable configuration, when the IP address
of the target is changed (when a logical disk which
is the target transfers among physical storages, or
the like), the flow can be adaptively controlled. In this
case, the controller 300 carries out calculation of a
new communication route and setting the flow entry
based on information about changed destination, re-
fers to the route information 33 and the flow table 34
to specify a communication route and a flow entry
which are not necessary, and deletes them from the
switch.

(3) Similarly, in a scalable configuration, when the
IP address of the initiator is changed (when the ini-
tiator transfers among physical servers, or the like),
the flow can be adaptively controlled.

(4) A route can be adaptively selected, even in a
case of using a network in which a packet other than
the iSCSI flows, such as LAN or WAN, or a case of
using a netlike network.

[0062] As mentioned above, details of the embodi-
ments according to the present invention has been ex-
plained, however, a specific configuration is not limited
in the above mentioned embodiments, and the present
invention may also include a configuration modified with-
in a range without departing from a spirit of the present
invention. For example, in the above-mentioned embod-
iments, a flow is recognized and controlled by the com-
bination of the iISCSI name and the |P address, however,
the flow may be controlled by a rule which is a combina-
tion with a MAC address or port number, which is other
than the IP address.

[0063] Further,in the above-mentioned embodiments,
a case has been explained in which the flow is controlled
by the flow entry which specifies a forwarding destination
port with respect to the switch on the route. However, the
present invention is not limited by this. The switch 40
according to the present invention is able to determine
the forwarding destination with using the iSCSI informa-
tion 115, since being able to reference to the option area
of the TCP header to recognize the iSCSI information
115. Accordingly, the controller 300 is able to carry out
flow control in accordance with the iISCSI name, by set-
ting flow entries which have been set in all switches 40
(inFig.1, switches 40-1 to 40-2) based on the first packet.
Further, a policy specifically used for selecting the route
at Step S40 may be changed based on implementation.
[0064] Moreover, a plurality of servers 100 and a plu-
rality of storages 200 may be provided in the system, and
numbers of the switches 40, initiators 101 and targets
201 are not limited in the above mentioned examples.
Furthermore, the initiator 101 or the target 201 may be
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mounted on a computer device (host) which realizes a
function other than a server or storage.

[0065] Thisapplicationis based upon Japanese patent
application No.2011-052130, and the disclosure of which
is incorporated herein in by reference.

Claims
1. A computer system, comprising:

an open flow controller;

an open flow switch configured to carry out a
relaying operation for a received packet which
complies with a flow entry set by the open flow
controller, in accordance with the flow entry; and
a host connected to the open flow switch,
wherein the hostis configured to send the packet
in which protocol information within a transport
layer and above a TCP (Transmission Control
Protocol) layer is stored in an option area of a
TCP header,

wherein the open flow controller is configured to
set the flow entry which defines a forwarding
destination corresponding to the protocol infor-
mation, in a switch, and

wherein the open flow switch is configured to
forward the received packet to the forwarding
destination in accordance with the flow entry
which complies with the protocol information in-
cludedinthe TCP header ofthe received packet.

2. The computer system according to claim 1, wherein
the protocol information includes an iSCSI (Internet
Small Computer System Interface) name which
identifies a destination host that is a target, and
wherein the open flow controller is configured to set
the flow entry which defines the forwarding destina-
tion corresponding to the iISCSI name, in switches
on a route connecting the host and the destination
host.

3. The computer system according to claim 2, wherein
the ISCSI name includes only an initiator name, or
includes only a target name.

4. The computer system according to any of claims 1
to 3, wherein the protocol information is stored in an
option area of the TCP header.

5. The computer system according to any of claims 1
to 4, wherein the destination host is a logical disk.

6. A server used as the host in the computer system
according to any of claims 1 to 5.

7. Anopen flow controller used in the computer system
according to any of claims 1 to 5.



8.

9.

10.

1.

12.
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An open flow switch used in the computer system
according to any of claims 1 to 5.

A communication method, comprising:

sending a packet in which protocol information
withinatransportlayerand above a TCP (Trans-
mission Control Protocol) layer is stored in a
TCP header, by a host;

setting a flow entry which defines a forwarding
destination corresponding to the protocol infor-
mation, in a switch, by an open flow controller;
and

forwarding the received packet to the forwarding
destination in accordance with the flow entry
which complies with the protocol information in-
cludedinthe TCP header of the received packet,
by the open flow switch which is configured to
carry out arelaying operationin accordance with
the flow entry for the received packet which com-
plies with the flow entry set by the open flow
controller.

The communication method according to claim 9,
wherein the protocol information includes an iSCSI
(Internet Small Computer System Interface) name
which identifies a destination hostthatis atarget, and
wherein the open flow controller is configured to set
the flow entry which defines the forwarding destina-
tion corresponding to the iSCSI name, in switches
on a route connecting the host and the destination
host.

The communication method to claim 10, wherein the
ISCSI name includes only an initiator name, or in-
cludes only a target name.

The communication method according to any of
claims 9 to 11, wherein said sending a packet in-
cludes storing the protocol information in an option
area of the TCP header to generate the packet, by
the host.
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