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Description

[0001] This disclosure relates to inputting commands
into electronic and computer-based devices.

[0002] Electronic and computer-based systems often
receive commands from users. For example, an access
control system may receive a command to open a door.
As another example, an elevator control system may re-
ceive a command to send an elevator car to a particular
floor. Such commands can be input using, for example,
a button on a panel or another interface.

[0003] US20110100762A1 describes, among other
things, an electronic door trim with command buttons.
[0004] Further options for the input of commands into
systems could be advantageous. Thisis addressed here-
in by at least some of the embodiments covered by the
claims.

[0005] A command can be input into a system using
two or more data carriers such as, for example, two or
more cards in combination. The command is determined
based on the particular combination of the data carriers.
Different commands can be input by changing the com-
bination of the data carriers.

[0006] Some embodiments of a method comprise:
contactlessly detecting a first data carrier using a data-
carrier reader; contactlessly detecting a second data car-
rier using the data-carrier reader; and selecting, using a
computer-based system control unit, one of a plurality of
possible commands associated with respective data car-
rier combinations, the selected command being associ-
ated with a combination of the detected first and second
data carriers. The method can further comprise sending
the selected command to an elevator system, an access
control system, or a lock. The method can further com-
prise providing a plurality of data carriers, the plurality of
data carriers comprising the first and second data carri-
ers, and selecting the first and second data carriers for
inputting the selected command. In some cases, the data
carriers are detected using an anti-collision system. In
some cases, the detecting of the first data carrier and the
detecting of the second data carrier is performed simul-
taneously or approximately simultaneously.

[0007] Someembodiments of a system comprise a da-
ta-carrier reader and a computer-based control unit cou-
pled to the data-carrier reader, the computer-based con-
trol unit being programmed to perform a method, the
method comprising, contactlessly detecting a first data
carrier using the data-carrier reader, contactlessly de-
tecting a second data carrier using the data-carrier read-
er, and selecting one of a plurality of possible commands
associated with respective data carrier combinations, the
selected command being associated with a combination
of the detected first and second data carriers. The first
data carrier can be embedded in a first card and the sec-
ond data carrier can be embedded in a second card. The
first data carrier can comprise a radio-frequency identi-
ficationtag or an optical code. An elevator control system,
a lock, or an access control system can be coupled to
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the computer-based control unit.

[0008] Further embodiments comprise a computer-
based device configured to perform one or more of the
disclosed methods.

[0009] At least some embodiments of the disclosed
methods can be implemented using a computer or com-
puter-based device that performs one or more method
acts, the computer or computer-based device having
read instructions for performing the method acts from
one or more computer-readable storage media. The
computer-readable storage media can comprise, for ex-
ample, one or more optical disks, volatile memory com-
ponents (such as DRAM or SRAM) and/or nonvolatile
memory components (such as hard drives, Flash RAM
or ROM). The computer-readable storage media do not
cover pure transitory signals. The methods disclosed
herein are not performed solely in the human mind.
[0010] The disclosure refers to the following figures, in
which:

FIG. 1 shows a block diagram of an exemplary em-
bodiment of a system.

FIG. 2 shows a block diagram of an exemplary em-
bodiment of a method for inputting a command.

FIG. 3 shows a block diagram of an exemplary em-
bodiment of a method for receiving a command.

FIG. 4 shows a signal diagram for an exemplary ex-
change of signals in a system.

FIG. 5 shows a block diagram of an exemplary em-
bodiment of a computer.

[0011] FIG. 1 shows a block diagram of an exemplary
embodiment of a system 100. The system 100 comprises
a computer-based system control unit 110, which is pro-
grammed to perform one or more of the method acts
described herein. The system control unit 110 is commu-
nicatively coupled to at least one reader 120. The reader
120 is configured to contactlessly read information from
one or more data carriers 130, 132. In some embodi-
ments, the reader 120 comprises a radio-frequency iden-
tification (RFID) reader. In further embodiments, the
reader 120 comprises a near-field communication (NFC)
reader or a far-field communication reader. In other em-
bodiments, the reader 120 comprises an optical code
reader.

[0012] Each of the data carriers 130, 132 is a physical
object that stores machine-readable information. In at
least some embodiments, the data carriers 130, 132
comprise respective RFID tags 140, 142. In various em-
bodiments, passive tags and/or active tags can be used.
In further embodiments, the data carriers 130, 132 each
comprise an optical code (e.g.: a one-dimensional code,
such as a bar code; a two-dimensional code, such as a
QR code; or another machine-readable image). The data
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carriers 130, 132 can have various form factors. For ex-
ample, the data carriers 130, 132 can be shaped like a
credit card, they can be shaped like a key fob, or they
can have another shape. The reader 120 reads informa-
tion from the tags 140, 142. In some embodiments, the
data carriers 130, 132 are at least partially labeled (e.g.,
with text, colors, and/or images) to identify the data car-
riers 130, 132 to the user.

[0013] The system control unit 110 can also be com-
municatively coupled to one or more other components.
The control unit 110 can be coupled to a database 150,
which stores information about, for example, users, user
access times, and user access zones. The control unit
110 can also be coupled to an access control system 160
(e.g., a security system) for an area and/or a building.
The control unit 110 can also be coupled to an elevator
control system 170. The control unit 110 can also be cou-
pled to a lock 180, which controls access to a building,
aroom, afloor, a storage space, a garage and/or another
area. The control unit 110 can also be coupled to a net-
work 190, which allows the control unit 110 to exchange
information with one or more other electronic devices.
The other electronic devices can be located remotely
and/or locally relative to the control unit 110.

[0014] In various embodiments, the system 100 is lo-
cated within a building. In further embodiments, the sys-
tem 100 can also be located in and used within areas
larger than a building and areas smaller than a building.
For example, the system 100 could be used across a
relatively large area, such as a campus, city, country or
another large area. In such cases, at least some of the
components are located remotely from each other. In oth-
er cases, the system 100 is used within a floor of a build-
ing, within a room of a building, or within two or more
neighboring buildings. In some cases, the system 100 is
integrated into a door, into a lock housing or into an area
near a door.

[0015] In various embodiments, one or more of the
components of the system 100 comprise energy-saving
features. For example, the components can enter a low-
energy or "standby" mode during an actual or expected
low-use period. This can reduce energy consumption
and, in cases where the components rely at least partially
on battery power, extend the life of the battery. In some
cases, the lock 180, for example, can enter a standby
mode after a period of disuse and then exit the standby
mode in response to movement of a door handle or other
component.

[0016] Insome embodiments where the tags 140, 142
each comprise RFID tags, the tags 140, 142 can each
operate on the same frequency or about the same fre-
quency. In further embodiments, the tags 140, 142 each
operate on different frequencies, and the reader 120 is
configured to read tags using multiple radio frequencies.
[0017] In some embodiments where the tags 140, 142
comprise optical codes, the codes can have the same
format, or they can have different formats.

[0018] FIG. 2 shows an exemplary embodiment of a
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method 200 for inputting a command. The method 200
can be performed using, for example, an embodiment of
the system 100. In a method act 210, a user selects a
first data carrier. This could be, for example, a first RFID
card. In a method act 220, the user selects a second data
carrier. This could be, for example, a second RFID card.
The firstand second data carriers are selected according
to a particular command that the user wishes to input. In
amethod act 230, the user places both the first and sec-
ond data carriers in range of a reader coupled to an elec-
tronic system, so that the reader can detect information
stored on the data carriers. The phrase "in range of" the
reader means that the data carrier is close enough to the
reader for the reader to recognize the presence of the
data carrier and read information from it. The range can
vary according to the embodiment. Possible ranges in-
clude, for example, a few millimeters, a few centimeters,
less than 1 meter, about 1 meter, 3 meters, 5 meters, 10
meters, or another distance. Using the combined data
carriers, the user communicates the desired command
to the electronic system.

[0019] FIG. 3 shows an exemplary embodiment of a
method 300 for receiving a command. The method 300
can be performed using, for example, an embodiment of
the system 100. In a method act 310, a system control
unit detects a first data carrier using a reader. For exam-
ple, the system control unit can detect a first RFID card
that is within range of the reader. Generally, "detecting"
a data carrier comprises reading information from the
datacarrier thatallows the data carrier to be differentiated
from at least one other data carrier. In various embodi-
ments, such differentiating information can comprise, for
example, anumber, a string, aname, anumber sequence
and/or another type of information.

[0020] In a method act 320, the system control unit
detects a second data carrier using the reader. For ex-
ample, the system control unit can detect a second RFID
card that is within range of the reader. In a method act
330, the system control unit determines which command
is associated with the combination of the first and second
data carriers. For example, if the first and second data
carriers are "Card A" and "Card B," then the associated
command is "Command X." However, if the first and sec-
ond data carriers are "Card B" and "Card C," then the
associated command is "Command Y."

[0021] The commandsthatcanbe determined vary ac-
cording to the particular embodiment. Possible com-
mands include, for example: lock a door; unlock a door;
call an elevator to pick up the user; open a door for a
visitor; send an elevator to pick up a visitor; and/or other
commands.

[0022] In atleast some embodiments, the method acts
310, 320 are performed simultaneously or approximately
simultaneously. By "approximately simultaneously" is
meant, for example, in rapid succession. In such cases,
the first and second data carriers are detected within 10
milliseconds of each other, within 100 milliseconds of
each other, within 0.5 seconds of each other, within 1
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second of each other, or within another amount of time.
When the first and second data carriers are detected ap-
proximately simultaneously, it often appears to a human
user that they are detected simultaneously.

[0023] In some embodiments, the system control unit
sends the determined command to another system com-
ponent in a method act 340. For example, if the selected
command is an elevator command (e.g., "call the eleva-
tor"), the system control unit sends the command to the
elevator control system. If the selected command is an
access control command (e.g., "unlock a door for a vis-
itor"), the system control unit sends the command to the
access control system.

[0024] FIG. 4 shows assignal diagram for an exemplary
exchange of signals in a system, such as an embodiment
of the system 100. A data signal 410 is sent from a first
data carrier to a reader and a system control unit coupled
to the reader. A data signal 420 is sent from a second
data carrier to the reader and the system control unit.
The signals 410, 420 are sent simultaneously or approx-
imately simultaneously. Based on the received signals,
the system control unitidentifies the first and second data
carriers and determines a command associated with
them. In a command signal 430, this command is sent
to another system component for execution by the sys-
tem component.

[0025] In various embodiments, a data signal is sent
by a data carrier in response to a signal that is first sent
by the reader (sometimes called an "interrogation sig-
nal"). This can be the case if, forexample, the data carrier
is a passive RFID tag. For clarity, such additional signals
sent by the reader are not shown in FIG. 4.

[0026] FIG. 5 shows a block diagram of an exemplary
embodiment of a computer 500 (e.g., part of a lock sys-
tem, part of a system control unit, part of an elevator
control system, part of an access control system, part of
a reader, part of a database) that can be used with one
or more technologies disclosed herein. The computer
500 comprises one or more processors 510. The proc-
essor 510 is coupled to a memory 520, which comprises
one or more computer-readable storage media storing
software instructions 530. When executed by the proc-
essor 510, the software instructions 530 cause the proc-
essor 510 to perform one or more method acts disclosed
herein. Further embodiments of the computer 500 can
comprise one or more additional components. The com-
puter 500 can be connected to one or more other com-
puters or electronic devices through an input/output com-
ponent (not shown). In at least some embodiments, the
computer 500 can connect to other computers or elec-
tronic devices through a network 540. In particular em-
bodiments, the computer 500 works with one or more
other computers, which are located locally and/or re-
motely. One or more of the disclosed methods can thus
be performed using a distributed computing system.
[0027] In any of the disclosed embodiments, an iden-
tification feature can be used. For example, the lock sys-
tem can compare data read from the data carrier with a
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list of data for authorized users to determine if the user
associated with the data carrier is authorized to perform
a given command. Alternatively, the lock system can first
require that a user input authorization information, pos-
sibly using an additional data carrier.

[0028] At least some of the disclosed embodiments
can provide additional ways for a user to input a com-
mand into an electronic system. Such embodiments can
be helpful to, for example, a user who cannot operate
buttons or other types of user interfaces, possibly due to
a handicap. Physically touching the interface can also be
avoided, which can help reduce the spread of dirt or dis-
ease.

[0029] In one non-limiting example, a user lives in a
high-rise apartment building. The user’s apartment door
has an electronic lock, including a system control unit,
which is contained in a lock housing. Three commands
can be input into the lock: lock/unlock the door; call an
elevator car to the floor of the user’s apartment; and send
an elevator car to the building lobby to pick up a guest
and bring the guest to the user’s floor. The user knows
that a guest has just arrived in the lobby, and the user
wishes to send the elevator to pick up the guest. The
user selects first and second credit-card-sized RFID
cards and holds them within a few centimeters of the lock
housing, which contains an RFID reader. Upon detecting
the two cards, the lock determines that this combination
of cards is associated with the command to send the
elevator car to the building lobby to pick up the guest.
Accordingly, the system control unit sends this command
to an elevator system control in the apartment building.
After the elevator brings the guest to the user’s floor, the
user wishes to unlock the apartment door to let the guest
in. To issue this command, the user selects the second
RFID card and a third RFID card and holds these cards
together near the reader of the electronic lock. The lock
detects the two cards and determines that the command
associated with this combination is the door-unlock com-
mand. Accordingly, the system control unit unlocks the
door lock.

[0030] Although at least some of the disclosed embod-
iments are described as detecting combinations of two
data carriers, any of the disclosed embodiments can be
adapted to detect combinations of three data carriers,
four data carriers, five data carriers, six data carriers, or
another number of data carriers. In some embodiments,
at least some commands can also be input using only
one data carrier.

[0031] Any of the disclosed embodiments that use ra-
dio-based detection of the data carriers can be adapted
to use one or more anti-collision techniques.

[0032] Although some embodiments of the various
methods disclosed herein are described as comprising
a certain number of method acts, further embodiments
of a given method can comprise more or fewer method
acts than are explicitly disclosed herein. In additional em-
bodiments, method acts are performed in an order other
than as disclosed herein. In some cases, two or more
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method acts can be combined into one method act,
and/or one method act can be divided into two or more
method acts.

[0033] As used herein, a "user" can be a person, a
group of persons, a machine and/or an animal.

[0034] Having illustrated and described the principles
of the disclosed technologies, it will be apparent to those
skilled in the art that the disclosed embodiments can be
modified in arrangement and detail without departing
from such principles. In view of the many possible em-
bodiments to which the principles of the disclosed tech-
nologies can be applied, it should be recognized that the
illustrated embodiments are only examples of the tech-
nologies and should not be taken as limiting the scope
of the invention. Rather, the scope of the invention is
defined by the following claims and their equivalents. |
therefore claim as my invention all that comes within the
scope of these claims.

Claims
1. An access control method, comprising:

contactlessly detecting a first data carrier (130)
using a data-carrier reader (120);

contactlessly detecting a second data carrier
(132) using the data-carrier reader (120); and
selecting, using a computer-based system con-
trol unit (110), one of a plurality of possible com-
mands associated with respective data carrier
combinations, the selected command being as-
sociated with a combination of the detected first
and second data carriers (130, 132).

2. The method of claim 1, further comprising sending
the selected command to an elevator control system
(170), to an access control system (160), or to a lock
(180).

3. The method of any preceding claim, further compris-
ing providing a plurality of data carriers, the plurality
of data carriers comprising the first and second data
carriers (130, 132).

4. The method of any preceding claim, further compris-
ing selecting the first and second data carriers (130,
132) for inputting the selected command.

5. Themethod of any preceding claim, the first and sec-
ond data carriers (130, 132) being detected using an
anti-collision technique.

6. The method of any preceding claim, the detecting of
the first data carrier (130) and the detecting of the
second data carrier (132) being performed simulta-
neously or approximately simultaneously.
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7. The method of any of claims 1-5, the detecting of the
firstdata carrier (130) and the detecting of the second
data carrier (132) appearing to be performed simul-
taneously.

8. A system (100), comprising:

a data-carrier reader (120); and

a computer-based control unit (110) coupled to
the data-carrier reader (120), the computer-
based control unit (110) being programmed to
perform an access control method, the method
comprising,

contactlessly detecting a first data carrier (130)
using the data-carrier reader (120),
contactlessly detecting a second data carrier
(132) using the data-carrier reader (120), and
selecting one of a plurality of possible com-
mands associated with respective data carrier
combinations, the selected command being as-
sociated with a combination of the detected first
and second data carriers (130, 132).

9. The system of claim 8, the first data carrier (130)
being embedded in a first card and the second data
carrier (132) being embedded in a second card.

10. The system of claim 8 or 9, the first data carrier com-
prising a radio-frequency identification tag (140).

11. The system of claim 8 or 9, the first data carrier com-
prising an optical code (140).

12. The system of any of claims 8-11, further comprising
an elevator control system (170) coupled to the com-
puter-based control unit (110), a lock (180) coupled
to the computer-based control unit (110), and/or an
access control system (160) coupled to the compu-
ter-based control unit (110).

13. The system of any of claims 8-12, the data-carrier
reader (120) having a range of approximately 1 me-
ter or less than 1 meter.

14. The system of any of claims 8-13, further comprising
a plurality of data-carrier cards, the plurality of data-
carrier cards comprising the first and second data
carriers (130, 132).

15. One or more computer-readable storage media
(520) having encoded thereon instructions that,
when executed by a processor (510), cause the proc-
essor (510) to perform an access control method,
the method comprising:

contactlessly detecting a first data carrier (130)
using a data-carrier reader (120);
contactlessly detecting a second data carrier
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(132) using the data-carrier reader (120); and
selecting one of a plurality of possible com-
mands associated with respective data carrier
combinations, the selected command being as-
sociated with a combination of the detected first
and second data carriers (130, 132).
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