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frames are received

(67)  An exemplary communications receiver in-
cludes an error detector for determining whether a first
and second received frame is corrupted, each frame
comprising of a plurality of bits. The receiver includes a
filter for determining whether the second received cor-
rupted frame should be recovered. The receiverincludes
a frame generator for generating a recovered frame
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Description

FIELD OF THE INVENTION

[0001] The invention relates to the field of communi-
cations receivers, and more particularly embodiments of
the invention relate to recovering a received corrupted
frame.

BACKGROUND

[0002] Inaconventional datacommunications system,
packet reliability is enhanced by inclusion of an error de-
tection mechanism (e.g., a CRC) where a corrupted data
frame is discarded to avoid unintended actions. Reliabil-
ity of intended message delivery is improved by sending
multiple copies of a particular frame. Copies of the orig-
inal frame may either be sent in response to lack of a
positive acknowledgement of an error-free delivery, as
blindly repeated frames, or according to some other al-
gorithm. Whichever duplicate frame transmission algo-
rithmis implemented, successful message delivery is still
dependent on reception of a complete error-free frame.
[0003] To reduce inefficiency and latency that result
from sending multiple complete frames, forward error
correction (FEC) is often employed. With FEC, redundant
information is added to each frame in such a way that a
target receiver can correct some data errors prior to per-
forming full frame error detection. When the communi-
cations channel is impaired beyond the ability of the FEC
mechanism itis common to employ retransmission of the
entire frame in an attempt to provide error-free message
delivery.

[0004] A limitation of the above duplicate transmission
technique occurs when the communications channel
characteristics are such that one or more bits of each
repeated frame are in error, even after FEC. In such a
scenario, message delivery is still unsuccessful. Prior art
methods to overcome this limitation include:

¢ Adding more redundant information to the transmit-
ted frame (e.g., using an FEC technique with more
redundant information).

e Changing physical layer parameters (e.g., modula-
tion rate and/or type).

e Changing protocol parameters (e.g., by breaking a
frame up into several shorter frames).

* Increasing transmit power.

[0005] The first three prior art techniques suffer from
one or more of the following limitations:

* Requiring a change to an existing and/or standard-
ized protocol.

* Incompatibility with previously deployed devices.

* Reduction in available data bandwidth.

[0006] Increasing transmission power is an effective
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technique to improve the reliability of frame delivery. This
technique, however, is often not practical or possible for
one or more of the following reasons:

¢ Regulatory limits imposed by local authorities.
e Limits imposed by applicable industry standards.

*  Practical limits on power or energy (e.g., cost and/or
size).

[0007] Accordingly, it is desirable to have a communi-
cations receiver that improves frame delivery over im-
paired channels without suffering from the above limita-
tions.

BRIEF DESCRIPTION OF THE DRAWINGS

[0008] Embodiments of the invention are illustrated by
way of example and not limitation in the figures of the
accompanying drawings in which like references indicate
similar elements.

Figures 1 is a block diagram illustrating a communi-
cations system according to one embodiment.
Figure 2 is a transaction diagram illustrating a proc-
ess flow for performing frame recovery according to
one embodiment.

Figure 3 is a block diagram illustrating a communi-
cations receiver according to one embodiment.
Figure 4A is a flow diagram illustrating a method for
performing frame recovery according to one embod-
iment.

Figure 4B is a flow diagram illustrating a method for
generating a recovered frame.

Figure 4C is a flow diagram illustrating a method for
generating a recovered frame.

Figure 5 is a flow diagram illustrating a method for
performing frame recovery according to one embod-
iment.

DETAILED DESCRIPTION

[0009] According to one embodiment, a first corrupted
frame is received and stored in a buffer. Subsequently,
a second corrupted frame is received. The receiver at-
tempts to recover the second corrupted frame by com-
bining bits from the first and second corrupted frame to
generate arecovered frame. The recovered frameis gen-
erated based on frame information of the second corrupt-
ed frame, e.g., probability indicators indicating the prob-
ability of data bits of the second corrupted frame being
correct. In one embodiment, the recovered frame is gen-
erated based on frame information of the first corrupted
frame, e.g., probability indicators indicating the probabil-
ity of data bits of the first corrupted frame being correct.
In one embodiment, multiple recovered frames are gen-
erated (based on probability indicators) for each received
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corrupted frame until a recovered frame is generated that
passes a predetermined error detection mechanism. Al-
ternatively, multiple recovered frames are generated
(based on probability indicators) until a predetermined
attemptthreshold has beenreached. In one embodiment,
in order to minimize the risk of passing along a corrupted
frame that passes error detection, frame recovery is at-
tempted only if certain filters (i.e., predetermined condi-
tions) are satisfied. A recovered frame that passes the
predetermined error detection mechanism is treated as
if it was an error-free received frame.

[0010] Figure 1 is a block diagram illustrating a com-
munications system 100 comprising of transmitter 105
configured to transmit data to receiver 106 over network
103. Figure 1 illustrates one transmitter communicatively
coupled to one receiver. System 100, however, may in-
clude other devices communicatively coupled to each
other over network 103. Furthermore, system 100 is il-
lustrated as having a transmitter and receiver. It shall be
understood, however, that transmitter 105 is not limited
to transmitting, and receiver 106 is not limited to receiv-
ing. In aduplex system, both transmitter 105 and receiver
106 are capable of transmitting and receiving. Network
103 may be any type of networks such as a local area
network (LAN), a wide area network (WAN) such as In-
ternet, a corporate intranet, a metropolitan area network
(MAN), a storage area network (SAN), a bus, or a com-
bination thereof, wired and/or wireless.

[0011] In one embodiment, system 100 is a "control
network", such as a power line communications system.
For example, transmitter 105 may send information re-
garding power of one or more locations to receiver 106.
Receiver 106, likewise, may also be configured to send
information regarding power of one or more locations to
transmitter 105. In another embodiment, system 100 is
a "data network", where data/messages from a higher
layer in a protocol stack (not shown) is commonly broken
(i.e., segmented) into "frames" prior to being transmitted
by a transmitter. At the receiver end, frames are received
and "reassembled" back into a single data unit. The as-
sembled data unit is passed along to a higher layer in
the protocol stack atthe receiver. Data is fragmented into
frames for several reasons, e.g., it is easier and more
efficient to manage small frames of data rather than the
entire, larger data unit. By way of example, under some
conditions, by the time aframeisreceived, itmay become
corrupted. Corruption may be, for example, the result of
channel impairments and/or transmission collisions be-
tween multiple devices. Rather than retransmitting the
entire large data unit, it is more efficient to simply retrans-
mit the corrupted frame. The above discussion of break-
ing data/messages into frames is only intended for illus-
trative purposes, and not intended to be a limitation of
the present frame recovery mechanisms. The frame re-
covery mechanisms described herein are equally appli-
cable in communications systems where a single frame
corresponds to one or more entire messages.

[0012] Embodiments of frame recovery are described
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herein which further optimizes a communications sys-
tem. The frame recovery mechanisms enable a receiver
to determine the frame that was intended to be received,
thus, avoiding the need for the transmitter to retransmit
the corrupted frame. Receiver 106 includes frame recov-
ery engine (FRE) 110 for recovering received corrupted
frames. Frame recovery is performed based on informa-
tion of a newly received corrupted frame and optionally
based on information of a previously received frame. The
newly and/or previously received corrupted frame may
be stored in frame buffer 108. Various embodiments of
frame recovery shall be become apparent through the
discussion of the figures below.

[0013] References are made to the sequence/order in
which frames are received. It will be understood that a
"newly received" frame is a frame that is received latest
intime. A "previously received" frame is a frame that was
received at some point in time prior to the "newly re-
ceived" frame. There may be zero or more frames be-
tween when the "newly received" and the "previously re-
ceived" frame. A "newly received" frame may simply be
referred to as a "received" frame.

[0014] Figure 2 is a transaction diagram illustrating a
processing flow 200 for recovering a frame transmitted
by transmitter 105 which is corrupted by the time it arrives
atreceiver 106. Attransaction 205, transmitter 105 sends
frame A to receiver 106. A frame is a collection of fields.
Each field is made up of, at the lowest level, a collection
of bits. In one embodiment, a frame includes, but is not
limited to, a receiver address for identifying the intended
receiver of the frame. For example, the receiver address
may be a media access controller (MAC) address of the
intended receiver. In the example as illustrated by flow
200, the receiver address is the address of receiver 106.
In some embodiments, a frame includes a transmitter
address identifying the transmitter that transmitted the
frame, e.g., the transmitter address may be a MAC ad-
dress of the transmitter. In the example as illustrated by
flow 200, the transmitter address is the address of trans-
mitter 105. In one embodiment, a frame also includes
data (commonly known as "payload"). In order for the
integrity of a frame to be evaluated by the receiver, a
frame often includes error detection information, such as
cyclic redundancy check (CRC) information.

[0015] During transaction 205, as frame A is transmit-
ted to receiver 106, a portion (i.e., one or more bits of the
frame) is corrupted. During operation 210, receiver 106
receives the corrupted version of frame A, which remains
corrupted even after FEC has been applied. The FEC
may be implemented as part of receiver 106, or more
generally, as part of system 100. Receiver 106 deter-
mines, based on a predetermined error detecting mech-
anism (e.g., by evaluating the CRC of frame A), that frame
A is corrupted. As a result, receiver 106 discards/drops
the frame. Receiver 106 determines that frame recovery
by combination with previously transmitted frames is not
possible because no previously received corrupted
frame has been stored in a local buffer, e.g., frame buffer
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108. Receiver 106 stores the corrupted frame A in a buff-
er. Optionally, receiver 106 also stores information of
frame A in the same or different buffer. In one embodi-
ment, frame information includes probability indicators
indicating the probability of each data/frame bitbeing cor-
rect.

[0016] At transaction 215, transmitter 105 transmits
frame B, which is properly received by receiver 106 (i.e.,
frame B is not corrupted). At transaction 220, transmitter
105 decides to retransmit frame A (e.g., because trans-
mitter 105 determines that frame A was corrupted during
transaction 205). As illustrated by flow 200, frame A is
again corrupted during transaction 220. During operation
225, because receiver 106 has information of at least
one previously received corrupted frame, receiver 106
generates a "recovered" frame using information stored
as part of operation 210. The recovered frame is an "es-
timate" by receiver 106 of what the intended frame was
(i.e., frame A in its uncorrupted form).

[0017] Not all attempted recoveries of a corrupted
frame will produce the intended frame. The more bits are
corrupted, the less likely the recovery will be successful.
Thus, in one embodiment, receiver 106 determines if the
recovered frame is the intended frame by applying a pre-
determined error detection mechanism (e.g., by checking
the CRC of the recovered frame). During operation 230,
receiver 106 determines that a recovered frame is error-
free based on the predetermined error detection mech-
anism. Receiver 106 treats the error-free recovered
frame as a frame received without any corruption. Op-
tionally, at operation 235, receiver 106 removes from
buffer the corrupted frame A and corresponding frame
information stored during operation 210. By removing the
corrupted frame from buffer, receiver 106 decreases the
risk of erroneously recovering a frame.

[0018] The transactions of Figure 2 are only intended
for illustrative purposes. The recovery mechanisms de-
scribed herein are not limited to the illustrated transac-
tions and/or operations of processing flow 200. For ex-
ample, the frame recovery mechanisms do not require
transaction 215 to occur (i.e., frame B does not have to
be transmitted). On the other hand, the frame recovery
mechanisms described herein are equally applicable
even if multiple of such transactions 215 occur (i.e., mul-
tiple frames may be transmitted between a previously
transmitted frame A at transaction 205 and a newly re-
ceived corrupted frame A during transaction 220).
[0019] Figure 3 is a block diagram illustrating an em-
bodiment of receiver 106, which may be implemented as
processing logic in software, hardware, or any combina-
tion thereof. According to one embodiment, frame buffer
108 is configured to store one or more received corrupted
frames and, optionally, their corresponding frame infor-
mation. For example, frame buffer 108 may be configured
to store (e.g., as part of operation 210 of Figure 2) a
previously received corrupted frame 320 (e.g., frame A
oftransaction 205 of Figure 2). Inone embodiment, frame
buffer 108 is also configured to store information relating
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to previously received corrupted frame 320. Forexample,
frame buffer 108 may be configured to store frame infor-
mation (e.g., probability indicators) 322 of previously re-
ceived corrupted frame 320. Probability indicators (e.g.,
numerical values) indicate the probability of each corre-
sponding bit of a corresponding frame being correct. The
indicators may be in any predetermined unit, e.g., each
indicator may represent a percentage value. As de-
scribed herein, the indicators shall be referred to as hav-
ing a "unit".

[0020] By way of example, as illustrated in Figure 3,
previously received corrupted frame 320 includes bits
having the values {0, 1, 0...0, 1}, and corresponding prob-
ability indicators 322 having the values {10, 90, 90...95,
50}. Thus, frame information 322 indicates there is a 10
unit chance that the first bit of frame 320 is a "0" and a
50 unit chance that the fifth bit of frame 320 is a "1".
[0021] In one embodiment, frame buffer 108 is also
configured to store a second frame and its corresponding
frame information. For example, frame buffer 108 may
be configured to store a newly received corrupted frame
321 (e.g., retransmitted frame A of transaction 220 of
Figure 2). In one embodiment, frame buffer 108 is con-
figured to store frame information 323 (e.g., probability
indicators) corresponding to corrupted frame 321. As il-
lustrated, newly received corrupted frame 321 includes
bits having the values {1, 0, 0...0, 0} and corresponding
probability indicators 323 having the values {60, 35,
92...99, 25}. Thus, there is a 60 unit chance that the first
bit of the newly received corrupted frame 321 is a "1",
and a 25 unit chance that the fifth bit of the newly received
corrupted frame is a "0".

[0022] Although Figure 3 illustrates frame buffer 108
storing frame information 322-323 for corrupted frames
320-321, respectively, in some embodiments, due to con-
straints on resources, frame information 322 is not stored
(as denoted by the dashed line). Moreover, in some em-
bodiments, not all frame information are stored for cor-
rupted frame 321 (as denoted by the dashed line). In
other words, frame information 323 may contain only in-
formation for a subset of the corrupted frame 321. For
example, frame information 323 stored in frame buffer
108 may include only a predetermined number of the
lowest probability indicators, such that the number of in-
dicators stored is less than the number of bits in the cor-
responding corrupted frame 321.

[0023] Receiver 106 includes FRE 110 for recovering
received corrupted frames. FRE 110 includes, but is not
limited to, error detector 305 for determining if a received
frame is corrupted. Error detector 305 may be implement-
ed as any predetermined error detection mechanism. For
example, error detector 305 may be implemented as a
CRC checker, which includes logic for computing a CRC
of a received frame and comparing the computed CRC
against the CRC embedded in the received frame to de-
termine frame integrity. Other predetermined error de-
tection mechanisms may be implemented as part of error
detector 305.
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[0024] FRE 110 includes frame generator 310 config-
ured to generate a recovered frame 315 in response to
error detector 305 determining that newly received cor-
rupted frame 321 is corrupted. For example, frame gen-
erator 310 may "combine" (i.e., merge) one or more bits
of previously received corrupted frame 320 with corre-
sponding bits of newly received corrupted frame 321. In
one embodiment, recovered frame 315 is generated
based frame information 323, and optionally, frame in-
formation 322. (Details are provided below in the discus-
sion with respect to Figures 4A-4C). Error detector 305
determines if recovered frame 315 passes the error de-
tection mechanism, and if so, recovered frame 315 is
treated as if it was an error-free received frame. Other-
wise, recovered frame 315 is discarded (i.e., treated as
if it was never received).

[0025] Error detection mechanisms, such as CRCs,
have a high probability of detecting corrupted frames.
They are not, however, completely immune from produc-
ing false positives (i.e., corrupted frames may sometimes
pass the error detection mechanism). For example, in
the context of CRCs, a corrupted frame having one or
more flipped/inverted bit(s) may sometimes still result in
a frame having a valid CRC. In some embodiments, in
order to limit the probability of passing along a corrupted
frame that passes the error detection test, frame gener-
ator 310 is configured to attempt frame recovery only if
all the conditions/requirements of lilter(s) 320 have been
satisfied. In one embodiment, filter(s) 320 includes the
requirement that the frame length of the newly received
corrupted frame and previously received corrupted frame
matches, or mismatches within a predetermined tolera-
ble difference. While this filter is not necessary (e.g., it
would be possible to combine the overlapping portions
of the shorter of the two corrupted frames), applying the
equal length filter may be the best choice in a number of
cases, depending on the probability of false positives as-
sociated with the defined error detection mechanism.
[0026] In one embodiment, filter(s) 320 includes the
requirement of matching source and/or destination ad-
dresses between the corrupted frames in consideration.
In one embodiment, filter(s) 320 includes the requirement
that the time between potential frames to be combined
were received within a particular time window. For ex-
ample, if previously received frame 320 has become
"stale" by the time newly received corrupted frame 321
is received, filter(s) 320 prevents frame generator 310
from attempting frame recovery. In one embodiment, the
time window is configurable. In one embodiment, the time
window is configured based on system characteristics,
such as repeat frame timing parameters. In one embod-
iment, filter(s) 320 includes the requirement of no inter-
vening uncorrupted frames. For example, filter(s) 320
prevents frame generator 310 from attempting frame re-
covery if one or more uncorrupted frames is received
between newly received corrupted frame 321 and previ-
ously received corrupted frame 320. In an alternate em-
bodiment, filter(s) 320 permits frame recovery even if one
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or more uncorrupted frames is received between corrupt-
ed frames 321-322, but only if the number of received
uncorrupted frames is less than a predetermined thresh-
old.

[0027] In one embodiment, filter(s) 320 includes one
or more probability thresholds that can be set such that
only combined frames with error free probabilities above
the threshold are acted upon, e.g., by subjecting it to the
error detection mechanism, and if it passes the error de-
tection test, treating it as if it was a validly received frame.
In one embodiment, the probability thresholds are based
on the weighted sum of individual bit probability indica-
tors. In another embodiment, the thresholds are based
on other indicators such as signal strength, noise level,
or degree of match between received and expected, or
allowed, signals.

[0028] The above list of filters are discussed only for
illustrative purposes, and not intended to be a limitation
ofthe presentframe recovery mechanisms. Forexample,
frame generator 310 may be configured to attempt frame
recovery without regards to any of the discussed filters.
Where one or more filters are implemented, they may
each be configurable, i.e., selectively enabled/used. Al-
ternatively, all filters may be globally enabled via a single
configurable switch. The list of filters discussed is not
exhaustive, and otherfilters may be implemented without
departing from the broader spirit and scope of the inven-
tion.

[0029] Figure 4A is a flow diagram illustrating method
400 for recovering a received corrupted frame according
toone embodiment of receiver 106. For example, method
400 may be performed by receiver 106 of Figure 2, such
as error detector 305 and frame generator 310. Method
400 may be implemented as processing logic in software,
hardware, or any combination thereof.

[0030] Atblock405,the receiverdetermines areceived
frame is corrupted. For example, after a frame is re-
ceived, error detector 305 determines that the received
frame is corrupted, and notifies frame generator 310 of
such an event. At block 410, the receiver determines if
a previously received corrupted frame is stored in a local
buffer. For example, frame generator 310 determines if
frame buffer 108 contains at least one corrupted frame
(e.g., corrupted frame 320) and its corresponding frame
information (e.g., frame information 322).

[0031] At block 415, in response to determining that
the local buffer does not contain any previously received
corrupted frame, the receiver stores the received corrupt-
ed frame in the buffer. For example, in response to de-
termining that frame buffer 108 does not contain at least
one corrupted frame, frame generator 310 stores the re-
ceived corrupted frame (e.g., as corrupted frame 320).
Optionally, frame generator 310 stores the frame infor-
mation (e.g., as part of frame information 322) of the re-
ceived corrupted frame in frame buffer 108. Because
there is no previously received corrupted frame stored in
frame buffer 108 prior to the newly received corrupted
frame, frame generator 310 completes its processing at
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block 445, without attempting to recover the newly re-
ceived corrupted frame. Thus, in the case where a cor-
rupted frame does not exist in frame buffer 108 prior to
the current/newly received corrupted frame, blocks
420-435 are not performed. Inthe case where a corrupted
frame has been previously stored in buffer 108, blocks
420-435 are performed.

[0032] At block 420, in response to determining that
the local buffer contains a previously received corrupted
frame, the receiver determines if recovery of the newly
received corrupted frame should be attempted. For ex-
ample, frame generator 310 determines whether to per-
form frame recovery based on filter(s) 320. If one or more
of filter(s) 320 indicates that attempted frame recovery
is not likely beneficial, the process is completed at block
445,

[0033] At block 425, in response to determining that
none of filter(s) 320 are enabled, or alternatively, all en-
abled filter(s) 320 indicates that attempted frame recov-
ery is likely beneficial, the receiver attempts frame recov-
ery by generating arecovered frame. For example, frame
generator generates recovered frame 315 based on
stored frames 320-321 and optionally based on their re-
spective frame information 322-323. At block 435, the
receiver determines if the recovered frame passes the
predetermined Error detection mechanism. For example,
error detector 305 determines if recovered frame 315
passes the error detection mechanism. If the recovered
frame passes the error detection mechanism, the proc-
ess is completed at block 445, and recovered frame 315
is treated as a validly received frame (i.e., error-free).
[0034] In response to determining that the recovered
frame does not pass the error detection mechanism, the
receiver determines if further frame recovery should be
attempted by returning/looping back to block 420. As dis-
cussed above, at block 420, frame generator 310 deter-
mines if (another) frame recovery should be attempted
based on filter(s) 320. For example, frame generator 310
determines if another recovered frame should be gener-
ated for the received corrupted frame based on filter(s)
320. If the number of recovery attempts has exceeded
the threshold as indicated by filter(s) 320 (i.e., another
frame recovery should not be attempted) frame generator
310 completes the process at block 445. Otherwise,
frame generator 310 performs another frame recovery
iteration by transitioning to block 425.

[0035] Figure 4B is a flow diagram illustrating method
401 for generating a recovered frame according to one
embodiment. For example, method 401 may be imple-
mented as part of block 425 of method 400 of Figure 4A.
In other words, method 401 may be performed (i.e., in-
voked) for each iteration that block 425 of method 400 is
performed. Figure 4B will be discussed with references
made to Figure 3 and Figure 4A. In particular, references
will be made with respect to the order of bits of the frames
in Figure 3. In shall be understood that the bit ordering
is referenced with respect to the illustration, and not nec-
essarily the order in which the bits appear in a frame. For
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example, reference to a "fourth" bit of Corrupted frames
320-321 simply refers to the fourth bit as illustrated in
Figure 3, and not necessarily a fourth bit in the frames.
In other words, there may be one or more bits between
the third and fourth bitin the actual frames 320-321. Like-
wise, there may be one or more probability indicators
between the third and fourth probability indicators in
frame information 322-323.

[0036] At block 426, the receiver determines all newly
received corrupted frame bits that match previously re-
ceived corrupted frame bits. For example, frame gener-
ator 310 scans through previously received corrupted
frame 320 and newly received corrupted frame 321 in
frame buffer 108 to find all bits that match between the
two corrupted frames. As illustrated in Figure 3, frame
generator 310 determines that the two corrupted frames
have matching bits with respect to the third and fourth bit
(as illustrated) starting from the left (which have the bit
values {0, 0}, respectively).

[0037] At block 427, the receiver populates bits in a
recovered frame with the corresponding bit from the cor-
rupted frames that match each other. For example, frame
generator 310 populates bits in recovered frame 315 with
the corresponding bits from the corrupted frames
320-321 that match each other. As illustrated in Figure
3, frame generator 310 populates the third and fourth bit
(as illustrated) of recovered frame 315 with the corre-
sponding third and fourth bit (as illustrated) from corrupt-
ed frame 320 (or corrupted frame 321) because both cor-
rupted frames have the bit values {0, 0} for the third and
fourth bit, respectively.

[0038] At block 428, the receiver selects one or more
non-matching bits from the two corrupted frames. For
example, frame generator 310 selects one or more bits
from corrupted frame 320 that does not match corre-
sponding bit(s) in corrupted frame 321. As illustrated in
Figure 3, the first, second, and fifth, bit of the two cor-
rupted frames do not match with each other. As such,
frame generator 310 selects one or more of such non-
matching bits for processing. For example, frame gener-
ator 310 selects all non-matching bits for processing dur-
ing the firstiteration, i.e., during the first time method 401
is invoked.

[0039] Atblock 429, the receiver populates bit(s) in the
recovered frame corresponding to the selected non-
matching bits with bit value(s) based on the probability
indicators of the corrupted frames. For example, frame
generator 310 populates bit(s) in recovered frame 315
corresponding to the bits of corrupted frames 320-321
that do not match with each other. Frame generator 310
populates the bit(s) in recovered frame 315 with bit val-
ue(s) based on probability indicator(s) of frame informa-
tion 322-323. Continuing on with the above example, dur-
ing the first iteration, frame generator 310 populates all
bits in recovered frame 315 corresponding to the non-
matching bits with values based probability indicators. In
this particular example, the first bit of recovered frame
315 is populated with a bit value "1" (corresponding to
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the first bit of corrupted frame 321) because the corre-
sponding first probability indicator of frame information
323 has a value of "60", which is higher/greater than the
first probability indicator of frame information 322, which
only has a value of "10". Frame generator 310 populates
the second bit of recovered frame 315 with the value of
the second bit of corrupted frame 320 (i.e., a "1"), be-
cause the second probability indicator of frame informa-
tion 322 is "90," which is higher than the second proba-
bility indicator of frame information 323, which only has
a value of "35." Frame generator 310 populates the fifth
bit of recovered frame 315 with the value of the fifth bit
of corrupted frame 320 (i.e., a"1"), because the fifth prob-
ability indicator of frame information 322 is "50", which is
higher than the fifth probability indicator of frame infor-
mation 323, which only has a value of "25." Thus, in this
example, after block 429 is performed during the first
iteration, recovered frame 315 has the bit values {1, 1,
0...0, 1}. Again, reference to a "fifth" bit or "fifth" probability
indicator is not to be understood as the actual "fifth" bit
in the frame or "fifth" probability indicator in the frame
information. As denoted by the "..." between the third and
fourth bit/indicator in Figure 3, there may be one or more
bits/indicators between the third and fourth bit/indicator.
[0040] If a recovered frame does not pass the error
detection mechanism, frame generator 310 may perform
further frame recovery if permitted (e.g., by filter(s) 320
at block 420 of method 400). For example, if the recov-
ered frame generated during the firstiteration above does
not pass error detection, frame generator 310 may gen-
erate another recovered frame by invoking method 401
during subsequent iteration(s). In one embodiment, dur-
ing a subsequent iteration, frame generator 310 Hips/in-
verts one or more of the non-matching bits that were se-
lected during the previous iteration. In such an embodi-
ment, the bit(s) to be inverted is the bit having the lowest
probability indicator among the bits selected in the pre-
vious iteration. In one embodiment, in order to prevent
looping between lowest probability indicators, frame gen-
erator 310 does not flip the same bit in subsequent iter-
ations until all bits have been flipped. In one embodiment,
in subsequent iterations, frame generator 310 flips com-
binations of two or more non-matching bits having the
lowest probability indicators. In yet another embodiment,
during a subsequent iteration, frame generator 310 flips
bits that have been determined to be matching (e.g., at
block 426).

[0041] Blocks 428 and 429 may be implemented such
that multiple non-matching bits are selected for process-
ing during each iteration. In such an embodiment, a dif-
ferent combination of bits may be selected such that a
bit selected in a previous iteration may be re-selected for
processing during the current/subsequent iteration.
Method 401 is illustrated in Figure 4B as a sequence of
operations. Not all operations, however, are required to
be performed during each iteration. For example, method
401 may be implemented such that blocks 426-427 are
only performed during the first iteration.
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[0042] Insome instances, system resource limitations
(e.g., finite memory) may preclude storing both a com-
plete copy of a corrupted frame as well as full probability
information for each data bit of the frame. Thus, in one
embodiment, receiver 106 is configured to store only the
data bit values of a first corrupted frame (e.g., previously
received corrupted frame 320), without storing any as-
sociated probability information (e.g., frame information
322). In such an embodiment, generation of recovered
frame 315 is based only stored frame information 323 of
newly received corrupted frame 321. Details of this em-
bodiment shall become apparent through the discussion
of Figure 4C.

[0043] Figure 4C is a flow diagram illustrating method
402 for generating a recovered frame according to one
embodiment. For example, method 402 may be imple-
mented as part of block 425 of method 400 of Figure 4A.
In other words, method 402 may be performed (i.e., in-
voked) for each iteration that block 425 of method 400 is
performed. Figure 4C will be discussed with references
made to Figure 3 and Figure 4A.

[0044] At block 430, the receiver determines all newly
received corrupted frame bits that match previously re-
ceived corrupted frame bits. For example, frame gener-
ator 310 scans through previously received corrupted
frame 320 and newly received corrupted frame 321 in
frame buffer 108 to find all bits that match between the
two corrupted frames. As illustrated in Figure 3, frame
generator 310 determines that the two corrupted frames
have matching bits with respect to the third and fourth bit
starting from the left (which have the bit values {0, 0},
respectively).

[0045] At block 431, the receiver populates bits in a
recovered frame with the corresponding bit from the cor-
rupted frames that match each other. For example, frame
generator 310 populates bits in recovered frame 315 with
the corresponding bits from the corrupted frames
320-321 that match each other. As illustrated in Figure
3, frame generator 310 populates the third and fourth bit
of recovered frame 315 with the corresponding third and
fourth bit from corrupted frame 320 (or corrupted frame
321) because both corrupted frames have the bit values
{0, 0} for the third and fourth bit, respectively.

[0046] Atblock432,the receiverselects fromthe newly
received corrupted frame one or more non-matching
bit(s) having the lowest probability indicators. For exam-
ple, frame generator 310 selects bits from newly received
corrupted frame 321 that do not match corresponding
bits of previously received corrupted frame 320. Of these
selected non-matching bits, frame generator 310 selects
one or more bits from corrupted frame 321 having the
lowest probability indicators.

[0047] As illustrated in Figure 3, the frame bits of pre-
viously received corrupted frame 320 that do not match
with frame bits of newly received corrupted frame 321
are thefirst, second, and fifth frame bits. The first, second,
and fifth frame bit of newly received corrupted frame 321
have probability indicators of "60,""35," and "25," respec-
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tively (asindicated frame information 323). Of these prob-
ability indicators, the lowest indicator is the fifth indicator
having the value "25," which corresponds to the fifth bit
of newly received corrupted frame 321. The second low-
est probability indicator is "35," which corresponds to the
second data bit of corrupted frame 321. The third lowest
probability indicator is the first indicator having the value
"60," which, corresponds to the first bit of newly received
corrupted frame 321.

[0048] Referring still to block 432, frame generator 310
selects one or more of these non-matching bits for
processing. For example, frame generator 310 selects
the fifth data bit for processing (because it has the lowest
probability indicator) during the first iteration (i.e., during
the first time method 401 is invoked). During the second
iteration, frame generator 310 selects the second bit of
newly received corrupted frame 321 for processing (be-
cause it has the second lowest probability indicator). Dur-
ing the third iteration, frame generator 310 selects the
first bit of newly received corrupted frame 321 for
processing (because it has the third lowest probability
indicator).

[0049] Atblock 433, the receiver populates bit(s) in the
recovered frame corresponding to the bits selected at
block 432 with the inverted values of the corresponding
selected bit. Forexample, frame generator 310 populates
bit(s) in recovered frame 315 corresponding to the bit(s)
selected at block 432 with inverted value(s) of the select-
ed bit(s). As illustrated in Figure 3, during the first itera-
tion, frame generator 310 populates the fifth bit of recov-
ered frame 315 with a bit value "1" (which is the inverted
value of the fifth frame bit of newly received corrupted
frame 321, i.e., "0"). Thus, after the first iteration, recov-
ered frame 315 has the bit values {x, x, 0...0, 1}, where
"x" may be a fixed value that is predetermined. In one
embodiment, the predetermined value is the value of the
corresponding mismatched bit of newly received corrupt-
edframe 321. In another embodiment, the predetermined
value is the value corresponding to the mismatched bit
of previously received corrupted frame 320. In another
embodiment, "x" is a value that is randomly selected by
frame generator 310. If the recovered frame does not
pass the error detection mechanism, e.g., as determined
at block 435 of method 400 of Figure 4A, method 400
may required a second iteration to be performed by meth-
od 402.

[0050] Continuing further with the above example, dur-
ing the second iteration, frame generator 310 selects the
second data bitfor processing (becauseithas the second
lowest probability indicator). As illustrated in Figure 3,
frame generator 310 populates the second bit of recov-
ered frame 315 with a bit value of "1" (whichis the inverted
value of the second bit of newly received corrupted frame
321,i.e.,"0"). Thus, after the second iteration, recovered
frame 315 has the bit values {x, 1, 0...0, 1}, where "x"
may be a fixed value that is predetermined. In one em-
bodiment, the predetermined value is the value of the
corresponding mismatched bit of newly received corrupt-
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edframe 321. Inanotherembodiment, the predetermined
value is the value corresponding to the mismatched bit
of previously received corrupted frame 320. In another
embodiment, "x" is a value that is randomly selected by
frame generator 310. If the recovered frame does not
pass the error detection mechanism, e.g., as determined
at block 435 of method 400 of Figure 4A, method 400
may required a third iteration to be performed by method
402, and soonuntilarecovered frame is generated which
passes the error detection mechanism, or until one of
filter(s) 320 at block 420 of method 400 indicates that
further iterations are not to be preformed (e.g., because
a recovery attempt threshold has been reached).
[0051] Blocks 432-433 may be implemented such that
multiple non-matching bits are selected for processing
during each iteration. In such an embodiment, a different
combination of bits may be selected such that a bit se-
lected in a previous iteration may be re-selected for
processing. Method 402 is illustrated in Figure 4C as a
sequence of operations. Not all operations, however, are
required to be performed during each iteration. For ex-
ample, method 402 may be implemented such that
blocks 430-431 are only performed during the first itera-
tion.

[0052] Resource limitations may also preclude infor-
mation for all bits of the newly (i.e., most recently) re-
ceived frame from being stored in memory (e.g., there
may be insufficient space in frame buffer 108). In order
to reduce the need to store the probability information for
all bits of the newly (i.e., most recently) received frame,
the following process may be implemented. Using the
method described below by way of example, probability
information for only the bits with the lowest probability of
being correct are stored.

[0053] By way of example, as the incoming signal is
processed andreceiver 106 evaluates the probability that
a bit is correct (e.g., by evaluating phase or amplitude
relative to other bits, or to expected values) the first bit
value, and its probability of being correct is stored. Ad-
ditionally, a pointer to indicate that this stored information
corresponds to the first data bit of the frame is also stored.
The receiver does the same thing for the next two bits of
the frame by storing the bit value, probability indicator,
and location pointer of each bit. At this point all three
allocated memory units are utilized.

[0054] The receiver processes the fourth and subse-
quent frame bits. If the receiver finds a frame bit with a
lower probability of being correct (i.e., weaker bit) the
stored information corresponding to the least-weak
stored frame bit (i.e., the strongest of the three weakest
stored bits) is replaced with the information correspond-
ing to the newly processed weaker frame bit. By repeating
this process for each frame bit through the end of the
frame, the frame bit values, probabilities, and locations
of the three weakest bits of the received frame are re-
tained.

[0055] If the error detection mechanism determines
that this newly received frame is corrupted, a recovered
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frame can be constructed using, first, all matching bits
between the previously received and newly received cor-
rupted frames. For bit locations where the previously and
newly received corrupted frames differ, the location with
the weakest bit of the newly received frame could be
inverted. This frame could then be evaluated by the error
detection mechanism. If it is found to be error free, it can
be treated as a valid frame. If it is determined that the
frame is still corrupted, then other combined frames can
be constructed and evaluated based on flipping the next
weakest mismatched bit(s), individually, and then in com-
binations with each other. The above example illustrates
the storing (and using) of three lowest probability indica-
tors for generating a recovered frame. The mechanism,
however, is not so limited and can be applied to store
more or less probability indicators.

[0056] In one embodiment, the frame recovery mech-
anisms discussed herein are performed online (i.e., "on-
the-fly"). For example, as a newly received frame arrives
atreceiver 106, recovered frame 315 may be constructed
as the received data bits are stored. In such an embod-
iment, receiver 106 initially presumes the newly received
frame is corrupted. At the end of the frame reception,
recovered frame 315 is discarded if the received frame
turns out to be error-free. In such an embodiment, band-
width (such as system bus access bandwidth) may be
optimized by avoiding having to store the newly received
frame and then reading it back for processing.

[0057] Theonline processing embodiment suffers from
the drawback of processing all frames even though some
or even all received frames are error-free. Accordingly,
in another embodiment, receiver 106 performs post
processing on the newly received frame after it has been
determined to be corrupted. In such an embodiment, re-
ceiver 106 fetches the stored corrupted frame from buffer
only if it is determined to be corrupted. The disadvantage
ofthis embodiment, however, is that itincurs an additional
latency as compared to the online mode. In other words,
it requires more time from the moment a corrupted frame
is received to the moment a recovered frame is generat-
ed.

[0058] In one embodiment, receiver 106 is preconfig-
ured to perform frame recovery either in online or post
processing mode. In an alternate embodiment, receiver
106 is configured to dynamically switch between the on-
line and post processing mode based on systems char-
acteristics (e.g., the extent of channel impairment and/or
the tolerable latency in recovering a corrupted frame).
Thetolerable latency may vary on a frame by frame basis.
For example, a frame from a "video streaming" applica-
tion may require lower latency than a trame from a "web
browsing" session. Accordingly, in some embodiments,
receiver 106 is able to dynamically switch between the
online and post processing mode on a frame by frame
basis. For example, receiver 106 may determine a re-
ceived frame has a low latency requirement based on
the source address of the received frame, and/or based
on some other characteristics embedded in the received
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frame. As such, it may be necessary for receiver 106 to
store sufficient bits from a received frame to determine
if online or post processing mode should be applied to
the frame.

[0059] The frame recovery mechanisms discussed
above involves evaluating the probability indicators to
determine the bit values of a recovered frame. In some
instances, there may be two or more probability indica-
tors having the same value. In some embodiments where
multiple probability indicators have the same value, re-
ceiver 106 is configured to construct a recovered frame
for one or more of such equally probable frames. The
frame recovery mechanisms have been discussed with
respect to generating a recovered frame from two cor-
rupted frames. The frame recovery mechanisms, how-
ever, are not so limited. The mechanisms discussed
herein are equally applicable in combining three or more
corrupted, frames.

[0060] Figure 5 is a flow diagram illustrating method
500 for recovering a received corrupted frame according
to one embodiment. For example, method 500 may be
performed by receiver 106 of Figure 3, such as error de-
tector 305 and frame generator 310. At block 505, the
error detector determines whether a first and second re-
ceived frame is corrupted, each frame including a plural-
ity of bits. At block 510, the filter determines whether a
recovered frame should be generated for the second re-
ceived frame. For example, filter(s) 320 determines if re-
covered frame 315 should be generated for newly re-
ceived corrupted frame 321 based on whether all the
requirements/conditions have been satisfied.

[0061] Atblock 515, the frame generatorgenerates the
recovered frame based on the plurality of bits of the first
and second received frame, and additionally, based on
probability indicators of the second received frame. The
receiver generates the recovered frame in response to
the error detector determining the first and second re-
ceived frames are corrupted, and the filter determining
the recovered frame should be generated for the second
received frame. For example, frame generator 310 de-
termines all bits in previously received corrupted frame
320 that match corresponding bits in newly received cor-
rupted frame 321. Frame generator 310 populates bits
inrecovered frame 315 with corresponding matching bits
from newly received corrupted frame 321 (or corrupted
frame 320).

[0062] With respect to non-matching bits, frame gen-
erator 310 populates one or more bits in recovered frame
315 corresponding to the one or more non-matching bits
based on probability indicators of the newly received cor-
rupted frame (i.e., frame information 323). For example,
for the non-matching bit in the second received frame
having the lowest probability indicator, frame generator
310 inverts the bit and populates a corresponding bit in
recovered frame 310 with the inverted bit value.

[0063] Various embodimentsand aspects of the inven-
tions have been described with reference to the draw-
ings. The description and drawings are illustrative of the
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invention and are not to be construed as limiting the in-
vention. Numerous specific details are described to pro-
vide a thorough understanding of various embodiments
of the present invention. However, in certain instances,
well-known or conventional details are not described in
order to provide a concise discussion of embodiments of
the present inventions. The frame recovery mechanisms
have been discussed with respect to a receiver. The
mechanisms are not limited. For example, in duplex com-
munications systems, the frame recovery mechanisms
of the present invention may be implemented in any de-
vice within the system.

[0064] Reference in the specification to "one embodi-
ment" or "an embodiment™ means that a particular fea-
ture, structure, or characteristic described in conjunction
with the embodiment can be included in at least one em-
bodiment of the invention. The appearances of the
phrase "in one embodiment" in various places in the
specification do not necessarily all refer to the same em-
bodiment.

[0065] Some portions of the preceding detailed de-
scriptions have been presented in terms of algorithms
and symbolic representations of operations on data bits
within a computer memory. These algorithmic descrip-
tions and representations are the ways used by those
skilled in the data processing arts to most effectively con-
vey the substance of their work to others skilled in the
art. An algorithm is here, and generally, conceived to be
a self-consistent sequence of operations leading to a de-
sired result. The operations are those requiring physical
manipulations of physical quantities.

[0066] It should be borne in mind, however, that all of
these and similar terms are to be associated with the
appropriate physical quantities and are merely conven-
ientlabels applied to these quantities. Unless specifically
stated otherwise as apparent from the above discussion,
it is appreciated that throughout the description, discus-
sions utilizing terms such as those set forth in the claims
below, refer to the action and processes of a computer
system, or similar electronic computing device, that ma-
nipulates and transforms data represented as physical
(electronic) quantities within the computer system’s reg-
isters and memories into other data similarly represented
as physical quantities within the computer system mem-
ories orregisters or other such information storage, trans-
mission or display devices.

[0067] Embodiments of the invention also relate to an
apparatus for performing the operations herein. Such a
computer program is stored in a non-transitory computer
readable medium. A machine-readable medium includes
any mechanism for storing information in a form readable
by a machine (e.g., a computer). For example, a ma-
chine-readable (e.g., computer-readable) medium in-
clude a machine (e.g., a computer) readable storage me-
dium (e.g., read only memory ("ROM"), random access
memory ("RAM"), magnetic disk storage media, optical
storage media, flash memory devices).

[0068] The processes or methods depicted in the pre-
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ceding figures may be performed by processing logic that
comprises hardware (e.g. circuitry, dedicated logic, etc.),
software (e.g., embodied on a non-transitory computer
readable medium), or a combination of both. Although
the processes or methods are described above in terms
of some sequential operations, it should be appreciated
that some of the operations described may be performed
in a different order. Moreover, some operations may be
performed in parallel rather than sequentially.

[0069] Embodiments of the present invention are not
described with reference to any particular programming
language. It will be appreciated that a variety of program-
ming languages may be used to implement the teachings
of embodiments of the invention as described herein.
[0070] Additional statements of invention are set out
below.

Statement 1. A communications receiver compris-
ing:

an error detector for determining whether a first
and second received frame is corrupted, each
frame comprising of a plurality of bits;

a filter for determining whether the second re-
ceived frame should be recovered; and a frame
generator for generating a recovered frame
based on the plurality of bits of the first and sec-
ond received frame and one or more probability
indicators, in response to the error detector de-
termining the first and second received frames
are corrupted and the filter determining that the
second received frame should be recovered,
wherein each probability indicator indicates a
probability of a corresponding bit of a frame be-
ing correct.

Statement 2. The communications receiver of state-
ment 1, wherein for each bit of the second received
frame that matches a corresponding bit of the first
received frame, the frame generator populates a cor-
responding bit in the recovered frame with a bit value
of the matching bit.

Statement 3. The communications receiver of state-
ment 1 or 2, wherein for a first bit of the second re-
ceived frame that does not match a corresponding
first bit of the first received frame, the frame gener-
ator populates a corresponding first bit in the recov-
ered frame with a bit value based on a first probability
indicator of the first received frame and a first prob-
ability indicator of the second received frame.
Statement 4. The communications receiver of any
preceding statement, wherein the frame, generator
populates a bitin the recovered frame with an invert-
ed value of the corresponding bit in the second re-
ceived frame.

Statement 5. The communications receiver of state-
ment 4, wherein the bit to be populated is selected
from a second set of one or more bits having the
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lowest probability indicators, wherein the second set
of one or more bits is selected from a first set of one
or more bits of the second received frame that does
not match a corresponding bit of the first received
frame. Statement 6. The communications receiver
of any preceding statement, wherein the filter deter-
mines whether to recover the second received frame
based on a predetermined relationship between a
length of the second received frame and a length of
the first received frame.

Statement 7. The communications receiver of any
preceding statement, wherein the filter determines
whetherto recover the second received frame based
on a predetermined relationship between a destina-
tion address of the first received frame a destination
address of the second received frame.

Statement 8. The communications receiver of any
preceding statement, wherein the filter determines
whetherto recover the second received frame based
on a time period between when the first frame was
received and the when the second frame was re-
ceived.

Statement 9. The communications receiver of any
preceding statement, wherein the filter determines
whetherto recover the second received frame based
on whether a number of recovery attempts for the
second received frame has reached a predeter-
mined attempt threshold.

Statement 10. The communications receiver of any
preceding statement, wherein the recovered frame
is evaluated by the error detector to determine if the
recovered frame is corrupted, in response to the filter
determining that a sum of individual indicators of the
recovered frame exceeds a predetermined probabil-
ity threshold.

Statement 11. A method for recovering received cor-
rupted frames, the method comprising:

determining, by an error detector, whether afirst
and second received frame is corrupted, each
frame comprising of a plurality of bits;
determining, by a filter, whether a recovered
frame should be generated for the second re-
ceived frame; and

generating, by a frame generator the recovered
frame based on the plurality of bits of the first
and second received frame and one or more
probability indicators, in response to the error
detector determining that the first and second
received frames are corrupted and the filter de-
termining that the recovered frame should be
generated, wherein each probability indicatorin-
dicates a probability of a corresponding bit of a
frame being correct.

Statement 12. The method of statement 11, wherein
for each bit of the second received frame that match-
es a corresponding bit of the first received frame, the
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frame generator populates a corresponding bitin the
recovered frame with a bit value of the matching bit.
Statement 13. The method of statement 11 or 12,
wherein for a first bit of the second received frame
that does not match a corresponding first bit of the
first received frame, the frame generator populates
a corresponding first bit in the recovered frame with
a bit value based on afirst probability indicator of the
first received frame and a first probability indicator
of the second received frame.

Statement 14. The method of any of statements 11
to 13, wherein the frame generator populates a bit
in the recovered frame with an inverted value of the
corresponding bit in the second received frame.
Statement 15. The method of any of statements 11
to 14, wherein the bit to be populated is selected
from a second set of one or more bits having the
lowest probability indicators, wherein the second set
of one or more bits is selected from a first set of one
or more bits of the second received frame that does
not match a corresponding bit of the first received
frame. Statement 16. The method of any of state-
ments 11to 15, wherein thefilter determines whether
to recover the second received frame based on a
predetermined relationship between a length of the
second received frame and a length of the first re-
ceived frame.

Statement 17. The method of any of statements 11
to 16, wherein the filter determines whether to re-
cover the second received frame based on a prede-
termined relationship between a destination address
of the first received frame a destination address of
the second received frame.

Statement 18. The method of any of statements 11
to 17, wherein the filter determines whether to re-
cover the second received frame based on a time
period between when the first frame was received
and the when the second frame was received.
Statement 19. The method of any of statements 11
to 18, wherein the filter determines whether to re-
cover the second received frame based on whether
a number of recovery attempts for the second re-
ceived frame has reached a predetermined attempt
threshold. Statement 20. The method of any of state-
ments 11 to 19, wherein the recovered frame is eval-
uated by the error detector to determine if the recov-
ered frame is corrupted, in response to the filter de-
termining that a sum of individual indicators of the
recovered frame exceeds a predetermined probabil-
ity threshold.

Statement 21. A communications system including
atransmitter and areceiver, the receiver comprising:

an error detector for determining whether a first
and second received frame is corrupted, each
frame comprising of a plurality of bits;

a filter for determining whether the second re-
ceived frame should be recovered; and
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a frame generator for generating a recovered
frame based on the plurality of bits of the first
and second received frames and one or more
probability indicators, in response to the error
detector determining that the first and second
received frames are corrupted and the filter de-
termining that the second received should be
recovered, wherein each probability indicator in-
dicates a probability of a corresponding bit of a
frame being correct.

Statement 22. The communications system of state-
ment 21, wherein for each bit of the second received
frame that matches a corresponding bit of the first
received frame, the frame generator populates a cor-
responding bitin the recovered frame with a bit value
of the matching bit.

Statement 23. The communications system of state-
ment 21 or 22, wherein for a first bit of the second
received frame that does not match a corresponding
first bit of the first received frame, the frame gener-
ator populates a corresponding first bit in the recov-
ered frame with a bit value based on afirst probability
indicator of the first received frame and a first prob-
ability indicator of the second received frame.
Statement 24. The communications system of any
of statements 21 to 23, wherein the frame generator
populates a bit in the recovered frame with an invert-
ed value of the corresponding bit in the second re-
ceived frame.

Statement 25. The communications system of state-
ment 24, wherein the bit to be populated is selected
from a second set of one or more bits having the
lowest probability indicators, wherein the second set
of one or more bits is selected from a first set of one
or more bits of the second received frame that does
not match a corresponding bit of the first received
frame. Statement 26. The communications system
of any of statements 21 to 25, wherein the filter de-
termines whether to recover the second received
frame based on a predetermined relationship be-
tween a length of the second received frame and a
length of the first received frame.

Statement 27. The communications system of any
of statements 21 to 26, wherein the filter determines
whetherto recover the second received frame based
on a predetermined relationship between a destina-
tion address of the first received frame a destination
address of the second received frame.

Statement 28. The communications system of any
of statements 21 to 27, wherein the filter determines
whetherto recover the second received frame based
on a time period between when the first frame was
received and when the second frame was received.
Statement 29. The communications system of any
of statements 21 to 28, wherein the filter determines
whetherto recover the second received frame based
on whether a number of recovery attempts for the
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second received frame has reached a predeter-
mined attempt threshold.

Statement 30. The communications system of any
of statements 21 to 29, wherein the recovered frame
is evaluated by the error detector to determine if the
recovered frame is corrupted, in response to the filter
determining that a sum of individual indicators of the
recovered frame exceeds a predetermined probabil-
ity threshold.

[0071] In the foregoing specification, embodiments of
the invention have been described with reference to spe-
cific exemplary embodiments thereof. It will be evident
that various modifications may be made thereto without
departing from the broader spirit and scope of the inven-
tion as set forth in the following claims. The specification
and drawings are, accordingly, to be regarded in an il-
lustrative sense rather than a restrictive sense.

Claims
1. A communications receiver comprising:

an error detector for determining whether a first
and second received frame is

corrupted, each frame comprising of a plurality
of bits;

a filter for determining whether the second re-
ceived frame should be recovered; and

a frame generator for generating a recovered
frame based on the plurality of bits of the
firstand second received frame and one or more
probability indicators, in response to the error
detector determining the first and second re-
ceived frames are corrupted and the filter deter-
mining that the second received frame should
be recovered, wherein each probability indicator
indicates a probability of a corresponding bit of
a frame being correct.

2. The communications receiver of claim 1, wherein for
each bit of the second received frame that matches
a corresponding bit of the first received frame, the
frame generator populates a corresponding bitin the
recovered frame with a bit value of the matching bit.

3. The communications receiver of claim 1 or 2, where-
in for a first bit of the second received frame that
does not match a corresponding first bit of the first
received frame, the frame generator populates a cor-
responding first bit in the recovered frame with a bit
value based on a first probability indicator of the first
received frame and a first probability indicator of the
second received frame.

4. The communications receiver of any preceding
claim, wherein the frame generator populates a bit
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in the recovered frame with an inverted value of the
corresponding bit in the second received frame.

The communications receiver of claim 4, wherein the
bit to be populated is selected from a second set of
one or more bits having the lowest probability indi-
cators, wherein the second set of one or more bits
is selected from a first set of one or more bits of the
second received frame that does not match a corre-
sponding bit of the first received frame.

The communications receiver of any preceding
claim, wherein the filter determines whether to re-
cover the second received frame based on a prede-
termined relationship between a length of the second
received frame and a length of the first received
frame.

A method for recovering received corrupted frames,
the method comprising:

determining, by an error detector, whether afirst
and second received frame is

corrupted, each frame comprising of a plurality
of bits;

determining, by a filter, whether a recovered
frame should be generated for the second
received frame; and

generating, by a frame generator the recovered
frame based on the plurality of bits of

the first and second received frame and one or
more probability indicators, in response to the
error detector determining that the first and sec-
ond received frames are corrupted and the filter
determining that the recovered frame should be
generated, wherein each probability indicatorin-
dicates a probability of a corresponding bit of a
frame being correct.

The method of claim 7, wherein for each bit of the
second received frame that matches a correspond-
ing bit of the first received frame, the frame generator
populates a corresponding bitin the recovered frame
with a bit value of the matching bit.

The method of claim 7 or 8, wherein for a first bit of
the second received frame that does not match a
corresponding first bit of the first received frame, the
frame generator populates a corresponding first bit
in the recovered frame with a bit value based on a
first probability indicator of the first received frame
and afirst probability indicator ofthe second received
frame.

The method of any of claims 7 to 9, wherein the frame
generator populates a bitin the recovered frame with
an inverted value of the corresponding bit in the sec-
ond received frame.
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The method of any of claims 7 to 10, wherein the bit
to be populated is selected from a second set of one
or more bits having the lowest probability indicators,
wherein the second set of one or more bits is selected
from a first set of one or more bits of the second
received frame that does not match a corresponding
bit of the first received frame.

A communications system including a transmitter
and a receiver, the receiver comprising:

an error detector for determining whether a first
and second received frame is

corrupted, each frame comprising of a plurality
of bits;

a filter for determining whether the second re-
ceived frame should be recovered; and

a frame generator for generating a recovered
frame based on the plurality of bits of the

first and second received frames and one or
more probability indicators, in response to the
error detector determining that the first and sec-
ond received frames are corrupted and the filter
determining that the second received should be
recovered, wherein each probability indicatorin-
dicates a probability of a corresponding bit of a
frame being correct.

The communications system of claim 12, wherein
for each bit of the second received frame that match-
es a corresponding bit of the first received frames,
the frame generator populates a corresponding bit
in the recovered frame with a bit value of the match-
ing bit.

The communications system of claim 12 or 13,
wherein for a first bit of the second received frame
that does not match a corresponding first bit of the
first received frame, the frame generator populates
a corresponding first bit in the recovered frame with
a bit value based on afirst probability indicator of the
first received frame and a first probability indicator
of the second received frame.

The communications system of any of claims 12 to
14, wherein the recovered frame is evaluated by the
error detector to determine if the recovered frame is
corrupted, in response to the filter determining that
a sum of individual indicators of the recovered frame
exceeds a predetermined probability threshold.
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Determine all newly received corrupted frame bits
that match previously received corrupted frame
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Determine whether a first and second received
frame is corrupted, each frame comprising of a
plurality of bits.
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