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(57) It is presented a reader device arranged to de-
termine accessrights of an electronic access key for gain-
ing access to open an electronically controlled physical
lock. The reader device supports a plurality of electronic
access key protocols and the reader device comprises:
a near field radio frequency communication device ar-
ranged to read access data from an electronic access
key; a controller arranged to determine, based on the
access data read from the electronic access key, whether

the electronic access key is eligible to open the electron-
ically controlled physical lock; wherein the nearfield radio
frequency communication device is further arranged to
read configuration data from an electronic configuration
key; and the controller is arranged to inactivate at least
one electronic access key protocol in the reader device
based on the configuration data. A corresponding meth-
od is also presented.
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Description
TECHNICAL FIELD

[0001] The invention relates to a reader device ar-
ranged to determine access rights of an electronic access
key.

BACKGROUND

[0002] It is known to use near field wireless access
keys to allow or deny access to physical locks, controlling
whether it is possible to open a door or not. In such sys-
tems, reader devices are used on the lock side to read
access information stored on the near field wireless ac-
cess keys.

[0003] There are many different protocols used for
reading the access information. Hence, reader devices
need to be appropriate for the correct protocol or proto-
cols to be used in a particular installation.

[0004] It would be greatly beneficial if there were a way
to simplify the installation of reader devices.

SUMMARY

[0005]
devices.
[0006] According to a first aspect, it is presented a
reader device arranged to read access rights of an elec-
tronic access key for gaining access to open an electron-
ically controlled physical lock. The reader device sup-
ports a plurality of electronic access key protocols and
the reader device comprises: a near field radio frequency
communication device arranged to read configuration
data from an electronic configuration key; a controller
arranged to inactivate at least one electronic access key
protocol in the reader device based on the configuration
data; wherein the near field radio frequency communica-
tion device is further arranged to read access data from
an electronic access key; and the reader device is ar-
ranged to send the access data to a controller unit for
determining whether the electronic access key is eligible
to open the electronically controlled physical lock.
[0007] By using the electronic configuration key, the
configuration of the reader device is effected using only
local communication. This is a more secure way to con-
figure the reader device compared to e.g. remote config-
uration from a central administration node. After instal-
lation, the electronic configuration key could e.g. be
locked away in a safe location such as a safe. Moreover,
this reader device could be provided with a great amount
of electronic access key protocols enabled from the start,
and the reader device is then configured by inactivating
protocols which are not to be used, using the electronic
configuration key. In this way, an installation operator
could e.g. have a stock of generic, unconfigured, multi-
protocol reader devices in stock. This reduces or even
eliminates the need to keep installation specific reader

It is an object to simplify installation of reader
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devices. These generic reader devices are then easily
configured for a particular installation by simply using an
electronic configuration key, without any need of the
reader device being connected to any external devices;
it is sufficient that the reader device is only connected to
power.

[0008] In one embodiment, the reader device is only
responsive to configuration data during a configuration
period, the configuration period ending a configuration
duration after when the reader device is powered up. This
reduces the risk of random people being able to recon-
figure the lock, e.g. to circumvent access control of the
reader device.

[0009] The configuration data may comprise a com-
munication control command section and a communica-
tion control parameter section. In this way, a configura-
tion specific to a particular installation site can be
achieved.

[0010] The controller may be further arranged to apply
an installation specific configuration for at least one elec-
tronic access key protocol, based on the configuration
data. Installation specificis here to be interpreted as spe-
cific to a specific installation, such as a site or a company.
In this way, security can be improved and/or customised
compared to the generic configuration of the reader de-
vice.

[0011] The near field radio frequency communication
device is further arranged to read reset data from an elec-
tronic reset key; and the controller may be arranged to
reset the reader device based on the reset data, to there-
by enable all of the supported plurality of electronic ac-
cess key protocols in the reader device. By resetting the
radio device, the reader device can again be set in a
genericmode, allowing a new configuration to be applied.
This can e.g. be useful in the case of a changed config-
uration of an existing installation (such as due to an up-
grade to amore secure protocol) or for reuse of the reader
device in another installation.

[0012] The electronic reset key may support an elec-
tronic access key protocol which is supported by the read-
er device and which has not been inactivated. In other
words, it is here ensured that the reader device is able
to read the electronic reset key without any need of mod-
ification.

[0013] The near field radio frequency communication
device may be operable around a centre frequency of
13.56 MHZ.

[0014] According to a second aspect, itis presented a
method for reading access rights of an electronic access
key for gaining access to open an electronically control-
led physical lock. The method is performed in a reader
device supporting a plurality of electronic access key pro-
tocols. The method comprises the steps of: reading con-
figuration data from an electronic configuration key; in-
activating at least one electronic access key protocol in
the reader device based on the configuration data; read-
ing access data from an electronic access key; and send-
ing the access data to a controller unit for determining
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whether the electronic access key is eligible to open the
electronically controlled physical lock.

[0015] The method may further comprise the step of
ending a configuration period at a time being a configu-
ration duration after when the reader device is powered
up; and wherein the step of inactivating is only performed
during the configuration period.

[0016] The configuration data may comprise a com-
munication control command section and a communica-
tion control parameter section.

[0017] The method may further comprise the step, after
the step of reading the configuration data, of: applying
an installation specific configuration for at least one elec-
tronic access key protocol, based on the configuration
data.

[0018] The method may further comprise the steps of:
reading reset data from an electronic reset key; and re-
setting the reader device based on the reset data, to
thereby enable all of the supported plurality of electronic
access key protocols in the reader device.

[0019] Thestepofreadingtheresetdatamay comprise
using an electronic access key protocol which is support-
ed by the reader device and which has not been inacti-
vated.

[0020] The step of reading the configuration data and
the step of reading the data may comprise reading around
a centre frequency of 13.56 MHZ.

[0021] Itis to be noted that the term "electronic access
key protocol", whenever used in the claims or description
of this document, is to be interpreted as a way in which
areader device reads datafrom an electronic access key.
[0022] Generally, all terms used in the claims are to be
interpreted according to their ordinary meaning in the
technical field, unless explicitly defined otherwise herein.
All references to "a/an/the element, apparatus, compo-
nent, means, step, etc." are to be interpreted openly as
referring to at least one instance of the element, appa-
ratus, component, means, step, etc., unless explicitly
stated otherwise. The steps of any method disclosed
herein do not have to be performed in the exact order
disclosed, unless explicitly stated.

BRIEF DESCRIPTION OF THE DRAWINGS

[0023] The invention is now described, by way of ex-
ample, with reference to the accompanying drawings, in
which:

Fig 1 is a schematic diagram illustrating an environ-
ment where embodiments presented herein can be
applied;

Fig 2 is a schematic diagram illustrating a reader
device of Fig 1 and its communication with various
electronic keys according to one embodiment;

Fig 3is aschematic diagram illustrating an electronic
configuration key of Fig 2 according to one embod-
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iment;

Fig4 is a schematic diagramiillustrating an electronic
reset key of Fig 2 according to one embodiment;

Fig 5is a schematic diagramiillustrating an electronic
configuration key of Fig 2 according to one embod-
iment;

Fig 6 is a schematic graph illustrating operation of
the reader device of Figs 1 and 2 according to one
embodiment;

Fig 7 is a schematic diagram illustrating a user inter-
face device of the reader device of Fig 2 according
to one embodiment;

Fig 8 is a schematic side view of the user interface
device of Fig 7 according to one embodiment; and

Fig 9 is a flow chart illustrating one embodiment of
a method performed in the reader device of Fig 1
and 2.

DETAILED DESCRIPTION

[0024] The invention will now be described more fully
hereinafter with reference to the accompanying draw-
ings, in which certain embodiments of the invention are
shown. This invention may, however, be embodied in
many different forms and should not be construed as
limited to the embodiments set forth herein; rather, these
embodiments are provided by way of example so that
this disclosure will be thorough and complete, and will
fully convey the scope of the invention to those skilled in
the art. Like numbers refer to like elements throughout
the description.

[0025] Fig 1 is a schematic diagram illustrating a sys-
tem where embodiments presented herein can be ap-
plied. An electronically controlled physical lock 8 is con-
trolled by a local control unit 7. Optionally, the electron-
ically controlled physical lock 8 can also be controlled by
a conventional mechanical key.

[0026] A reader device 1 communicates with an elec-
tronic access key 10, in possession of a user, using near
field radio frequency communication. A user interface de-
vice 9 allows the user to input data into and read data
from the system.

[0027] The electronically controlled physical lock 8 is
controllable by the local control unit 7 to be in a locked
or unlocked state, depending on the electronic access
key 10. In this way, access to a physical space can be
controlled. For example a door can be controlled to be
able to be opened when the electronically controlled
physical lock 8 is in an unlocked state and not to be able
to be opened when the electronically controlled physical
lock 8 is in a locked state. Optionally, the local control
unit 7 is configured to use additional security measures
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to gain access, e.g. by requiring a code to be entered
using the user interface device 9 or using biometrics.
[0028] A central control unit 5 enables administration
of the system and can configure one or more local control
units 7. Inone embodiment, the central control unit allows
the reader device 1 toreceive software upgrades remote-
ly. As explained in more detail below, the reader device
1 can subsequently be configured to make use of the
software upgrade, e.g. to use a new electronic access
key protocol, using an electronic configuration key read-
able by the reader device 1.

[0029] Each local control unit 7 can e.g. be a computer
with a central processing unit, memory, input/output
unit(s), etc. The communication between the local control
unit 7, user interface device 9, reader device 1 and the
electronically controlled physical lock 8 can occur using
any suitable electronic access key protocol, e.g. using a
controller area network (CAN) bus, Ethernet, universal
serial bus (USB), serial connections (e.g. RS-232, RS-
422, etc.) and/or parallel connections (e.g. Centronics).
[0030] The communication between the local control
unit 7 and the central control unit 5 can e.g. occur using
a wide area protocol such as Internet Protocol (IP),
whereby the local control unit 7 and the central control
unit can be situated in remote locations far from each
other and can e.g. communicate via the Internet (e.g.
using an encrypted connection).

[0031] The central control unit 5 can e.g. be a general
purpose computer with display, keyboard, etc., with ap-
propriate software installed, allowing an operator to con-
figure one or more connected local control unit, e.g. be-
longing to one company or installation.

[0032] The local control unit 7, user interface device 9,
reader device 1, and electronically controllable physical
lock 8 can be e.g. powered by a connection to a mains
AC (alternating current) source, optionally via a charge-
able backup power storage device such as a recharge-
able battery.

[0033] Optionally, one or more of the local control unit
7, user interface device 9, reader device 1, and electron-
ically controllable physical lock 8 can be combined in a
single physical device.

[0034] Fig2isaschematicdiagramillustratingareader
device 1 of Fig 1 and its communication with various elec-
tronic keys 10-12 according to one embodiment. The
reader device 1 comprises a controller 4 using any com-
bination of one or more of a suitable central processing
unit (CPU), multiprocessor, microcontroller, digital signal
processor (DSP), application specific integrated circuit
(ASIC), field programmable gate array (FPGA) etc., ca-
pable of execution inherent to the controller 4 and/or ac-
cording to software instructions stored in a computer pro-
gram product 6. The computer program product 6 is
memory being any combination ofread and write memory
(RAM) and read only memory (ROM). The memory com-
prises persistent storage, which, for example, can be any
single one or combination of magnetic memory, optical
memory, solid state memory or even remotely mounted
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memory.
[0035] The controller 4 can be configured to execute
the method described with reference to Fig 9 below.
[0036] Thereaderdevice 1 also comprises a near field
radio frequency communication device 3 arranged to
communicate with one or more of electronic keys 10-12
using near field communication. Near field is here to in-
terpreted as a distance between the reader and the elec-
tronic key where electric and magnetic components pro-
duced directly by currents and charge-separations dom-
inate. The reader device 1 supports a plurality of elec-
tronic access key protocols. However, as explained in
more detail below, one or more electronic access key
protocols can be inactivated using an electronic config-
uration key 11. The near field radio frequency communi-
cation device 3 comprises appropriate transmitter and
receiver circuitry to read data from a nearby electronic
key 10-12. For example, the near field radio frequency
communication device 3 can comprise circuitry to send
a signal to the electronic key 10-12 which energises the
electronic key such that data stored on the electronic key
is sent to and received by the near field radio frequency
communication device 3.

[0037] Using the near field radio frequency communi-
cation device 3, the reader device 1 can communicate
with an electronic access key 10, an electronic configu-
ration key 11 and/or an electronic resetkey. As explained
above, the electronic access key 10 is read by the reader
device 1, and evaluated by the local control unit 7 to allow
or deny access. The local control unit 7 is thus arranged
to determine, based on access data read from the elec-
tronic access key 10, whether the electronic access key
10is eligible to open the electronically controlled physical
lock 8.

[0038] Furthermore, the near field radio frequency
communication device 3is arranged to read configuration
data from an electronic configuration key 11. The con-
troller 4 is arranged to inactivate electronic access key
protocol in the reader device based on the configuration
data 20. Moreover, installation specific configuration can
be applied. This is explained in more detail with reference
to Fig 6 below.

[0039] Optionally, the near field radio frequency com-
munication device 3 is further arranged to read reset data
from an electronic reset key 12. Based on the reset data,
the controller 4 is arranged to conditionally reset the read-
er device, to thereby enable all of the supported plurality
of electronic access key protocols in the reader device.
Also, the resetcan optionally remove any installation spe-
cific configuration to thereby reset the reader device to
a generic state. For example, the reader device 1 can
support any combination of the following protocols using
13.56 MHz centre frequency (in effect 13.553 MHZ to
13.567 MHZ): MIFARE Classic, MIFARE Ultralight, M-
FARE Ultralight EV1, MIFARE Ultralight C, MIFARE
DESFire, MIFARE DESFire EV1, MIFARE Plus, MIFARE
sam av2, and Near Field Communication (NFC).
[0040] Fig3isaschematicdiagramillustratingan elec-
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tronic configuration key 11 of Fig 2 according to one em-
bodiment. The electronic configuration key 11 comprises
a memory 15 holding configuration data 20 which, when
read by a reader device in a configuration period, makes
the reader device 1 inactivate one or more electronic ac-
cess key protocols. Moreover, the configuration data 20
can control how the electronic access key protocol is to
function, e.g. which sectors to read on the electronic ac-
cess key, etc. Optionally, the configuration data 20 com-
prises a communication control command section 21 and
acommunication control parameter section 22. The elec-
tronic configuration key 11 can use any protocol support-
ed by the reader device 1. The electronic configuration
key 11 supports one of the electronic access key protocol
used by the reader device.

[0041] Fig4isaschematicdiagramillustrating an elec-
tronicreset key 12 of Fig 2 according to one embodiment.
The electronicresetkey 12 comprises amemory 15’ hold-
ing reset data 25 which, when read by a reader device
in a configuration period, makes the reader device 1 in-
activate one or more electronic access key protocols.
Since the electronic reset key 12 is used to reset the
reader device, it supports an electronic access key pro-
tocol which an, already configured reader device, is con-
figured to support.

[0042] Fig5isaschematicdiagramillustratingan elec-
tronic access key 10 of Fig 2 according to one embodi-
ment. The electronic access key 10 comprises a memory
15" holding access data 26 which, whenread by areader
device in a configuration period, allows the reader device
determine whether to grant or deny access. The elec-
tronic access key 10 supports an electronic access key
protocol which is supported by the reader device 1.
[0043] Fig 6 is a schematic graph illustrating operation
of the reader device 1 of Figs 1 and 2 according to one
embodiment. At time to, the reader device is powered
up. During a configuration period 30, the reader device
is arranged to read any electronic configuration key 11
provided within range of the near field radio frequency
communication device 3. The configuration period ends
attime t1, which is a configuration duration after the pow-
er on time to. The configuration duration represents an
amount of time (e.g. a certain number of seconds) and
can e.g. be a parameter which is stored in the reader
device.

[0044] After the time t1, the reader device 1 is in a
normal operation period 31 and grants or denies access
using the electronically controlled physical lock in de-
pendence on what electronica access keys are provided
in the vicinity of its near field radio frequency communi-
cation device 3.

[0045] Optionally, the reader device is also only re-
sponsive to electronic reset keys in the configuration pe-
riod 30, and not during the normal operation period 31.
[0046] Using the configuration period 30, a greater de-
gree of security is provided, since a configuration, and
optionally reset, of the reader device using appropriate
electronic keys can only be performed during a relatively
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short period. This reduces the risk of unauthorised at-
tempts to configure and/or reset the reader device 1, e.g.
to gain unlawful access to a physical space.

[0047] Fig 7 is a schematic diagram illustrating a user
interface device of the user interface device 9 of Fig 2
according to one embodiment. The user interface device
9 comprises a plurality of operation indicators 35a-e, an
optional display 37 and an alphanumeric keypad 36.
[0048] The operation indicators 35a-e can for instance
indicate when access is allowed, access is denied, or
that a code sequence needs to be entered on the keypad.
The operation indicators 35a-e can be provided using
different coloured lights and/or different symbols. In one
embodiment, operation indicators using green and red
are provided at either end of the set of operation indica-
tors. For example, the first operation indicator 35a can
be red and the last operation indicator 35e can be green,
or vice versa. In this way, there is less risk of colour blind
users confusing a green operation indicator for a red op-
eration indicator or vice versa, since the user will even-
tually learn from experience which end corresponds to
which coloured operation indicator. For example, a green
operation indicator can indicate that an intrusion detec-
tion system is disarmed and a red operation indicator can
indicate that an intrusion detection system is armed.
While Fig 7 illustrates five operation indicators 35a-e, any
suitable number of operation indicators can be provided.
[0049] The display 37 is used to convey configurable
information to the user. In one embodiment, the display
37 is used to, upon granted access, display until how
long the electronic access key is valid, e.g. en end validity
date.

[0050] Optionally,thereaderdevice 1isintegrated with
the user interface device 9.

[0051] Fig 8 is a schematic side view of the user inter-
face device 9 of Figs 1 and 7 according to one embodi-
ment. It is here shown how a cable 45 connects the user
interface device 9 with other components of the system
(see Fig 1). The cable 45 is guided by a frame 41. In the
space behind the frame 41, any excess cable can be
stored. In this way, installation of an outer shell 40 can
be done after the cable 45 is provided in a suitable way,
which simplifies installation of the user interface device.
[0052] Fig9is aflow chartillustrating one embodiment
of amethod performed in the reader device of Fig 1 and 2.
[0053] In a read config step 50, configuration data is
read from an electronic configuration key.

[0054] In an inactivate electronic access key protocol
step 52, one or more electronic access key protocols in
the reader device are inactivated based on the configu-
ration data.

[0055] In an optional apply installation specific config-
uration step (51) an installation specific installation is ap-
plied for at least one electronic access key protocol,
based on the configuration data. This can be used to
improve and customise the security from the generic con-
figuration.

[0056] In an optional end configuration period step 53,
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a configuration period (see 30 of Fig 6) is ended at a time
which is a configuration duration after when the reader
device 1 is powered up. In this way, the inactivate elec-
tronic access key protocol step 52 is only performed dur-
ing the configuration period.

[0057] In a read access data step 54, access data is
read from an electronic access key. This step can be
performed a significant amount of time after the previous
steps.

[0058] Inasendaccess datastep 56,thereaderdevice
sends the access data, e.g. to the local control unit.
Thereby, the local control unit can determine, based on
the access data read from the electronic access key,
whether the electronic access key is eligible to gain ac-
cess to the electronically controlled physical lock. When
access is granted, the electronically controlled physical
lock is set in the unlocked state. Otherwise, the electron-
ically controlled physical lock is set (or remains) in the
locked state. The method can repeat the read access
data step 54 and send access data step 56 as necessary,
in a normal operation mode of the reader device.
[0059] In an optional read reset data step 58, reset
data is read from an electronic reset key. The reading of
the reset data comprises using an electronic access key
protocol which is supported by the reader device and
which has previously been inactivated.

[0060] In an optional reset reader device step 60, the
reader device is conditionally reset based on the reset
data, i.e. when the reset data is considered to be valid
reset data. In this way, all of the supported plurality of
electronic access key protocols are enabled in the reader
device to allow reconfiguration of the reader device.
[0061] Theinvention has mainly beendescribed above
with reference to a few embodiments. However, as is
readily appreciated by a person skilled in the art, other
embodiments than the ones disclosed above are equally
possible within the scope of the invention, as defined by
the appended patent claims.

Claims

1. A reader device (1) arranged to read access rights
of an electronic access key (10) for gaining access
to open an electronically controlled physical lock (8),
the reader device (1) supporting a plurality of elec-
tronic access key protocols and the reader device
(1) comprising:

a near field radio frequency communication de-
vice (3) arranged to read configuration data (20)
from an electronic configuration key (11);

a controller (4) arranged to inactivate at least
one electronic access key protocol in the reader
device based on the configuration data (20);
wherein the near field radio frequency commu-
nication device (3) is further arranged to read
access data (26) from an electronic access key
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(10); and the reader device is arranged to send
the access data (26) to a controller unit for de-
termining whether the electronic access key (10)
is eligible to open the electronically controlled
physical lock (8).

The reader device (1) according to claim 1, wherein
the reader device (1) is only responsive to configu-
ration data during a configuration period, the config-
uration period ending a configuration duration after
when the reader device (1) is powered up.

The reader device (1) according to any one of the
preceding claims, wherein the configuration data
(20) comprises a communication control command
section (21) and a communication control parameter
section (22).

The reader device (1) according to any one of the
preceding claims, wherein the controller (4) is further
arranged to apply an installation specific configura-
tion for at least one electronic access key protocol,
based on the configuration data (20).

The reader device (1) according to any one of the
preceding claims, wherein the near field radio fre-
quency communication device (3) is further arranged
to read reset data from an electronic reset key (12);
and

the controller (4) is arranged to reset the reader de-
vice based on the reset data, to thereby enable all
of the supported plurality of electronic access key
protocols in the reader device.

The reader device (1) according to claim 5, wherein
the electronic reset key (12) supports an electronic
access key protocol which is supported by the reader
device (1) and which has not been inactivated.

The reader device (1) according to any one of the
preceding claims, wherein the near field radio fre-
quency communication device (3) is operable
around a centre frequency of 13.56 MHZ.

A method for reading access rights of an electronic
access key (10) for gaining access to open an elec-
tronically controlled physical lock (8), the method be-
ing performed in a reader device (1) supporting a
plurality of electronic access key protocols, the meth-
od comprising the steps of:

reading (50) configuration data (20) from an
electronic configuration key (11);

inactivating (52) at least one electronic access
key protocol in the reader device based on the
configuration data (20);

reading (54) access data (26) from an electronic
access key (10); and
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sending (56) the access data (26) to a controller
unit for determining whether the electronic ac-
cesskey (10)is eligible to open the electronically
controlled physical lock (8).

The method according to claim 8, further comprising
the step of ending (53) a configuration period at a
time being a configuration duration after when the
reader device (1) is powered up; and wherein the
step of inactivating (52) is only performed during the
configuration period.

The method according claim 8 or 9, wherein the con-
figuration data (20) comprises a communication con-
trol command section (21) and a communication
control parameter section (22).

The method according to any one of claims 8 to 10,
further comprising the step, after the step of reading
the configuration data, of:

applying (51) an installation specific configura-
tion for at least one electronic access key pro-
tocol, based on the configuration data (20).

The method according to any one of claims 8 to 11,
further comprising the steps of:

reading (58) reset data from an electronic reset
key (12); and

resetting (60) the reader device (1) based on the
resetdata, to thereby enable all of the supported
plurality of electronic access key protocols in the
reader device.

The method according to claim 12, wherein the step
of reading (58) the reset data comprises using an
electronic access key protocol which is supported
by the reader device (1) and which has not been
inactivated.

The method according to any one of claims 8 to 13,
wherein the step of reading the configuration data
(50) and the step of reading the data (54) comprises
reading around a centre frequency of 13.56 MHZ.
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