EP 2 835 943 B1

Patent Office

e brevers (11) EP 2 835 943 B1

(1 9) ’ e "llmlmll‘mm“||H|Hll‘mllHm”Hlm“|‘|||HH|H||H‘|H||‘
Patentamt
0 European

(12) EUROPEAN PATENT SPECIFICATION

(45) Date of publication and mention (51) IntCl.:
of the grant of the patent: HO4L 12/851 (2013.01) HO4L 12]24 (2006.01)
21.09.2016 Bulletin 2016/38 HO4L 12/931 (297307 HO4L 12/26 (200007

HOA4L 29106 (2006.0%

(21) Application number: 14755964.5
(86) International application number:

(22) Date of filing: 20.01.2014 PCT/CN2014/070910

(87) International publication number:
WO 2014/194677 (11.12.2014 Gazette 2014/50)

(54) SERVICE PROCESS CONTROL METHOD AND NETWORK DEVICE

STEUERUNGSVERFAHREN FUR DIENSTLEISTUNGSPROZESS UND
NETZWERKVORRICHTUNG

PROCEDE DE COMMANDE DE PROCESSUS DE SERVICE ET DISPOSITIF DE RESEAU

(84) Designated Contracting States: * TANG, Shengjun
AL AT BE BG CH CY CZDE DK EE ES FI FR GB Shenzhen
GRHRHUIEISITLILT LULV MC MK MT NL NO Guangdong 518129 (CN)
PL PT RO RS SE SI SK SM TR * HE, Jun
Shenzhen
(30) Priority: 03.06.2013 CN 201310216184 Guangdong 518129 (CN)
(43) Date of publication of application: (74) Representative: Maiwald Patentanwalts GmbH
11.02.2015 Bulletin 2015/07 Elisenhof
Elisenstrasse 3
(60) Divisional application: 80335 Miinchen (DE)
16178521.7
(56) References cited:
(73) Proprietor: Huawei Technologies Co., Ltd. WO-A1-2014/085952  CN-A- 101 022 539
Longgang District CN-A- 101 119 321 CN-A- 101 409 885
Shenzhen, Guangdong 518129 (CN) CN-A- 102 665 191 CN-A-103 346 974

US-A1-2001 039 576 US-A1- 2013 094 507
(72) Inventors:
¢ HASSON, Uri
Shenzhen
Guangdong 518129 (CN)

Note: Within nine months of the publication of the mention of the grant of the European patent in the European Patent
Bulletin, any person may give notice to the European Patent Office of opposition to that patent, in accordance with the
Implementing Regulations. Notice of opposition shall not be deemed to have been filed until the opposition fee has been
paid. (Art. 99(1) European Patent Convention).

Printed by Jouve, 75001 PARIS (FR)



1 EP 2 835 943 B1 2

Description
TECHNICAL FIELD

[0001] The presentinvention relates tothe field of com-
munications, and in particular, to a service process con-
trol method and a network device.

BACKGROUND

[0002] Currently, a device on a network needs to per-
form all kinds of service control by using a policy. For
example, in a service execution procedure, a condition
is first specified when a certain action needs to be exe-
cuted, and the corresponding action is executed only
when a packet or a data flow meets the set condition. A
typical condition includes a condition such as a user di-
mension, a time dimension, an L3-L4 (an IP address +
a TCP port number) dimension, an L7 protocol dimen-
sion, and a uniform resource locator (Uniform Resource
Locator, URL for short) dimension. A policy matching pro-
cedure is a procedure for comparing information of each
dimension of a data flow with a set condition of the di-
mension.

[0003] Information of each dimension of a data flow is
generally collected by different data processing modules.
For example, user dimension information is identified by
a user identifying module, time dimension information is
identified by a time module, L3-L4 information is identified
by an L3-L4 processing module, L7 protocol information
is identified by an identifying module, and URL informa-
tion is identified by a parsing module. If itis expected that
there are richer device policies and more controllable di-
mensions, more data processing modules need to be
disposed on the device on the network to collect infor-
mation of more dimensions.

[0004] Generally, each data processing module on the
device on the network has a fixed function and is config-
ured to determine collected information according to set
logic. For example, a user management module is con-
figured to determine all kinds of preset information of a
user that needs to be collected, such as an IP, a mobile
phone number, a role, and a class. Therefore, a proce-
dure for collecting dimension information of a data flow
becomes a procedure for executing each data process-
ing module. For clear logic on the device, generally, in-
formation of the data flow needs to be first collected, then
policy matching is performed, and finally an action cor-
responding to a policy is executed. A disadvantage of
the foregoing procedure is that all modules configured to
collect information are executed, thereby wasting device
performance. Therefore, a person skilled in the art im-
proves the foregoing method. As shown in FIG. 1, all
dimension information of a data flow is first collected;
then searching is performed in an information set to de-
termine whether a set condition is met; and if the set
conditionis met, acorresponding actionis executed. That
is, all modules configured to collect information are con-
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nected in series, and a fixed sequence is set. All flows
undergo a same processing process and pass through
each module according to the sequence. In this way,
when all modules have been executed, information of
each dimension is collected completely and can provide
a basis for subsequent policy matching. In this method,
design is simple, information is complete, and no function
is omitted. WO 2014085952 A1 discloses a policy
processing method to reduce redundant and duplicate
operations in a policy execution process. US
20010039576 A1 discloses a network policy transmis-
sion method from a policy server to network nodes based
on identifiers. US 20130094507 A1 discloses header ex-
traction circuits to extract respective header data from a
plurality of data lanes.

[0005] However, a disadvantage of the foregoing
method is that an execution sequence for all data flows
is the same, thereby ignoring a difference between the
data flows. Information of different data flows is different.
It is obvious that some data flows do not need to pass
through a specific module. Therefore, collection of certain
redundant information exists during sequential execu-
tion, thereby causing extra performance overhead.

SUMMARY

[0006] In view of this, embodiments of the present in-
vention provide a service process control method and a
network device, so as to optimize a data flow processing
process on a device in the prior art, reduce an unneces-
sary processing process and redundant information col-
lection in a service execution procedure, and enhance
overall performance of the device.

[0007] According to a first aspect, an embodiment of
the present invention provides a service process control
method, including:

selecting, according to an execution policy of at least
one service deployed on a network device, M data
processing modules for processing a packet re-
ceived by the network device from N data processing
modules comprised in the network device, and de-
termining an execution sequence of the selected M
data processing modules;

invoking the selected M data processing modules to
sequentially process, according to the execution se-
quence, the packet, so that each invoked data
processing module collects information of one di-
mension of the packet; and

performing, according to all information of the packet
that is collected by the M data processing modules,
matching for all service rules included in the execu-
tion policy of the at least one service, so as to deter-
mine a successfully matched service rule; and exe-
cuting an action corresponding to the successfully
matched service rule.

[0008] In afirst possible implementation manner of the
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first aspect, the selecting M data processing modules for
processing a packet received by the network device, and
determining an execution sequence of the selected M
data processing modules specifically includes:

extracting a condition from all service rules included
in an execution policy of each service in the at least
one service, and further determining all dimension
information of the packet required to be used to de-
termine whether the extracted condition is met;
determining, according to all the determined dimen-
sion information, the M data processing modules re-
quired for collecting all the dimension information;
and

determining, according to a dependence relationship
between the determined M data processing mod-
ules, the execution sequence of the M data process-
ing modules.

[0009] Withreference to the firstaspect or the first pos-
sible implementation manner of the first aspect, in a sec-
ond possible implementation manner, the method further
includes:

generating a first list that is used to represent the
execution sequence of the M data processing mod-
ules, where the first list includes identifications of the
M data processing modules, and the identifications
of the M data processing modules in the first list are
sorted according to the determined execution se-
quence; and

correspondingly, the invoking the selected M data
processing modules to sequentially process, accord-
ing to the execution sequence, the packet includes:

sequentially invoking data processing modules
corresponding to the first P data processing
module identifications in the first list to process
the packet, so as to obtain information of P di-
mensions of the packet, where P is a positive
integer; and

sequentially invoking data processing modules
corresponding to (M - P) data processing mod-
ule identifications that are in the first list and after
the first P data processing module identifications
to process the packet, so as to obtain informa-
tion of at least one dimension of the packet.

[0010] With reference to the second possible imple-
mentation manner of the first aspect, in a third possible
implementation manner, after the sequentially invoking
data processing modules corresponding to the first P da-
ta processing module identifications in the firstlist to proc-
ess the packet, so as to obtain information of P dimen-
sions of the packet, the method further includes:

reselecting, according to the information of the P di-
mensions, one or more data processing modules for
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processing the packet; determining an execution se-
quence of the reselected data processing modules;
and updating the first list, so as to indicate the exe-
cution sequence of the reselected data processing
modules, where an updated first list includes identi-
fications of the reselected data processing modules,
and the identifications of the reselected data
processing modules are sorted in the updated first
list according to the execution sequence of the re-
selected data processing module; and
correspondingly, the sequentially invoking data
processing modules corresponding to (M - P) data
processing module identifications that are in the first
listand after the first P data processing module iden-
tifications to process the packet, so as to obtain in-
formation of at least one dimension of the packet
includes:

sequentially invoking, according to the se-
quence indicated by the updated first list, the
reselected data processing module to process
the packet, so as to obtain the information of the
at least one dimension of the packet.

[0011] With reference to the first aspect or the first, the
second, or the third possible implementation manner of
the first aspect, in a fourth possible implementation man-
ner, the execution policy of each service further includes
a preset configuration rule, where the configuration rule
is used to represent an execution condition of the service;
the method further includes: obtaining characteristic in-
formation of the packet; determining, according to the
characteristic information, whether an execution condi-
tion of each service deployed on the network device is
met; and determining that a service whose execution
condition is met is a service that needs to be executed;
and

correspondingly, the selecting, according to an execution
policy of at least one service deployed on a network de-
vice, M data processing modules for processing a packet
received by the network device, and determining an ex-
ecution sequence of the selected M data processing
modules specifically includes:

selecting, according to the execution policy of the
service thatis determined and needs to be executed,
the M data processing modules for processing the
packet received by the network device; and deter-
mining the execution sequence of the selected M
data processing modules.

[0012] According to a second aspect, an embodiment
of the present invention provides a network device, in-
cluding a transceiver module, a list generating module,
a scheduling module, and N data processing modules,
where N is a positive integer and each data processing
module is configured to collect information of one dimen-
sion of a packet;
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the transceiver module is configured to receive a packet;
the list generating module is configured to select, accord-
ing to an execution policy of at least one service deployed
on the network device, M data processing modules for
processing the packet received by the transceiver mod-
ule; and determine an execution sequence of the select-
ed M data processing modules to process the packet,
where M is a positive integer, M is less than or equal to
N, an execution policy of each service includes at least
one service rule, each service rule includes a condition
and an action, and matching of each service rule at least
depends on information of one dimension of the packet;
and

the scheduling module is configured to invoke the M data
processing modules selected by the list generating mod-
ule to sequentially process, according to the execution
sequence , the packet, so as to obtain information of at
least one dimension of the packet; perform, according to
the information of the at least one dimension of the pack-
et, matching for all service rules included in the execution
policy of the at least one service, so as to determine a
successfully matched service rule; and execute an action
corresponding to the successfully matched service rule.
[0013] In afirst possible implementation manner of the
second aspect, the list generating module includes:

an extracting unit, configured to extract a condition
from all service rules included in the execution policy
of the at least one service, and determine all dimen-
sion information of the packet required to be used to
determine whether the extracted condition is met;
a selecting unit, configured to select, according to all
the dimension information determined by the extract-
ing unit, the M data processing modules required for
collecting all the dimension information; and

a sorting unit, configured to determine, according to
a dependence relationship between the M data
processing modules selected by the selecting unit,
the execution sequence of the M data processing
modules.

[0014] With reference to the second aspect or the first
possible implementation manner of the second aspect,
in asecond possible implementation manner, the listgen-
erating module further includes:

a list generating unit, configured to generate a first
list that is used to represent the execution sequence
of the M data processing modules that are deter-
mined by the sorting unit and process the packet,
where the first list includes identifications of the M
data processing modules, and the identifications of
the M data processing modules in the first list are
sorted according to the execution sequence ; and
the scheduling module includes:

afirst scheduling unit, configured to sequentially
invoke data processing modules corresponding
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to the first P data processing module identifica-
tions in the first list to process the packet, so as
to obtain the information of the at least one di-
mension of the packet, where P is a positive in-
teger; and

a second scheduling unit, configured to sequen-
tially invoke data processing modules corre-
sponding to (M - P) data processing module
identifications that are in the first list and after
thefirst P data processing module identifications
to process the packet, so as to obtain the infor-
mation of the at least one dimension of the pack-
et.

[0015] With reference to the second possible imple-
mentation manner of the second aspect, in a third pos-
sible implementation manner, the list generating module
is further configured to: after the first scheduling unit in-
vokes the data processing modules corresponding to the
first P data processing module identifications in the first
list to process the packet, so as to obtain the information
of the at least one dimension of the packet, reselect, ac-
cording to the information of the at least dimension of the
packet, one or more data processing modules for
processing the packet; determine an execution se-
quence of the reselected data processing modules; and
update the first list, so as to indicate the execution se-
quence for the reselected data processing modules to
process the packet, where an updated first list includes
identifications of the reselected data processing mod-
ules, and the identifications of the reselected data
processing modules are sorted in the updated first list
according to the execution sequence of the reselected
data processing module; and

correspondingly, the second scheduling unit is specifi-
cally configured to sequentially invoke, according to the
execution sequence indicated by the updated first list,
the reselected data processing module to process the
packet, so as to obtain the information of the at least one
dimension of the packet.

[0016] With reference to the second aspect or the first,
the second, or the third possible implementation manner
of the second aspect, in a fourth possible implementation
manner, the execution policy of each service further in-
cludes a preset configuration rule, where the configura-
tion rule is used to represent an execution condition of
the service;

the network device further includes an identifying mod-
ule, configured to obtain characteristic information of the
packet; determine, according to the characteristic infor-
mation, whether an execution condition of each service
deployed on the network device is met; and determine
that a service whose execution condition is met is a serv-
ice that needs to be executed; and

the list generating module is specifically configured to
select, according to the execution policy of the service
that is identified by the identifying module and needs to
be executed, the M data processing modules for process-
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ing the packet received by the transceiver module; and
determine the execution sequence of the selected M data
processing modules.

[0017] It can be known from the foregoing technical
solutions that, in the foregoing technical solutions of the
embodiments of the present invention, after receiving a
packet, a network device dynamically generates, accord-
ing to an execution policy corresponding to a service, an
execution sequence for a data processing module to
process the packet; and further sequentially invokes, ac-
cording to the sequence, each data processing module
to process the packet, so that the packet does not need
to undergo processing of each data processing module
and an unnecessary processing process and redundant
information collection can be reduced in a service exe-
cution procedure, thereby improving service processing
flexibility and enhancing overall performance of the de-
vice.

BRIEF DESCRIPTION OF DRAWINGS

[0018] To describe the technical solutions in the em-
bodiments of the present invention more clearly, the fol-
lowing briefly introduces the accompanying drawings re-
quired for describing the embodiments or the prior art.
Apparently, the accompanying drawings in the following
description show merely some embodiments of the
present invention, and persons of ordinary skill in the art
may still derive other drawings from these accompanying
drawings without creative efforts.

FIG. 1 is a schematic flowchart of policy-based serv-
ice processing according to an embodiment of the
present invention;

FIG. 2 is a schematic network diagram of an enter-
prise private cloud according to an embodiment of
the present invention;

FIG. 3 is a flowchart of a service process control
method according to an embodiment of the present
invention;

FIG. 4 is a schematic diagram of a first list according
to an embodiment of the present invention;

FIG. 5 is a schematic flowchart of a service process
control method according to another embodiment of
the present invention;

FIG. 6 is a schematic diagram of a network device
according to an embodiment of the present inven-
tion;

FIG. 7 is a schematic diagram of a list generating
module according to an embodiment of the present
invention; and

FIG 8 is a schematic structural diagram of a network
device according to another embodiment of the
present invention.

DESCRIPTION OF EMBODIMENTS

[0019] Tomakethe objectives, technical solutions, and
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advantages of the presentinvention clearer, the following
clearly describes the technical solutions of the present
invention with reference to the accompanying drawings
in the embodiments of the present invention. Apparently,
the described embodiments are a part of the embodi-
ments of the present invention. Based on the following
embodiments of the present invention, persons of ordi-
nary skill in the art may still obtain other embodiments
that can solve technical problems of the presentinvention
and implement technical effects of the present invention
by making equivalent changes to a part or even all of
technical features without creative efforts. However, the
embodiments obtained by changes obviously do not de-
part from the scope disclosed by the present invention.
[0020] Inthe embodiments of the present invention, a
processing module that needs to be invoked during ex-
ecution of a service process is determined according a
currently configured policy set. If all policies in the policy
set do not relate to a dimension condition of a certain
dimension, an executing module configured to process
information of the dimension may be directly skipped and
does not appearin a subsequent execution process. The
technical solutions provided in the embodiments of the
present invention may be applied to multi-application
service policy control scenarios, such as ahome network,
an access network, a convergence network, a backbone
network, an enterprise network, an operator network, and
various private/public clouds. The following gives a brief
description by using an enterprise network as a typical
application scenario. FIG. 2 shows a common scenario
in which an enterprise provides an external service. A
user accesses a network by using a mobile terminal or
a fixed terminal and requests a service. An enterprise
internal network is usually formed of a network device,
such as a router (Router), a switch (Switch), and a server
(Sever). According to a requirement, a service, such as
IPS, bandwidth control, URL filtering, WOC, and ADC,
is generally deployed on one or more network devices.
A plurality of services is usually deployed on a same de-
vice. In this case, multiple kinds of services on the net-
work device need to be controlled reasonably to improve
service processing efficiency. The user configures mul-
tiple kinds of policies in a manner such as a configuration
Ul or a specified policy script, and delivers the multiple
kinds of policies to the network device. The network de-
vice implements processing on the multiple kinds of serv-
ices on the device based on the policies. In the technical
solutions provided in the embodiments of the present in-
vention, a service process can be dynamically controlled
according to a policy of a service deployed on the network
device. It should be noted that the enterprise network
scenario is merely a typical application scenario of the
technical solutions of the present invention, but is not
construed as a limitation on application scenarios of the
present invention.

[0021] FIG. 3isaschematicflowchart of a service proc-
ess control method according to an embodiment of the
present invention. As shown in FIG. 3, in this embodi-



9 EP 2 835 943 B1 10

ment, the service process control method described by
using a network device as an example includes the fol-
lowing steps:

101: Select, according to an execution policy of at
least one service deployed on a network device, M
data processing modules for processing a packet
received by the network device, and determine a
processing sequence for the selected M data
processing modules to process the packet.

102: Invoke the selected M data processing modules
to sequentially process, according to the processing
sequence, the packet, so that each invoked data
processing module collects information of one di-
mension of the packet.

103: Perform, according to all information of the
packet that is collected by the M data processing
modules, matching for all service rules included in
the execution policy of the at least one service, so
as to determine a successfully matched service rule;
and execute an action corresponding to the success-
fully matched service rule.

[0022] It should be noted that, in this embodiment of
the present invention, the network device is used as an
executing body to describe the technical solutions of the
present invention, but shall not be understood as a limi-
tation on the executing body of the embodiment of the
present invention. It may be understood that any device
with multi-dimension policy control may adopt the tech-
nical solutions of the present invention.

[0023] The network device includes N data processing
modules (where N is greater than or equal to M, and M
and N are both positive integers), and each data process-
ing module is configured to collect information of one
dimension of a packet. For example, user dimension in-
formation is identified by a user identifying module, time
dimension information is identified by a time module, L3-
L4 layer information is identified by an L3-L4 layer
processing module, L7 layer protocol information is iden-
tified by an identifying module, and URL information is
identified by a parsing module. In this embodiment of the
present invention, the execution policy is mainly used to
control operation of a service. Each service deployed on
the network device is configured with a corresponding
execution policy. A collection of execution policies of a
plurality of services forms a policy set. The execution
policy of each service includes at least one service rule,
where the serviceruleis arule abided by when the service
is executed. One service rule includes two parts: a con-
dition and an action. Specifically, one service rule may
include one or more conditions, and may also include
one or more actions, and a plurality of conditions in a
same service rule may be related to packet information
at different layers or in different dimensions. Therefore,
matching of each service rule at least depends on infor-
mation of one dimension of a packet. Alternatively, more
precisely, if itis required to determine whether each serv-
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ice rule is matched, it is required to determine whether a
condition included in a service rule is met. Determining
whether the condition in the service rule is met at least
depends on information of one dimension of a packet.
For example, in a service rule if (IP =1.1.1.1 && HTTP.
Host=www.huawei.com) then drop packet,"IP=1.1.1.1"
and " HTTP. Host = www.huawei.com" are two parallel
conditions, where the former is an L3 layer condition, the
latter is an L7 layer condition, the former and the latter
are logically in an "and" relationship, and "drop packet"
is an action that a service needs to execute when the
conditions are met (thatis, the service rule is successfully
matched).

[0024] Specifically, in an embodiment, in the following
manner, M data processing modules for processing a
first packet received by the network device may be se-
lected and a processing sequence for the selected M
data processing modules to process the first packet may
be determined.

Step 1: Extract a condition from all service rules in-
cluded in an execution policy of each service in the
at least one service, and further determine all dimen-
sion information of the first packet required to be
used to determine whether the extracted condition
is met.

Step 2: Determine, according to all the determined
dimension information, the M data processing mod-
ules required for collecting all the dimension infor-
mation.

Step 3: Determine, according to a dependence re-
lationship between the M data processing modules,
the processing sequence for the M data processing
modules to process the first packet.

[0025] Because the policy of each serviceincludesone
or more service rules, by extracting and collecting all con-
ditions included in each service rule, it can be determined
thatin order to complete verification on the all conditions,
information of which dimension of the first packet needs
to be collected, and then it is determined which data
processing module is required for collecting information
of the dimension of the first packet. If information of a
certain dimension is notrequired, a data processing mod-
ule configured to collect the information of the dimension
is not required either. Further, if information of a certain
dimension is required, a scope of information that needs
to be collected by a module configured to collect the in-
formation of the dimension can be determined. For ex-
ample, a user management module may be configured
to collect user information such as an IP address, a mo-
bile phone number, a role, and a class. However, if de-
termination of a certain service rule relates only to an IP
address of a user, it can be determined that a scope of
information that needs to be collected by the user man-
agement module is only limited to the IP address of the
user, and otherinformation does not need to be collected.
After which data processing module is required to proc-
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ess the first packet is determined, a dependence rela-
tionship between modules (that is, a dependence rela-
tionship between information of different dimensions of
the packet) is analyzed, so that an execution sequence
of the data processing module (that is, the processing
sequence for processing the first packet) can be deter-
mined. For example, assuming that another data
processing module B must be executed first if a data
processing module A needs to be executed, the module
B must be executed before the module A. For another
example, assuming that a module D must be executed
first if a module C needs to be executed, the dependent
module D must also be included as long as the module
C needs to be used, regardless of whether a policy in-
cludes dimension information collected by the module D.
[0026] For example, the data processing module may
be a related module such as a user module configured
to identify user information corresponding to a packet, a
URL obtaining module configured to obtain URL infor-
mation of a packet, an L3-L4 layer processing module
configured to parse L3-L4 layer information of a packet,
an L7 layer identifying module configured to identify an
L7 layer protocol, or an L7 layer parsing module config-
ured to parse L7 layer information. In this embodiment
of the present invention, the data processing module is
not limited, and the data processing module can be con-
figured according to an actual need. Preferably, in an
embodiment, a first list used to represent an execution
sequence of the determined M data processing modules
may be generated, and further, the data processing mod-
ule may be invoked according to an indication of the first
list to process the packet. Specifically, the first list in-
cludes identifications of the determined M data process-
ing modules, and the identifications of the M data
processing modules are sorted in the first list according
to the determined processing sequence. It should be not-
ed that an identification of a data processing module
herein is a code of the data processing module. A unique
identification can be allocated to each data processing
module to represent the data processing module. In a
specific application, the first list may be a data sheet, a
file, or a picture. As shown in FIG. 4, the first list may be
a single-entry linked list, where each node in the single-
entry linked list stores an ID (identification, identification)
of one data processing module, and a link relationship
between nodes represents an execution sequence of da-
ta processing modules.

[0027] Afterthe M data processing modules have been
executed, matching is performed between all information
of the packet that is collected by the M data processing
modules and each service rule included in the execution
policy of the at least one service, so as to determine a
successfully matched service rule, and further, an action
corresponding to the successfully matched service rule
is executed. A service rule matching procedure is a pro-
cedure for verifying a condition included in a service rule.
If a condition in a service rule is met, matching of the rule
is successful, and an action corresponding to the rule
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can be executed. The foregoing has described the rule
matching procedure in detail by using an example, and
details are not repeatedly described herein.

[0028] For example, if the number of data processing
modules in the first list is one, the network device may
invoke one data processing module to process the packet
received by the network device. If the data processing
module completes processing, a service process ends.
Therefore, another excessive operation process can be
avoided.

[0029] Ifthe number of data processing modules in the
first list is two, for example, a module 1 and a module 2,
and in the first list, the module 1 has a higher rank than
the module 2, the network device invokes, according to
sorting in the first list, the module 1 to process the packet;
after the module 1 processes the packet, the network
device invokes the module 2 to process a packet that
has been processed by the module 1; and after the mod-
ule 2 completes processing, the service process ends,
so that the packet does not undergo all data processing
modules on the device, thereby optimizing a data flow
processing process on a device in the prior art, improving
service processing flexibility, and enhancing overall per-
formance of the device.

[0030] Optionally, when the network device invokes a
data processing module corresponding to the Nt data
processing module identification in the first list, the mod-
ule may set a mark on the packet when processing the
packet. After the module completes processing and re-
turns a processed packet, the network device may learn
that the Nt data processing module has been executed
and invoke a data processing module corresponding to
the (N + 1)t data processing module identification in the
first list to perform further processing on the packet that
has been processed by the data processing module. In
a specific application, a data processing module in the
first list may be invoked by using a callback function, so
that the data processing module processes a corre-
sponding packet. Control flexibility is improved by using
the callback function.

[0031] Further, after one data processing module com-
pletes processing on the packet, information of one di-
mension of the packetis collected. The firstlistis updated
according to the information.

[0032] For example, after data processing modules
corresponding to the first P data processing module iden-
tifications in the first list are sequentially invoked to proc-
ess the packet received by the network device, informa-
tion of P dimensions of the packet is obtained, where P
is a positive integer; further, one or more data processing
modules for processing the packet may be reselected
according to the information of the P dimensions, and a
processing sequence for the reselected data processing
module to process the packet is determined; and further,
the first list is updated, so as to indicate the processing
sequence for the reselected data processing module to
process the packet, where an updated first list includes
an identification of the reselected data processing mod-
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ule, and the identification of the reselected data process-
ing module is sorted in the updated first list according to
the sequence for the reselected data processing module
to process the packet. In this way, the execution se-
quence of the data processing module can be dynami-
cally adjusted in the service execution procedure. In an
embodiment, after the first P data processing modules
in the first list collect the information of the P dimensions
of the packet, matching may be performed between the
information of the P dimensions and all service rules in-
cluded in the execution policy of each service deployed
onthe network device, one or more data processing mod-
ules for performing subsequent processing for the packet
is reselected according to a matching result, and a sec-
ond list used to indicate a sequence for the reselected
data processing module to process the packet is gener-
ated. For example, it is assumed that a module A is con-
figured to collect information of an X dimension, and a
corresponding condition type is X1, X2, X3, ...; a module
B is configured to collect information of a Y dimension,
and a corresponding condition type is Y1, Y2, Y3, ...; a
module C is configured to collect information of a Z di-
mension, and a corresponding condition type is Z1, Z2,
Z3, ...;andamodule D is configured to collectinformation
of a W dimension, and a corresponding condition type is
W1, W2, W3, .... It is assumed that currently, there is a
policy "if (X1 & Y2) | Z3) & W4) then", where it may be
understood that the policy is formed of two service rules
"if (X1 & Y2 & W4) then" or "if (Z3 & W4) then". After the
module A completes processing, it is found that the con-
dition X1 is not met. Therefore, a preceding service rule
is definitely not matched, and it only needs to consider
whether a next service rule is matched. In this case, it
may be learned that the dimension Z and the dimension
W need to be determined, and therefore a list of modules
that the packet undergoes is C->D. The module B re-
sponsible for the Y dimension can be eliminated from the
module list.

[0033] It can be seen that if the first list is not dynam-
ically updated according to a result for processing, by the
processing module, the packet, after the data processing
modules corresponding to the first P data processing
module identifications in the first list complete processing
on the packet, the network device continues to invoke
data processing modules corresponding to (M - P) data
processing module identifications that are after the first
P data processing module identifications to sequentially
process the packet that has been processed by the first
P data processing modules, so as to obtain information
of (M - P) dimensions of the packet. However, after a
mechanism for dynamically adjusting a module list is in-
troduced, after the first P data processing modules com-
plete processing on the packet, the reselected data
processing module is sequentially invoked according to
the sequence indicated by the updated first list, so as to
process the packet and further obtain information of one
or more dimensions of the packet.

[0034] It should be noted that the foregoing steps for
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dynamically adjusting a module execution list may be
constantly repeated in a service execution procedure un-
til service processing is completed. If complexity is not
considered, after each data module completes process-
ing on the packet, a list of a module for performing sub-
sequent processing on the packet can be dynamically
adjusted according to a result for processing, by the mod-
ule, the packet.

[0035] In an optional application scenario, the execu-
tion policy of the service further includes a configuration
rule thatis preset by a user, where the configuration rule
is used to represent an execution condition of the service.
For example, the configuration rule may be as follows:
Access from a user A corresponding to an IP address 1
is allowed, and access from a user B corresponding to
an IP address 2 is not allowed.

[0036] Optionally, before step 101, the service process
control method in this embodiment may further include
the following step 100.

[0037] 100: Obtain characteristic information of the
packet; determine, according to the characteristic infor-
mation, whether an execution condition of each service
deployed on the network device is met; and determine
that a service whose execution condition is met is a serv-
ice that needs to be executed.

[0038] It should be noted that the characteristic infor-
mation of the packet may be some basic information that
is included in a packet header and is used to represent
a packet characteristic, for example, information such as
a URL, a quintuple, and a transport layer protocol type.
For example, the characteristic information of the packet
may include: atimestamp of the packet, sending software
of the packet, a protocol of the packet, a URL address
of packet access, Internet Protocol (Internet Protocol, IP
for short) address information of a packet receiving end,
and/or port information of the packet receiving end, and
the like. Specifically, a plurality of services is deployed
on the network device. Generally, in a procedure for
processing one packet, not all services are executed.
After receiving one packet, the network device performs
matching between the configuration rule and character-
istic information of the packet, such as a timestamp of
the packet, a URL carried in the packet, a protocol type
of the packet, an Internet Protocol (Internet Protocol, IP
for short) address of a packet receiving end, and/or port
information of the packet receiving end, determines
whether a condition included in the configuration rule is
met, and further determines which service needs to be
executed currently. Correspondingly, after a service that
needs to be executed is determined, M data processing
modules for processing the packet is selected according
to a policy set corresponding to the service that is deter-
mined and needs to be executed, and a processing se-
quence for the selected M data processing modules to
process the packet is determined.

[0039] Optionally, the execution policy of the service
may further have a priority. For example, a condition of
an X dimension that is corresponding to a data process-
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ingmodule AisIP =10.10.%, a condition of a Y dimension
that is corresponding to a data processing module B is
Port =80, a condition of a Z dimension thatis correspond-
ing to a data processing module C is L7 layer protocol =
HTTP, and a condition of a W dimension that is corre-
sponding to a data processing module D is URL =
www.huawei.com.

[0040] The configuration rule may be: Rule 1: Block
access; and Rule 2: Allow access.

[0041] A first execution policy may be "IP = 10.10.",
and "Port = 80"&"Rule 1".

[0042] A second execution policy may be: "L7 layer
protocol = HTTP ", and "URL = www.huawei.com" &
"Rule 2".

[0043] In this case, a priority of the first policy is low,
and a priority of the second policy is high.

[0044] In another embodiment, to help the network de-
vice determine, according to the execution policy of the
service, which data processing module needs to be ex-
ecuted and an execution sequence, a user first presets
a default execution sequence between data processing
modules, that is, a sequence in which each of the data
processing modules should be executed when condi-
tions of two or more than two dimensions need to be
verified. For example, when the policy is "if(X1 & Y2 &
Z3 & ...) then", itindicates that a condition of each dimen-
sion needs to be verified, that is, each data processing
module needs to be executed, and when the data
processing modules are not associated with each other,
in this case, the execution sequence of the data process-
ing modules that is setis the default execution sequence.
[0045] Further, after the default execution sequence is
obtained, a module list of all data processing modules
sorted according to the default execution sequence can
be obtained. Further, a dimension condition of each type
is obtained by analyzing according to a policy set. If a
dimension condition of a certain type does not need to
be verified, a data processing module corresponding to
the dimension condition of the type can be deleted from
the module list, and a new list is obtained, that is, the first
list.

[0046] Therefore, according to the service process
control method in this embodiment, after a packet is re-
ceived, according to an execution policy of a service, a
data processing module that needs to process the packet
and an execution sequence for each data processing
module to perform processing are determined, so that
the packet does not need to undergo processing of each
data processing module, an unnecessary processing
process and redundant information collection can further
be reduced in a service execution procedure, and a func-
tion scope of the data processing module is controlled
according to a need, thereby improving service process-
ing flexibility and enhancing overall performance of a de-
vice.

[0047] Inaddition, the packetin this embodiment of the
present invention may be a packet received by a com-
munications device, or a packet that a communications
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device prepares to send, or a network packet, and this
embodiment sets no limitation on a source of the packet.
[0048] FIG.5isaschematicflowchartofa service proc-
ess control method according to another embodiment of
the presentinvention. The service process control meth-
od in this embodiment is described as follows.

201: A main control module sends, to a list generat-
ing module, characteristic information of a first pack-
etto be processed, so that the list generating module
generates a first list according to a policy set and the
characteristic information of the first packet, where
the first list includes at least one data processing
module that needs to process the first packet.

202: The main control module receives the first list
sent by the list generating module, where each data
processing module in the first listis sorted according
to an association.

203: The main control module invokes the data
processing module sequentially sorted in the first list
to process the first packet.

[0049] According to the service process control meth-
od in this embodiment, a data flow processing process
on a device in the prior art can be optimized, service
processing flexibility is enhanced, and overall perform-
ance of the device is improved.

[0050] Optionally, on the basis of the embodiment
shown in FIG. 5, the service process control method in
this embodiment further includes the following step 204
to step 206, as shown in FIG. 5.

[0051] 204: The main control module obtains a second
packet that is obtained after at least one data processing
module with a higher rank in the first list processes the
first packet.

[0052] 205: The main control module sends character-
istic information of the second packet to the list generat-
ing module, so that the list generating module generates,
according to the policy set and the characteristic infor-
mation of the second packet, a second list formed of at
least one data processing module that needs to process
the second packet.

[0053] 206: The main control module receives the sec-
ond list sent by the list generating module and invokes
the data processing module sequentially sorted in the
second list to process the second packet.

[0054] The characteristic information of the second
packet may include the characteristic information of the
first packet. Forexample, in a scenario, the characteristic
information of the second packet may be the sum of the
characteristic information of the first packet and charac-
teristic information of an added packet.

[0055] Therefore, the first list is generated based on
the current policy set and the characteristic information
of the first packet, and the firstlist is dynamically adjusted
in a processing procedure, for example, to obtain the
second list, so as to achieve an objective of dynamically
controlling a service execution process.
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[0056] For example, when any one combination in the
policy set is not configured with a condition related to a
URL dimension, a parsing module is not executed. Par-
ticularly, in an execution procedure, it is obtained; by an-
alyzing according to a part of known dimension informa-
tion and from a policy in the policy set once again, that
some data processing modules do not need to be exe-
cuted, so as to achieve an objective of adjusting the first
list and changing an execution process.

[0057] In this embodiment, not only an impact of char-
acteristic information of different packets on a processing
process is considered, but also an impact of a currently
configured policy on the processing process is also con-
sidered, thereby avoiding an excessive operation step,
improving overall performance; and enhancing service
processing flexibility.

[0058] Correspondingtothe foregoing method embod-
iments, as shown in FIG. 6, an embodiment of the present
invention further provides a network device. The network
device may be specifically a device, such as a router, a
switch, a gateway, or a server. According to FIG. 6, one
or more service applications (such as a service 1, a serv-
ice 2,and aservice nin FIG. 6) are deployed on a network
device 60. The network device 60 includes: a transceiver
module 610, a list generating module 620, a scheduling
module 630, and N data processing modules (in this em-
bodiment of the present invention, 640 in FIG. 6 is used
as example for description), where N is a positive integer,
and each data processing module is configured to collect
information of one dimension of a packet.

[0059] The transceiver module 610 is configured to re-
ceive a packet.

[0060] The list generating module 620 is configured to
select, according to an execution policy of at least one
service deployed on the network device 60, M data
processing modules for processing the packet received
by the transceiver module 610, and determine a process-
ing sequence for the selected M data processing mod-
ules to process the packet, where M is a positive integer,
M is less than or equal to N, an execution policy of each
service includes at least one service rule, each service
rule includes a condition and an action, and matching of
each service rule at least depends on information of one
dimension of the packet.

[0061] It should be noted that, in this embodiment of
the present invention, an execution policy is mainly used
to control an operation state of a service. Each service
deployed on the network device is configured with a cor-
responding execution policy. A collection of execution
policies of a plurality of services forms a policy set. The
execution policy of each service includes at least one
service rule, where the service rule is a type of execution
policy of the service. One service rule includes two parts:
a condition and an action. Specifically, one service rule
may include one or more conditions, and may also in-
clude one or more actions, and a plurality of conditions
in a same service rule may be related to packet informa-
tion at different layers or in different dimensions. That is,
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ifitis required to determine whether a condition included
in each service rule is met, at least information of one
dimension of a packet is depended on, that is, matching
of each service rule at least depends on information of
one dimension of the packet.

[0062] The scheduling module 630 is configured to in-
voke the M data processing modules selected by the list
generating module 620 to sequentially process, accord-
ing to the processing sequence, the packet, so as to ob-
tain information of at least one dimension of the packet;
perform, according to the information of the at least one
dimension of the packet, matching for all service rules
included inthe execution policy of the atleast one service,
so as to determine a successfully matched service rule;
and execute an action corresponding to the successfully
matched service rule.

[0063] Specifically, in an embodiment, as shown in
FIG. 7, the list generating module 620 specifically in-
cludes:

an extracting unit 6201, configured to extract a con-
dition from all service rules included in the execution
policy of the at least one service deployed on the
network device 60, and determine all dimension in-
formation of the packet required to be used to deter-
mine whether the extracted condition is met;

a selecting unit 6202, configured to select, according
to all the dimension information determined by the
extracting unit 6201, the M data processing modules
required for collecting all the dimension information;
and

a sorting unit 6203, configured to determine, accord-
ingtoa dependence relationship between the M data
processing modules selected by the selecting unit
6202, the processing sequence for the M data
processing modules to process the packet.

[0064] Preferably, in another embodiment, the list gen-
erating module 620 may further include a list generating
unit 6204, configured to generate a first list that is used
to represent the processing sequence for the M data
processing modules determined by the sorting unit 6203
to process the packet, and send the first list to the sched-
uling module 630, where the first list includes identifica-
tions of the M data processing modules, and the identi-
fications of the M data processing modules in the first list
is sorted according to the processing sequence deter-
mined by the sorting unit 6203. In this way, after receiving
the first list, the scheduling module 630 may invoke, ac-
cording to the sequence indicated by the first list, a cor-
responding data processing module to process the pack-
et received by the network device 60. It should be noted
that an identification of a data processing module herein
is a code of the data processing module. A unique iden-
tification may be allocated to each data processing mod-
ule to represent the data processing module. In a specific
application, the first list may be a data sheet, afile, or a
picture. As shown in FIG. 4, the first list may be a single-
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entry linked list, where each node in the single-entry
linked list stores an ID (identification, identification) of
one data processing module, and a link relationship be-
tween nodes represents an execution sequence of data
processing modules. Specifically, when the scheduling
module 630 invokes a data processing module corre-
sponding to the ith data processing module identification
in the first list, the module may set a mark on the packet
when processing the packet. When the module com-
pletes processing and returns a processed packet, the
network device can learn that the ith data processing
module has been executed, and may invoke a data
processing module corresponding to the (i + 1)t data
processing module identification in the first list to perform
further processing on the packetthat has been processed
by the data processing module corresponding to the ith
data processing module identification. In a specific ap-
plication, a data processing module in the first list may
be invoked by using a callback function, so that the data
processing module processes a corresponding packet,
and control flexibility is improved by using the callback
function.

[0065] In another embodiment, the scheduling module
630 may include:

a first scheduling unit, configured to sequentially in-
voke a data processing module corresponding to the
first P data processing module identifications in the
first list to process the packet, so as to obtain the
information of the at least one dimension of the pack-
et, where P is a positive integer; and

a second scheduling unit, configured to sequentially
invoke a data processing module corresponding to
(M - P) data processing module identifications that
are in the first list and are after the first P data
processing module identifications to sequentially
process the packet that has been processed by the
first P data processing modules, so as to obtain the
information of the at least one dimension of the pack-
et.

[0066] Further, after one data processing module com-
pletes processing on the packet, information of a part of
dimensions corresponding to the packet is correspond-
ingly obtained, and the list generating module 620 may
update the first list according to the obtained information
of a part of dimensions of the packet.

[0067] Specifically, after the first scheduling unit in-
vokes the data processing modules corresponding to the
first P data processing module identifications in the first
list to process the packet so as to obtain information of
P dimensions of the packet, the list generating module
620 may reselect, according to the information of the P
dimensions, one or more data processing modules for
processing the packet; determine a processing se-
quence for the reselected data processing module to
process the packet; and update the first list, so as to
indicate the processing sequence for the reselected data
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processing module to process the packet, where an up-
dated first list includes an identification of the reselected
data processing module, and the identification of the re-
selected data processing module is sorted in the updated
first list according to the sequence for the reselected data
processing module to process the packet.

[0068] In this case, specifically, the second scheduling
unit may sequentially invoke, according to the sequence
indicated by the updated first list, the reselected data
processing module to process the packet, so as to obtain
the information of the at least one dimension of the pack-
et. In this way, the execution sequence of the data
processing module can be dynamically adjusted in an
execution procedure, the data processing module in the
list can be updated in real time, and an objective of dy-
namic adjustment can be achieved. Further, a data flow
processing process on a device in the prior art can be
optimized, service processing flexibility is improved, and
overall performance of the device is enhanced.

[0069] It should be noted that the foregoing steps for
dynamically adjusting a module execution list may be
constantly repeated in a service execution procedure un-
til service processing is completed. If complexity is not
considered, after each data module completes process-
ing on the packet, a list of a module for performing sub-
sequent processing on the packet can be dynamically
adjusted according to a result for processing, by the mod-
ule, the packet.

[0070] In an optional application scenario, the execu-
tion policy of the service further includes a configuration
rule thatis preset by a user, where the configuration rule
is used to represent an execution condition of the service.
For example, the configuration rule may be as follows: A
user A corresponding to an IP address 1 is allowed to
execute a service 1, and a user B corresponding to an
IP address 2 is not allowed to execute the service 1.
[0071] Optionally, the network device 60 further in-
cludes an identifying module 650, configured to obtain
characteristic information of the packet; determine, ac-
cording to the characteristic information, whether an ex-
ecution condition of each service deployed on the net-
work device is met; and determine that a service whose
execution condition is met is a service that needs to be
executed.

[0072] It should be noted that the characteristic infor-
mation of the packet may be some basic information that
is included in a packet header and is used to represent
a packet characteristic, for example, information such as
a URL, a quintuple, and a transport layer protocol type.
For example, the characteristic information of the packet
may include: atimestamp of the packet, sending software
of the packet, a protocol of the packet, a URL address
of packet access, Internet Protocol (Internet Protocol, IP
for short) address information of a packet receiving end,
and/or port information of the packet receiving end, and
the like. Specifically, a plurality of services is deployed
on the network device 60. Generally, in a procedure for
processing one packet, not all services are executed.
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After the transceiver module 610 receives one packet,
the identifying module 650 performs matching between
characteristic information of the packet, such as a times-
tamp ofthe packet, a URL carried in the packet, a protocol
type of the packet, an IP address of a packet receiving
end, and/or port information of the packet receiving end,
and a configuration rule of each service, determines
whether a condition included in the configuration rule of
each service is met, and further determines which service
needs to be executed currently. Correspondingly, after
the identifying module 650 determines a service that
needs to be executed, the list generating module 620
further selects, according to an execution policy corre-
sponding to the service that is determined and needs to
be executed, M data processing modules for processing
the packet, and determines a processing sequence for
the selected M data processing modules to process the
packet.

[0073] It should be noted that, in this embodiment of
the present invention, the transceiver module 610 may
be specifically a device or unit that can implement data
transmitting and receiving functions, such as a network
port, a USB interface, a radio frequency unit, an antenna,
or a Wi-Fi communication module; and the listgenerating
module 620 and the scheduling module 630 may be a
central processing unit (Central Processing Unit, CPU
for short) or an application specific integrated circuit (Ap-
plication Specific Integrated Circuit, ASIC for short),
which is not particularly limited herein.

[0074] It should be further understood that, for a spe-
cific operating principle and operating procedure of the
network device provided in this embodiment of the
present invention, reference may be made to the forego-
ing method embodiments, and details are not repeatedly
described herein.

[0075] The following describes an operating process
of the network device provided in this embodiment of the
present invention by using an example:

(1) Atransceiver module receives a packet, the pack-
et arrives at a scheduling entrance of a scheduling
module, and the scheduling module requests a mod-
ule list from a list generating module.

(2) The list generating module first generates a basic
module list according to a configured policy set.

(3) A module in the basic module list, first obtains
basic information of the packet, and determines
which configuration condition the basic information
meets.

(4) The packet returns to the scheduling module, it
is found that a new condition is met, and a service
that may need to be executed is found in all config-
ured policies according to the new condition.

(5) The scheduling module sends all newly obtained
packetinformation to the list generating module, and
requests an updated module list.

(6) The list generating module generates a new mod-
ule list according to the newly obtained information,
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a newly matched configuration condition, a current
processing stage, and the service that may need to
be executed.

(7) The scheduling module obtains the new module
list, and invokes a data processing module in the
new module list to process the packet.

(8) Scheduling is completed if the last data process-
ing module in the new module listhas been executed
and no new module is generated. Generally, the last
data processing module either sends the packet or
discards the packet.

[0076] According tothe network device provided in this
embodiment of the present invention, an impact of char-
acteristicinformation of different packets on a processing
process can be taken into consideration, and an impact
of acurrently configured policy on the processing process
is also taken into consideration, thereby reducing unnec-
essary processing processes and redundant information
collection in a policy execution procedure, avoiding an
excessive processing procedure, improving overall per-
formance, and enhancing service processing flexibility.
[0077] FIG. 8 is a schematic structural diagram of an-
other network device 800 according to an embodiment
of the present invention. The network device 800 may
include aninputdevice 801, an output device 804, a proc-
essor 802, and a memory 803.

[0078] The memory 803 may include aread-only mem-
ory and a random access memory and provides an in-
struction and data for the processor 802. A part of the
memory 803 may further include a nonvolatile random
access memory (NVRAM).

[0079] The memory 803 stores the following elements:
an executable module or a data structure, a subset of
the executable module or the data structure, or an ex-
tension set of the executable module or the data struc-
ture.

[0080] An operating instruction includes various oper-
ating instructions, which are used to implement various
operations.

[0081] An operating system includes various system
programs, which are used to implement various basic
services and process hardware-based tasks.

[0082] Inthis embodimentof the presentinvention, the
processor 802 executes the following operations by in-
voking an operating instruction stored on the memory
803 (where the operating instruction may be stored in
the operating system):

selecting, according to an execution policy of at least
one service deployed on the network device 800, M
data processing modules for processing a packet
received by the input device 801, and determining a
processing sequence for the selected M data
processing modules to process the packet; invoking
the selected M data processing modules to sequen-
tially process, according to the processing se-
quence, the packet, so that each invoked data
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processing module collects information of one di-
mension of the packet; and performing, according to
all information of the packet that is collected, match-
ing for all service rules included in the execution pol-
icy of the at least one service, so as to determine a
successfully matched service rule, and executing an
action corresponding to the successfully matched
service rule, where the network device 800 includes
N data processing modules, N is greater than or
equal to M, M and N are both positive integers, the
execution policy of the service is used to control op-
eration of the service, an execution policy of each
service includes at least one service rule, each serv-
ice rule includes a condition and an action, and
matching of each service rule at least depends on
information of one dimension of the packet.

[0083] In this embodiment of the present invention, af-
ter receiving the packet, the network device 800 deter-
mines, according to the execution policy of the service,
adata processing module thatneeds to process the pack-
et, and determines an execution sequence for each data
processing module to perform processing, so that the
packet does not need to undergo processing of each data
processing module, an unnecessary processing process
and redundant information collection can further be re-
duced in a service execution procedure, and a function
scope of the data processing module is controlled ac-
cording to a need, thereby improving service processing
flexibility and enhancing overall performance of the de-
vice.

[0084] The processor 802 controls an operation of the
network device 800, and the processor 802 may further
be called a CPU (Central Processing Unit, central
processing unit). The memory 803 may include a read-
onlymemory and arandom access memory and provides
an instruction and data for the processor 802. A part of
the memory 803 may further include a nonvolatile ran-
dom access memory (NVRAM). In a specific application,
each component of the network device 800 is coupled
together by using a bus system 805, where the bus sys-
tem 805 includes a data bus and may further include a
power bus, a control bus, a state signal bus, and the like.
However, for clarity of description, various buses are
marked as the bus system 805 in the diagram.

[0085] The methods disclosed inthe foregoing embod-
iments of the present invention may be applied to the
processor 802 orimplemented by the processor 802. The
processor 802 may be an integrated circuit chip and has
a signal processing capability. In an implementation pro-
cedure, each of the steps of the foregoing methods may
be completed by using an integrated logical circuit of
hardware in the processor 802 or an instruction in a form
of software. The processor 802 may be a universal proc-
essor, a digital signal processor (DSP), an application
specific integrated circuit (ASIC), a field programmable
gate array (FPGA) or another programmable logical de-
vice, a discrete gate or a transistor logical device, or a
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discrete hardware component, and can implement or ex-
ecute each of the methods, the steps, and the logical
block diagrams disclosed in the embodiments of the
present invention. The universal processor may be a mi-
croprocessor, or the processor may also be any conven-
tional processor or the like. The steps of the methods
disclosed in the embodiments of the present invention
may be directly executed by a hardware decoding proc-
essor, or executed by a combination of hardware and a
software module in a decoding processor. The software
module may be located in a mature storage medium in
the art, such as a random access memory, a flash mem-
ory, a read-only memory, a programmable read-only
memory, an electrically erasable programmable memo-
ry, or a register. The storage medium is located in the
memory 803. The processor 802 reads information in the
memory 803 and completes the steps of the foregoing
methods in combination with the hardware of the proc-
essor 802.

[0086] Optionally, the processor 802 may further gen-
erate a first list used to represent the processing se-
quence for the M data processing modules to process
the packet.

[0087] Optionally, the processor 802 may further rese-
lect, according to information of the packet that is collect-
ed by the first P data processing modules in the first list,
one or more data processing modules for processing the
packet; generate a second list that is used to indicate a
sequence for the reselected data processing module to
process the packet; and sequentially invoke, according
to the sequence indicated by the second list, a data
processing module in the second list to process a packet
that has been processed by the first P data processing
modules, so as to obtain information of at least one di-
mension of the packet.

[0088] According tothe network device provided in this
embodiment of the present invention, after receiving a
packet, the network device dynamically generates, ac-
cording to an execution policy corresponding to a service,
an execution sequence for data processing modules to
process the packet; and further sequentially invokes, ac-
cording to the sequence, each data processing module
to process the packet, so that the packet does not need
to undergo processing of each data processing module
and an unnecessary processing process and redundant
information collection can be reduced in a service exe-
cution procedure, thereby improving service processing
flexibility and enhancing overall performance of the de-
vice.

[0089] Persons of ordinary skill in the art may under-
stand that all or a part of the steps of the method embod-
iments may be implemented by a program instructing
relevant hardware. The program may be stored in a com-
puter readable storage medium. When the program runs,
the steps of the method embodiments are performed.
The foregoing storage medium includes: any medium
that can store program code, such as a ROM, a RAM, a
magnetic disk, or an optical disc.
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[0090] Finally,itshould be noted thatthe foregoing em-
bodiments are merely intended for describing the tech-
nical solutions of the present invention other than limiting
the present invention. Although the present invention is
described in detail with reference to the foregoing em-
bodiments, persons of ordinary skill in the art should un-
derstand that they may still make modifications to the
technical solutions described in the foregoing embodi-
ments or make equivalent replacements to some or all
technical features thereof, without departing from the
scope of the technical solutions of the embodiments of
the present invention.

Claims
1. A service process control method, comprising:

Selecting (101), according to an execution pol-
icy of atleast one service deployed on a network
device, M data processing modules for process-
ing a packetreceived by the network device from
N data processing modules comprised in the
network device, and determining an execution
sequence of the selected M data processing
modules, wherein N is greater than or equal to
M, M and N are both positive integers, an exe-
cution policy of each service comprises at least
one service rule, each service rule comprises a
condition and an action, and matching of each
service rule at least depends on information of
one dimension of the packet;

Invoking (102) the selected M data processing
modules to sequentially process, according to
the execution sequence, the packet, so that
each invoked data processing module collects
information of one dimension of the packet; and
Performing (103), according to all information of
the packet that is collected by the M data
processing modules, matching for all service
rules comprised in the execution policy of the at
least one service, so as to determine a success-
fully matched service rule; and executing an ac-
tion corresponding to the successfully matched
service rule.

2. The method according to claim 1, wherein the se-
lecting, according to an execution policy of at least
one service deployed on a network device, M data
processing modules for processing a packet re-
ceived by the network device, and determining an
execution sequence of the selected M data process-
ing modules comprises:

extracting a condition from all service rules com-
prised in the execution policy of the at least one
service, and determining all dimension informa-
tion of the packet required to be used to deter-
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mine whether the extracted condition is met;
determining, according to all the determined di-
mension information, the M data processing
modules required for collecting all the dimension
information; and

determining, according to a dependence rela-
tionship between the M data processing mod-
ules, the execution sequence of the M data
processing modules.

3. The method according to claim 1 or 2, wherein the
method further comprises:

generating a first list that is used to represent
the execution sequence of the M data process-
ing modules, wherein the first list comprises
identifications of the M data processing mod-
ules, and the identifications of the M data
processing modules in the first list are sorted
according to the determined execution se-
quence; and

the invoking the selected M data processing
modules to sequentially process, according to
the execution sequence, the packet comprises:

sequentially invoking data processing mod-
ules corresponding to the first P data
processing module identifications in the first
list to process the packet, so as to obtain
information of P dimensions of the packet,
wherein P is a positive integer; and
sequentially invoking data processing mod-
ules corresponding to (M - P) data process-
ing module identifications that are in the first
listand afterthe first P data processing mod-
ule identifications to process the packet, so
as to obtain information of at least one di-
mension of the packet.

4. The method according to claim 3, wherein after the
sequentially invoking data processing modules cor-
responding to the first P data processing module
identifications in the first list to process the packet,
so as to obtain information of P dimensions of the
packet, the method further comprises:

reselecting, according to the information of the
P dimensions, one or more data processing
modules for processing the packet; determining
a execution sequence of the reselected data
processing modules; and updating the first list,
so as to indicate the execution sequence of the
reselected data processing modules, wherein
an updated first list comprises identifications of
the reselected data processing modules, and
the identifications of the reselected data
processing modules are sorted in the updated
first list according to the execution sequence of
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the reselected data processing modules; and
correspondingly, the sequentially invoking data
processing modules corresponding to (M - P)
data processing module identifications that are
inthefirstlistand after the first P data processing
module identifications to process the packet, so
as to obtain information of at least one dimen-
sion of the packet comprises:

sequentially invoking, according to the se-
quence indicated by the updated first list,
the reselected data processing module to
process the packet, so as to obtain the in-
formation of the at least one dimension of
the packet.

The method according to any one of claims 1 to 4,
wherein the execution policy of each service further
comprises a preset configuration rule, and the con-
figuration rule is used to represent an execution con-
dition of the service;

the method further comprises: obtaining character-
istic information of the packet; determining, accord-
ing to the characteristic information, whether an ex-
ecution condition of each service deployed on the
network device is met; and determining that a service
whose execution condition is met is a service that
needs to be executed; and

the selecting, according to an execution policy of at
least one service deployed on a network device, M
data processing modules for processing a packet
received by the network device, and determining a
execution sequence of the selected M data process-
ing modules specifically comprises:

selecting, according to the execution policy of
the service that is determined and needs to be
executed, the M data processing modules for
processing the packet received by the network
device; and determining the execution se-
quence of the selected M data processing mod-
ules.

The method according to claim 5, wherein the char-
acteristic information of the packet comprises:

a timestamp of the packet, a uniform resource
locator (URL) carried in the packet, and an In-
ternet Protocol IP address and port information
of a receiving end of the packet.

A network device (60), comprising a transceiver
module (610), a list generating module (620), a
scheduling module (630), and N data processing
modules (640), wherein N is a positive integer and
each data processing module is configured to collect
information of one dimension of a packet;

the transceiver module (610) is configured to receive
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a packet;

the list generating module (620) is configured to se-
lect, according to an execution policy of at least one
service deployed on the network device, M data
processing modules for processing the packet re-
ceived by the transceiver module (610) from the N
data processing modules comprised in the network
device (60); and determine a execution sequence of
the selected M data processing modules, wherein M
is a positive integer, M is less than or equal to N, an
execution policy of each service comprises at least
one service rule, each service rule comprises a con-
dition and an action, and matching of each service
rule at least depends on information of one dimen-
sion of the packet; and

the scheduling module (630) is configured to invoke
the M data processing modules selected by the list
generating module (620) to sequentially process, ac-
cording to the execution sequence, the packet, so
as to obtain information of at least one dimension of
the packet; perform, according to the information of
the at least one dimension of the packet, matching
for all service rules comprised in the execution policy
of the at least one service, so as to determine a suc-
cessfully matched service rule; and execute an ac-
tion corresponding to the successfully matched serv-
ice rule.

The network device according to claim 7, wherein
the list generating module (620) comprises:

an extracting unit (6201), configured to extract
a condition from all service rules comprised in
the execution policy of the at least one service,
and determine all dimension information of the
packet required to be used to determine whether
the extracted condition is met;

a selecting unit (6202), configured to select, ac-
cording to all the dimension information that is
determined by the extracting unit, the M data
processing modules required for collecting all
the dimension information; and

a sorting unit (6203), configured to determine,
according to a dependence relationship be-
tween the M data processing modules selected
by the selecting unit, the execution sequence of
the M data processing modules.

9. The network device according to claim 7 or 8, where-

inthe listgenerating module (620) further comprises:

a list generating unit (6204), configured to gen-
erate a first list that is used to represent the ex-
ecution sequence ofthe M data processing mod-
ules that are determined by the sorting unit and
process the packet, wherein the first list com-
prises identifications of the M data processing
modules, and the identifications of the M data
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processing modules in the first list are sorted
according to the execution sequence; and
the scheduling module (630) comprises:

a first scheduling unit, configured to se-
quentially invoke data processing modules
corresponding to the first P data processing
module identifications in the first list to proc-
ess the packet, so as to obtain the informa-
tion of the at least one dimension of the
packet, wherein P is a positive integer; and
a second scheduling unit, configured to se-
quentially invoke data processing modules
corresponding to (M - P) data processing
module identifications that are in the first list
and are after the first P data processing
module identifications to process the pack-
et, so as to obtain the information of the at
least one dimension of the packet.

10. The network device according to claim 9, wherein

1.

the list generating module (620) is further configured
to: after the first scheduling unit invokes the data
processing modules corresponding to the first P data
processing module identifications in the first list to
process the packet, so as to obtain the information
of the at least one dimension of the packet, reselect,
according to the information of the at least one di-
mension of the packet, one or more data processing
modules for processing the packet; determine a ex-
ecution sequence of the reselected data processing
module; and update the first list, so as to indicate the
execution sequence of the reselected data process-
ing modules , wherein an updated first list comprises
identifications of the reselected data processing
modules, and the identifications of the reselected da-
ta processing modules are sorted in the updated first
list according to the execution sequence of the re-
selected data processing modules and
correspondingly, the second scheduling unit is spe-
cifically configured to sequentially invoke, according
to the sequence indicated by the updated first list,
the reselected data processing module to process
the packet, so as to obtain the information of the at
least one dimension of the packet.

The network device according to any one of claims
7 to 10, wherein the execution policy of each service
further comprises a preset configuration rule, and
the configuration rule is used to represent an execu-
tion condition of the service;

the network device further comprises an identifying
module (650), configured to obtain characteristic in-
formation of the packet; determine, according to the
characteristic information, whether an execution
condition of each service deployed on the network
device is met; and determine that a service whose
execution condition is met is a service that needs to
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be executed; and

the list generating module is specifically configured
to select, according to the execution policy of the
service that is identified by the identifying module
and needs to be executed, the M data processing
modules for processing the packet received by the
transceiver module; and determine the execution se-
quence of the selected M data processing modules.

Patentanspriiche

Steuerungsverfahren fiir die Dienstverarbeitung,
das Folgendes umfasst:

Auswahlen (101), gemaR einer Ausflihrungs-
richtlinie mindestens eines Dienstes, derin einer
Netzwerkvorrichtung eingesetzt wird, von M Da-
tenverarbeitungsmodulen zum Verarbeiten ei-
nes Paketes, das durch die Netzwerkvorrich-
tung von N Datenverarbeitungsmodulen emp-
fangen wird, die in der Netzwerkvorrichtung ent-
halten sind, und Bestimmen einer Ausfiihrungs-
sequenz der ausgewahlten M Datenverarbei-
tungsmodule, wobei N gréRer als oder gleich M
ist, M und N beide positive Ganzzahlen sind,
eine Ausflhrungsrichtlinie von jedem Dienst
mindestens eine Dienstregel umfasst, jede
Dienstregel eine Bedingung und einen Vorgang
umfasst, und das Abgleichen von jeder Dienst-
regel mindestens von Informationen tber eine
Dimension des Paketes abhangt;

Aufrufen (102) der ausgewahlten M Datenver-
arbeitungsmodule, um das Paket gemaR der
Ausfiihrungssequenz dergestalt sequentiell zu
verarbeiten, dass jedes aufgerufene Datenver-
arbeitungsmodul Informationen Uber eine Di-
mension des Paketes erfasst; und
Durchfiihren (103) gemaR allen Informationen
Uber das Paket, die durch die M Datenverarbei-
tungsmodule erfasst werden, des Abgleichens
fur alle Dienstregeln, die in der Ausflihrungs-
richtlinie des mindestens einen Dienstes enthal-
ten sind, dergestalt, dass eine erfolgreich abge-
glichene Dienstregel bestimmt wird; und Aus-
fihren eines Vorgangs entsprechend der erfolg-
reich abgeglichenen Dienstregel.

Verfahren nach Anspruch 1, wobei das Auswahlen,
gemal einer Ausfiihrungsrichtlinie mindestens ei-
nes Dienstes, der in einer Netzwerkvorrichtung ein-
gesetzt wird, von M Datenverarbeitungsmodulen
zum Verarbeiten eines Paketes, das durch die Netz-
werkvorrichtung empfangen wird, und das Bestim-
men einer Ausfiihrungssequenz der ausgewahlten
M Datenverarbeitungsmodule Folgendes umfasst:

Extrahieren einer Bedingung aus allen Dienst-
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regeln, die in der Ausfiihrungsrichtlinie des min-
destens einen Dienstes enthalten sind, und Be-
stimmen aller Dimensionsinformationen Uber
das Paket, die dazu erforderlich sind, verwendet
zu werden, um zu bestimmen, ob der extrahier-
ten Bedingung entsprochen wird;

Bestimmen, gemaR aller der bestimmten Di-
mensionsinformationen, der M Datenverarbei-
tungsmodule, die zum Erfassen aller der Dimen-
sionsinformationen erforderlich sind; und
Bestimmen, gemal einer Abhangigkeitsbezie-
hung unter den M Datenverarbeitungsmodulen,
der Ausfiihrungssequenz der M Datenverarbei-
tungsmodule.

3. Verfahren nach Anspruch 1 oder 2, wobei das Ver-

fahren des Weiteren umfasst:

Erzeugen einer ersten Liste, die verwendet wird,
um die Ausflihrungssequenz der M Datenverar-
beitungsmodule zu reprasentieren, wobei die
erste Liste Identifikationen der M Datenverar-
beitungsmodule umfasst, und die Identifikatio-
nen der M Datenverarbeitungsmodule in der
ersten Liste gemal der bestimmten Ausflh-
rungssequenz sortiert werden; und

das Aufrufen der ausgewahlten M Datenverar-
beitungsmodule, um das Paket gemaR der Aus-
fuhrungssequenz sequentiell zu verarbeiten,
Folgendes umfasst:

sequentielles Aufrufen von Datenverarbei-
tungsmodulen entsprechend der ersten P
Datenverarbeitungsmodul-ldentifikationen
in der ersten Liste, um das Paket zu verar-
beiten, so dass Informationen UGber P Di-
mensionen des Paketes erhalten werden,
wobei P eine positive Ganzzahl ist; und
sequentielles Aufrufen von Datenverarbei-
tungsmodulen entsprechend den (M - P)
Datenverarbeitungsmodul-ldentifikatio-
nen, die in der ersten Liste und nach den
ersten P Datenverarbeitungsmodul-ldenti-
fikationen sind, um das Paket zu verarbei-
ten, sodass Informationen Giber mindestens
eine Dimension des Paketes erhalten wer-
den.

Verfahren nach Anspruch 3, wobei nach dem se-
quentiellen Aufrufen von Datenverarbeitungsmodu-
len entsprechend den ersten P Datenverarbeitungs-
modul-ldentifikationen in der ersten Liste, um das
Paket zu verarbeiten, so dass Informationen tUber P
Dimensionen des Paketes erhalten werden, wobei
das Verfahren des Weiteren Folgendes umfasst:

erneutes Auswahlen, gemaR den Informationen
Uber die P Dimensionen, eines oder mehrerer
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Datenverarbeitungsmodule zum Verarbeiten
des Paketes; Bestimmen einer Ausfiihrungsse-
quenz der erneut ausgewahlten Datenverarbei-
tungsmodule; und Aktualisieren der ersten Lis-
te, so dass die Ausfiihrungssequenz der erneut
ausgewahlten Datenverarbeitungsmodule an-
gegeben wird, wobei eine aktualisierte erste Lis-
te Identifikationen der erneut ausgewahlten Da-
tenverarbeitungsmodule umfasst, und die Iden-
tifikationen der erneut ausgewahlten Datenver-
arbeitungsmodule in der aktualisierten ersten
Liste gemafR der Ausfiihrungssequenz der er-
neut ausgewahlten Datenverarbeitungsmodule
sortiert werden; und

dementsprechend das sequentielle Aufrufen
von Datenverarbeitungsmodulen entsprechend
den (M - P) Datenverarbeitungsmodul-ldentifi-
kationen, die in der ersten Liste und nach den
ersten P Datenverarbeitungsmodul-ldentifikati-
onensind, um das Paket zu verarbeiten, so dass
Informationen Giber mindestens eine Dimension
des Paketes erhalten werden, das Folgende
umfassen:

sequentielles Aufrufen, gemaR der Se-
quenz, die in der aktualisierten ersten Liste
angegeben ist, des erneut ausgewahlten
Datenverarbeitungsmoduls, um das Paket
zu verarbeiten, so dass die Informationen
Uber die mindestens eine Dimension des
Paketes erhalten werden.

Verfahren nach irgendeinem der Anspriiche 1 bis 4,
wobei die Ausfihrungsrichtlinie von jedem Dienst
des Weiteren eine zuvor eingestellte Konfigurations-
regel umfasst, und die Konfigurationsregel verwen-
det wird, um eine Ausfiihrungsbedingung des Diens-
tes zu reprasentieren;

das Verfahren des Weiteren umfasst: Erhalten cha-
rakteristischer Informationen Uber das Paket; Be-
stimmen, gemaR den charakteristischen Informatio-
nen, ob einer Ausflihrungsbedingung von jedem
Dienst, der in der Netzwerkvorrichtung eingesetzt
wird, entsprochen wird; und Bestimmen, dass es
sich bei einem Dienst, dessen Ausfiihrungsbedin-
gung entsprochen wird, um einen Dienst handelt,
der ausgefiihrt werden muss; und

das Auswahlen, gemaR einer Ausfihrungsrichtlinie
mindestens eines Dienstes, der in einer Netzwerk-
vorrichtung eingesetzt wird, von M Datenverarbei-
tungsmodulen zum Verarbeiten eines Paketes, das
durch die Netzwerkvorrichtung empfangen wird, und
das Bestimmen einer Ausfiihrungssequenz der aus-
gewahlten M Datenverarbeitungsmodule speziell
Folgendes umfasst:

Auswahlen, gemalR der Ausfiihrungsrichtlinie
des Dienstes, der bestimmt wird und der aus-
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gefihrt werden muss, der M Datenverarbei-
tungsmodule zum Verarbeiten des Paketes, das
durch die Netzwerkvorrichtung empfangen wird;
und Bestimmen der Ausfiihrungssequenz der
ausgewahlten M Datenverarbeitungsmodule.

6. Verfahren nach Anspruch 5, wobei die charakteris-

tischen Informationen Uber das Paket Folgendes
umfassen:

einen Zeitstempel des Paketes, einen einheitli-
chen Ressourcenzeiger (URL, Uniform Resour-
ce Locator), der in dem Paket beférdert wird,
und eine Internet Protocol IP-Adresse und An-
schlussinformationen eines Empfangsendes
des Paketes.

Netzwerkvorrichtung (60), umfassend ein Sen-
der-/Empfangermodul (610), ein Listenerzeugungs-
modul (620), ein Zeitplanungsmodul (630) und N Da-
tenverarbeitungsmodule (640), wobei N eine positi-
ve Ganzzahlistundjedes Datenverarbeitungsmodul
dazu ausgestaltet ist, Informationen einer Dimensi-
on eines Paketes zu erfassen;

das Sender-/Empfangermodul (610) dazu ausge-
staltet ist, ein Paket zu empfangen; das Listenerzeu-
gungsmodul (620) dazu ausgestaltet ist, gemaf ei-
ner Ausfiihrungsrichtlinie mindestens eines Diens-
tes, der in der Netzwerkvorrichtung eingesetzt wird,
M Datenverarbeitungsmodule zum Verarbeiten des
Paketes auszuwahlen, das durch das Sender-/Emp-
fangermodul (610) von den N Datenverarbeitungs-
modulen empfangen wird, die in der Netzwerkvor-
richtung (60) enthalten sind; und eine Ausfiihrungs-
sequenz der ausgewahlten M Datenverarbeitungs-
module zu bestimmen, wobei M eine positive Ganz-
zahl ist, M weniger als oder gleich N ist, eine Aus-
fuhrungsrichtlinie von jedem Dienst mindestens eine
Dienstregel umfasst, jede Dienstregel eine Bedin-
gung und einen Vorgang umfasst, und das Abglei-
chen von jeder Dienstregel mindestens von Informa-
tionen Uber eine Dimension des Paketes abhangt;
und

das Zeitplanungsmodul (630) dazu ausgestaltet ist,
die M Datenverarbeitungsmodule aufzurufen, die
durch das Listenerzeugungsmodul (620) ausge-
wahlt werden, um das Paket gemaR der Ausflh-
rungssequenz sequentiell zu verarbeiten, so dass
Informationen Gber mindestens eine Dimension des
Paketes erhalten werden; gemaf den Informationen
Uber die mindestens eine Dimension des Paketes
das Abgleichen fir alle Dienstregeln durchzufiihren,
die in der Ausfiihrungsrichtlinie des mindestens ei-
nen Dienstes enthalten sind, so dass eine erfolgreich
abgeglichene Dienstregel bestimmt wird; und einen
Vorgang gemaR der erfolgreich abgeglichenen
Dienstregel auszufiihren.
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Netzwerkvorrichtung nach Anspruch 7, wobei das
Listenerzeugungsmodul (620) Folgendes umfasst:

eine Extraktionseinheit (6201), die dazu ausge-
staltet ist, eine Bedingung aus allen Dienstre-
geln, die in der Ausflihrungsrichtlinie des min-
destens einen Dienstes enthalten sind, zu ex-
trahieren, und alle Dimensionsinformationen
Uber das Paket zu bestimmen, die dazu erfor-
derlich sind, verwendet zu werden, um zu be-
stimmen, ob der extrahierten Bedingung ent-
sprochen wird;

eine Auswahleinheit (6202), die dazu ausgestal-
tet ist, gemaR allen der Dimensionsinformatio-
nen, die durch die Extraktionseinheit bestimmt
werden, die M Datenverarbeitungsmodule aus-
zuwahlen, die zum Erfassen aller der Dimensi-
onsinformationen erforderlich sind; und

eine Sortierungseinheit (6203), die dazu ausge-
staltet ist, gemaR einer Abhangigkeitsbezie-
hung unter den M Datenverarbeitungsmodulen,
die durch die Auswahleinheit ausgewahlt wer-
den, die Ausfiihrungssequenz der M Datenver-
arbeitungsmodule zu bestimmen.

9. Netzwerkvorrichtung nach Anspruch 7 oder 8, wobei

das Listenerzeugungsmodul (620) des Weiteren
Folgendes umfasst:

eine Listenerzeugungseinheit (6204), die dazu
ausgestaltet ist, eine erste Liste zu erzeugen,
die verwendet wird, um die Ausfilhrungsse-
quenz der M Datenverarbeitungsmodule zu re-
prasentieren, die durch die Sortierungseinheit
bestimmt wird, und um das Paket zu verarbei-
ten, wobei die erste Liste Identifikationen der M
Datenverarbeitungsmodule umfasst, und die
Identifikationen der M Datenverarbeitungsmo-
duleinder ersten Liste gemaR der Ausfiihrungs-
sequenz sortiert werden; und

das Zeitplanungsmodul (630) Folgendes um-
fasst:

eine erste Zeitplanungseinheit, die dazu
ausgestaltet ist, Datenverarbeitungsmodu-
le entsprechend den ersten P Datenverar-
beitungsmodul-Identifikationen in der ers-
ten Liste sequentiell aufzurufen, um das Pa-
ket zu verarbeiten, so dass die Informatio-
nen Uber die mindestens eine Dimension
des Paketes erhalten werden, wobei P eine
positive Ganzzahl ist; und

eine zweite Zeitplanungseinheit, die dazu
ausgestaltet ist, Datenverarbeitungsmodu-
le entsprechend den (M - P) Datenverarbei-
tungsmodul-ldentifikationen, die in der ers-
ten Liste und nach den ersten P Datenver-
arbeitungsmodul-ldentifikationen sind, se-
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quentiell aufzurufen, um das Paket zu ver-
arbeiten, sodass die Informationen Giber die
mindestens eine Dimension des Paketes
erhalten werden.

10. Netzwerkvorrichtung nach Anspruch 9, wobei das

1.

Listenerzeugungsmodul (620) des Weiteren dazu
ausgestaltetist: nachdem die erste Zeitplanungsein-
heit die Datenverarbeitungsmodule entsprechend
den ersten P Datenverarbeitungsmodul-ldentifikati-
onen in der ersten Liste aufruft, um das Paket zu
verarbeiten, so dass die Informationen Giber die min-
destens eine Dimension des Paketes erhalten wer-
den, gemaf den Informationen tber die mindestens
eine Dimension des Paketes, ein oder mehrere Da-
tenverarbeitungsmodule zum Verarbeiten des Pa-
ketes erneut auszuwahlen; eine Ausfiihrungsse-
quenz der erneut ausgewahlten Datenverarbei-
tungsmodule zu bestimmen; und die erste Liste zu
aktualisieren, so dass die Ausfihrungssequenz der
erneut ausgewdahlten Datenverarbeitungsmodule
angegeben wird, wobei eine aktualisierte erste Liste
Identifikationen der erneut ausgewahlten Datenver-
arbeitungsmodule umfasst, und die Identifikationen
der erneut ausgewahlten Datenverarbeitungsmodu-
le in der aktualisierten ersten Liste gemaf der Aus-
fuhrungssequenz der erneut ausgewahlten Daten-
verarbeitungsmodule sortiert werden; und
dementsprechend die zweite Zeitplanungseinheit
speziell dazu ausgestaltet ist, entsprechend der Se-
quenz, die durch die aktualisierte erste Liste ange-
geben wird, das erneut ausgewahlte Datenverarbei-
tungsmodul sequentiell aufzurufen, um das Paket
zu verarbeiten, so dass die Informationen Uber die
mindestens eine Dimension des Paketes erhalten
werden.

Netzwerkvorrichtung nach irgendeinem der Anspri-
che 7 bis 10, wobei die Ausfihrungsrichtlinie von
jedem Dienst des Weiteren eine zuvor eingestellte
Konfigurationsregel umfasst, und die Konfigurati-
onsregel verwendet wird, um eine Ausflihrungsbe-
dingung des Dienstes zu reprasentieren;

die Netzwerkvorrichtung des Weiteren ein Identifi-
zierungsmodul (650) umfasst, das dazu ausgestaltet
ist, charakteristische Informationen Uber das Paket
zu erhalten; gemaR den charakteristischen Informa-
tionen zu bestimmen, ob einer Ausflihrungsbedin-
gung von jedem Dienst, der in der Netzwerkvorrich-
tung eingesetzt wird, entsprochen wird; und zu be-
stimmen, dass es sich bei einem Dienst, dessen
Ausfiihrungsbedingung entsprochen wird, um einen
Dienst handelt, der ausgefiihrt werden muss; und
das Listenerzeugungsmodul speziell dazu ausge-
staltet ist, gemaly der Ausfiihrungsrichtlinie des
Dienstes, der durch das Identifizierungsmodul iden-
tifiziert wird und ausgefiihrt werden muss, die M Da-
tenverarbeitungsmodule zum Verarbeiten des Pa-
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ketes auszuwahlen, das durch das Sender-/Empfan-
germodul empfangen wird; und die Ausfiihrungsse-
quenz der ausgewahlten M Datenverarbeitungsmo-
dule zu bestimmen.

Revendications

1.

Procédé de commande de processus de service,
comprenant les étapes suivantes :

sélectionner (101), conformément a une politi-
que d’exécution d’au moins un service déployé
sur un dispositif de réseau, M modules de trai-
tement de données pour traiter un paquet regu
par le dispositif de réseau a partir de N modules
de traitement de données compris dans le dis-
positif de réseau, et déterminer une séquence
d’exécution des M modules de traitement de
données sélectionnés, ou N est supérieur ou
égalaM, M et N sont tous les deux des nombres
entiers positifs, une politique d’exécution de
chaque service comprend au moins une regle
de service, chaque regle de service comprend
une condition et une action, et la correspondan-
ce de chaque régle de service dépend au moins
d’informations d’'une dimension du paquet ;
invoquer (102) les M modules de traitement de
données sélectionnés pour traiter séquentielle-
ment, conformément alaséquence d’exécution,
le paquet, de sorte que chaque module de trai-
tement de données invoqué collecte des infor-
mations d’une dimension du paquet ; et
effectuer (103), conformément a toutes les in-
formations du paquet qui sont collectées par les
M modules de traitement de données, une cor-
respondance pour toutes les régles de service
comprises dans la politique d’exécution de I'au
moins un service, de maniére a déterminer une
régle de service associée avec succes ; et exé-
cuter une action correspondant a larégle de ser-
vice associée avec succes.

Procédé selon la revendication 1, dans lequel la sé-
lection, conformément a une politique d’exécution
d’au moins un service déployé sur un dispositif de
réseau, de M modules de traitement de données
pour traiter un paquetregu par le dispositif de réseau,
et déterminer une séquence d’exécution des M mo-
dules de traitement de données sélectionnés com-
prend les étapes suivantes :

extraire une condition de toutes les régles de
service comprises dans la politique d’exécution
de I'au moins un service, et déterminer toutes
les informations de dimension du paquet qui doi-
vent étre utilisées pour déterminer si la condition
extraite est satisfaite ;
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déterminer, conformément a toutes les informa-
tions de dimension déterminées, les M modules
de traitement de données nécessaires pour col-
lecter toutes les informations de dimension ; et
déterminer, conformément a une relation de dé-
pendance entre les M modules de traitement de
données, la séquence d’exécution des M mo-
dules de traitement de données.

Procédé selon la revendication 1 ou la revendication
2, dans lequel le procédé comprend en outre I'étape
suivante :

générer une premiére liste qui est utilisée pour
représenter la séquence d’exécution des M mo-
dules de traitement de données, ou la premiére
liste comprend des identifications des M modu-
les de traitement de données, et les identifica-
tions des M modules de traitement de données
dans la premiére liste sont triées conformément
a la séquence d’exécution déterminée ; et
linvocation des M modules de traitement de
données sélectionnés pour traiter séquentielle-
ment le paquet conformément a la séquence
d’exécution comprend les étapes suivantes :

invoquer séquentiellement des modules de
traitement de données correspondant aux
P premiéres identifications de module de
traitement de données dans la premiére lis-
te pour traiter le paquet, de maniére a ob-
tenir des informations de P dimensions du
paquet, ou P est un nombre entier positif ; et
invoquer séquentiellement des modules de
traitement de données correspondant a (M
- P) identifications de module de traitement
de données qui se trouvent dans la premié-
re liste et aprés les P premiéres identifica-
tions de module de traitement de données
pour traiter le paquet, de maniere a obtenir
des informations d’au moins une dimension
du paquet.

4. Procédé selon larevendication 3, dans lequel aprés

Iinvocation séquentielle de modules de traitement
de données correspondant aux P premiéres identi-
fications de module de traitement de données dans
la premiére liste pour traiter le paquet, de maniére a
obtenir des informations de P dimensions du paquet,
le procédé comprend en outre les étapes suivantes :

resélectionner, conformément aux informations
des P dimensions, un ou plusieurs modules de
traitement de données pour traiter le paquet ;
déterminer une séquence d’exécution des mo-
dules detraitement de donnéesresélectionnés ;
et mettre a jour la premiére liste, de maniére a
indiquer la séquence d’exécution des modules
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de traitement de données resélectionnés, ou
une premiére liste mise a jour comprend des
identifications des modules de traitement de
données resélectionnés, et les identifications
des modules de traitement de données resélec-
tionnés sont triées dans la premiere liste mise
ajour conformément a la séquence d’exécution
des modules de traitement de données
resélectionnés ; et

de maniére correspondante, l'invocation sé-
quentielle de modules de traitement de données
correspondant a (M - P) identifications de mo-
dule de traitement de données qui se trouvent
dans la premiére liste et aprés les P premiéres
identifications de module de traitement de don-
nées pour traiter le paquet, de maniére a obtenir
des informations d’au moins une dimension du
paquet comprend I'étape suivante :

invoquer séquentiellement, conformément
alaséquence indiquée par la premiére liste
mise a jour, le module de traitement de don-
nées resélectionné pour traiter le paquet,
de maniére a obtenir lesinformations de I'au
moins une dimension du paquet.

Procédé selon 'une quelconque des revendications
1 a4, dans lequel la politique d’exécution de chaque
service comprend en outre une regle de configura-
tion prédéterminée, et la régle de configuration est
utilisée pour représenter une condition d’exécution
du service ;

le procédé comprend en outre les étapes suivantes :
obtenirdesinformations caractéristiques du paquet ;
déterminer, conformément aux informations carac-
téristiques, si une condition d’exécution de chaque
service déployé sur le dispositif de réseau est
satisfaite ; et déterminer qu’un service dont la con-
dition d’exécution est satisfaite est un service qui
doit étre exécuté ; et

la sélection, conformément a une politique d’exécu-
tion d’au moins un service déployé sur un dispositif
de réseau, de M modules de traitement de données
pour traiter un paquetregu par le dispositif de réseau,
et déterminer une séquence d’exécution des M mo-
dules de traitement de données sélectionnés com-
prend spécifiquement les étapes suivantes :

sélectionner, conformément a la politique d’exé-
cution du service qui est déterminée et doit étre
exécutée, les M modules de traitement de don-
nées pour traiter le paquet regu par le dispositif
de réseau ; et déterminer la séquence d’exécu-
tion des M modules de traitement de données
sélectionnés.

Procédé selon la revendication 5, dans lequel les
informations caractéristiques du paquet
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comprennent :

une estampille temporelle du paquet, un locali-
sateur uniforme de ressource (URL) acheminé
dans le paquet, et une adresse de protocole In-
ternet, IP, et des informations de port d’'une ex-
trémité de réception du paquet.

Dispositif de réseau (60), comprenant un module
émetteur-récepteur (610), un module de génération
de liste (620), un module de planification (630) et N
modules de traitement de données (640), ou N est
un nombre entier positif et chaque module de traite-
ment de données est configuré pour collecter des
informations d’une dimension d’'un paquet ;

le module émetteur-récepteur (610) est configuré
pour recevoir un paquet ;

le module de génération de liste (620) est configuré
pour sélectionner, conformément a une politique
d’exécution d’au moins un service déployé sur le dis-
positif de réseau, M modules de traitement de don-
nées pour traiter le paquet regu par le module émet-
teur-récepteur (610) a partir des N modules de trai-
tement de données compris dans le dispositif de ré-
seau (60) ; et déterminer une séquence d’exécution
des M modules de traitement de données sélection-
nés, ou M est un nombre entier positif, M est inférieur
ou égal a N, une politique d’exécution de chaque
service comprend au moins une régle de service,
chaque régle de service comprend une condition et
une action, et une correspondance de chaque regle
de service dépend au moins d’informations d’une
dimension du paquet ; et

le module de planification (630) est configuré pour
invoquer les M modules de traitement de données
sélectionnés par le module de génération de liste
(620) pour traiter séquentiellement, conformément
a la séquence d’exécution, le paquet, de maniere a
obtenir des informations d’au moins une dimension
du paquet ; effectuer, conformément aux informa-
tions de I'au moins une dimension du paquet, une
correspondance pour toutes les régles de service
comprises dans la politique d’exécution de l'au
moins un service, de maniére a déterminer une regle
de service associée avec succes ; et exécuter une
action correspondant a la régle de service associée
avec succes.

Dispositif de réseau selon la revendication 7, dans
lequel le module de génération de liste (620)
comprend :

une unité d’extraction (6201), configurée pour
extraire une condition a partir de toutes les re-
gles de service comprises dans la politique
d’exécution de I'au moins un service, et déter-
miner toutes les informations de dimension du
paquet qui doivent étre utilisées pour déterminer

10

20

25

30

35

40

45

50

55

21

si la condition extraite est satisfaite ;

une unité de sélection (6202), configurée pour
sélectionner, conformément a toutes les infor-
mations de dimension qui sont déterminées par
'unité d’extraction, les M modules de traitement
de données nécessaires pour collecter toutes
les informations de dimension ; et

une unité de tri (6203), configurée pour déter-
miner, conformément a une relation de dépen-
dance entre les M modules de traitement de
données sélectionnés par l'unité de sélection,
la séquence d’exécution des M modules de trai-
tement de données.

9. Dispositif de réseau selon la revendication 7 ou la

revendication 8, dans lequel le module de génération
de liste (620) comprend en outre :

une unité de génération de liste (6204), confi-
gurée pour générer une premiere liste qui est
utilisée pour représenter la séquence d’exécu-
tion des M modules de traitement de données
qui sont déterminés par I'unité de tri et traiter le
paquet, ou la premiére liste comprend des iden-
tifications des M modules de traitement de don-
nées, et les identifications des M modules de
traitement de données dans la premiére liste
sont triees conformément a la séquence
d’exécution ; et

le module de planification (630) comprend :

une premiére unité de planification, confi-
gurée pour invoquer séquentiellement des
modules de traitement de données corres-
pondant aux P premiéres identifications de
module de traitement de données dans la
premiére liste pour traiter le paquet, de ma-
niére a obtenir les informations de l'au
moins une dimension du paquet, ou P est
un nombre entier positif ; et

une seconde unité de planification, configu-
rée pour invoquer séquentiellement des
modules de traitement de données corres-
pondant a (M - P) identifications de module
de traitement de données qui se trouvent
dans la premiére liste et aprés les P premié-
res identifications de module de traitement
de données pour traiter le paquet, de ma-
niere a obtenir les informations de l'au
moins une dimension du paquet.

10. Dispositif de réseau selon la revendication 9, dans

lequel le module de génération de liste (620) est en
outre configuré pour : aprés que la premiére unité
de planification ainvoqué les modules de traitement
de données correspondant aux P premiéres identi-
fications de module de traitement de données dans
la premiére liste pour traiter le paquet, de maniére a
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obtenir les informations de I'au moins une dimension
du paquet, resélectionner, conformément aux infor-
mations de I'au moins une dimension du paquet, un
ou plusieurs modules de traitement de données pour
traiter le paquet ; déterminer une séquence d’exé-
cution du module de traitement de données
resélectionné ; et mettre a jour la premiére liste, de
maniéere a indiquer la séquence d’exécution des mo-
dules de traitement de données resélectionnés, ou
une premiere liste mise a jour comprend des identi-
fications des modules de traitement de données re-
sélectionnés, et les identifications des modules de
traitement de données resélectionnés sont triées
dans la premiére liste mise a jour conformément a
la séquence d’exécution des modules de traitement
de données resélectionnés ; et

de manieére correspondante, la seconde unité de pla-
nification est spécifiquement configurée pour invo-
quer séquentiellement, conformément a la séquen-
ce indiquée par la premiere liste mise a jour, le mo-
dule de traitement de données resélectionné pour
traiter le paquet, de maniére a obtenir les informa-
tions de I'au moins une dimension du paquet.

Dispositif de réseau selon I'une quelconque des re-
vendications 7 a 10, dans lequel la politique d’exé-
cution de chaque service comprend en outre une
regle de configuration prédéterminée, et la régle de
configuration est utilisée pour représenter une con-
dition d’exécution du service ;

le dispositif de réseau comprend en outre un module
d’identification (650), configuré pour obtenir des in-
formations caractéristiques du paquet ; déterminer,
conformément aux informations caractéristiques, si
une condition d’exécution de chaque service dé-
ployé sur le dispositif de réseau est satisfaite ; et
déterminer qu’un service dont la condition d’exécu-
tion est satisfaite est un service qui doit étre exécuté ;
et

le module de génération de liste est spécifiquement
configuré pour sélectionner, conformément a la po-
litique d’exécution du service qui est identifiée parle
module d’identification et qui doit étre exécutée, les
M modules de traitement de données pour traiter le
paquet regu par le émetteur-récepteur ; et détermi-
ner la séquence d’exécution des M modules de trai-
tement de données sélectionnés.
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Select, according to an execution policy of at least one service
deployed on a network device, M data processing modules for
processing a packet received by the network device, and
determine a processing sequence for the selected M data
processing modules to process the packet

101

A

Invoke the selected M data processing modules to sequentially
process, according to the processing sequence, the packet, so that
each invoked data processing module collects information of one

dimension of the packet

102

4
Perform, according to all information of the packet that is
collected by the M data processing modules, matching for all
service rules included in the execution policy of the at least one
service, so as to determine a successfully matched service rule;
and execute an action corresponding to the successfully matched

/ 103

service rule
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-A main control module sends characteristic information of a to-be-processed first packet to a list
generating module, so that the list generating module generates a first list according to a policy
set and the characteristic information of the first packet, where the first list includes at least one

data processing module that needs to process the first packet

201

The main control module receives the first list sent by the list generating module, where each
data processing module in the first list is sorted according to an association

B

Y

- The main control module invokes the data processing module sequentially sorted in the first list
to process the first packet

203
|/

. . _ i ) A

The main control module obtains a second packet that is obtained after at least one data
processing module with a higher rank in the first list processes the first packet

204

The main control module sends characteristic information of the second packet to the list
generating module, so that the list generating module generates, according to the policy set
and the characteristic information of the second packet, a second list formed of at least one

205

data processing module that needs to process the second packet

v

The main control module receives the second list sent by the list generating module and invokes
the data processing module sequentially sorted in the second list to process the second packet

206

FIG 5
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