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Description
BACKGROUND OF THE INVENTION
Field of the Invention

[0001] The present invention relates to an information
processing apparatus, a method for controlling the same,
and a computer program.

Description of the Related Art

[0002] Digital cameras and digital video cameras that
have a wireless communication function are known (Jap-
anese Patent Laid-Open No. 2003-319309). Such digital
cameras and digital video cameras can connect to a net-
work using the wireless communication function, and can
upload captured image data to an external apparatus on
the network.

[0003] For communication with the external apparatus
on the network, it is at first necessary to identify a com-
munication counterpart. Therefore, search for devices
present on the network may be considered to be con-
ducted, but it is cumbersome if all devices having a spe-
cific service on the network are detected by the search.

SUMMARY OF THE INVENTION

[0004] The present invention provides an information
processing apparatus that can efficiently discover,
among communication devices that are present on a net-
work, a device to communicate with and a method for
controlling the same.

[0005] The presentinvention inits firstaspect provides
an information processing apparatus as specified in
claims 1 to 10.

[0006] The presentinvention in its second aspect pro-
vides a method for controlling an information processing
apparatus as specified in claim 11.

[0007] The present invention in its third aspect pro-
vides a computer program as specified in claim 12.
[0008] Furtherfeatures of the presentinvention will be-
come apparent from the following description of exem-
plary embodiments with reference to the attached draw-
ings.

BRIEF DESCRIPTION OF THE DRAWINGS
[0009]

FIG. 1 is a block diagram illustrating an example of
a functional configuration of a digital camera as an
example of a communication apparatus according
to embodiments.

FIG. 2 is a block diagram illustrating an example of
afunctional configuration of a personal computer ca-
pable of realizing an information processing appa-
ratus according to embodiments.
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FIGS. 3A and 3B are diagrams schematically illus-
trating connection topology of a digital camera, a PC,
and a server according to a first embodiment.
FIGS. 4A and 4B are diagrams illustrating examples
of pairing information of the first embodiment.

FIG. 5 is an operational sequence diagram of the
digital camera, the PC, and the server in discovery
processing according to the first embodiment.

FIG. 6 is a flowchart illustrating an operation of the
digital camera in the discovery processing of the first
embodiment.

FIG. 7 is a flowchart illustrating an operation of the
PC in the discovery processing of the first embodi-
ment.

FIGS. 8A to 8D are diagrams illustrating examples
of device information on the digital camera and the
PC.

FIG.9is an operational sequence diagram of a digital
camera, a PC, and a server in discovery processing
according to a second embodiment.

FIG. 10 is a flowchart illustrating an operation of the
digital camerain the discovery processing of the sec-
ond embodiment.

FIG. 11 is a flowchart illustrating an operation of the
PC in the discovery processing of the first embodi-
ment.

DESCRIPTION OF THE EMBODIMENTS

[0010] Exemplary embodiments of the present inven-
tion will now be described in detail in accordance with
the accompanying drawings. Note that embodiments that
will be described below are merely examples for realizing
the present invention, and may suitably be modified or
changed according to a specific configuration or various
types of conditions of an apparatus to which the present
invention is applied. Furthermore, it is also possible to
suitably combine the embodiments.

First Embodiment
<Digital Camera Configuration>

[0011] Thefollowing will describe a digital camera hav-
ing a wireless communication function, as an example
of a communication apparatus that transfers data. Note
that the present invention is applicable to any apparatus
that has a wireless communication function and can
transfer data. Examples of such a terminal include a mo-
bile phone, a personal computer, a tablet terminal, a
game console, and the like, but the terminal may be an-
other device.

[0012] FIG. 1isablockdiagramillustrating an example
of a functional configuration of a digital camera 100 ac-
cording to the present embodiment. A control unit 101 is
constituted by, for example, a CPU (MPU), a memory
(DRAM, SRAM) and the like, and executes various types
of processing (programs) to control blocks of the digital
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camera 100 and to control data transmission between
the blocks. The control unit 101 performs the control of
the blocks of the digital camera 100 in accordance with
an operation signal from an operation unit 102 that re-
ceives an operation of a user.

[0013] The operation unit 102 is constituted by, for ex-
ample, switches to which various types of shooting-re-
lated operations are input, such as a power button, a
zoom adjustment button, and an autofocus button. The
operation unit 102 may further include a menu display
button, a select button, and cursor keys, a pointing de-
vice, a touch panel, or the like, and transmits an operation
signal to the control unit 101 when any of these keys and
buttons is operated by the user. Furthermore, the oper-
ation unit 102 includes a release button, and the release
button includes a switch (SW1) that is pressed in a so-
called "half way" manner and a switch (SW2) that is
pressed in a so-called "all the way" manner. A shooting
preparation instruction is given when the SW1 has been
pressed, and a shooting instruction is given when the
SW2 has been pressed. A shooting preparation opera-
tion includes autofocus detection (AF), automatic expo-
sure control (AE), and the like. Note that, in the present
embodiment, one release button is used both for still im-
age shooting and moving image shooting, but separate
buttons may be used.

[0014] A bus 103 is a general-purpose bus for trans-
mitting various types of data, control signals, instruction
signals, and the like to the blocks of the digital camera
100.

[0015] An imaging unit 110 controls, using a dia-
phragm, the light amount of an optical image of an object
that was captured by an imaging lens, and converts the
optical image into an image signal using an imaging de-
vice such as a CCD image sensor or a CMOS image
sensor.

[0016] Furthermore, a sound input unit 120 collects
sound in the vicinity of the digital camera 100 using, for
example, a built-in omnidirectional microphone, an ex-
ternal microphone connected via a sound input terminal,
or the like.

[0017] A memory 104 is a Random Access Memory
(RAM) or a rewritable nonvolatile memory, and tempo-
rarily stores image and sound signals, setting information
of the digital camera 100, and the like.

[0018] Arecording medium 141 is a recording medium
connectable to the digital camera 100. The recording me-
dium 141 can record various types of data generated by
the digital camera 100. Examples of the recording medi-
um 141 include a hard disk, an optical disk, and rewritable
nonvolatile semiconductor memory, and the like. In the
present embodiment, a rewritable nonvolatile semicon-
ductor memory device that is referred to as a so-called
memory card and can be installed on the digital camera
100 is used as the recording medium 141.

[0019] A picture output unit 150 is constituted by a pic-
ture output terminal for example, and transmits an image
signal to a connected external display unit or the like so
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that it displays a picture. The picture output unit 150 and
a sound output unit 151, which will be described later,
may also be a single integrated terminal, such as for ex-
ample an HDMI (registered trademark) terminal.

[0020] The sound output unit 151 is constituted by, for
example, a sound output terminal, and transmits sound
signals to a connected earphone, speaker, or the like so
thatit outputs sound. Also, the sound output unit 151 may
be built in the digital camera 100.

[0021] A communication unit 152 performs data trans-
mission and reception to and from an external device
with wired or wireless serial or parallel communication.
Examples of a communication interface that can be used
by the communication unit 152 include RS232C, USB,
IEEE1394, P1284, SCSI, modem, LAN, IEEE802.11x,
and the like. The communication unit 152 may perform
data transmission and reception to and from an external
device by executing a communication protocol according
to the communication interface. Examples of the com-
munication protocol include a Hyper Text Transfer Pro-
tocol (HTTP), a Picture Transfer Protocol over IP (PTP-
IP), and the like. The communication interfaces and com-
munication protocols exemplified here are well-known,
and therefore detailed descriptions thereof are omitted.
Note that it is also possible that the recording medium
141 has the function of the communication unit 152.
[0022] Adisplay unit 130 displaysimage datarecorded
on the recording medium 141, and a GUI such as various
types of menus. The display unit 130 may be, for exam-
ple, a liquid crystal display, an organic EL display, or the
like.

<Personal Computer (PC) Configuration>

[0023] The following will describe a personal computer
(PC) into which still images and moving images can be
imported, as an example of an information processing
apparatus that can realize a user terminal and a server
according to the embodiments of the present invention.
Note that a tablet-type PC and a smartphone are also
examples of the information processing apparatus.
[0024] FIG.2isablockdiagramillustrating an example
of a functional configuration of a PC 200 according to the
present embodiment.

[0025] The PC 200 includes a display unit 201, an op-
eration unit 202, a CPU 203, a primary storage 204, a
secondary storage 205, and a communication device
206.

[0026] Basic functions of the constituent components
are the same as those of the digital camera 100, and
therefore detailed descriptions thereof are here omitted.
The display unit 201 may be a liquid crystal display, an
organic EL display, or the like. Also, the display unit 201
is not necessarily provided on the PC 200, and it is suf-
ficient that the PC 200 has a display control function to
control display of the display unit 201. The primary stor-
age 204 is, for example, a Random Access Memory
(RAM) or a rewritable nonvolatile memory, is configured
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to store setting values of the PC and to store and expand
a program that is executed by the CPU 203, and is used
as a working area or the like for the CPU 203. The sec-
ondary storage 205 is a magnetic recording device such
as an HDD or a magnetic tape drive, a storage device
using an optical or magneto-optical medium such as
DVD, CD, BD, or MO, or a storage device using a non-
volatile semiconductor memory such as SSD. The sec-
ondary storage 205 is used for storing various types of
applications (including OS), user data, and the like.
[0027] The CPU 203 executes a program (such as an
OS or an application) expanded on the primary storage
204, and controls the blocks of the PC 200. The CPU
203 performs the control of the blocks in accordance with
an operation signal from the operation unit 202 that re-
ceives an operation of a user. Typically, a keyboard and
a mouse, or a touch panel, for example, is used as the
operation unit 202, but the presentinvention is not limited
to these.

[0028] The communication device 206, similar to the
communication unit 152 of the digital camera 100, com-
municates data with an external device using a commu-
nication interface and acommunication protocol that con-
form to a predetermined standard. Note that the commu-
nication unit 152 and the communication device 206 have
multiple types of communication interfaces, and can per-
form communication using a communication protocol ac-
cording to the communication interface. In the present
embodiment, the communication device 206 is config-
ured to be communicable with both a device on a local
area network (LAN) and a device on a wide area network
(WAN) such as the Internet. Note that the LAN and the
WAN are examples of two different networks, and it is
sufficient that the communication device 206 is connect-
able to both a first network to which a data transmitting
device is accessible and a second network in which there
is a server for providing a data transfer service.

[0029] Note that although the server and the user ter-
minal according to the embodiments can both be realized
by the personal computer showninFIG. 2, in the following
description, "PC" is used as a member meaning the user
terminal and a PC that functions as the server is referred
to as "server", for the sake of convenience.

<Summary of Connection Topology>

[0030] FIGS. 3A and 3B are diagrams schematically
illustrating connection topology of the digital camera 100,
a PC 200a, and a server 200b according to the present
embodiment.

[0031] FIG. 3A is a schematic diagram illustrating
processing of communication 301 and 302 for respec-
tively performing pairing processing between the server
200b and the digital camera 100 and pairing processing
between the server 200b and the PC 200a. The digital
camera 100 and the PC 200a wiredly or wirelessly con-
nect to alocal area network (LAN) constructed by a router
300, and connect to a wide area network (WAN) such as
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the Internet via the router 300, enabling communication
with the server 200b on the WAN.

[0032] The router 300 provides a function to construct
a network, and a routing function to relay communication
between devices such as a portable device and a PC
that are connected to the constructed network. The router
300 operates in conformity to the Internet protocol suite,
and constructs a LAN in which the IP address of the router
300 is a gateway address. Furthermore, the router 300
has at least one of a wired interface and a wireless inter-
face. The wired connection may be, for example, physical
connection between the router and the device via a LAN
cable, and the wireless connection may be, for example,
wireless connection conforming to IEEE802.11x (where
x is a, b, g, n, ac, etc.). The router 300 of the present
embodiment has a wired interface and a wireless inter-
face, as shown in the figure.

[0033] When the router 300 has a wireless interface,
an SSID and an encryption key are set, and a device that
wants to connect to the router 300 establishes wireless
connection to the router 300 by being authenticated by
the router 300 using the SSID and the encryption key set
for the router 300. When a device such as a portable
device or a PC is connected to the LAN of the router 300
wiredly or wirelessly, the router 300 will assign an IP ad-
dress to the connected device. A representative protocol
for automatically assigning an IP address is, for example,
a Dynamic Host Configuration Protocol (DHCP). The
router 300 also analyzes a protocol and an IP address
of data that is transmitted on the LAN when the devices
on the LAN communicate with each other, and deter-
mines which path is used to transfer data.

[0034] In pairing processing between the server 200b
and the digital camera 100 via the communication 301,
the user creates a user account in order to use a service
provided by the server 200b. Pairing between the server
200b and the digital camera 100 is realized by the digital
camera 100 beingregistered for the user account created
in the server 200b. The pairing processing is realized
specifically with the following procedures. The digital
camera 100 transmits device information on the digital
camera 100 to the server 200b. The device information
onthedigital camera 100 thatis transmitted is information
shown in FIG. 4A for example, and is stored in advance
in the memory 104. Specifically, the device information
includes "Camera Name", which is a model name of the
digital camera 100, "Camera GUID (Global Unique Iden-
tifier)", which is individual information for uniquely iden-
tifying the digital camera 100, and the like. Besides GUID,
another information such as UUID may be used as the
individual information.

[0035] Upon receipt of information on the digital cam-
era 100, the server 200b creates "Alias ID" specific to the
digital camera 100. The server 200b further creates "Ac-
cess ID" and "Access password" for use in processing
for authenticating access of the digital camera 100 to the
server 200b. Then, the server 200b transmits these piec-
es of information to the digital camera 100. The digital
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camera 100 stores the received Alias ID, Access ID, and
Access password in a nonvolatile area of the memory
104 in order then to use them when accessing the server
200b.

[0036] The server 200b stores, in the secondary stor-
age 205, the information on pairing with the digital camera
100 shown in FIG. 4A. "Camera Alias ID" is a specific
information with which the digital camera 100 can unique-
ly be identified and that is created by the server 200b in
association with the user account and the information on
the digital camera 100. Therefore, upon receipt of "Cam-
era Alias ID" from the digital camera 100, the server 200b
can uniquely identify the digital camera that is a commu-
nication sender. With the above-described procedures,
pairing processing between the server 200b and the dig-
ital camera 100 is completed.

[0037] Then, in the communication 302 between the
server 200b and the PC 2004, the user launches a trans-
fer service application stored in the secondary storage
205 of the PC 200a, and logs in the server 200b using
the user account created in the communication 301. Al-
though the login method is not limited, the user may use
a method for accessing a URL of the server 200b using,
for example, a browsing function of the transfer service
application launched on the PC 200a, and inputting a
user ID and a password to a displayed login screen.
When the user has successfully logged in, and has given
an instruction regarding PC registration from, for exam-
ple, a service menu screen that is displayed on the trans-
fer service application, the server 200b obtains informa-
tion on the PC 200a via the transfer service application.
[0038] Here, the information that is transmitted from
the PC 200a is "PC Name", which is a PC name of the
PC 200a that is stored in advance in the secondary stor-
age 205, "PC GUID", which is individual information for
uniquely identifying the PC 200a, or the like. Itis sufficient
that "PC GUID" is information that can uniquely identify
the PC 200a. For example, "PC GUID" may be hardware
information such as a serial number of the PC 200a or a
MAC address of a Network Interface Card (NIC), or a
character string created by the transfer service applica-
tion.

[0039] Upon receipt of the device information from the
PC 200a, the server 200b creates "PC alias ID", which
is an identifier for the server 200b managing the PC 200a,
and "Access ID" and "Access password" for use in au-
thentication processing at the time of access to the serv-
er, stores them in the secondary storage 205, and trans-
mits them to the PC 200a. Note that the server 200b
stores, in the secondary storage 205, the information on
pairing with the PC 200b shown in FIG. 4B. "PC alias ID"
is a specific information with which the PC 200a can
uniquely be identified and that is created by the server
200b in association with the user account and the device
information on the PC 200a. Therefore, upon receipt of
"PC alias ID" from the PC 200a, the server 200b can
uniquely identify the PC that is a communication sender.
With the above-described procedures, pairing process-
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ing between the server 200b and the PC 200a is com-
pleted.

[0040] With the above-described procedures, respec-
tive of the pairing processing between the server 200b
and the digital camera 100 and pairing processing be-
tween the server 200b and the PC 200a are completed.
With the pairing processing, both of the digital camera
100 and the PC 200a are associated with the same user
accountinthe server 200b, and are managed by the serv-
er 200b as devices associated with the same user. As a
result, it is possible to transmit an image file from the
digital camera 100 to the PC 200a.

[0041] FIG. 3B shows two types of paths through which
image data is transmitted to the PC 200a from the digital
camera 100. In the present embodiment, the paths
through which image data is transmitted to the PC 200a
from the digital camera 100 via the server 200b are name-
ly a path via the server 200b (via-server transfer) and a
path not via the server 200b (direct transfer). "Via-server
transfer" is denoted by communication 304 and 305, and
"direct transfer" is denoted by communication 303.
[0042] In the control unit 101 and/or the memory 104
of the digital camera 100 of the present embodiment, a
program for enabling communication with the PC 200a
according to a discovery protocol for performing device
search on a network is installed. In this context, the dis-
covery protocol is a protocol for enabling communication
conforming to specifications of Universal Plug and Play
(UPnP) and Bonjour, but the present invention is not lim-
ited to this. Therefore, a command for executing commu-
nication using UPnP and Bonjour, device information that
is specific to the digital camera 100 and necessary for
communication using UPnP and Bonjour, and the like
are registered in the digital camera 100.

[0043] Furthermore, also in the secondary storage 205
of the PC 200a of the present embodiment, a program
for enabling communication with the digital camera 100
in conformity to the specifications of UPnP and Bonjour,
is installed. Therefore, a command for executing com-
munication using UPnP and Bonjour, device information
that is specific to the PC and necessary for communica-
tion using UPnP and Bonjour, and the like are registered
in the PC 200a.

[0044] Moreover, in the control unit 101 and/or the
memory 104 of the digital camera 100 of the present em-
bodiment, a program for enabling communication with
the PC 200in conformity toan HTTP serving as a protocol
for transferring an image is installed. This program has
two functions, namely the function of an HTTP client to
transmit a request to an HTTP server and the function of
an HTTP server to receive arequestfroman HTTP client
to execute processing according to the request. Moreo-
ver, in the secondary storage 205 of the PC 200a of the
present embodiment, a program for enabling communi-
cation with the digital camera 100 in conformity to an
HTTP is installed, and this program has the function of
the HTTP client to transmit a request to the HTTP server.
[0045] Furthermore, animage file is stored in advance
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in the recording medium 141 of the digital camera 100
and in the secondary storage 205 of the PC 200a of the
presentembodiment. Image file transmission processing
according to the present embodiment is realized such
that the digital camera 100 and the PC 200a are con-
nected to each other via a network, and an image file
supplied from the digital camera 100 is stored in an ar-
bitrary directory of the secondary storage 205 of the PC
200a.

[0046] The present embodiment is described in detail
by taking as an example a configuration in which the dig-
ital camera 100 connects to the PC 200a using UPnP
and Bonjour, which are discovery protocols, and an im-
agefileis transmitted to the PC 200a using PTP-IP."PTP-
IP" is an abbreviation for Picture Transfer Protocol over
TCP/IP networks. Note that the present invention is not
limited to specific discovery protocols and transfer pro-
tocols that are described here, and is also applicable to
communication using another protocol. For example, "Ji-
ni" of Sun Microsystems Corp. may be used as another
discovery protocol.

[0047] Here, Universal Plugand Play (UPnP) and Bon-
jour, which are discovery protocols used in the present
embodiment, will be described. "UPnP" is a technical
specification for connecting devices selected from
among a home PC, a peripheral device, an AV device,
a telephone, and an appliance via a network and for al-
lowing the devices to mutually provide functions. While,
Bonjour is a technique for automatically detecting devic-
es on an IP network, for example, a wireless LAN such
as the Ethernet (registered trademark) or the 802.11 se-
ries, and for connecting the detected devices. In Bonjour,
communication that does not involve a router is deter-
mined as a local network, and an |IP address is automat-
ically obtained. Furthermore, naming is performed using
a multicast DNS in which a local host name is not nec-
essarily set. Furthermore, service search for searching
for a device having a function desired to be used is con-
ducted. The specifications of these protocols are publicly
known, and therefore detailed descriptions thereof are
omitted.

[0048] The communication 303 in FIG. 3B denotes the
path (direct transfer) through which an image file of the
digital camera 100 is directly transmitted to the PC 200a.
Here, after completion of processing for pairing with the
server 200b, the transfer service application operating
on the PC 200a searches for devices on the LAN con-
structed by the router 300 at regular intervals, and re-
sponds to a device information obtainment request from
a connected device, if any. Note that, in the following, an
operation realized by the CPU 203 executing a program
may be described in a subjective view of the PC 200a.
Similarly, an operation realized by the control unit 101 of
the digital camera 100 executing a program may be de-
scribed in a subjective view of the digital camera 100.
[0049] Upon an instruction from a user to execute
processing for transmitting an image file to the PC 200a
via the operation unit 102, the control unit 101 of the
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digital camera 100 that executes the above-described
program connects, via the communication unit 152, to
the local area network that is constructed by the router
300. Then, the digital camera 100 searches devices in
the local area network and confirms whether or not there
isthe PC 200a. When, as aresult of the search, the digital
camera 100 and the PC 200a discover each other, the
digital camera 100 executes the function of the HTTP
server to prepare for providing the image file to the out-
side, and waits for an obtainment request from an HTTP
client. The PC 200a executes the function of the HTTP
client to transmit an image file obtainment request to the
digital camera 100, and obtains animage file directly from
the digital camera 100 via the communication 303.
[0050] Notethat,inthe presentembodiment, the digital
camera 100 and the PC 200a perform data transmission
and reception conforming to an HTTP. "HTTP server"
refers to software or a computer that has a function to
transmit information in the World Wide Web (WWW) sys-
tem. An HTTP server holds contents, and transmits a
contentfiletoan HTTP clientin accordance withan HTTP
method request, such as Get, Post, or Head, from an
HTTP client. Furthermore, "HTTP client" refers to soft-
ware or a computer that transmits a request to an HTTP
server using the HTTP method. "Image obtainment re-
quest" of the present embodiment refers to an HTTP
method request, and "content" refers to an image file.
Note that processing for searching the digital camera 100
and the PC 200a when an image file is transmitted via
the communication 303 will be described in detail later
with reference to FIGS. 5 to 8D.

[0051] In FIG. 3B, the paths through which an image
file of the digital camera 100 is transmitted to the PC 200a
via the server 200b are realized by the communication
304 and 305.

[0052] The digital camera 100 searches devices in the
local area network of the router 300 and, when having
determined that there is not the PC 2003, the digital cam-
era 100 executes the function of an HTTP client and
transmits an image file to the server 200b via the com-
munication 304. The file transmission to the HTTP server
from the HTTP client may be realized using, for example,
a Post method. The transmitted image file is temporarily
stored in the secondary storage 205 of the server 200b.
The PC 200a accesses, as an HTTP client, the server
200b at regular intervals for example, and confirms
whether or not an image file is temporarily stored in the
server 200b. Ifitis determined that an imagefile is stored,
the PC 200a obtains the image file from the server 200b
via the communication 305. The obtainment of an image
file from the HTTP server may be performed by using,
for example, a Get method. This is the overview of the
image file transfer procedures of the present embodi-
ment.

<Discovery Sequence>

[0053] The following will describe in detail the device
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search (discovery) processing of the digital camera 100,
the PC 200a, and the server 200b that is executed in
order to transmit (directly transferring) an image file
stored in the recording medium 141 of the digital camera
100 to the PC 200a via the communication 303.

[0054] FIG. 5 is an operational sequence diagram of
the digital camera 100, the PC 200a, and the server 200b
in the discovery processing according to the present em-
bodiment. This sequence starts in response to detection
by the control unit 101 thata power button or a play button
included in the operation unit 102 of the digital camera
100 was pressed.

[0055] First, in step S501, the control unit 101 of the
digital camera 100 connects to a local area network con-
structed by the router 300. For example, the control unit
101 displays on the display unit 130 a Graphical User
Interface (GUI) that receives inputs of information nec-
essary for connection to the network. Specifically, the
control unit 101 displays, on the display unit 130, a GUI
including text boxes in which a Service Set Identifier
(SSID) and an encryption key are input that are neces-
sary for wireless connection to the router 300 that con-
structs the LAN.

[0056] Note that "SSID" refers to an identifier of an ac-
cess point in the IEEE802.11x series wireless LAN, and
a name that is assigned to prevent cross talk. Further-
more, "encryption key" refers to a key that encrypts com-
munication contents in order to prevent unauthorized ac-
cess to an SSID. The user inputs an SSID and an en-
cryption key by operating, for example, a software key-
board displayed on the display unit 130 using the oper-
ation unit 102. Other input methods, such as a method
using hardware keys or a sound input method, may of
course be used, and it is also possible to store the SSID
and the encryption key of an access point that has once
connected and to select only the SSID from next time
onwards.

[0057] The controlunit 101 temporarily stores an SSID
and an encryption key that were input or read out in the
memory 104, and establishes wireless connection with
the router 300. When the wireless connection with the
router 300 has been established, the router 300 assigns
an IP address to the digital camera 100. The control unit
101 stores the assigned IP address in the memory 104.
With this, connection to the local area network (step
S501) is completed.

[0058] Hereinafter, discovery sequence will be de-
scribed. The flow of typical discovery processing is such
that, when a first device has confirmed the existence of
a second device of a desired type on the network, the
first device advertises its existence on the network. How-
ever, inthe presentembodiment, even when afirstdevice
has confirmed the existence of a second device of a de-
sired type on the LAN, the first device does not perform
the advertisement processing for notifying the second
device of the existence of the first device unless it is con-
firmed that the second device is one that was paired with
the first device, and this pairing is effective.
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[0059] In the example shown in FIG. 5, when the PC
200a has confirmed the existence of the digital camera
100 serving as the device of a desired type, the PC 200a
inquires of the server 200b whether or not pairing be-
tween the digital camera 100 and the PC 200a is effec-
tive. When it is determined that the digital camera 100 is
registered in the same user account as that of the PC
200a, it is determined that they were paired with each
other and the pairing is effective, and the PC 200a ad-
vertises its existence to the digital camera 100. Note that,
even when the device is one that was paired with the PC
200a, there may be a case where the pairing is cancelled
in the procedure of the server 200b, so it is necessary to
let the server 200b that manages pairing check the cur-
rent situation.

[0060] In the present embodiment, processing until it
is determined whether or not pairing between the digital
camera 100 and the PC 200a is effective is realized by
any one of two sequences. The first one is the sequence
shown in steps S502 to S507 starting with the advertise-
ment processing of the digital camera 100, and the sec-
ond one is the sequence shown in steps S508 to S514
starting with the search processing of the PC 200a.
[0061] First, the sequence starting with the advertise-
ment processing of the digital camera 100 will be de-
scribed.

[0062] In step S502, the control unit 101 of the digital
camera 100 executes StartAdvertisement, which is ad-
vertisement processing, and multicasts the existence of
the digital camera 100 to devices on the LAN. In the case
where the discovery protocol is UPnP, the control unit
101 multicasts an SSDP:Alive message shown in FIG.
8A in which a device type of the DeviceType tag and a
service type of the ServiceType tag are designated.
While, in the case where the discovery protocol is Bon-
jour, the control unit 101 multicasts an Multicast DNS:No-
tify message in which ServiceType shown in FIG. 8C is
designated.

[0063] Note that "SSDP (Simple Service Discovery
Protocol)" is a well-known protocol for searching for and
discovering devices on a network that support UPnP.
"Multicast DNS" is a well-known protocol for searching
for and discovering devices on a network that support
Bonjour.

[0064] In step S503, devices (including the PC 200a)
that are connected to the LAN to which the digital camera
100 is connected are notified of the existence ofthe digital
camera 100.

[0065] In step S504, the CPU 203 of the PC 200a re-
ceives an advertisement message of the digital camera
100 (SSDP:Alive or Multicast DNS:Notify). Then, the
CPU 203 determines based on information included in
the advertisement message whether or not the digital
camera 100 is a device that the CPU 203 searches for.
Specifically, the CPU 203 transmits, in step S504, a de-
vice information obtainment request (GetDescription)
when having determined, based on the device type and
the service type included in the advertisement message,
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that the digital camera 100 is a device that is searched
for. More specifically, the CPU 203 executes "HTTP
GET" to request Description in the case where the dis-
covery protocol is UPnP, and requests a TXT record in
the case where the discovery protocol is Bonjour.
[0066] Then, in step S505, the control unit 101 of the
digital camera 100 transmits its device information to the
PC 200a in response to the obtainment request. FIG. 8A
shows an example of the device information (Description)
that is transmitted in step S505 in the case where the
discovery protocol is UPnP. Furthermore, the lower part
of FIG. 8C shows an example of the TXT record that is
transmitted in step S505 in the case where the discovery
protocol is Bonjour. As is clear from FIGS. 8A and 8C,
the control unit 101 adds the Camera Alias ID of the digital
camera 100 to ns:X_devAliasID or devAid. ABCDE.com
of the device information.

[0067] Then,instep S506,the CPU 203 ofthe PC 200a
inquires of the server 200b whether or not pairing be-
tween the digital camera 100 and the PC 200a is effective
(whether or not they have an effective pairing setting or
whether or not the pairing setting is effective). Specifical-
ly, the CPU 203 transmits an inquiry (GetPairinglnfo) to
the server 200b based on the specific information (Cam-
era Alias ID) obtained from the digital camera 100. Note
that other specific information may be used as the device
information.

[0068] In step S507, the CPU 203 of the server 200b
checks whether or not there is a camera-server pairing
setting (FIG. 4A) that includes the received device spe-
cificinformation (Camera Alias ID) in the secondary stor-
age 205. If the Camera Alias ID is associated with the
same user account as that of the PC 200a, the CPU 203
of the server 200b determines that the digital camera 100
is a digital camera that was effectively paired with the PC
200a. On the other hand, if the pairing setting does not
include the Camera Alias ID or if the Camera Alias ID is
associated with a user account different from that of the
PC 200a, the CPU 203 of the server 200b determines
that the digital camera 100 is not a digital camera that
was effectively paired with the PC 200a. Then, the CPU
203 of the server 200b transmits the determination result
(Result) to the PC 200a.

[0069] Thisisthe sequence starting with the advertise-
ment processing of the digital camera 100.

[0070] Hereinafter, the sequence starting with the
search processing of the PC 200a will be described.
[0071] In step S508, the CPU 203 of the PC 200a mul-
ticasts, to the network to which the PC 200a is connected,
a search message (StartSearch) for inquiring whether or
not a specific type of device is connected. Specifically,
in the case where the discovery protocol is UPnP, the
CPU 203 of the PC 200a starts SSDP M-Search. "M-
Search" refers to a method for detecting a UPnP-com-
pliant device on a network, and the CPU 203 multicasts
the search message in which the device type of the De-
viceType tag and the service type of the ServiceType tag
that are shown in FIG. 8A are designated. On the other
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hand, inthe case where the discovery protocol is Bonjour,
the CPU 203 of the PC 200a multicasts Multi-
castDNS:Query in which ServiceType (in the upper stage
of FIG. 8C) that is searched for is designated.

[0072] Instep S509, devices (including the digital cam-
era 100) that are connected to the LAN to which the PC
200a is connected are notified of the search message.
[0073] Then, in step S510, the control unit 101 of the
digital camera 100 determines whether or not the device
type and the service type of the digital camera 100 match
those designated in the received search message. Ifitis
determined that they match each other, the control unit
101 transmits a response (Search Response) to the PC
200a.

[0074] Steps S511toS514 arethe same assteps S504
to S507, and thus descriptions thereof are omitted. This
is the sequence starting with the search processing of
the PC 200a.

[0075] Ifthe determination result in step S507 or S514
showing that the digital camera 100 is a device that was
set to effectively be paired with the PC 200a is obtained
from the server 200b, the sequence from steps S515 or
S519 onward is executed. Furthermore, the CPU 203 of
the PC 200a adds, to the device information, the Alias
ID of the device that is determined to effectively be paired
with the PC 200a. On the other hand, if the determination
resultin step S507 or S514 showing that the digital cam-
era100is nota device that was set to be effectively paired
with the PC 200a is obtained from the server 200b, the
sequence from step S515 or S519 onward is not execut-
ed.

[0076] The processing until the digital camera 100 de-
termines that the PC 200a is a PC that was effectively
paired with the digital camera 100 and launches an HTTP
server is also realized by any one of two sequences. The
first one is the sequence shown in steps S515 to S518
starting with the advertisement processing of the PC
200a, and the second one is the sequence shown in steps
S519 to S523 starting with the search processing of the
digital camera 100.

[0077] First, the sequence starting with the advertise-
ment processing of the PC 200a will be described.
[0078] In step S515, the CPU 203 of the PC 200a mul-
ticasts the advertisement message (StartAdvertisement)
and notifies devices on the LAN of the existence of the
PC 200a. In the case where the discovery protocol is
UPnP, the CPU 203 of the PC 200a multicasts an SS-
DP:Alive message in which the device type of the Devi-
ceType tag and the service type of the ServiceType tag
that are shown in FIG. 8B are designated. On the other
hand, inthe case where the discovery protocol is Bonjour,
the CPU 203 of the PC 200a multicasts a Multicast
DNS:Notify message in which the ServiceType shown in
the upper stage of FIG. 8D is designated.

[0079] In step S516, the devices (including the digital
camera 100) that are connected to the LAN to which the
PC 200a is connected are notified of the existence of the
PC 200a.
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[0080] Next, in step S517, upon receipt of the adver-
tisement message from the PC 2003, the control unit 101
of the digital camera 100 transmits a device information
obtainment request (Get_Description) to the PC 200a.
Specifically, the control unit 101 executes "HTTP GET"
to request Description in the case where the discovery
protocol is UPnP, and requests a TXT record in the case
where the discovery protocol is Bonjour.

[0081] Then,instep S518,the CPU 203 ofthe PC 200a
transmits its device information to the digital camera 100
in response to the obtainment request. FIG. 8B shows
an example of the device information (Description) that
is transmitted in step S518 in the case where the discov-
ery protocol is UPnP. Furthermore, the lower stage of
FIG. 8D shows an example of the TXT record that is
transmitted in step S518 in the case where the discovery
protocol is Bonjour. As is clear from FIGS. 8B and 8D,
the CPU 203 of the PC 200a adds the Device Alias ID of
the device having an effective pairing setting to
ns:X_devAliasID or devAid. ABCDE.com of the device in-
formation. Here, the Alias ID of the digital camera 100 is
added. The Device Alias ID of the PC 200a is included
in the ns:X_sevAlias|D or sevAid. ABCDE.com of the de-
vice information. This is the sequence starting with the
advertisement processing of the PC 200a.

[0082] Hereinafter, the sequence starting with the
search processing of the digital camera 100 will be de-
scribed.

[0083] In step S519, the control unit 101 of the digital
camera 100 multicasts, to the network to which the digital
camera 100 is connected, a search message (StartS-
earch) for inquiring whether or not a specific type of de-
vice is connected. Specifically, in the case where the dis-
covery protocol is UPnP, the control unit 101 multicasts
an M-Search message in which device type of the Devi-
ceType tag and the service type of the ServiceType tag
that are shown in FIG. 8B are designated. On the other
hand, inthe case where the discovery protocolis Bonjour,
the control unit 101 multicasts a MulticastDNS:Query in
which ServiceType (in the upper stage of FIG. 8D) that
is searched for is designated.

[0084] In step S520, the devices (including the PC
200a) that are connected to the LAN to which the digital
camera 100 is connected are notified of the search mes-
sage.

[0085] In step S521, the CPU 203 of the PC 200a de-
termines whether or not the device type and the service
type of the PC 200a match those designated in the re-
ceived search message, and if they match each other,
the CPU 203 transmits a response (Search Response)
to the digital camera 100.

[0086] StepsS522toS523 arethesameasstepsS517
to S518, and thus descriptions thereof are omitted. This
is the sequence starting with the search processing of
the digital camera 100.

[0087] In step S518 or S523, if the control unit 101 of
the digital camera 100 could obtain device information
from the device that is searched for, the sequence from
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steps S524 onward is executed. On the other hand, in
step S518 or S523, if the control unit 101 of the digital
camera 100 could not obtain device information from the
device that is searched for, the sequence from steps
S524 onward is not executed.

[0088] In step S524, the control unit 101 of the digital
camera 100 confirms whether or not the Device Alias ID
of the digital camera 100 is included in the device infor-
mation (Description) obtained in step S518 or S523. Spe-
cifically, in the case where the discovery protocol is UP-
nP, the control unit 101 determines whether or not Device
Alias ID described in the ns:X_devAliasld tag of FIG. 8B
matches the Device Alias ID of the digital camera 100.
Furthermore, in the case where the discovery protocol is
Bonjour, the control unit 101 references the Device Alias
ID described in Key of the devAid.ABCDE.com of FIG.
8D, and determines whether or not it matches the Device
Alias ID of the digital camera 100.

[0089] If it is determined that they match each other,
the control unit 101 determines that the PC 200a is a PC
that was effectively paired with the digital camera 100,
and executes the HTTP server function. Then, the control
unit 101 prepares to receive a request from the PC 200a
operating as the HTTP client, and creates a list of image
files that can be provided, for example. This list can be
createdin, forexample, the Extensible Markup Language
(XML).

[0090] Note that, in another embodiment, the determi-
nation of the control unit 101 as to whether or not the
Device Alias ID of the digital camera 100 is included in
the device information (Description or TXT record) re-
ceived from the PC 200a may be omitted. In this case,
the control unit 101 may determine that the PC 200a is
a PC that was effective paired with the digital camera
100 upon transmission of device information by the PC
200a in response to the request.

[0091] In step S525, the CPU 203 of the PC 200a ob-
tains the list of image files that can be provided by the
digital camera 100. Specifically, the CPU 203 of the PC
200a executes, as a HTTP client, an HTTP Get method
(GetlmagelList) on the digital camera 100 serving as an
HTTP server. The location of the list is described as a
Uniform Resource ldentifier (URI) in the device informa-
tion obtained in step S505 or S512. Specifically, in the
case where the discovery protocol is UPnP, a URI is de-
scribed in the ns:X_imgLst tag of FIG. 8A, while in the
case where the discovery protocol is Bonjour, a URI is
described in Key of the imglist. ABCDE.com of FIG. 8C.
The CPU 203 of the PC 200a executes, on the digital
camera 100, the HTTP Get method in which this URI is
designated as a destination to be accessed.

[0092] In step S526, the control unit 101 of the digital
camera 100 that functions as an HTTP server transmits,
tothe PC 200a, the list ofimage files that can be provided
by the digital camera 100. As described above, the list
is described in, for example, XML, and includes URIs of
the image files that the digital camera 100 can provide.
[0093] In step S527, the CPU 203 of the PC 200a that



17 EP 2 843 909 A1 18

functions as an HTTP client analyses the obtained list of
image files that can be provided by the digital camera
100, and transmits an image file obtainment request to
the digital camera 100. Specifically, the CPU 203 of the
PC 200a executes the HTTP Get method in which URIs
of the image files included in the list are designated as
destinations to be accessed.

[0094] In step S528, the control unit 101 of the digital
camera 100 transmits to the PC 200a the image files
whose URIs are designated. The CPU 203 of the PC
200a deletes the URI of the received image file from the
image file list. The CPU 203 of the PC 200a and the
control unit 101 of the digital camera 100 repeat the pro-
cedures in steps S527 and S528 until the PC 200a ob-
tains all the image files included in the list.

[0095] In step S529, when all the URIs of the image
files are deleted from the image file list, the CPU 203 of
the PC 200a notifies the digital camera 100 of completion
of obtainment of all the image files (NotifyComplete).
[0096] In step S530, upon receipt of the notification of
the completion of obtainment, the control unit 101 of the
digital camera 100 ends the function of the HTTP server
and disconnects the network connection (Result).
[0097] Thisisthe operations of the digital camera 100,
the PC 200a, and the server 200b in the discovery
processing sequence.

<Digital Camera Operation in Discovery Processing>

[0098] The operation of the digital camera 100 of the
above-described discovery processing will be described
again with reference to the flowchart shown in FIG. 6.
[0099] In step S601, the control unit 101 connects to
the local area network constructed by the router 300. The
step corresponds to step S501 of FIG. 5.

[0100] In step S602, the control unit 101 performs the
advertisement processing. The step corresponds to step
S502 of FIG. 5.

[0101] In step S603, the control unit 101 performs the
search processing. The step corresponds to step S519
of FIG. 5.

[0102] In step S604, the control unit 101 determines
whether or not a search message multicast by other de-
vice on the network has been received. The step corre-
sponds to step S509 of FIG. 5. If it is determined that a
search message has been received, the control unit 101
advances the procedure to step S605, otherwise to step
S606.

[0103] In step S605, the control unit 101 transmits a
response to the received search message to the PC
200a. The step corresponds to step S510 of FIG. 5.
[0104] In step S606, the control unit 101 of the digital
camera 100 determines whether or not a device informa-
tion obtainment request (the HTTP Get method de-
scribed in step S511) has been received. If it is deter-
mined that a device information obtainment request has
been received, the control unit 101 advances the proce-
dure to step S607, otherwise to step S608.
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[0105] In step S607, the control unit 101 transmits the
required device information to the PC 200a. The step
corresponds to step S505 of FIG. 5.

[0106] In step S608, the control unit 101 determines
whether or not a multicast advertisement message has
been received from the PC 200a. The step corresponds
to step S516 of FIG. 5. Ifitis determined that a multicast
advertisement message has been received from the PC
200a, the control unit 101 advances the procedure to
step S610, otherwise to step S609.

[0107] In step S609, the control unit 101 determines
whether or nota response to a multicast search message
transmitted in step S603 has been received from the PC
200a, and if it is determined that the response has been
received, the control unit 101 advances the procedure to
step S610, otherwise to step S615.

[0108] In step S610, the control unit 101 transmits a
device information obtainment request to the PC 200a.
The step corresponds to steps S517 and S522 of FIG. 5.
[0109] In step S611, the control unit 101 receives the
device information on the PC 200a transmitted in step
S518 or S523.

[0110] In step S612, the control unit 101 determines
whether or notthe PC 200a is a device that was effectively
paired with the digital camera 100. The step corresponds
to step S524 of FIG. 5. If it is determined that the PC
200ais a device that was effectively paired with the digital
camera 100, the control unit 101 advances the procedure
to step S613, otherwise to step S615.

[0111] In step S613, the control unit 101 enables the
HTTP server function. The step corresponds to step
S524 of FIG. 5. Note that the present embodiment de-
scribes the aspect in which it is determined that the PC
200ais a device that was effectively paired with the digital
camera 100 and then the HTTP server function is ena-
bled. However, if the request is transmitted from the HT-
TP client (PC 200a) before completion of enabling the
HTTP server function, there is a risk that the response
may fail. Therefore, itis also possible to enable the HTTP
server function at the time at which connection to the
LAN has been established in step S601.

[0112] In step S614, the control unit 101 transmits a
list of image files and the image files in response to the
request from the PC 200a. The step corresponds to steps
S525 to S530 of FIG. 5.

[0113] In step S615, the control unit 101 determines
whether or not N seconds have elapsed after the start of
the discovery processing. The control unit 101 has set a
discovery execution period in advance, and repeats the
procedures in steps S604 to S614 during the execution
period, in order thereby to search for a PC that was ef-
fectively paired with the digital camera 100 on the network
to which the digital camera 100 is connected. If no PC
that was effectively paired with the digital camera 100
could be discovered within the set execution period (in
case of timeout), the control unit 101 advances the pro-
cedure to step S616.

[0114] In step S616, the control unit 101 multicasts, to
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the connected network, a discovery protocol message
for leaving the network. Specifically, the control unit 101
multicasts "SSDP:Byebye" in the case where the discov-
ery protocol is UPnP, and multicasts "Multicast
DNS:goodbye" in the case where the discovery protocol
is Bonjour.

[0115] In step S617, the control unit 101 enables the
HTTP client function in order to transfer the image files
via a server, instead of using direct transfer to the PC
(PC 200a) that was effectively paired with the digital cam-
era 100. Note that, if the HTTP server function has been
enabled at that time, it is also possible to end the HTTP
server function before enabling the HTTP client function.
[0116] In step S618, the control unit 101 prepares to
transmitimages to the server 200b. Specifically, the con-
trol unit 101 transmits, to the server 200b, information on
the image files to be transmitted to the server 200b (the
total number of files, the image file name, the file size,
and the like).

[0117] In step S619, the control unit 101 executes an
HTTP Post method on the server 200b serving as the
HTTP server, and transmits the image file to the server
200b.

[0118] This is the operation of the digital camera 100
in the discovery processing according to the present em-
bodiment.

<PC Operation in Discovery Processing>

[0119] The operation of the PC 200a in the above-de-
scribed discovery processing will be described again with
reference to the flowchart shown in FIG. 7.

[0120] Instep S701,the CPU 203 ofthe PC 200aloads
the transfer service application onto the primary storage
204 from the secondary storage 205, and launches the
transfer service application.

[0121] In step S702, the CPU 203 of the PC 200a ex-
ecutes the search processing. The step corresponds to
step S508 of FIG. 5.

[0122] In step S703, the CPU 203 of the PC 200a de-
termines whether or not a camera has been discovered.
The CPU 203 of the PC 200a determines that a camera
has been discovered if the multicast advertisement mes-
sage explained in step S502 has been received from the
digital camera 100 or if a response to the multicast search
message transmitted in step S702 has been received.
The CPU 203 of the PC 200a advances the procedure
to step S704 if it is determined that a camera has been
discovered, otherwise to step S713.

[0123] Instep S704,the CPU 203 ofthe PC 200a trans-
mits a device information obtainment request
(Get_Description) to the discovered device. The step cor-
responds to step S504 or S511 of FIG. 5.

[0124] In step S705, the CPU 203 of the PC 200a ob-
tains, fromthe discovered camera, the device information
transmitted in step S505 or S512.

[0125] In step S706, the CPU 203 of the PC 200a in-
quires of the server 200b whether the discovered camera
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is a device that was effectively paired with the PC 200a.
The step corresponds to step S506 or S513 of FIG. 5.
[0126] In step S707, the CPU 203 of the PC 200a de-
termines, based on the determination result transmitted
from the server 200b in step S507 or S514, whether or
not the discovered camerais a device that was effectively
paired with the PC 200a. If it is determined that the dis-
covered camera is a device that was effectively paired
with the PC 200a, the CPU 203 of the PC 200a advances
the procedure to step S708, otherwise to step S713.
[0127] Instep S708,the CPU 203 ofthe PC 200a starts
the advertisement processing. The step corresponds to
step S515 of FIG. 5.

[0128] In step S709, the CPU 203 of the PC 200a de-
termines whether or not a device information obtainment
request is given from the digital camera 100. If it is de-
termined that a device information obtainment request
has been given, the procedure advances to step S710,
otherwise to step S713.

[0129] Instep S710,the CPU 203 ofthe PC 200atrans-
mits device information on the PC 200a to the digital cam-
era 100. The step corresponds to step S518 or S523 of
FIG. 5.

[0130] In step S711, the CPU 203 of the PC 200a ob-
tains a list of image files and the image files from the
digital camera 100. The step corresponds to steps S525
to S530 of FIG. 5.

[0131] In step S712, the CPU 203 of the PC 200a ob-
tains all the image files from the digital camera 100, and
then multicasts, to the connected network, a discovery
protocol message for leaving the network. Specifically,
the CPU 203 of the PC 200a multicasts "SSDP:Byebye"
in the case where the discovery protocol is UPnP, and
multicasts "MulticastDNS:goodbye" in the case where
the discovery protocol is Bonjour. With this multicast, the
CPU 203 of the PC 200a ends the advertisement
processing and then returns the procedure to step S703,
where the search processing is repeated.

[0132] On the other hand, in step S713, the CPU 203
of the PC 200a determines whether or not N seconds
have elapsed after the start of the discovery. The PC
200a has set a discovery execution period in advance,
and repeats the procedures in steps S703 to S712 during
the execution period, in order thereby to search for a
device (camera) that was effectively paired with the PC
200a on the LAN to which the PC 200a is connected. If
no device that was effectively paired with has been dis-
covered within the set execution period, the CPU 203 of
the PC 200a advances the procedure to step S714 in
order to obtain the image files from the server 200b.
[0133] In step S714, the CPU 203 of the PC 200a ac-
cesses the server 200b, and confirms whether or not the
image file to be obtained is stored in the server 200b. In
the server 200b, a list of image files to be received by
the PC 200a is created, and the PC 200a executes, as
the HTTP client, the HTTP Get method, and obtains the
list from the server 200b serving as the HTTP server.
The format of the list is not particularly limited, but an
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XML format list in which URIs of the image files are de-
scribed, similar to one that is provided by the digital cam-
era 100, may be used.

[0134] Instep S715, the CPU 203 of the PC 200a anal-
yses the list obtained in step S714, and determines
whether or not there is an image file to be obtained. For
example, the CPU 203 of the PC 200a determines that
there is an image file to be obtained if an URI of an image
file is described in the obtained list, and advances the
procedure to step S716, and otherwise the CPU 203 re-
turns the procedure to step S703.

[0135] In step S716, the CPU 203 of the PC 200a ex-
ecutes, on the server 200b, the HTTP Get method in
which URIs of image files included in the list are desig-
nated as destination addresses to be accessed, and ob-
tains the image files from the server 200b. The CPU 203
of the PC 200a repeats the procedures until all the image
files whose URIs are described in the list are obtained.

[0136] This is the operation of the PC 200a in the dis-
covery processing according to the present embodiment.
[0137] As described above, according to the present
embodiment, if one device has discovered another de-
vice of the search target type (device having a specific
service) on the network to which the one device is con-
nected, the one device determines in the discovery
processing whether or not to communicate with the other
device. Therefore, it is possible to early perform the de-
termination whether or not to communicate with the dis-
covered device, and thus to effectively search for the
device to communicate with.

Second Embodiment

[0138] The firstembodiment has described the aspect
in which the PC 200a inquires the server 200b whether
or not pairing between the digital camera 100 and the
PC 200a is effective, but the present embodiment will
describe an aspect in which the digital camera 100 in-
quires whether or not the pairing is effective.

[0139] FIG. 9 is an operational sequence diagram of
the digital camera 100, the PC 200a, and the server 200b
in discovery processing of the present embodiment. In
FIG. 9, the same reference numerals are given to the
same operations as those in the FIG. 5, and descriptions
thereof are omitted.

[0140] In step S915, the control unit 101 of the digital
camera 100 inquires of the server 200b whether pairing
between the digital camera 100 and the PC 200a is ef-
fective (whether or not they have an effective pairing set-
ting or whether or not the pairing setting is effective).
Specifically, the control unit 101 transmits an inquiry
(GetPairinglnfo) to the server 200b based on the specific
information (Device Alias ID) obtained from the PC 200a.
Note that other specific information may be used as the
device information. Specifically, the control unit 101
transmits the Device Alias ID of the PC 200a that is de-
scribed in the ns:X_sevAliasld tag of FIG. 8B in the case
where the discovery protocol is UPnP, and the Device
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Alias ID of the PC 200a that is described in Key of the
serAid.ABCDE.com of FIG. 8D in the case where the
discovery protocol is Bonjour.

[0141] In step S916, the CPU 203 of the server 200b
checks the secondary storage 205 as to whether or not
there is a PC-server pairing setting (FIG. 4B) including
received device specific information (Device Alias ID).
Here, if the Device Alias ID is associated with the same
user account as that of the digital camera 100, the CPU
203 of the server 200b determines that the PC 200a is a
PC that was effectively paired with the digital camera
100. Furthermore, if there is no Device Alias ID in the
pairing setting, or if the PC 200a is associated with a user
account different from that of the digital camera 100, the
CPU 203 of the server 200b determines that pairing with
the digital camera 100 is not effective. Then, the CPU
203 of the server 200b transmits the determination result
(Result) to the digital camera 100.

[0142] Since procedures in steps S922 and S923 are
the same as those in steps S915 and S916, descriptions
thereof are omitted.

[0143] This is the operation of the digital camera 100
in the discovery processing of the present embodiment.
[0144] FIG. 10is a flowchart illustrating procedures of
the digital camera 100 in the sequence chart of FIG. 9.
InFIG. 10, the same reference numerals are given to the
same operations as those in FIG. 6, and descriptions
thereof are omitted.

[0145] Instep S1012, the control unit 101 of the digital
camera 100 inquires of the server 200b whether or not
pairing between the digital camera 100 and the PC 200a
is effective (whether or not they have an effective pairing
setting or whether or not the pairing setting is effective).
The step corresponds to step S915 of FIG. 9.

[0146] Instep S1013, the control unit 101 of the digital
camera 100 determines, based on the determination re-
sult returned from the server 200b as a response to the
inquiry of step S1012, whether or not PC 200ais a device
that was effectively paired with the digital camera 100. If
it is determined that the PC 200a is a device that was
effectively paired with the digital camera 100, the control
unit 101 advances the procedure to step S1014, other-
wise to step S615.

[0147] Note that, if in step S615 no PC that was effec-
tively paired with the digital camera 100 has been dis-
covered even after N seconds have elapsed from the
start of the discovery processing, and if it is decided to
transmit an image file to the server 200b, the control unit
101 may display the result of the discovery processing
on the display unit 130. For example, the control unit 101
displays on the display unit 130 a message indicating
that a search target device (having a specific service)
has been discovered, but is a device that was not effec-
tively paired with the digital camera 100. Furthermore, if
no search target device was discovered during the
search period, the control unit 101 displays on the display
unit 130 a message indicating running out of time.
[0148] This is the operation of the digital camera 100
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in the discovery processing of the present embodiment.
[0149] FIG. 11 is a flowchart showing an operation of
the PC 200a in the discovery processing of the present
embodiment, and the same reference numerals are given
to the same operations as those in FIG. 7, and descrip-
tions thereof are omitted.

[0150] Accordingly, also in the present embodiment,
the same effects as in the first embodiment can be real-
ized.

Other Embodiments

[0151] In the foregoing embodiments, the digital cam-
era 100 operates as an HTTP server if there is the PC
200a that is effectively paired with the digital camera 100
on the connected LAN, while operates as an HTTP client
if there is not the PC 200a that was effectively paired with
the digital camera 100 on the connected LAN, but on the
other hand, the PC 200a always operates as an HTTP
client. However, it is also possible that the digital camera
100 always operates as an HTTP client, and the PC 200a
operates as an HTTP server if there is the digital camera
100 that is effectively paired with the PC 200a on the
connected network, while operates as an HTTP client if
thereis notthe digital camera 100 that is effectively paired
with the PC 200a on the connected network.

[0152] Furthermore, the foregoing embodiments have
described taking connection between the digital camera
and the PC as an example, but the types of the devices
are not necessarily limited. An output device such as a
printer, a mobile terminal such as a smartphone or a tab-
let may be used.

[0153] Furthermore, the foregoing embodiments have
described taking the digital camera 100 having the wire-
less communication function as an example, but a con-
figuration is also possible in which a recording medium
capable of wireless communication is installed in the dig-
ital camera 100, and controls wireless communication as
the recording medium 141. Also in this case, the same
control as in the foregoing embodiments is performed on
a wireless circuit unit of the recording medium capable
of wireless communication.

[0154] Furthermore, the presentinventionis applicable
also to a system in which the digital camera 100 is re-
motely controlled by a PC or the like. In this case, a control
unit of the PC gives various types of inquiries and re-
quests for control with respect to the control unit 101 of
the digital camera 100, thereby making it possible to re-
alize the remote control.

[0155] Embodiments of the present invention can also
be realized by a computer of a system or apparatus that
reads out and executes computer executable instruc-
tions recorded on a storage medium (e.g., non-transitory
computer-readable storage medium) to perform the func-
tions of one or more of the above-described embodi-
ment(s) of the present invention, and by a method per-
formed by the computer of the system or apparatus by,
for example, reading out and executing the computer ex-
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ecutable instructions from the storage medium to perform
the functions of one or more of the above-described em-
bodiment(s). The computer may comprise one or more
of a central processing unit (CPU), micro processing unit
(MPU), or other circuitry, and may include a network of
separate computers or separate computer processors.
The computer executable instructions may be provided
to the computer, for example, from a network or the stor-
age medium. The storage medium may include, for ex-
ample, one or more of a hard disk, a random-access
memory (RAM), a read only memory (ROM), a storage
of distributed computing systems, an optical disk (such
as a compact disc (CD), digital versatile disc (DVD), or
Blu-ray Disc (BD)™), a flash memory device, a memory
card, and the like.

[0156] While the presentinvention has been described
with reference to exemplary embodiments, it is to be un-
derstood that the invention is not limited to the disclosed
exemplary embodiments. The scope of the following
claims is to be accorded the broadest interpretation so
as to encompass all such modifications and equivalent
structures and functions.

[0157] The present invention relates to a method for
discovering a device to communicate with among com-
munication devices on a network. If a first device (100)
is discovered on a first network, it is inquired of a device
(200b) on a second network whether or not the discov-
ered first device is a device having an effective associa-
tion with that device. As the result of the inquiry, if it is
determined that the discovered first device is a device
having an effective association with that device, data is
obtained from the discovered first device (100). On the
other hand, if it is determined that the discovered first
device is not the device having an effective association
with that device, the data is not obtained from the dis-
covered first device.

Claims

1. Aninformation processing apparatus (200a) capable
of communicating with a device (100) on a first net-
work (LAN), and a device (200b) on a second net-
work (WAN) that is different from the first network,
comprising:

inquiring means (200a;S506,S513) for inquiring
of the device (200b) on the second network, if a
first device (100) is discovered on the first net-
work, whether or not the discovered first device
(100) is a device that has an effective associa-
tion with the information processing apparatus
(200a); and

communication means (200a,5525) that ob-
tains data from the discovered first device (100),
ifaresultoftheinquiry shows that the discovered
first device (100) is a device having an effective
association with the information processing ap-
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paratus (200a), and that does not obtain data
from the discovered first device (100) if the result
of the inquiry shows that the discovered first de-
vice (100) is not the device having an effective
association with the information processing ap-
paratus (200a).

The information processing apparatus according to
claim 1,

wherein the inquiring means (200a,S504,S511) ob-
tains device information from the discovered first de-
vice (100), and performs the inquiry, to the device
(200b) on the second network, using information
specific to the discovered first device (100) that is
included in the device information.

The information processing apparatus according to
claim 1,

wherein the inquiring means determines that the first
device is discovered, when receiving an advertise-
ment message transmitted by the first device on the
firstnetwork, or receiving aresponse to a transmitted
search message for searching for the first device on
the first network.

The information processing apparatus according to
any one of claims 1 to 3,

wherein, if it is determined that the discovered device
is not the device having an effective association with
the information processing apparatus, the commu-
nication means does not transmit, to the first net-
work, an advertisement message of the information
processing apparatus.

The information processing apparatus according to
any one of claims 1 to 4,

wherein, if the first device is not discovered on the
first network, the communication means obtains,
from the device on the second network, data that is
transmitted to the device on the second network from
the first device.

The information processing apparatus according to
claim 1 or 2, further comprising imaging means
(110).

The information processing apparatus according to
claim 6,

wherein the inquiring means determines that the first
device is discovered, when receiving a response
from the first device to the advertisement message
transmitted by the information processing apparatus
on the first network, or receiving a search message
transmitted by the first device on the first network.

The information processing apparatus according to
clam6or?7,
wherein, if it is determined that the discovered first
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device is not the device having an effective associ-
ation with the information processing apparatus, the
communication means does not respond to a re-
quest from the first device.

The information processing apparatus according to
any one of claims 1 to 8,

wherein the first network is a local area network and
the second network is a wide area network.

The information processing apparatus according to
any one of claims 1 to 8,

wherein the first network is a wireless LAN network
and the second network is an internet.

A method for controlling an information processing
apparatus (200a) capable of communicating with a
device (100) on a first network (LAN), and a device
(200b) on a second network (WAN) that is different
from the first network, the method comprising the
steps of:

inquiring (S506,S513) of the device (200b) on
the second network, if a first device (100) is dis-
covered on the first network, whether or not the
discovered first device (100) is a device that has
an effective association with the information
processing apparatus (200a); and

obtaining (S525) data from the discovered first
device (100), if a result of the inquiry shows that
the discovered first device (100) is a device hav-
ing an effective association with the information
processing apparatus (200a),

wherein if the result of the inquiry shows that the
discovered first device (100) is not the device
having an effective association with the informa-
tion processing apparatus, the data is not ob-
tained from the discovered first device (100).

A computer program that causes a computer to func-
tion as the information processing apparatus accord-
ing to any one of claims 1 to 10.
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FIG. 4A
PAIRING INFORMATION (CAMERA-SERVER) 4?1
ITEM VALUE
Camera Name Camera
Camera GUID 12345678-1234-1234-1234-123456789ABC
Camera Alias ID abedefghijkimnopqrstuvwxyz0123456
Access ID abcdefg
Access Password accesskeyword
FIG. 4B
402
PAIRING INFORMATION (PC-SERVER) )
ITEM VALUE
PC Name Computer
PC GUID 12345678-1234-1234-1234-123456789XYZ
PC Alias ID abcdefghijkimnopgrstuvwxyz9876543
Access ID VWXYZ

Access Password

accesskeyword
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FI1G. 8A

DESCRIPTION PROVIDED BY CAMERA

<?xml version="1.0"7>
<root xmins="urn:schemas-upnp-org:device-1-0">
<gpecVersion>

<major>1</major>

<minor>0</minor>

</specVersion>
<URLBase>http://192.168.0.100:49152/upnp/</URLBase>
<device>
<deviceType>urn:schemas-hoge-com.device:ICPO-ImageSync:1</device Type>
<friendlyName>Camera</friendlyName>

<manufacturer>ABCDE</manufacturer>

<manufacturerURL>http://www ABCDE.com/</manufacturerURL>
<modelDescription>ABCDE Digital Camera</modelDescription>
<modelName>PowerShot</modelName>
<UDN>uuid:12345678-1234-1234-1234-123456789ABC</UDN>

<servicelist>

<service>

<service Type>urn:schemas-ABCDE-com:service:ICPO-ImageSyncService: 1</service Type>
<serviceld>urn:schemas-ABCDE-com:serviceld:|ICPO-ImageSyncService-1</serviceld>
<SCPDURL>CameraSvcDesc.xml</SCPDURL>
<controlURL>control/ABCDECamera/</controlURL>

<eventSubURL></eventSubURL>

<ns:X_vendExtVer xmins:ns=“urn:schemas-ABCDE-com:schema-upnp”>
1-1302-3246-00-00-00</ns:X_vendExtVer>

<ns:X_devAliasld xmins:ns="urn;schemas-ABCDE-com:schema-upnp”>
abedefghijkimnopgrstuvwxyz0123456</ns:X_devAliasld>

<ns:X_imgLst xmins:ns="urn:schemas-ABCDE-com:schema-upnp”>
http://192.168.0.100:49152/upnp/imgList.xmi</ns:X_imgLst>

</service>

</serviceList>

<presentationURL>/</presentationURL>

</device>

</root>
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FIG. 8B

DESCRIPTION PROVIDED BY PC

<?xml version="1.0"7>
<root xmins="urn:schemas-upnp-org:device-1-0">
<specVersion>

<major>1</major>

<minor>0</minor>

</specVersion>
<URLBase>http://192.168.0.101:49152/upnp/</URLBase>
<device>
<deviceType>urn:schemas-ABCDE-com:device:|ICPO-ImageSync:1</device Type>
<friendlyName>Computer</friendlyName>

<manufacturer>ABCDE</manufacturer>
<manufacturerURL>http://www. ABCDE .com/</manufacturerURL>
<modelDescription>ABCDE Digital Camera</modelDescription>
<modelName>ImageTransferUtility</modelName>
<UDN>uuid:12345678-1234-1234-1234-123456789XYZ</UDN>

<serviceList>

<service>
<serviceType>urn:schemas-ABCDE-com:service:ICPO-ImageSyncService:1</service Type>
<serviceld>urn:schemas-ABCDE-com:serviceld:ICPO-ImageSyncService-1</serviceld>
<SCPDURL>CameraSvcDesc.xmi</SCPDURL>
<controlURL>control/ABCDECamera/</controlURL>

<eventSubURL></eventSubURL>

<ns:X_vendVer xmins:ns=“urn:schemas-ABCDE-com:schema-upnp”>
1-1302-0101-00-00-00</ns:X_vendVer>

<ns:X_devAliasld xmins:ns="urn:schemas-ABCDE-com;schema-upnp">
abcdefghijkimnopgrstuvwxyz0123456</ns:X_devAliasld>

<ng:X_sevAliasld xmins:ns="urn.schemas-ABCDE-com:schema-upnp™>
abcdefghijkimnopgrstuvwxyz9876543</ns:X_sevAliasld>

</service>

</servicelist>

<presentationURL>/</presentationURL>

<[device>

</root>
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FIG. 8C

A

SERVICE TYPE AND TXT RECORD PROVIDED BY DIGITAL CAMERA

SERVICE TYPE NAME
imgsync
TXT RECORD
Key VALUE
srvver. ABCDE.com 1.0
mn.ABCDE.com Camera
mf. ABCDE.com ABCDE
md.ABCDE.com ABCDE Digital Camera
srv.ABCDE.com Oor1
sid.ABCDE.com 12345678-1234-1234-1234-123456789ABC
vever.ABCDE.com 1-1302-1111-00-00-00
devAid. ABCDE.com abcdefghijkimnopgrstuvwxyz0123456

imglist. ABCDE.com

http://192.168.0.100:49152/upnp/imgList.xml
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FIG. 8D

A

SERVICE TYPE AND TXT RECORD PROVIDED BY PC

SERVICE TYPE NAME
imgsync
TXT RECORD
Key VALUE
srvver ABCDE.com 1.0
mn.ABCDE.com Computer
mf.ABCDE.com ABCDE
md.ABCDE.com ABCDE Digital Camera
srv.ABCDE.com Oor1
sid. ABCDE.com 12345678-1234-1234-1234-123456789XYZ
vever. ABCDE.com 1-1302-0101-00-00-00
devAid. ABCDE.com abcdefghijkimnopagrstuvwxyz0123456
serAid. ABCDE.com abcdefghijkimnopgrstuvwxyz9876543
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