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(67)  The invention relates to a communications
method of securely transmitting an electronic message
from at least one transmitter (1) to at least one intended
receiver (2) over at least one public communications
channel, comprising the steps of: selecting a predeter-
mined pilot pattern (4) by a selecting means and advising
said at least one transmitter (1) and said at least one
intended receiver (2) of said selected pilot pattern;

Secure communications system and method

transmitting a superimposed signal comprising of said
electronic message (5) and said selected pilot pattern (4)
over said at least one public communications channel by
said at least one transmitter;

receiving said superimposed signal and extracting said
electronic message by at least one of said intended re-
ceivers (1) from said superimposed signal using said se-
lected pilot pattern.
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Description

[0001] The present invention relates to secure com-
munication and in particular to secure communication
without use of encryption.

[0002] Methods for communicating secret data are
known. These methods mainly rely on the exchange of
encryption keys between transmitter and intended recip-
ient. Once the secret message is encrypted by use of the
encryption key it is protected at least to a certain extent
from being read by third parties while being transmitted.
However, encryption key-based systems necessitate an
exchange of encryption keys and are thus rather awk-
ward to handle.

[0003] Nevertheless, as Machine-to-Machine (M2M)
communications, or alternatively Machine Type Commu-
nications (MTC), is becoming a more and more important
player in future wireless communications standards, it is
recognized at the very beginning that new technologies
have to be investigated to combat against the M2M/MTC
related security threats.

[0004] In Wyner, A.D.; "The wire-tap channel," Bell
Syst. Tech. J., Vol. 54, pp. 1355-1387, 1975, a wiretap
channel is introduced and its secrecy capacity is ana-
lyzed, which is achievable even without a secret key. A
more general (non-degraded) model of Wyner's wiretap
channel was extended in Csiszar, |.; Korner, J.; "Broad-
cast Channel with Confidential Messages," IEEE Trans.
Inf. Theory, Vol. 24, No. 3, pp. 339-348, May 1978.
[0005] In Foschini, G.J. and Gans, M.J.; "On limits of
wireless communications in a fading environment when
using multiple antennas," Wireless Personal Commun.,
Vol. 6, No. 3, pp. 311-335, Mar. 1998, and in Alamouti,
S.M.; "A simple transmit diversity technique for wireless
communications," IEEE J. Select. Areas Commun., Vol.
16, No. 8, pp. 1451-1458, Oct. 1998, Multiple-Input Mul-
tiple-Output (MIMO) technique is adopted as another key
technology in current and future wireless standards,
which allows a trade-off between high data throughput
and high detection robustness. Hence, secure MIMO
communications is another important issue. Further,
many efforts were made to analytically investigate the
secrecy capacity region of the MIMO wiretap channel.
Also some practical solutions such as artificial noise,
beamforming technique, precoding technique and se-
cure downlink joint detection are investigated.

[0006] Other systems for securely transmitting mes-
sages through public channels are user-specific scram-
bling, user-specific precoding and generating artificial
noise. However, the existing solutions generally require
the channel information of the eavesdropper(s), which is
not straightforwardly applicable in practice.

[0007] As aconsequence, itis an object of the present
invention to provide a method and a system for conveying
secret messages without necessitating encryption.
[0008] This aim is achieved by the communications
system according to claim 1, the communications method
according to claim 8 and the computer program product
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according to claim 13. Preferred embodiments of the in-
vention are subject of the respective dependent claims.
[0009] A secure communications scheme is provided
with superimposed pilots. Embodiments of the invention
are based on introduction of superimposed pilots on the
communications channel that is used by transmitter and
intended recipient, i.e. the user of interest, so as to create
artificial noise on the channel. The pilots are known to
the transmitter as well as to the intended recipient of the
message. Consequently, the intended recipient is ena-
bled to entirely filter out the known artificial noise on the
channel and extract the disguised message as clear data.
For an eavesdropper not being aware of the used pilot
pattern that disguises the actual message, the superim-
posed pilot is a kind of noise that has to be eliminated.
For this purpose the eavesdropper will have to employ
standard noise filtering methods. Standard noise filtering
methods however are limited in their ability to remove
spurious signals and extract the clear message. If the
channel becomes too noisy it is no longer possible to
extract the message with standard noise filters.

[0010] Embodiments oftheinvention relate toasystem
concept enabling secure communications by introducing
superimposed pilots. The superimposed pilots can be
exploited in a trellis-based joint channel tracker and data
detector by the intended recipient. Further, the intended
recipient can adjust the power ratio between the user
data and the superimposed pilot, which yields the secure
capacity region. It allows the intended recipient to appro-
priately select the Forward Error Correction (FEC) code
rate, so that the eavesdropper will not be able to decode
the corresponding data any more.

[0011] Embodiments of the invention are susceptible
for application not only in a Single-Input Single-Output
(SISO) system, but also Multiple-Input Single-Output
(MISO) with Space-Time Coding (STC), and Multiple-
Input Multiple-Output (MIMO) with Spatial Multiplexing
(SMX). The respective achievable secure capacity re-
gion is preferably determined in a Monte Carlo simula-
tion.

[0012] Some embodiments of the system and/or meth-
od in accordance with embodiments of the present in-
vention are now described, by way of example only, and
with reference to the accompanying drawings, in which:

Fig. 1 schematically illustrates a model for secure
communications with superimposed pilots according
to the invention;

Fig. 2 shows in a schematic plot the secure capacity
for SISO system for an i.i.d. Rayleigh channel ac-
cording to the invention;

Fig. 3 is a flow diagram of a preferred embodiment
of the method for securely transmitting an electronic
message including security control mechanism ac-
cording to the invention;
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Fig. 4 schematically shows the achievable secure
rate for SISO system for BPSK and QPSK modula-
tion according to the invention; and

Fig. 5 schematically shows the achievable secure
rate for MISO-STC and MIMO-SMX system for
BPSK modulation according to the invention.

[0013] A secure communications scheme is provided
with superimposed pilots. This scheme can be exploited
not only by Single-Input Single-Output (SISO), but also
by Multiple-Input Single-Output (MISO), Multiple-Input
Multiple-Output (MIMO) systems with Space-Time Cod-
ing (STC) and Spatial Multplexing (SMX), respectively.
The superimposed pilots serve as artificial noise and are
known to an intended recipient but unknown to potential
eavesdroppers.

[0014] In Fig. 1 a basic model of a communications
environment is represented for explaining the invention.
Part of the environment is a transmitter 1, an intended
recipient 2 and a non-intended recipient 3, i.e. eaves-
dropper. As an example itis assumed that the transmitter
1 is a base station BS or relay station and the intended
recipient 2 is a mobile terminal. In the rest of the descrip-
tion the conventional terminology is generally used with
the transmitter 1 and the intended recipient 2 (user of
interest) named Alice and Bob, respectively, and the po-
tential eavesdropper 3 Eve.

[0015] An electronic message is to be conveyed from
the transmitter 1 to the intended recipient 2 in a secure
way, that is, no other party shall be able to intercept the
transmitted signal and extract the actual message there-
from. The mobile terminal 2 of Bob has several superim-
posed pilot patterns 4 and is registered in the system,
i.e. a priori known to the transmitter 1. The pilot patterns
4 may be implemented e.g. in hardware or stored in a
memory as software code with Bob’s mobile terminal 2.
In a secure communication mode the superimposed pi-
lots are transmitted along with the actual message that
is to be conveyed from the transmitter 1 to the intended
recipient 2. The message to be conveyed consists of in-
formation symbols 5. These information symbols 5 and
the pilot symbols 4 are transmitted each with power Ed
and power Ep for data symbols 5 and pilot symbols 4,
respectively. Hence, the total energy per transmitted
symbol Es is Es = Ed + Ep.

[0016] As an example Fig. 2 represents the channel
capacity over the ratio of Es/NO, where Es is the power
of the overall transmitted signal and NO is the power of
noise on the channel. In Fig. 2 the channel capacity is
illustrated for BPSK, QPSK and 16QAM modulation
schemes for an independentidentically distributed (i.i.d.)
Rayleigh fading channel.

[0017] Itis assumed that the intended recipient 2 Bob
is fully aware of the Channel State Information (CSI). On
the other side an eavesdropper 3 Eve does not a priori
know the superimposed pilot pattern and thus suffers
from an artificial noise which may be quantified by the

10

15

20

25

30

35

40

45

50

55

SNR value 10log(Ed / Ep). As an example it is assumed
that Ep = 0.25 and Ed = 0.75. Hence, Eve suffers from
an artificial noise 10log(Ed / Ep) = 4.77 dB. Even if the
eavesdropper 3 had the perfect Channel State Informa-
tion (CSI) like the intended recipient 2, which although
not a very strong prerequisite is almost inapplicable in
practice, the eavesdropper 3 is only able to decode the
intended recipient’s 2 information that is encoded with a
Forward Error Correction (FEC) code rate corresponding
tothe area below a horizontalline through the intersection
points A, B, C, for 16QAM, QPSK and BPSK, respective-
ly.

[0018] Hence,theintended recipient2 is able to extract
messages that are conveyed with an forward error cor-
rection rate below the respective BPSK bound, QPSK
bound, 16 QAM bound limit yet still above the horizontal
line through the intersection points A, B, and C. These
allowed and secure regions are marked in Fig. 2 as an
upper obliquely hatched area 6 for 16 QAM modulation,
a vertically hatched area 7 for QPSK modulation and a
lower obliquely hatched area 8 for BPSK modulation.
This shows from the view point of secure communica-
tions that an eavesdropper 3 Eve will not be able to de-
code information, if an FEC code is used with a sufficient-
ly high code rate to encode the information.

[0019] Fig. 3 shows a flow diagram as an embodiment
of a method for securely transmitting electronic messag-
es. The flow diagram is based on the above analysis in
Fig. 2.

[0020] Instep 10 the intended recipient 2 Bob commu-
nicates with the transmitter 1 BS in a normal mode using
a predetermined Modulation and Coding Scheme (MCS)
in accordance with the current Signal to Interference plus
Noise Ratio (SINR) on the channel and the respective
Channel State Information (CSlI).

[0021] In step 11 itis queried whether or not a secure
communication mode is intended. In the negative the
method branches back to step 10. In the affirmative the
method continues at step 12.

[0022] In step 12 itis queried whether the request for
secure communication comes from the intended recipi-
ent 2 himself. In the negative, it is assumed that the re-
quest originated from the transmitter 1 (branch labelled
"No (DL aspect)"). Otherwise it is recognized that the
request originates from the intended recipient 2 (branch
labelled "Yes (UL aspect)").

[0023] If the request originated from the transmitter 1
(label"No (DL aspect)"), the method continues at step 13.
[0024] Instep 13 the transmitter determines the super-
imposed pilot pattern in accordance with the security lev-
el.

[0025] Subsequently, in step 14 the transmitter selects
the power ratio between data and pilot, namely Ed / Ep,
and adjusts the MCS according to current SINR, CSl and
security level.

[0026] The transmitter then sends the command in
step 15 via Downlink (DL) and keeps the intended re-
ceiver informed of steps 13 and 14 above.
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[0027] After receiving the acknowledgement from the
intended recipient the transmitter starts the secure com-
munication in step 16.

[0028] On the other side, if in step 12 it has been rec-
ognized that the request for secure communication orig-
inated from the intended recipient himself, the method
branches to step 17, labelled "Yes (UL aspect)", and the
intended recipient determines the superimposed pilot
pattern according to the security level in step 17.
[0029] In step 18 the intended recipient selects the
power ratio between data and pilot, namely Ed / Ep, and
adjusts the MCS in accordance with the current SINR,
CSI and security level.

[0030] The intended recipient then sends the request
via Uplink (UL) to the transmitter in step 19 and keeps
the transmitter informed of steps 17 and 18 above.
[0031] After receiving the acknowledgement from the
transmitter the intended recipient starts the secure com-
munication in step 20.

[0032] After steps 16 and 20, respectively, the method
terminates, and in another query (not shown) it may be
determined that the method leaves the secure commu-
nications mode and returns to the normal communica-
tions mode again.

[0033] The method as represented in Fig. 3 and other
embodiments on the same principle may be summarized
as follows. Any communications method of this kind that
is employed for securely transmitting an electronic mes-
sage from at least one transmitter to at least one intended
receiverover atleastone public communications channel
essentially comprises the following steps. A predeter-
mined pilot pattern is selected by a selecting means. The
selecting means may be located at the transmitter or at
the intended recipient. After the pilot pattern has been
determined said selecting means advises the remote par-
ty, i.e. the transmitter or the intended receiver of said
selected pilot pattern. Once the pilot pattern has been
acknowledged by all involved (intended) parties a super-
imposed signal comprising of said electronic message
and said selected pilot pattern is transmitted over said
public communications channel by the transmitter. The
superimposed signal is received by the intended recipi-
ent, and potentially by an eavesdropper. Yet, only the
intended recipient is able to extract the electronic mes-
sage from the superimposed signal due to his knowledge
of the selected pilot pattern. The eavesdropper, on the
other hand, faces huge difficulties in his endeavours to
extract the actual data from the "noisy" channel.

[0034] The communications method is applicable to a
single transmitter and a single intended receiver (SISO)
which both communicate over a public communications
channel. Alternatively, instead of one transmitter only the
communications system may also comprise multiple
transmitters and a single intended receiver (MISO) which
communicate over a public communications channel us-
ing Space-Time Coding (STC). And consequently, also
multiple intended receivers (MIMO) may be involved
which communicate with multiple transmitters overa pub-
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lic communications channel using Spatial Multiplexing
(SMX).

[0035] As mentioned above, the embodiments of the
invention are not limited to a particular input-output-sys-
tem or type of modulation. In the following further exam-
ples will be given of input-output-system and modulation
types to which the invention is applicable.

[0036] InFig.4 a SISO system using BPSK and QPSK
modulation is considered. The secure region that is
achievable with superimposed pilots is illustrated by ob-
lique hatchings for BPSK modulation in an area 21 and
by vertical hatchings for QPSK modulation in an area 22.
Furthermore, the Low-Density Parity-Check (LDPC)
code - as a linear error correcting code - is deployed to
verify the achievable secure capacity region. Both of
them coincide to each other very well.

[0037] Similarly, in Fig. 5 a MISO-STC system and a
MIMO-SMX system, respectively, is considered. The
achievable secure region is illustrated by oblique hatch-
ings for STC modulation in an area 23 and by vertical
hatchings for SMX modulation in an area 24. It becomes
clear that an eavesdropper Eve manages to intercept
and decode the information, as soon as the FEC code
rate is selected slightly outside of the achievable secure
capacity region. This is indicated by stars in the plot la-
belled as "successful eavesdropping".

[0038] A person of skill in the art would readily recog-
nize that steps of various above described methods can
be performed by programmed computers. Herein, some
embodiments are alsointended to cover program storage
devices, e.g., digital data storage media, which are ma-
chine or computer readable and encode machine exe-
cutable or computer-executable programs of instruc-
tions, wherein said instructions perform some or all of
the steps of said above-described methods. The program
storage devices may be, e.g., digital memories, magnetic
storage media such as a magnetic disks and magnetic
tapes, hard drives, or optically readable digital data stor-
age media. The embodiments are also intended to cover
computers programmed to perform said steps of the
above-described methods.

[0039] The description and drawings merely illustrate
the principles of the invention. It will thus be appreciated
that those skilled in the art will be able to devise various
arrangements that, although not explicitly described or
shown herein, embody the principles of the invention and
are included within its spirit and scope. Furthermore, all
examples recited herein are principally intended ex-
pressly to be only for pedagogical purposes to aid the
reader in understanding the principles of the invention
and the concepts contributed by the inventor(s) to fur-
thering the art, and are to be construed as being without
limitation to such specifically recited examples and con-
ditions. Moreover, all statements herein reciting princi-
ples, aspects, and embodiments of the invention, as well
as specific examples thereof, are intended to encompass
equivalents thereof.

[0040] The functions of the various elements shown in
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the FIGs., including any functional blocks labeled as
"processors", may be provided through the use of dedi-
cated hardware as well as hardware capable of executing
software in association with appropriate software. When
provided by a processor, the functions may be provided
by a single dedicated processor, by a single shared proc-
essor, or by a plurality of individual processors, some of
which may be shared. Moreover, explicit use of the term
"processor" or "controller" should not be construed to re-
fer exclusively to hardware capable of executing soft-
ware, and may implicitly include, without limitation, digital
signal processor (DSP) hardware, network processor,
application specific integrated circuit (ASIC), field pro-
grammable gate array (FPGA), read only memory (ROM)
for storing software, random access memory (RAM), and
non volatile storage. Other hardware, conventional
and/or custom, may also be included. Similarly, any
switches shown in the FIGS. are conceptual only. Their
function may be carried out through the operation of pro-
gram logic, through dedicated logic, through the interac-
tion of program control and dedicated logic, or even man-
ually, the particular technique being selectable by the
implementer as more specifically understood from the
context.

[0041] It should be appreciated by those skilled in the
art that any block diagrams herein represent conceptual
views of illustrative circuitry embodying the principles of
the invention. Similarly, it will be appreciated that any
flow charts, flow diagrams, state transition diagrams,
pseudo code, and the like represent various processes
which may be substantially represented in computer
readable medium and so executed by a computer or proc-
essor, whether or not such computer or processor is ex-
plicitly shown.

[0042] The presentinventions may be embodiedin oth-
er specific apparatus and/or methods. The described em-
bodiments are to be considered in all respects as only
illustrative and not restrictive. In particular, the scope of
the invention is indicated by the appended claims rather
than by the description and figures herein. All changes
that come within the meaning and range of equivalency
of the claims are to be embraced within their scope.

Claims

1. Communications system for securely transmitting an
electronic message from at least one transmitter (1)
to at least one intended receiver (2) over at least one
public communications channel, comprising:

selecting means for selecting a predetermined
pilot pattern (4) and advising said at least one
transmitter (1) and said at least one intended
receiver (2) of said selected pilot pattern;

wherein at least one transmitter (1) is adapted
to transmitting a superimposed signal compris-
ing of said electronic message (5) and said se-
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lected pilot pattern (4) over said at least one pub-
lic communications channel;

at least one of said intended receivers (2) is
adapted to receiving said superimposed signal
and extracting said electronic message from
said superimposed signal using said selected
pilot pattern.

Communications system according to claim 1,
wherein said selecting means is part of the transmit-
ter (1).

Communications system according to claim 1,
wherein said selecting means is part of the intended
receiver (2).

Communications system according to any of the pre-
ceding claims, comprising a single transmitter and a
single intended receiver (SISO) communicating over
said at least one public communications channel.

Communications system according to any of claims
1 to 3, comprising multiple transmitters and a single
intended receiver (MISO) communicating over said
at least one public communications channel using
Space-Time Coding (STC).

Communications system according to any of claims
1 to 3, comprising multiple transmitters and multiple
intended receivers (MIMO) communicating over said
at least one public communications channel using
Spatial Multiplexing (SMX).

Communications system according to any of the pre-
ceding claims, wherein at least one parameter out
of a power ratio of said pilot pattern versus electronic
message and a modulation and coding scheme
(MCS) is determined as a function of atleast one out
of a signal to interference plus noise ration (SINR)
and a channel state information (CSl).

Communications method of securely transmitting an
electronic message from at least one transmitter (1)
to atleast one intended receiver (2) over atleastone
public communications channel, comprising the
steps of:

selecting a predetermined pilot pattern (4) by a
selecting means and advising said at least one
transmitter (1) and said at least one intended
receiver (2) of said selected pilot pattern;
transmitting a superimposed signal comprising
of said electronic message (5) and said selected
pilotpattern (4) over said atleast one public com-
munications channel by said at least one trans-
mitter;

receiving said superimposed signal and extract-
ing said electronic message by at least one of
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said intended receivers (1) from said superim-
posed signal using said selected pilot pattern.

Communications method according to claim 8,
wherein a single transmitter and a single intended
receiver (SISO) communicate over said at least one
public communications channel.

Communications method according to claim 8,
wherein multiple transmitters and a single intended
receiver (MISO) communicate over said at least one
public communications channel using Space-Time
Coding (STC).

Communications method according to claim 8,
wherein multiple transmitters and multiple intended
receivers (MIMO) communicate over said at least
one public communications channel using Spatial
Multiplexing (SMX).

Communications method according to any of claims
8to 11, wherein atleast one parameter out of apower
ratio of said pilot pattern versus electronic message
and a modulation and coding scheme (MCS) is de-
termined as a function of at least one out of a signal
to interference plus noise ration (SINR) and a chan-
nel state information (CSI).

A computer program product comprising computer
executable instructions to perform any of the steps
as claimed in any of the above method claims.
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from BS, Bob starts the secure
communication.
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