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(54) INFORMATION PROCESSING DEVICE, INFORMATION PROCESSING SYSTEM,
INFORMATION PROCESSING METHOD, AND PROGRAM
(67)  The present disclosure realizes a structure that

can unify the management of the storage block for the
encryption key to be used in decrypting encrypted con-
tent stored in a memory card. This structure includes: an
information processing apparatus that stores contentinto
an information storage device such as a memory card
including an access allowed block based on an access
right check made on each block, and uses the content;
a content usage managing server that provides content
usage permission information to the information process-
ing apparatus; and a content correspondence informa-
tion providing server that provides the encryption key to
be used in decrypting the encrypted content stored in the
information storage device. The contentusage managing
server determines the block for storing the encryption
key andnotifies the content correspondence information
providing server of a block identifier that is the identifier
ofthe determined block, and the content correspondence
information providing server performs a process to write
the encryption key into the block corresponding to the
received block identifier.
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Description
TECHNICAL FIELD

[0001] The present disclosure relates to information
processing apparatuses, information processing sys-
tems, information processing methods, and programs.
More particularly, the present disclosure relates to an
information processing apparatus, an information
processing system, an information processing method,
and a program for performing control on recording and
usage of content and encryption keys.

BACKGROUND ART

[0002] Content such as movies and music is provided
to users via various media such as a DVD (Digital Ver-
satile Disc), a Blu-ray Disc (a registered trade name),
and a flash memory, a network such as the Internet, or
broadcast waves. A user can reproduce content by using
arecording/reproducing apparatus such as a PC, a port-
able terminal, or a BD player, or an information process-
ing apparatus such as a television set.

[0003] However, the copyrights, distribution rights, and
the like of most pieces of content such as music data and
image data to be provided to users are held by the cre-
ators of the content or distributors. Therefore, when pro-
viding content to users, a content provider puts a prede-
termined usage restriction on the content in many cases.
[0004] There have been problems that recording and
reproduction can be repeated with some digital recording
apparatuses and recording media without degrading im-
ages and sound, and the use of unauthorized copies of
content such as distributions of unauthorized copies of
content over the Internet and distributions of so-called
pirated disks is widely spread.

[0005] As a specific measure to prevent such unau-
thorized use of content, there is a content encryption
process. This is a process to encrypt content to be pro-
vided to users, and allow only authorized users to acquire
the encryption key to the content. Such a process is dis-
closed in Patent Document 1 (JP 2008-98765 A), for ex-
ample.

[0006] Thekeytobe usedindecrypting encrypted data
is given only to the reproducing apparatuses granted the
license to use the content. The license is granted to re-
producing apparatuses that are designed to comply with
predetermined operation rules such as not to make un-
authorized copies. Meanwhile, reproducing apparatuses
not granted the license are unable to decrypt encrypted
data, not having the key for decrypting encrypted data.
[0007] However, even after the above process is per-
formed, it is difficult to prevent users who have made
authorized purchases of content from providing others
with the key for content decryption acquired from a serv-
er. Specifically, there might be a case where the key ac-
quired from the server is put up on the Internet so that
the general public can use the key. Where such an action
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is taken, anyone is allowed to decrypt, reproduce, and
use encrypted content by using the leaked key, and un-
authorized use of the content becomes rampant.

CITATION LIST
PATENT DOCUMENT

[0008] Patent Document 1: JP 2008-98765 A

SUMMARY OF THE INVENTION
PROBLEMS TO BE SOLVED BY THE INVENTION

[0009] The present disclosure is being made in view
of the above described problems, for example, and aims
to provide an information processing apparatus, an in-
formation processing system, an information processing
method, and a program for performing control on record-
ing and usage of content and an encryption keys, so as
to realize strict content usage control.

SOLUTIONS TO PROBLEMS

[0010] A first aspect of the present disclosure lies in
an information processing apparatus that includes

a data processing unit that accesses a data storage unit
attached to the information processing apparatus,
wherein the data storage unit stores encrypted content
and data containing an encryption key to be used in de-
crypting the encrypted content, and has a protected area
including blocks allowing access thereto based on an
access right check made on each of the blocks,

the data processing unit

inputs a block identifier from a content usage managing
server, the block identifier being information for desig-
nating a block for storing the encryption key,

transmits the input block identifier to a content corre-
spondence information providing server that performs a
process to write the encryption key, and

performs a process to write the encrypted content into
the data storage unit,

the data storage unit includes

an in-storage data processing unit that makes the access
right check to determine whether the content correspond-
ence information providing server is a server allowed to
write data into the block corresponding to the block iden-
tifier based on a server certificate set for the content cor-
respondence information providing server, and

the in-storage data processing unit allows the content
correspondence information providing server to write the
encryption key into the block in the protected area when
the access right is confirmed.

[0011] Further, in an embodiment of the information
processing apparatus of the present disclosure, the data
processing unit inputs content information about the en-
crypted content from the content usage managing server,
and inputs the block identifier in conjunction with the con-
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tent information.

[0012] Further, in an embodiment of the information
processing apparatus of the present disclosure, the data
processing unit inputs content usage permission infor-
mation about the encrypted content from the content us-
age managing server, and inputs the block identifier in
conjunction with the content usage permission informa-
tion.

[0013] Further, in an embodiment of the information
processing apparatus of the present disclosure, the data
processing unit transmits the content usage permission
information to the content correspondence information
providing server in a process to make an acquisition re-
quest for the encryption key.

[0014] Further, in an embodiment of the information
processing apparatus of the present disclosure, the data
processing unit acquires the encrypted content to be
stored into the data storage unit, from a content server
or a medium attached to the information processing ap-
paratus.

[0015] Further, in an embodiment of the information
processing apparatus of the present disclosure, the in-
storage data processing unit performs an authentication
process on the content correspondence information pro-
viding server, and, on condition of successful authenti-
cation, allows the content correspondence information
providing server to write the encryption key into the block
in the protected area.

[0016] Further, in an embodiment of the information
processing apparatus of the present disclosure, the in-
storage data processing unit receives the server certifi-
cate from the content correspondence information pro-
viding server, and makes the access right check based
on the received server certificate.

[0017] Asecondaspectofthe presentdisclosure liesin
a content usage managing server that performs a usage
management process on content to be recorded into an
information storage device attached to an information
processing apparatus,

wherein the information storage device has a protected
area including blocks that allow access thereto based on
an access right check made on each of the blocks, and
the content usage managing server determines a block
for storing an encryption key to be used in decrypting
encrypted content recorded in the information storage
device, and notifies a content correspondence informa-
tion providing server of a block identifier, the content cor-
respondence information providing server performing a
process to record the encryption key, the block identifier
being the identifier of the determined block.

[0018] Further, in an embodiment of the content usage
managing server of the present disclosure, the content
usage managing server transmits the block identifier to
the information processing apparatus.

[0019] Further, in an embodiment of the content usage
managing server of the present disclosure, the content
usage managing server transmits the block identifier in
conjunction with content information or content usage
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permission information to be provided to the information
processing apparatus.

[0020] A third aspect of the present disclosure lies in

a content correspondence information providing server
thattransmits an encryption key to aninformation storage
device attached to an information processing apparatus,
the encryption key being to be used in decrypting en-
crypted content recorded in the information storage de-
vice,

wherein the information storage device has a protected
area including blocks that allow access thereto based on
an access right check made on each of the blocks, and
the content correspondence information providing server
performs a process to write the encryption key into the
block corresponding to a block identifier transmitted from
a content usage managing server.

[0021] Further, in an embodiment of the content cor-
respondence information providing server of the present
disclosure, the content correspondence information pro-
viding server transmits a server certificate storing access
right information about the respective blocks of the infor-
mation storage device to the information storage device,
and performs a process to write the encryption key when
the content correspondence information providing server
is confirmed to be a server allowed to write data into the
block corresponding to the block identifier through a
check process performed on the server certificate in the
information storage device.

[0022] Further, a fourth aspect of the present disclo-
sure lies in

an information processing system that includes:

an information processing apparatus that uses con-
tent stored in an information storage device;

a content usage managing server that provides con-
tent usage permission information to the information
processing apparatus; and

a content correspondence information providing
server that provides an encryption key to be used in
decrypting encrypted content stored in the informa-
tion storage device,

wherein the information storage device has a protected
area including blocks that allow access thereto based on
an access right check made on each of the blocks,

the content usage managing server determines a block
for storing the encryption key to be used in decrypting
the encrypted contentrecorded in the information storage
device, and notifies the content correspondence infor-
mation providing server of a block identifier that is the
identifier of the determined block, and

the content correspondence information providing server
performs a process to write the encryption key into the
block corresponding to the block identifier transmitted
from the content usage managing server.

[0023] Further, in an embodiment of the information
processing system of the present disclosure, the content
correspondence information providing server transmits
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a server certificate storing access right information about
the respective blocks of the information storage device
to the information storage device, and performs a proc-
ess to write the encryption key when the content corre-
spondence information providing server is confirmed to
be a server allowed to write data into the block corre-
sponding to the block identifier through a check process
performed on the server certificate in the information stor-
age device.

[0024] Further, a fifth aspect of the present disclosure
lies in

an information processing method implemented in an in-
formation processing apparatus,

wherein the information processing apparatus includes
a data processing unit that accesses a data storage unit
attached to the information processing apparatus,

the data storage unit stores encrypted content and data
containing an encryption key to be used in decrypting the
encrypted content, and has a protected area including
blocks that allow access thereto based on an access right
check made on each of the blocks,

the data processing unit performs

a process to input a block identifier from a content usage
managing server, the block identifier being information
for designating a block for storing the encryption key,

a process to transmit the input block identifier to a content
correspondence information providing server that per-
forms a process to write the encryption key, and

a process to write the encrypted content into the data
storage unit, and

anin-storage data processing unit of the data storage unit
makes the access right check to determine whether the
content correspondence information providing server is
a server allowed to write data into the block correspond-
ing to the block identifier based on a server certificate set
for the content correspondence information providing
server, and

allows the content correspondence information providing
server to write the encryption key into the block in the
protected area when the access right is confirmed.
[0025] Further, a sixth aspect of the present disclosure
lies in

a program for causing an information processing appa-
ratus to perform information processing,

wherein the information processing apparatus includes
a data processing unit that accesses a data storage unit
attached to the information processing apparatus,

the data storage unit stores encrypted content and data
containing an encryption key to be used in decrypting the
encrypted content, and has a protected area including
blocks that allow access thereto based on an access right
check made on each of the blocks, and

the program

causes the data processing unit to perform

a process to input a block identifier from a content usage
managing server, the block identifier being information
for designating a block for storing the encryption key,

a process to transmit the input block identifier to a content
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correspondence information providing server that per-
forms a process to write the encryption key, and

a process to write the encrypted content into the data
storage unit, and

causes an in-storage data processing unit of the data
storage unit to perform

an access right check process to determine whether the
content correspondence information providing server is
a server allowed to write data into the block correspond-
ing to the block identifier based on a server certificate set
for the content correspondence information providing
server, and

a process to allow the content correspondence informa-
tion providing server to write the encryption key into the
block in the protected area when the access right is con-
firmed.

[0026] The program of the present disclosure is a pro-
gram that can be provided in a computer-readable format
from a storage medium or a communication medium to
an information processing apparatus or a computer sys-
tem that can execute various program codes, for exam-
ple. As such a program is provided in a computer-read-
able format, processes in accordance with the program
are realized in an information processing apparatus or a
computer system.

[0027] Other objects, features, and advantages of the
present disclosure will be made apparent by the embod-
iments of the present disclosure described below and the
detailed descriptions with reference to the accompanying
drawings. In this specification, a system is a logical as-
sembly of devices, and does not necessarily mean de-
vices with different structures incorporated into one hous-

ing.
EFFECTS OF THE INVENTION

[0028] An embodiment of the present disclosure real-
izes a structure that can unify the management of the
storage block for the encryption key to be used in de-
crypting encrypted content stored in a memory card.
[0029] Specifically, this structure includes: an informa-
tion processing apparatus that stores content into an in-
formation storage device such as a memory card includ-
ing an access allowed block based on an access right
check made on each block, and uses the content; a con-
tent usage managing server that provides content usage
permission information to the information processing ap-
paratus; and a content correspondence information pro-
viding server that provides the encryption key to be used
in decrypting the encrypted content stored in the infor-
mation storage device. The content usage managing
server determines the block for storing the encryption
key and notifies the content correspondence information
providing server of a block identifier that is the identifier
of the determined block, and the content correspondence
information providing server performs a process to write
the encryption key into the block corresponding to the
received block identifier.
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[0030] With these apparatuses, a structure that can
unify the management of the storage block for the en-
cryption key to be used in decrypting encrypted content
stored in a memory card can be realized.

BRIEF DESCRIPTION OF DRAWINGS
[0031]

Fig. 1is adiagram for explaining outlines of a content
providing process and a recording process.

Fig. 2 is a diagram for explaining an example struc-
ture of a memory card.

Fig. 3 is a diagram for explaining an example data
structure of a server certificate (Server Certificate).
Fig. 4 is a diagram for explaining an example process
of access to the memory card.

Fig. 5 is a diagram for explaining an example of an
encrypted content download recording process.
Fig. 6 is a diagram for explaining an example data
structure of content information.

Fig. 7 is a diagram for explaining an example of an
encrypted content copy recording process.

Fig. 8 is adiagram for explaining a sequence in which
a PAD block identifier as the information for desig-
nating a title key storage block is provided in con-
junction with content information (Offer).

Fig. 9 is a diagram for explaining an example of an
encrypted content download recording process.
Fig. 10 is a diagram for explaining an example of an
encrypted content copy recording process.

Fig. 11 is a diagram for explaining a sequence in
which a PAD block identifier as the information for
designating a title key storage block is provided in
conjunction with content usage permission informa-
tion (Credential).

Fig. 12 is a diagram for explaining an example hard-
ware configuration of an information processing ap-
paratus.

Fig. 13 is a diagram for explaining an example hard-
ware configuration of an information storage device
such as a memory card.

MODES FOR CARRYING OUT THE INVENTION

[0032] The following is a detailed description of infor-
mation processing apparatuses, information processing
systems, information processing methods, and programs
of the present disclosure, with reference to the drawings.
Explanation will be made in the following order.

1. Outline sofa content providing process and a re-
cording process

2. Example structure of a memory card as a content
recording medium

3. (First Embodiment) Example processes of notifi-
cation of the block identifier of ablock for key writing
in conjunction with content information (Offer) in a
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content recording process performed on a memory
card]

3-1. Example of a content download process in
the first embodiment

3-2. Example of a content copy process in the
first embodiment

3-3. Communication sequence among the re-
spective components in the first embodiment

4. (Second Embodiment) Example processes of no-
tification of the block identifier of a block for key writ-
ing in conjunction with content usage permission in-
formation (Credential) in a contentrecording process
performed on a memory card

4-1. Example of a content download process in
the second embodiment

4-2. Example of a content copy process in the
second embodiment

4-3. Communication sequence among the re-
spective components in the second embodi-
ment

5. Example hardware configurations of respective
apparatuses
6. Summary of the structure of the present disclosure

[1. Outlines of a content providing process and a record-
ing process]

[0033] The following is a description of a configuration
of the present disclosure, with reference to the drawings.
[0034] Referring first to Fig. 1, outlines of a content
providing process and a recording process are de-
scribed.
[0035] Fig. 1 shows the following structures:

(a) an information processing apparatus 10;

(b) a content usage managing apparatus 31;

(c) a content providing apparatus 32; and

(d) a content correspondence information providing
apparatus 33.

[0036] The information processing apparatus 10 is an
information processing apparatus 10 serving as a user
device that uses content, and is also called a client or a
host device in some cases.

[0037] Specifically, the information processing appa-
ratus 10 is a reproducing apparatus 11 such as a media
player, a PC 12, or a portable terminal 13.

[0038] A memory card 20 thatis an information storage
device having a flash memory mounted thereon is at-
tached to the information processing apparatus 10, for
example, and content that is input from outside is written
into the memory card 20 so that content use such as
reproduction is performed.

[0039] The information processing apparatus 10 can



9 EP 2 854 060 A1 10

also write content using not the memory card 20 but some
other medium, and perform content use such as repro-
duction.

[0040] Specifically, content that is input from outside
is written into any kind of medium such as an internal
flash memory that is an internal medium, an internal disk
such as a HDD, BD, or DVD, an external USB memory,
or an external disk such as a HDD, BD, or DVD, and
content use such as reproduction is performed.

[0041] In acase where the information processing ap-
paratus 10 as the user device downloads content from
outside or copies content from a medium, the information
processing apparatus 10 first needs to access the con-
tent usage managing apparatus 31 and obtain permis-
sion to download or copy the content. The content usage
managing apparatus 31 is formed with a content usage
managing server or the like operated by a service pro-
vider, for example.

[0042] As shown in the drawing, in response to a re-
quest from the information processing apparatus 10 as
the user device, the content usage managing apparatus
31 provides content information (Offer) 41 containing in-
formation about downloadable content or the content to
be copied.

[0043] The content providing apparatus 32 provides
encrypted content 42 to the information processing ap-
paratus 10. Specifically, the content providing apparatus
32 is formed with a broadcasting station, content server,
or a medium such as a DVD or a BD, for example.
[0044] In a case where content provided by a broad-
casting station or a content server is recorded into the
memory card 20 attached to the information processing
apparatus 10 serving as the user device, a process of
the present disclosure is performed.

[0045] Also, in a case where content recorded on a
medium such as aDVD ora BD owned by a useris copied
into the memory card 20, the process of the present dis-
closure is used.

[0046] In acase where contentis acquired from a con-
tent server and is recorded into the memory card 20, for
example, the information processing apparatus 10 needs
access information to acquire the content, and this infor-
mation is included in the content information (Offer) 41
provided by the content usage managing apparatus 31,
for example. Alternatively, this information may be ac-
quired from a medium such as a DVD or a BD attached
to the information processing apparatus 10.

[0047] The content correspondence information pro-
viding apparatus 33 provides the information processing
apparatus 10 or the memory card 20 with the key nec-
essary for using the encrypted content 42 provided by
the content providing apparatus 32, or an encryption key
43 and the like to be used for decrypting encrypted con-
tent. In the embodiments described below, this encryp-
tion key will be referred to as a title key. A title key is a
key unique to a content title that is set for each title of
content.

[0048] The information processing apparatus 10
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needs access information to acquire the encryption key
(title key) 43, and this information is included in the con-
tentinformation (Offer) 41 provided by the content usage
managing apparatus 31, for example. Alternatively, this
information may be acquired from a medium such as a
DVD or a BD attached to the information processing ap-
paratus 10.

[0049] The content correspondence information pro-
viding apparatus 33 also provides the information
processing apparatus 10 with usage control information
(called Usage Rule File or Control File) containing the
usage control information about the encrypted content
42 provided by the content providing apparatus 32, as
well as the encryption key (title key) 43.

[0050] The usage control information contains various
kinds of usage control information including allowed us-
age information about the content, such as whether cop-
ying into other media is allowed, and the expiration date.
[0051] In accordance with a program stored before-
hand in a storage unit, the information processing appa-
ratus 10 reads the usage control information and the en-
cryption key (title key) corresponding to the content to be
used, decrypts the encrypted content with the title key,
and uses the content within the allowed range recorded
in the usage control information.

[0052] Although the content usage managing appara-
tus 31, the content providing apparatus 32, and the con-
tent correspondence information providing apparatus 33
are shown as independent apparatuses in Fig. 1, these
apparatuses may be set as independent apparatuses, or
may be set as a structure that has the functions of several
apparatuses in one apparatus.

[0053] For example, the content usage managing ap-
paratus 31 and the content providing apparatus 32 may
be set as one apparatus.

[0054] Alternatively, the content providing apparatus
32 and the content correspondence information provid-
ing apparatus 33 may be set as one apparatus.

[0055] Otherthan the above, various settings are pos-
sible, such as forming an apparatus that has all the func-
tions of the content usage managing apparatus 31, the
content providing apparatus 32, and the content corre-
spondence information providing apparatus 33.

[0056] The information processing apparatus 10
records various kinds of data into the memory card 20
that is an information storage device, the various kinds
of data including the encrypted content 42 acquired from
the content providing apparatus 32 (such as a broadcast-
ing station, a content server, or a medium attached to
the information processing apparatus 10), the encryption
key 43 received from the content correspondence infor-
mation providing apparatus 33, and the like.

[2. Example structure of a memory card as a content
recording medium]

[0057] Next, an example structure of the memory card
formed with a flash memory or the like to be used as a
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content recording destination is described.

[0058] Fig. 2 shows a specific example structure of the
storage area of the memory card 20.

[0059] AsshowninFig.2,the storage areaof the mem-
ory card 20 is formed with the two regions of

(a) a protected area (Protected Area) 21, and (b) a
general-purpose area (General Purpose Area) 22.

(b) The general-purpose area (General Purpose Ar-
ea) 22 is an area that can be freely accessed by a
recording/reproducing apparatus being used by the
user, and stores encrypted content, general content
management data, and the like. This is the area
where the user can freely perform data writing and
reading.

[0060] On the other hand, (a) the protected area (Pro-
tected Area) 21 is the area where free access is not al-
lowed.

[0061] For example, in a case where data writing or
reading is performed by a recording/reproducing appa-
ratus being used by the user, a reproducing apparatus,
a server connected thereto via a network, or the like,
reading (Read) or writing (Write) is permitted or prohib-
ited depending on the apparatus in accordance with the
program stored beforehand in the memory card 20.
[0062] Thememorycard 20 includes a dataprocessing
unit for executing the prestored program and an authen-
tication processing unit that performs an authentication
process, and the memory card 20 first performs an au-
thentication process on the apparatus that is to perform
data writing or reading on the memory card 20.

[0063] In the stage of this authenticationprocess, an
apparatus certificate (a server certificate (Server Cert),
for example) such as a public key certificate is received
from the apparatus on the other end or the access re-
questing apparatus, and a check is made to determine
whether to allow access to respective blocks that are the
respective sectioned areas in the protected area (Pro-
tected Area) 21, using the information written in the cer-
tificate. This determination process is performed on each
of the blocks (areas #0, #1, #2, ..., in the drawing) that
are the sectioned areas in the protected area (Protected
Area) 21 shown in Fig. 2, and a permitted process (Read
and/or Write) is performed only on the permitted blocks.
[0064] Fig. 3 shows an example data structure of a
server certificate held by a server that is an example of
an apparatus that performs data writing on the memory
card. Fig. 3 is a diagram showing an example data struc-
ture of a server certificate (Server Certificate) to be pro-
vided to a server by a certificate authority.

[0065] A server certificate (Server Certificate) is a cer-
tificate issued to a server that is allowed a content pro-
viding process by the certificate authority, and is a cer-
tificate storing a server public key and the like. In the
server certificate (Server Certificate), a signature is set
with a certificate authority secret key, and is designed as
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data that is protected from falsification.
[0066] AsshowninFig.3,the servercertificate (Server
Certificate) includes the following data:

(1) type information;

(2) a server ID;

(3) a server public key (Server Public Key);

(4) reading/writing restriction information (PAD
Read/PAD Write) about the blocks in the protected
area in the medium (memory card);

(5) other information; and

(6) a signature (Signature).

[0067]
below.

The above data (1) through (6) are described

(1) Type information

[0068] The type information is information indicating
the type of the certificate and the type of the content serv-
er, and stores data indicating that this certificate is a serv-
er certificate, and information indicating the type of the
server such as amusic content providing server or a mov-
ie content providing server.

(2) Server ID

[0069] The server ID is an area where a server ID as
server identification information is recorded.

(3) Server public key (Server Public Key)

[0070] The server public key (Server Public Key) is the
public key of the server. The server public key and a
server secret key provided to the server form a key pair
compliant to a public key cryptosystem.

(4) Reading/writing restriction information (PAD
Read/PAD Write) about the blocks in the protected area
in the medium (memory card)

[0071] The reading/writing restriction information
(PAD Read/PAD Write) for the medium contains access
permission/prohibition information about the medium
storing the content, such as the blocks in the protected
area (Protected Area) 21 set in the storage area of the
memory card 20 shown in Fig. 2.

[0072] That is, the reading/writing restriction informa-
tion contains information about the blocks in which data
reading (Read) and writing (Write) are allowed. The
blocks in the protected area (Protected Area) 21 of the
memory card are also called PAD blocks.

[0073] The memory card refers to this record field in
the server certificate of Fig. 3 received in the stage of the
authentication process from the server, for example, per-
forms writing in blocks (areas #0, #1, #2, ..., in the draw-
ing) in the protected area (Protected Area) 21 shown in
Fig. 2, for example, performs a reading permission de-
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termination process, and allows execution of only the per-
mitted process in the permitted sectioned areas.

[0074] As shown in Fig. 3, in addition to the above de-
scribed data, the server certificate (Server Cert) stores
(5) other information, and further stores (6) the signature
(Signature) generated for the data (1) through (5) with
the secret key of the certificate authority. With this sig-
nature, a falsification preventing mechanism is realized.
[0075] In a case where the server certificate (Server
Cert) is used, signature verification is conducted to check
the validity of the server certificate (Server Cert) prior to
use. The signature verification is conducted by using a
public key of the certificate authority.

[0076] Other than the server requesting access to the
protected area of the memory card, an apparatus such
as arecording apparatus or areproducing apparatus also
stores a host public key, holds a host certificate storing
the reading/writing restriction information (PAD
Read/PAD Write) for the media shown in (4) in Fig. 3,
and presents this host certificate to the memory card.
[0077] The memory card conducts signature verifica-
tion on the certificate presented by the apparatus re-
questing access, confirms the validity of the certificate,
then refers to the record of the reading/writing restriction
information (PAD Read/PAD Write) in the certificate, per-
forms writing on blocks (areas #0, #1, #2, ... in the draw-
ing) that are the sectioned areas in the protected area
(Protected Area) 21 shown in Fig. 2, performs a reading
permission determination process, and allows execution
of only the permittedprocess in the permitted block areas.
[0078] As described above, the reading/writing restric-
tion information (PAD Read/PAD Write) for the media is
set for each apparatus trying to make access, such as
each content server or each recording/reproducing ap-
paratus(host). These pieces of information are recorded
in the server certificates (Server Cert) or the host certif-
icates (Host Cert) corresponding to respective appara-
tuses.

[0079] In accordance with the predetermined program
stored beforehand in the memory card 20, the memory
card 20 performs a process to verify recorded data in a
server certificate (Server Cert) or a host certificate (Host
Cert), and allows access only in access allowed areas.
[0080] Referring now to Fig. 4, example settings of ac-
cess restrictions in respective cases where the access
requesting apparatus to the memory card is a server and
where the apparatus is a host device such as a record-
ing/reproducing apparatus are described.

[0081] Fig. 4 shows, from left, a server 35 that is an
access requesting apparatus to the memory card, a client
(a host device) 15, and the memory card 20.

[0082] Theserver35isa serverthatperformsacontent
providing process, and a process to write the encryption
key to be used in content decryption, for example.
[0083] The server 35 may be a content server equiv-
alent to the content providing apparatus 32 shown in Fig.
1, or a content correspondence information providing
server equivalent to the content correspondence infor-
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mation providing apparatus, for example.

[0084] The client (host device) 15 is an apparatus that
performs a process to reproduce content stored in the
memory card 20, and needs to acquire the encryption
key recorded in the memory card to perform a content
decryption process.

[0085] The memory card 2 includes the protected area
(Protected Area) 21 and the general-purpose area (Gen-
eral Purpose Area) 22, and encrypted content and the
like are recorded in the general-purpose area (General
Purpose Area) 22.

[0086] The encryption key to be used in decrypting en-
crypted content is recorded in the protected area (Pro-
tected Area) 21.

[0087] As described above with reference to Fig. 2, the
protected area (Protected Area) 21 is divided into blocks
(PAD blocks).

[0088] The example shown in Fig. 4 has the three
blocks of a block #0 (Protected Area #0) 21a, a block #1
(Protected Area#1) 21b, and a block #2 (Protected Area
#2) 21c.

[0089] In the stage of this authentication process on
the access requesting apparatus, the memory card 20
receives an apparatus certificate (a server certificate
(Server Cert), for example) such as a public key certifi-
cate from the apparatus on the other end or the access
requesting apparatus, and determines whether to allow
access to the respective blocks in the protected area
(Protected Area) 21, using the information written in the
certificate. As a result of this determination process, only
the permitted process is performed in the permitted
blocks.

[0090] For example, writing allowed area information
(PAD Write) recorded in the server certificate (Server
Certificate) of the server is designed as a certificate in
which permission of writing (Write) in the PAD block #1
(Protected Area #1) 21b is set. That is, as shown in the
drawing, the settings shown below are designed.

Reading (Read) allowed area: block #1
Writing (Write) allowed area: block #1

[0091] In the example shown in the drawing, reading
(Read) is also allowed in a writing (Write) allowed block.
[0092] The host certificate (Host Certificate) held by
the client (host device) 15 as a reproducing apparatus
that reads an encryption key recorded in the block #1
(Protected Area #1) 21b and performs content reproduc-
tion is a certificate with settings shown below.

Permission of reading (Read) and writing (Write) in
the block #0 (Protected Area #0) 21a

Permission of reading (Read) in the block #1 (Pro-
tected Area #1) 21b

[0093] Such permission information is set in this cer-
tificate.
[0094] Thatis, as shown in the drawing, this certificate
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has the settings shown below.

Reading (Read) allowed areas: blocks #0 and #1
Writing (Write) allowed area: block #0

[0095] In the host certificate (Host Certificate), permis-
sion of writing (Write) in the block #1 (Protected Area #1)
21b in the protected area is not set.

[0096] However, permission of a deletion process may
be set so that the encryption key corresponding to the
content to be deleted can be deleted when the content
is deleted.

[0097] The block #2 (Protected Area #2) 21c in the
protected area is set as an area where access from both
the server and the host is not allowed, or an external
access prohibited area. That is, the block #2 (Protected
Area #2) 21c is set as an area to be accessed (for data
writing and reading) by the data processing unit in the
memory card 20 only when data processing is performed
inside the memory card 20.

[0098] As described above, the data processing unit
of the memory card determines whether to allow an ac-
cess requesting apparatus to perform data writing and
data reading on the protected area (Protected Area) 21
on a block basis in accordance with the apparatus cer-
tificate.

[3. (First Embodiment) Example processes of notification
of the block identifier of a block for key writing in conjunc-
tionwith contentinformation (Offer)ina contentrecording
process performed on a memory card]

[0099] In acase where the information processing ap-
paratus 10 as the user device records encrypted content,
an encryption key (a title key), and the like into the mem-
ory card 20 attached to the information processing ap-
paratus 10, a contentusage managing server determines
the block into which the title key is to be recorded, notifies
the information processing apparatus (client) or the like
of the block identifier that is the information for designat-
ing the determined block for key (title key) writing so that
the title key is written into the designated block. This proc-
ess is the embodiment described below.

[0100] First, an example process for a content usage
managing server to make notification of a block identifier
in conjunction with content information (Offer) is de-
scribed as a first embodiment.

[3-1. Example of a content download process in the first
embodiment]

[0101] Referring first to Fig. 5, a specific example of a
process to be performed by the information processing
apparatus 10 as the user device to record downloaded
encrypted content and the encryption key (title key) to be
used in decrypting the encrypted contentinto the memory
card 20 attached to the information processing apparatus
10 is described.
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[0102] Fig. 5shows the respective structures listed be-
low and the process:

(a
(b

an information processing apparatus (client) 100;
amemory card (information storage device) 120;
(c) a content usage managing server 130;

(d) a content server 140; and

(e) a content correspondence information providing
server 150.

—_— = —

[0103] The correspondence with the respective struc-
tures shown in Fig. 1 are as follows.

(a) The information processing apparatus (client)
100 corresponds to the information processing ap-
paratus 10 of Fig. 1.

(b) The memory card (information storage device)
120 corresponds to the memory card 20 shown in
Fig. 1.

(c) The content usage managing server 130 corre-
sponds to the content usage managing apparatus
31 shown in Fig. 1.

(d) The content server 140 corresponds to the con-
tent providing apparatus 32 shown in Fig. 1.

(e) The content correspondence information provid-
ing server 150 corresponds to the content corre-
spondence information providing apparatus 33
shown in Fig. 1.

[0104] A disk 110 shown in the drawing is a disk at-
tached to the information processing apparatus (client)
100.

[0105] The information processing apparatus (client)
100 has the memory card (information storage device)
120 attached thereto, and records encrypted contentand
an encryption key into the memory card (information stor-
age device) 120.

[0106] As described above with reference to Figs. 2
through 4, the memory card (information storage device)
120 includes the protected area (Protected Area) 21 on
which an access restriction is put so that access is al-
lowed in accordance with access allowance information
recorded in a certificate, and the general-purpose area
(General Purpose Area) 22 on which no such access
restrictions are put. Encrypted content and the like are
recorded into the general-purpose area (General Pur-
pose Area) 22. The encryption key (title key) to be used
in decrypting encrypted content is recorded in the pro-
tected area (Protected Area) 21.

[0107] Fig. 5 is a diagram for explaining a process to
record encrypted content provided by the content server
140 and content correspondence information including
an encryption key (a title key) provided by the content
correspondence information providing server 150 into
the memory card 120.

[0108] Data that are eventually recorded is shown in
the memory card 120 in Fig. 5.

[0109] Therecordeddataisencryptedcontent121and
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content correspondence information (a title key and the
like) 122.

[0110] A sequence for acquiring and recording these
pieces of data is now described.

[0111] First, to acquire content, the information
processing apparatus (client) 100 having the memory
card 120 attached theretoissues a content usage request
to the content usage managing server 130.

[0112] This is a content usage request process in step
S101 shown in Fig. 5.

[0113] This content usage request process is per-
formed via a web page that is made open to public on
the Internet by a service provider that is the operator of
the content usage managing server 130, for example.
[0114] This content usage request process may be
performed in various modes. For example, a code (a cou-
pon code) provided from the web page or a token 151
including a code stored in a content recording disk 110
is generated, and atoken 152 is transmitted to the content
usage managing server 130. Through such a process,
content associated with particular content such as con-
tent stored in the disk 110 can be acquired.

[0115] Havingreceived the content usage request, the
content usage managing server 130 performs an authen-
tication process on the information processing apparatus
(client) 100, conducts verification of the received token
on condition of successful authentication in step S102,
selects available content based on the token, acquires
content information (Offer) from the content information
database 131, and transmits the content information (Of-
fer) to the information processing apparatus (client) 100.
[0116] The content usage managing server 130 trans-
mits a block identifier contained in this content informa-
tion (Offer) to the information processing apparatus (cli-
ent) 100.

[0117] That is, the block identifier of the block into
which the encryption key (title key) to be used in decrypt-
ing the encrypted content to be acquired by the informa-
tion processing apparatus (client) 100 is to be written is
transmitted to the information processing apparatus (cli-
ent) 100.

[0118] The contentinformation and the block identifier
are the "content information (Offer) & PAD block identifier
153" shown in Fig. 5.

[0119] In this manner, the content usage managing
server 130 transmits the PAD block identifier as storage
area designation information for the title key that is the
encryption key to be used in content decryption, to the
information processing apparatus (client) 100.

[0120] The PAD block identifier is the identifier of a
block that is a sectioned area in the protected area ((Pro-
tected Area) of the memory card described above with
reference to Figs. 2 and 4. The encryption key (title key)
to be used in decrypting encrypted content is stored into
the block in the protected area (Protected Area) of the
memory card.

[0121] Asdescribed above, the content usage manag-
ing server 130 notifies the information processing appa-
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ratus 100 of the PAD block identifier, to designate the
block in the protected area (Protected Area) of the mem-
ory card into which the key (title key) for decrypting the
encrypted content that is about to be acquired by the
information processing apparatus (client) is to be stored.
[0122] Thatis, the contentusage managing server 130
determines the storage area (block) for the encryption
key (title key) to be used in content decryption.

[0123] Accordingly, the block determined by the con-
tent usage managing server 130 becomes available as
the title key storage area.

[0124] Fig. 6 shows an example of the data in the con-
tent information (Offer) provided from the content usage
managing server 130 to the information processing ap-
paratus (client) 100.

[0125] As shownin Fig. 6, the content information (Of-
fer) contains the following information:

(1) version information: information indicating the
version of this message;

(2) a language code: a code indicating the type of
the language used in text;

(3) a status number: information indicating suc-
cess/failure of message transmission/reception;

(4) content information; and

(5) a session ID.

[0126] For example, the information listed below is
contained in (4) the content information:

(4a) an offer index: identification information about
the request from the client;

(4b) a protection type: information indicating the cop-
yright protection level of the content;

(4c) a PAD block identifier: a PAD block identifier
that is the information for designating the block for
storing the title key;

(4d) a content profile: the attribute of the content,
such as mp4 or TS; and

(4d) a file size: the file size of the content.

[0127] For example, these pieces of information are
provided from the content usage managing server 130
to the information processing apparatus (client) 100.
[0128] These pieces of content information are asso-
ciated with one set of content corresponding to one title.
In a case where contentinformation about more than one
piece of content corresponding to more than one title is
provided, the same number of sets of content information
as the number of pieces of content are provided from the
content usage managing server 130 to the information
processing apparatus (client) 100.

[0129] The PAD block identifier (PAD Block Number)
contained in the content information shown in Fig. 6 is
the identifier for designating the block in the protected
area of the memory card into which the title key that is
the key for decrypting content is to be stored.

[0130] The information processing apparatus 100 fur-
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ther acquires encrypted content, and acquires the title
key corresponding to the encrypted content.

[0131] The content correspondence information pro-
viding server 150 shown in Fig. 5 accesses the memory
card 120, and writes the title key thereinto.

[0132] The content correspondence information pro-
viding server 150 should store the title key into the block
corresponding to the PAD block identifier designated by
the content information.

[0133] This process will be described later.

[0134] After receiving the content information contain-
ing the PAD block identifier in step S103 in Fig. 5, the
information processing apparatus 100 determines the
content to be acquired in accordance with the content
information in step S104. In a case where content infor-
mation corresponding to pieces of content is received,
for example, the content to be actually acquired is se-
lected from among the pieces of content.

[0135] In step S105, the information processing appa-
ratus 100 requests content usage permission information
(Credential) accompanied by the identifier of the selected
content. That is, the "content usage permission informa-
tion request 154" shown in the drawing is transmitted to
the content usage managing server 130.

[0136] Upon receipt of the "content usage permission
information request 154" from the information processing
apparatus (client) 100, the content usage managing serv-
er 130 in step S106 performs a content usage permission
process to generate and transmit "content usage permis-
sion information (Credential)155" to the information
processing apparatus (client) 100.

[0137] The "content usage permission information
(Credential) 155" is data formed with access information
(such as a content URL (Uniform Resource Locator)) for
acquiring encrypted content, access information (such
as a content correspondence information URL) about the
content correspondence information such as the title key,
a random number generated by the content usage man-
aging server 130, and the like.

[0138] Inthis contentusage permission processin step
S106, the content usage managing server 130 transmits
the data 156 shown in the drawing to the content corre-
spondence information providing server 150 that trans-
mits the title key and the like.

[0139] The data 156 contains the following pieces of
data:

(a) "content usage permission information (Creden-
tial)", which is the same data as the "content usage
permission information (Credential) 155" transmitted
to the information processing apparatus (client) 100;
(b) the PAD block identifier transmitted to the infor-
mation processing apparatus (client) 100 earlier; and
(c) the title key or the title key identifier. The data 156
containing these pieces of data is transmitted to the
content correspondence information providing serv-
er 150 that transmits the content correspondence
information formed with the title key and the like.
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(c) The title key or the title key identifier is the title
key or the identifier thereof that can be used in de-
crypting the content selected in step S104 by the
information processing apparatus (client) 100.

[0140] In a case where the content correspondence
information providing server 150 holds the title key, the
title key identifier is provided to the content correspond-
ence information providing server 150.

[0141] Afterreceiving the content usage permissionin-
formation (Credential) from the content usage managing
server 130 in step S107, the information processing ap-
paratus (client) 100 acquires or downloads the content
from the content server 140 in step S111. The content is
encrypted content that can be decrypted with the title key
corresponding to the content.

[0142] The access information such as the URL of en-
crypted content 141 held by the content server 140 is
contained in the "content usage permission information
(Credential) 155" acquired from the content usage man-
aging server 130.

[0143] The information processing apparatus (client)
100 records the encrypted content downloaded from the
content server 140 into the memory card 120 attached
to the information processing apparatus (client) 100.
[0144] Here, the encrypted contentis recorded into the
general-purpose area (General Purpose Area) of the
memory card 120. The encrypted content is encrypted
content 121 shown in the drawing.

[0145] Instep S121, the information processing appa-
ratus (client) 100 transmits an acquisition request for the
content correspondence information, ormorespecifically,
the content correspondence information containing the
title key to be used in decrypting the acquired encrypted
content, the usage control information (Usage Rule File),
and the like, to the content correspondence information
providing server 150.

[0146] In transmitting this acquisition request for the
content correspondence information, the information
processing apparatus (client) 100 transmits a PAD block
identifier 172 to the content correspondence information
providing server 150, as shown in the drawing.

[0147] This PADblock identifier 172 is the PADblock
identifier recorded in the content information (offer) re-
ceived from the content usage managing server 130, or
the content information (Offer) described above with ref-
erence to Fig. 6.

[0148] Upon receipt of the content correspondence in-
formation acquisition request including the PAD block
identifier from the information processing apparatus (cli-
ent) 100, the content correspondence information pro-
viding server 150 in step S122 performs an authentica-
tion process on the memory card 120 attached to the
information processing apparatus (client) 100, via the in-
formation processing apparatus (client) 100.

[0149] The memory card 120 includes the data
processing unit that can perform the authentication proc-
ess, as describedabove. In step S122, a mutual authen-
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tication process is performed between the memory card
120 and the content correspondence information provid-
ing server 150.

[0150] In this mutual authentication process, the mem-
ory card 120 and the content correspondence information
providing server 150 transmit their own public key certif-
icates to each other.

[0151] The public key certificate of the content corre-
spondence information providing server 150 is the cer-
tificate (Certificate) that has the data structure described
above with reference to Fig. 3, for example.

[0152] That s, this public key certificate is a certificate
in which the access right information about each block
in the protected area (Protected Area) of the memory
card 120 is recorded.

[0153] After the authentication process is successfully
completed in step S122, the information processing ap-
paratus (client) 100 in step S123 transmits the "content
usage permission information (Credential) 172" received
earlier from the content usage managing server 130, to
the content correspondence information providing server
150.

[0154] Upon receipt of the "content usage permission
information (Credential) 172" from the information
processing apparatus (client) 100, the content corre-
spondence information providing server 150 performs a
content usage permission information (Credential) check
process in step S124.

[0155] This check process is a matching process be-
tween the "content usage permission information(Cre-
dential) 172" received from the information processing
apparatus (client) 100 and the "content usage permission
information (Credential) " contained in the data 156 re-
ceived earlier from the content usage managing server
130.

[0156] If these two sets of "content usage permission
information (Credential) " are determined to be identical,
the matching is determined to be successful, and the next
process, which is the process to write the content corre-
spondence information containing the title key into the
memory card 120, is performed.

[0157] If these two sets of "content usage permission
information (Credential) " are determined not to be iden-
tical, the matching is determined not to be successful,
and the next process, which is the process to write the
content correspondence information containing the title
key into the memory card 120, is not performed.

[0158] In a case where the two sets of "content usage
permission information (Credential) " are determined to
be identical, and the matching is determined to be suc-
cessful, the content correspondence information provid-
ing server 150 performs the process to write "content
correspondence information 173" containing the title key
into the memory card 120, which has been authenticated
earlier.

[0159] The title key writing process is performed on a
specific block (PAD block) in the protected area (Protect-
ed Area) of the memory card 120. That is, title key writing
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is performed on the block corresponding to the PAD block
identifier contained in the contentinformation issued from
the content usage managing server 130.

[0160] As described above with reference to Fig. 6, the
access right information about the respective blocks in
the protected area (Protected Area) of the memory card
120isrecorded in the certificate (Certificate) of each serv-
er.

[0161] Inthe earlier authentication process, the control
unit or the data processing unit of the memory card 120
checks the server certificate received from the content
correspondence information providing server 150.
[0162] Thatis, a check is made to determine whether
the block corresponding to the PAD block identifier con-
tained in the content information issued from the content
usage managing server 130 is a data writing allowed
block for the content correspondence information provid-
ing server 150.

[0163] The memory card 120 determines whether the
block corresponding to the PAD block identifier contained
in the content information is recorded as a data writing
allowedblock for the content correspondence information
providing server 150 in the server certificate. Only when
this determination result is positive, can the content cor-
respondence information providing server 150 write the
title key into the block.

[0164] That is, to write the title key for decrypting the
encrypted content recorded in the memory card into the
protected area (Protected Area) of the memory card, the
conditions listed below need to be satisfied.

(1) The authentication process between the content
correspondence information providing server 150
and the memory card 120 is successful.

(2) In the content correspondence information pro-
viding server 150, matching among the content us-
age permission information (Credential) received
from the content usage managing server 130, the
content usage permission information (Credential)
received from the information processing apparatus
(client) 100, and the content usage permission infor-
mation (Credential) is confirmed.

(3) The block corresponding to the PAD block iden-
tifier recorded in the content information (Offer) is-
sued from the content usage managing server 130
is recorded as a data writing allowed block in the
server certificate (Certificate) of the content corre-
spondence information providing server 150. Only
when all of these conditions are determined to be
satisfied, can the title key be written into the specific
block in the protected area (Protected Area) of the
memory card.

[3-2. Example of a content copy process in the first em-
bodiment]

[0165] Referring now to Fig. 7, a process to read con-
tent recorded in the disk 110 such as a BD or a DVD
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attached to the information processing apparatus (client)
100 and record the content into the memory card 120, or
a process to perform a content copy recording process,
is described.

[0166] Fig. 7 shows the respective structures listed be-
low and the process:

(a) The information processing apparatus (client)
100

(b) The memory card (information storage device)
120

(c) The content usage managing server 130

(d) The content correspondence information provid-
ing server 150The content server 140 shown in Fig.
5 is not shown.

[0167] In this example, encrypted content 111 stored
in the disk 110 attached to the information processing
apparatus (client) 100 is read out, and is then recorded
into the memory card 120.

[0168] The other processes are similar to the process-
es described above with reference to Fig. 5. Forexample,
the content correspondence information containing the
title key to be used in decrypting the encrypted content
111 is acquired from the content correspondence infor-
mation providing server 150.

[0169] As described above with reference to Figs. 2
through 4, the memory card (information storage device)
120 includes the protected area (Protected Area) 21 on
which an access restriction is put so that access is al-
lowed in accordance with access allowance information
recorded in a certificate (Certificate), and the general-
purpose area (General Purpose Area) 22 on which no
such access restrictions are put. Encrypted content and
the like are recorded into the general-purpose area (Gen-
eral Purpose Area) 22. The encryption key to be used in
decrypting encrypted content is recorded in the protected
area (Protected Area) 21.

[0170] The sequence in a content copy process is now
described.

[0171] The differences between the content copy se-
quence shown in Fig. 7 and the content download se-
quence shown in Fig. 5 are the portions shown with heavy
lines in Fig. 7.

[0172] A first difference lies in that the information
processing apparatus (client) 100 reads a content ID from
the disk 110 and transmits the content ID to the content
usage managing server 130.

[0173] Thisisa process for transmitting the information
for identifying the content to be copied.

[0174] Another difference lies in that the information
processing apparatus (client) 100 reads the encrypted
content 111 from the disk 110, and, in step S161, per-
forms a copyprocess to write the encrypted content 111
into the memory card 120.

[0175] The rest of the process flow is substantially the
same as the process flow described above with reference
to Fig. 5.
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[0176] The process flow shown in Fig. 7 is as follows.

(Step S151)

[0177] First, to acquire content, the information
processing apparatus (client) 100 having the disk 110
and the memory card 120 attached thereto issues a con-
tentusage requestto the content usage managing server
130. In issuing this request, the information processing
apparatus (client) 100 generates a token 151a based on
the data read from the disk 110, further reads a content
ID 151b, and transmits the token 151a and the content
ID 151b to the content usage managing server 130.

(Step S152)

[0178] Havingreceived the contentusage request, the
content usage managing server 130 performs an authen-
tication process on the information processing apparatus
(client) 100, conducts verification of the received token
on condition of successful authentication, identifies the
content to be copied based on the received content ID,
acquires contentinformation (Offer) corresponding to the
identified content from the content information database
131, and transmits the content information (Offer) to the
information processing apparatus (client) 100.

[0179] The content usage managing server 130 trans-
mits a PAD block identifier contained in this content in-
formation (Offer) to the information processing apparatus
(client) 100.

[0180] The content information and the PAD block
identifier are the "content information (Offer) & PAD block
identifier 153" shown in Fig. 7.

[0181] Thatis, the contentusage managing server 130
transmits the PAD block identifier as storage area des-
ignation information for the title key that is the encryption
key to be used in content decryption, to the information
processing apparatus (client) 100, as in the content
download process described above with reference to Fig.
5.

[0182] An example of the data in the content informa-
tion (Offer) provided from the content usage managing
server 130 to the information processing apparatus (cli-
ent) 100 is shown in Fig. 6, which has been described
above, and this example data contains the PAD block
identifier as the storage area designation information for
the title key thatis the encryption key to be usedin content
description.

(Steps S153 and S154)

[0183] Afterreceiving the content information contain-
ing the PAD block identifier in step S153, the information
processing apparatus 100 determines the content to be
copied in accordance with the content information in step
S154.In a case where contentinformation corresponding
to pieces of content is received, for example, the content
to be actually copied is selected from among the pieces
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of content.
(Step S155)

[0184] Theinformation processing apparatus 100 then
requests content usage permission information (Creden-
tial) accompanied by the identifier of the selected content.
That is, the "content usage permission information re-
quest 154" shown in the drawing is transmitted to the
content usage managing server 130.

(Step S156)

[0185] Upon receipt of the "content usage permission
information request 154" from the information processing
apparatus (client) 100, the content usage managing serv-
er 130 performs a content usage permission process to
generate and transmit "content usage permission infor-
mation (Credential)155" to the information processing
apparatus (client) 100.

[0186] As described above, the "content usage per-
mission information (Credential) 155" is data formed with
information about access to the content, access informa-
tion such as the URL of the content correspondence in-
formation such as the title key, a random number gener-
ated by the content usage managing server 130, and the
like.

[0187] Inthis contentusage permission processin step
S156, the content usage managing server 130 transmits
the data 156 shown in the drawing to the content corre-
spondence information providing server 150 that trans-
mits the title key and the like.

[0188] The data 156 contains the following pieces of
data:

(a) "content usage permission information (Creden-
tial)", which is the same data as the "content usage
permission information (Credential) 155" transmitted
to the information processing apparatus (client) 100;
(b) the PAD block identifier transmitted to the infor-
mation processing apparatus (client) 100 earlier; and
(c) the title key or the title key identifier. The data 156
containing these pieces of data is transmitted to the
content correspondence information providing serv-
er 150 that transmits the title key and the like.

(Step S157)

[0189] The information processing apparatus (client)
100 receives the content usage permission information
(Credential) from the content usage managing server
130.

(Step S161)
[0190] The information processing apparatus (client)

100 reads the encrypted content 111 from the disk 110,
and records (copies) the read encrypted content into the
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memory card 120 attached to the information processing
apparatus (client) 100.

[0191] Here, the encrypted contentis recorded into the
general-purpose area (General Purpose Area) of the
memory card 120.

(Step S171)

[0192] The information processing apparatus (client)
100 then transmits an acquisition request for the content
correspondence information, ormorespecifically, the
content correspondence information containing the title
key to be used in decrypting the copied encrypted con-
tent, the usage control information (Usage Rule File), and
the like, to the content correspondence information pro-
viding server 150.

[0193] In transmitting this acquisition request for the
content correspondence information, the information
processing apparatus (client) 100 transmits the PAD
block identifier 172 to the content correspondence infor-
mation providing server 150, as shown in the drawing.

(Step S172)

[0194] Upon receipt of the content correspondence in-
formation acquisition request including the PAD block
identifier from the information processing apparatus (cli-
ent) 100, the content correspondence information pro-
viding server 150 performs an authentication process on
the memory card 120 attached to the information
processing apparatus (client) 100, via the information
processing apparatus (client) 100.

(Step S173)

[0195] After the authentication process is successfully
completed, the information processing apparatus (client)
100 transmits the "content usage permission information
(Credential) 172" received earlier from the content usage
managing server 130, to the content correspondence in-
formation providing server 150.

(Step S174)

[0196] Upon receipt of the "content usage permission
information (Credential) 172" from the information
processing apparatus (client) 100, the content corre-
spondence information providing server 150 performs a
content usage permission information (Credential) check
process.

[0197] This check process is a matching process be-
tween the "content usage permission information(Cre-
dential) 172" received from the information processing
apparatus (client) 100 and the "content usage permission
information (Credential) " contained in the data 156 re-
ceived earlier from the content usage managing server
130.

[0198] If these two sets of "content usage permission
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information (Credential) " are determined to be identical,
the matching is determined to be successful, and the next
process, which is the process to write the content corre-
spondence information containing the title key into the
memory card 120, is performed.

[0199] If these two sets of "content usage permission
information (Credential) " are determined not to be iden-
tical, the matching is determined not to be successful,
and the next process, which is the process to write the
content correspondence information containing the title
key into the memory card 120, is not performed.

[0200] In a case where the two sets of "content usage
permission information (Credential) " are determined to
be identical, and the matching is determined to be suc-
cessful, the content correspondence information provid-
ing server 150 performs the process to write "content
correspondence information 173" containing the title key
into the memory card 120, which has been authenticated
earlier.

[0201] The title key writing process is performed on a
specific block (PAD block) in the protected area (Protect-
ed Area) of the memory card 120. That is, title key writing
is performed on the block corresponding to the PAD block
identifier contained in the contentinformation issued from
the content usage managing server 130.

[0202] As described above with reference to Fig. 6, the
access right information about the respective blocks in
the protected area (Protected Area) of the memory card
120isrecorded in the certificate (Certificate) of each serv-
er.

[0203] Inthe earlier authentication process, the control
unit or the data processing unit of the memory card 120
checks the server certificate received from the content
correspondence information providing server 150.
[0204] Thatis, a check is made to determine whether
the block corresponding to the PAD block identifier con-
tained in the content information issued from the content
usage managing server 130 is a data writing allowed
block for the content correspondence information provid-
ing server 150.

[0205] The memory card 120 determines whether the
block corresponding to the PAD block identifier contained
in the content information is a data writing allowed block
for the content correspondence information providing
server 150. Only when the block is determined to be a
data writing allowed block, can the content correspond-
ence information providing server 150 write the title key
into the block.

[0206] Thatis, as in the content download process de-
scribed above with reference to Fig. 5, to write the title
key for decrypting the encrypted content recorded in the
memory card into the protected area (Protected Area) of
the memory card, the conditions listed below need to be
satisfied in the content copy process shown in Fig. 7.

(1) The authentication process between the content
correspondence information providing server 150
and the memory card 120 is successful.
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(2) In the content correspondence information pro-
viding server 150, matching among the content us-
age permission information (Credential) received
from the content usage managing server 130, the
content usage permission information (Credential)
received from the information processing apparatus
(client) 100, and the content usage permission infor-
mation (Credential) is confirmed.

(3) The block corresponding to the PAD block iden-
tifier recorded in the content information (Offer) is-
sued from the content usage managing server 130
is recorded as a data writing allowed block in the
server certificate (Certificate) of the content corre-
spondence information providing server 150.

[0207] Only when all of these conditions are deter-
mined to be satisfied, can the title key be written into the
specific block in the protected area (Protected Area) of
the memory card.

[3-3. Communication sequence among the respective
components in the first embodiment]

[0208] A content download process has been de-
scribed with reference to Fig. 5, a content copy process
has been described with reference to Fig. 7, and the proc-
ess sequences in cases where these processes are per-
formed have also been described.

[0209] Fig. 8is adiagram collectively showing the com-
munication sequence to be performed among the respec-
tive components in a case where a content download
process or a content copy process is performed.

[0210] The processes in the respective steps shown
in Fig. 8 are as follows.

(Step S201)

[0211] The information processing apparatus (client)
100 transmits a token indicating a content usage request
to the content usage managing server 130.

(Step S202)

[0212] An authentication process is performed be-
tween the information processing apparatus (client) 100
and the content usage managing server 130.

(Step S203)

[0213] The content usage managing server 130 trans-
mits content information (Offer) containing a PAD block
identifier to the information processing apparatus (client)
100 on condition of successful authentication.

(Step S204)

[0214] The information processing apparatus (client)
100 transmits a content usage permission information
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request to the content usage managing server 130.
(Step S205)

[0215] The content usage managing server 130 trans-
mits content usage permission information (Credential)
to the content correspondence information providing
server 150.

(Step S206)

[0216] The content usage managing server 130 trans-
mits the content usage permission information (Creden-
tial), the PAD block identifier, and the title key or the title
key identifier to the information processing apparatus (cli-
ent) 100.

(Steps S207a and S207b)

[0217] Step S207a: the information processing appa-
ratus (client) 100 downloads content from the content
server 140, or

step S207b: the information processing apparatus (cli-
ent) 100 copies content from the disk 110 and writes the
content into the memory card 120.

[0218] The encrypted content is written into the gen-
eral-purpose area (General Purpose Area) of the mem-
ory card 120.

(Step S208)

[0219] The information processing apparatus (client)
100 transmits the PAD block identifier to the content cor-
respondence information providing server 150.

[0220] That is, the PAD block identifier that is deter-
mined as the title key writing block by the content usage
managing server 130 and is received from the content
usage managing server 130 is transmitted.

(Step S209)

[0221] An authentication process is performed be-
tween the memory card 120 and the content correspond-
ence information providing server 150.

(Step S210)

[0222] The information processing apparatus (client)
100 transmits the content usage permission information
(Credential) to the content correspondence information
providing server 150.

(Step S211)

[0223] The content correspondence information pro-
viding server 150 writes the title key into the specific block
in the protected area (Protected Area) identified by the
PAD block identifier of the memory card 120 on condition
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of successful authentication and successful matching of
the content usage permission information (Credential).
Further, other content correspondence information is re-
corded.

[0224] Through the above sequence, the data de-
scribed below is recorded into the memory card 120.
[0225] Downloaded encrypted content or copied en-
crypted content is recorded into the general-purpose ar-
ea (General Purpose Area).

[0226] The title key to be used in decrypting the en-
crypted content is recorded into the block corresponding
to the PAD block identifier designated by the content us-
age managing server 130 among the blocks in the pro-
tected area (Protected Area).

[0227] The title key to be recorded into the block in the
protected area (Protected Area) may be the data of the
title key or converted data of the title key. For example,
the title key may be stored as a converted title key sub-
jected to conversion (XOR operation or encryption) with
a key (a sub-key) that can be used by the information
processing apparatus (client) 100.

[0228] Insuch asetting, the information processing ap-
paratus (client) 100 acquires the converted title key from
the block in the protected area (Protected Area), acquires
the title key by performing operation or a decryption proc-
ess on the converted title key, and decrypts the encrypted
content by using the acquired title key.

[4. (Second Embodiment) Example processes of notifi-
cation of the block identifier of a block for key writing in
conjunction with content usage permission information
(Credential) in a content recording process performed on
a memory card]

[0229] Next, an example process for a content usage
managing server to make notification of the block iden-
tifier of a block for key writing in conjunction with content
usage permission information (Credential) is described
as a second embodiment.

[4-1. Example of a content download process in the sec-
ond embodiment]

[0230] Referring first to Fig. 9, a specific example of a
process to be performed in a case where encrypted con-
tent is downloaded and recorded into a memory card is
described.

[0231] Fig. 9 shows the respective structures listed be-
low and the process:

(a) aninformation processing apparatus (client) 100;
(b) amemory card (information storage device) 120;
(c) a content usage managing server 130;
(d) a content server 140; and
(e) a content correspondence information providing
server 150.

[0232] Like the process described above in the de-



31 EP 2 854 060 A1 32

scription of the first embodiment with reference to Fig. 5,
the process shown in Fig. 9 is a downloaded content
recording process.

[0233] Adifference between the process shown in Fig.
9 and the process shown in Fig. 5 is the timing of notifi-
cation of a PAD block identifier from the content usage
managing server 130 to the information processing ap-
paratus (client) 100.

[0234] In the first embodiment described above, the
content usage managing server 130 incorporates a PAD
block identifier as the information for designating the title
key storage block into content information (Offer), and
then provides the content information (Offer) to the infor-
mation processing apparatus (client) 100.

[0235] Inthe example process shownin Fig. 9, the con-
tent usage managing server 130 incorporates a PAD
block identifier not into content information (Offer) but
into later content usage permission information, and no-
tifies the information processing apparatus (client) 100
of the title key recording block.

[0236] The example process shown in Fig. 9 differs
from the example process shown in Fig. 5 in this aspect.
[0237] The sequence shown in Fig. 9 is as follows.

(Step S301)

[0238] First, to acquire content, the information
processing apparatus (client) 100 having the memory
card 120 attached theretoissues a content usage request
to the content usage managing server 130. For example,
atoken 351 based on dataread fromaweb page provided
by a service provider or a disk 110 is generated, and a
token 352 is transmitted to the content usage managing
server 130.

(Step S302)

[0239] Havingreceived the content usage request, the
content usage managing server 130 performs an authen-
tication process on the information processing apparatus
(client) 100, conducts token verification on condition of
successful authentication, selects available content
based on the token, acquires content information (Offer)
from a content information database 131, and transmits
the content information (Offer) to the information
processing apparatus (client) 100. This content informa-
tion (Offer) is the content information (Offer) 353 shown
in the drawing.

[0240] This embodiment differs from the foregoing em-
bodimentin that the content information (Offer) 353 does
not contain the PAD block identifier that is the information
for designating the title key storage block.

(Steps S303 and S304)
[0241] Having received the contentinformation, the in-

formation processing apparatus 100 determines the con-
tent to be acquired in accordance with the content infor-
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mation. In a case where content information correspond-
ing to pieces of contentis received, for example, the con-
tent to be actually acquired is selected from among the
pieces of content.

(Step S305)

[0242] The information processing apparatus 100 then
requests content usage permission information (Creden-
tial) accompanied by the identifier of the selected content.
That is, the "content usage permission information re-
quest 354" shown in the drawing is transmitted to the
content usage managing server 130.

(Step S306)

[0243] Upon receipt of the "content usage permission
information request 354" from the information processing
apparatus (client) 100, the content usage managing serv-
er 130 performs a content usage permission process to
generate and transmit "content usage permission infor-
mation (Credential)355" to the information processing
apparatus (client) 100.

[0244] Inthisembodiment, the PAD blockidentifier that
is the information for designating the title key storage
block is incorporated into the content usage permission
information (Credential) 355, and is transmitted.

[0245] Thatis, the contentusage managing server 130
transmits the PAD block identifier as storage area des-
ignation information for the title key that is the encryption
key to be used in content decryption, in conjunction with
the content usage permission information (Credential)
355, to the information processing apparatus (client) 100.
The content usage managing server 130 can determine
the PAD block identifier based on the selected content.
[0246] The PAD block identifier is the identifier of a
block that is a sectioned area in the protected area ((Pro-
tected Area) of the memory card described above with
reference to Figs. 2 and 4, and is the information for des-
ignating the storage block for the encryption key (title
key) to be used in decrypting encrypted content.

[0247] Asdescribed above, the content usage manag-
ing server 130 notifies the information processing appa-
ratus 100 of the PAD block identifier, to designate the
block in the protected area (Protected Area) of the mem-
ory card into which the key (title key) for decrypting the
encrypted content that is about to be acquired by the
information processing apparatus (client) is to be stored.
[0248] Thatis, the contentusage managing server 130
determines the storage area (block) for the encryption
key (title key) to be used in content decryption.

[0249] Accordingly, the block determined by the con-
tent usage managing server 130 becomes available as
the title key storage area.

[0250] The "content usage permission information
(Credential) 355" contains information about access to
the content, access information such as the URL of the
content correspondence information such as the title key,
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a random number generated by the content usage man-
aging server 130, and the like, as well as the PAD block
identifier.

[0251] Inthis contentusage permission processin step
S306, the content usage managing server 130 transmits
the data 356 shown in the drawing to the content corre-
spondence information providing server 150 that trans-
mits the title key and the like, as in the example processes
described above.

[0252] The data 356 contains the following pieces of
data:

(a) "content usage permission information (Creden-
tial)", which is the same data as the "content usage
permission information (Credential) 355" transmitted
to the information processing apparatus (client) 100;
(b) the PAD block identifier; and

(c) the title key or the title key identifier. The data 356
containing these pieces of data is transmitted to the
content correspondence information providing serv-
er 150 that transmits the title key and the like.

(Step S307)

[0253] In step S307, the information processing appa-
ratus (client) 100 receives the content usage permission
information (Credential) from the content usage manag-
ing server 130.

(Step S311)

[0254] The information processing apparatus (client)
100 acquires or downloads the content from the content
server 140, and records the contentinto the memory card
120.

[0255] Here, the encrypted contentis recorded into the
general-purpose area (General Purpose Area) of the
memory card 120.

(Step S321)

[0256] The information processing apparatus (client)
100 then transmits an acquisition request for the content
correspondence information, ormorespecifically, the
content correspondence information containing the title
key to be used in decrypting the acquired encrypted con-
tent, the usage controlinformation (Usage Rule File), and
the like, to the content correspondence information pro-
viding server 150.

[0257] In transmitting this acquisition request for the
content correspondence information, the information
processing apparatus (client) 100 transmits a PAD block
identifier 372 to the content correspondence information
providing server 150, as shown in the drawing.

[0258] This PADblock identifier 372 is the PADblock
identifier received in conjunction with the content usage
permission information (Credential) received from the
content usage managing server 130.
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(Step S322)

[0259] Upon receipt of the content correspondence in-
formation acquisition request including the PAD block
identifier 371 from the information processing apparatus
(client) 100, the content correspondence information pro-
viding server 150 performs an authentication process on
the memory card 120 attached to the information
processing apparatus (client) 100, via the information
processing apparatus (client) 100.

(Step S323)

[0260] After the authentication process is successfully
completed, the information processing apparatus (client)
100 transmits the "content usage permission information
(Credential) 372" received earlier from the content usage
managing server 130, to the content correspondence in-
formation providing server 150.

(Step S324)

[0261] Upon receipt of the "content usage permission
information (Credential) 372" from the information
processing apparatus (client) 100, the content corre-
spondence information providing server 150 performs a
content usage permission information (Credential) check
process.

[0262] This check process is a matching process be-
tween the "content usage permission information(Cre-
dential) 372" received from the information processing
apparatus (client) 100 and the "content usage permission
information (Credential) " contained in the data 356 re-
ceived earlier from the content usage managing server
130.

[0263] If these two sets of "content usage permission
information (Credential) " are determined to be identical,
the matchingis determined to be successful, and the next
process, which is the process to write the content corre-
spondence information containing the title key into the
memory card 120, is performed.

[0264] If these two sets of "content usage permission
information (Credential) " are determined not to be iden-
tical, the matching is determined not to be successful,
and the next process, which is the process to write the
content correspondence information containing the title
key into the memory card 120, is not performed.

[0265] In a case where the two sets of "content usage
permission information (Credential) " are determined to
be identical, and the matching is determined to be suc-
cessful, the content correspondence information provid-
ing server 150 performs the process to write "content
correspondence information 373" containing the title key
into the memory card 120, which has been authenticated
earlier.

[0266] The title key writing process is performed on a
specific block (PAD block) in the protected area (Protect-
ed Area) of the memory card 120. That is, title key writing



35 EP 2 854 060 A1 36

is performed on the block corresponding to the PAD block
identifier determined by the content usage managing
server 130.

[0267] Inthe second embodiment, to write the title key
for decrypting the encrypted content recorded in the
memory card into the protected area (Protected Area) of
the memory card, the conditions listed below need to be
satisfied as in the above described first embodiment.

(1) The authentication process between the content
correspondence information providing server 150
and the memory card 120 is successful.

(2) In the content correspondence information pro-
viding server 150, matching among the content us-
age permission information (Credential) received
from the content usage managing server 130, the
content usage permission information (Credential)
received from the information processing apparatus
(client) 100, and the content usage permission infor-
mation (Credential) is confirmed.

(3) The block corresponding to the PAD block iden-
tifier recorded in the content usage permission infor-
mation (Credential) issued from the content usage
managing server 130 is recorded as a data writing
allowed block in the server certificate (Certificate) of
the content correspondence information providing
server 150.

[0268] Only when all of these conditions are deter-
mined to be satisfied, can the title key be written into the
specific block in the protected area (Protected Area) of
the memory card.

[4-2. Example of a content copy process in the second
embodiment]

[0269] Referring now to Fig. 10, a process to read con-
tent recorded in the disk 110 such as a BD or a DVD
attached to the information processing apparatus (client)
100 and record the content into the memory card 120, or
a process to perform a content copy recording process,
is described.

[0270] Fig. 10 shows the respective structures listed
below and the process:

(a) The information processing apparatus (client)
100

(b) The memory card (information storage device)
120

(c) The content usage managing server 130

(d) The content correspondence information provid-
ing server 150The content server 140 shown in Fig.
9 is not shown.

[0271] In this example, encrypted content 111 stored
in the disk 110 attached to the information processing
apparatus (client) 100 is read and is recorded into the
memory card 120.
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[0272] The other processes are similar to the process-
es described above with reference to Fig. 9. Forexample,
the content correspondence information containing the
title key to be used in decrypting the encrypted content
111 is acquired from the content correspondence infor-
mation providing server 150.

[0273] As described above with reference to Figs. 2
through 4, the memory card (information storage device)
120 includes the protected area (Protected Area) 21 on
which an access restriction is put so that access is al-
lowed in accordance with access allowance information
recorded in a certificate, and the general-purpose area
(General Purpose Area) 22 on which no such access
restrictions are put. Encrypted content and the like are
recorded into the general-purpose area (General Pur-
pose Area) 22. The encryption key to be used in decrypt-
ing encrypted content is recorded in the protected area
(Protected Area) 21.

[0274] The sequence in a content copy process is now
described.

[0275] Like the sequence shown in Fig. 7 and de-
scribed above as the first embodiment, the content copy
sequence shown in Fig. 10 is a copied content recording
process.

[0276] A difference from Fig. 7 is the timing of notifica-
tion of a PAD block identifier from the content usage man-
aging server 130 to the information processing apparatus
(client) 100.

[0277] In the first embodiment described above, the
content usage managing server 130 incorporates a PAD
block identifier into content information (Offer), and then
notifies the information processing apparatus (client) 100
of the title key recording block.

[0278] In the example process shown in Fig. 10, the
content usage managing server 130 incorporates a PAD
block identifier not into content information (Offer) but
into later content usage permission information, and no-
tifies the information processing apparatus (client) 100
of the title key recording block.

[0279] The example process shown in Fig. 10 differs
from the example process shown in Fig. 7 in this aspect.
[0280] The process flow shownin Fig. 10 is as follows.

(Step S351)

[0281] First, to acquire content, the information
processing apparatus (client) 100 having the disk 110
and the memory card 120 attached thereto issues a con-
tentusage requestto the content usage managing server
130. In issuing this request, the information processing
apparatus (client) 100 reads a token 351a and a content
ID 351b from the disk 110, and transmits the token 351a
and the content ID 351b to the content usage managing
server 130.

(Step S352)

[0282] Havingreceived the contentusage request, the
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content usage managing server 130 performs an authen-
tication process on the information processing apparatus
(client) 100, conducts verification of the received token
on condition of successful authentication, identifies the
content to be copied based on the received content ID,
acquires content information (Offer) corresponding to the
identified content from the content information database
131, and transmits the content information (Offer) to the
information processing apparatus (client) 100. This con-
tent information (Offer) is the content information (Offer)
353 shown in the drawing.

[0283] This embodiment differs from the foregoing em-
bodimentin that the content information (Offer) 353 does
not contain the PAD block identifier that is the information
for designating the title key storage block.

(Steps S353 and S354)

[0284] After receiving the content information contain-
ing the PAD block identifier in step S353, the information
processing apparatus 100 determines the content to be
copied in accordance with the content information in step
S354. Ina case where contentinformation corresponding
to pieces of content is received, for example, the content
to be actually copied is selected from among the pieces
of content.

(Step S355)

[0285] Theinformation processing apparatus 100 then
requests content usage permission information (Creden-
tial) accompanied by the identifier of the selected content.
That is, the "content usage permission information re-
quest 154" shown in the drawing is transmitted to the
content usage managing server 130.

(Step S356)

[0286] Upon receipt of the "content usage permission
information request 354" from the information processing
apparatus (client) 100, the content usage managing serv-
er 130 performs a content usage permission process to
generate and transmit "content usage permission infor-
mation (Credential)355" to the information processing
apparatus (client) 100.

[0287] Inthis embodiment, the PAD block identifier that
is the information for designating the title key storage
block is incorporated into the content usage permission
information (Credential) 355, and is transmitted.

[0288] Thatis, the contentusage managing server 130
transmits the PAD block identifier as storage area des-
ignation information for the title key that is the encryption
key to be used in content decryption, in conjunction with
the content usage permission information (Credential)
355, to the information processing apparatus (client) 100.
The content usage managing server 130 can determine
the PAD block identifier based on the selected content.
[0289] The "content usage permission information
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(Credential) 355" contains information about access to
the content, access information such as the URL of the
content correspondence information such as the title key,
arandom number generated by the content usage man-
aging server 130, and the like, as well as the PAD block
identifier.

[0290] Inthiscontentusage permission processin step
S356, the content usage managing server 130 transmits
the data 356 shown in the drawing to the content corre-
spondence information providing server 150 that trans-
mits the title key and the like, asin the example processes
described above.

[0291] The data 356 contains the following pieces of
data:

(a) "content usage permission information (Creden-
tial)", which is the same data as the "content usage
permission information (Credential) 355" transmitted
to the information processing apparatus (client) 100;
(b) the PAD block identifier; and

(c) the title key or the title key identifier. The data 356
containing these pieces of data is transmitted to the
content correspondence information providing serv-
er 150 that transmits the title key and the like.

(Step S357)

[0292] The information processing apparatus (client)
100 receives the content usage permission information
(Credential) from the content usage managing server
130.

(Step S361)

[0293] The information processing apparatus (client)
100 reads the encrypted content 111 from the disk 110,
and records (copies) the read encrypted content into the
memory card 120 attached to the information processing
apparatus (client) 100.

[0294] Here, the encrypted contentis recorded into the
general-purpose area (General Purpose Area) of the
memory card 120.

(Step S371)

[0295] The information processing apparatus (client)
100 then transmits an acquisition request for the content
correspondence information, ormorespecifically, the
content correspondence information containing the title
key to be used in decrypting the copied encrypted con-
tent, the usage control information (Usage Rule File), and
the like, to the content correspondence information pro-
viding server 150.

[0296] In transmitting this acquisition request for the
content correspondence information, the information
processing apparatus (client) 100 transmits the PAD
block identifier 372 to the content correspondence infor-
mation providing server 150, as shown in the drawing.
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(Step S372)

[0297] Uponreceipt of the content correspondence in-
formation acquisition request including the PAD block
identifier from the information processing apparatus (cli-
ent) 100, the content correspondence information pro-
viding server 150 performs an authentication process on
the memory card 120 attached to the information
processing apparatus (client) 100, via the information
processing apparatus (client) 100.

(Step S373)

[0298] After the authentication process is successfully
completed, the information processing apparatus (client)
100 transmits the "content usage permission information
(Credential) 372" received earlier from the content usage
managing server 130, to the content correspondence in-
formation providing server 150.

(Step S374)

[0299] Upon receipt of the "content usage permission
information (Credential) 372" from the information
processing apparatus (client) 100, the content corre-
spondence information providing server 150 performs a
content usage permission information (Credential) check
process.

[0300] This check process is a matching process be-
tween the "content usage permission information(Cre-
dential) 372" received from the information processing
apparatus (client) 100 and the "content usage permission
information (Credential) " contained in the data 356 re-
ceived earlier from the content usage managing server
130.

[0301] If these two sets of "content usage permission
information (Credential) " are determined to be identical,
the matching is determined to be successful, and the next
process, which is the process to write the content corre-
spondence information containing the title key into the
memory card 120, is performed.

[0302] If these two sets of "content usage permission
information (Credential) " are determined not to be iden-
tical, the matching is determined not to be successful,
and the next process, which is the process to write the
content correspondence information containing the title
key into the memory card 120, is not performed.

[0303] In a case where the two sets of "content usage
permission information (Credential) " are determined to
be identical, and the matching is determined to be suc-
cessful, the content correspondence information provid-
ing server 150 performs the process to write "content
correspondence information 373" containing the title key
into the memory card 120, which is attached to the infor-
mation processing apparatus (client) 100 and has been
authenticated earlier.

[0304] The title key writing process is performed on a
specific block (PAD block) in the protected area (Protect-
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ed Area) of the memory card 120. That is, title key writing
is performed on the block corresponding to the PAD block
identifier determined by the content usage managing
server 130.

[0305] As in the content download process described
above with reference to Fig. 9, to write the title key for
decrypting the encrypted contentrecorded in the memory
card into the protected area (Protected Area) of the mem-
ory card, the conditions listed below need to be satisfied
in the content copy process shown in Fig. 10.

(1) The authentication process between the content
correspondence information providing server 150
and the memory card 120 is successful.

(2) In the content correspondence information pro-
viding server 150, matching among the content us-
age permission information (Credential) received
from the content usage managing server 130, the
content usage permission information (Credential)
received from the information processing apparatus
(client) 100, and the content usage permission infor-
mation (Credential) is confirmed.

(3) The block corresponding to the PAD block iden-
tifier determined by the content usage managing
server 130isrecorded as a data writing allowed block
in the server certificate (Certificate) of the content
correspondence information providing server 150.

[0306] Only when all of these conditions are deter-
mined to be satisfied, can the title key be written into the
specific block in the protected area (Protected Area) of
the memory card.

[4-3. Communication sequence among the respective
components in the second embodiment]

[0307] A content download process has been de-
scribed with reference to Fig. 9, a content copy process
has been described with reference to Fig. 10, and the
process sequences in cases where these processes are
performed have also been described as the second em-
bodiment.

[0308] Fig. 11 is a diagram schematically showing the
communication sequence to be performed among the
respective components in a case where a content down-
load process or a content copy process according to the
second embodiment is performed.

[0309] The processes in the respective steps shown
in Fig. 11 are as follows.

(Step S401)
[0310] The information processing apparatus (client)

100 transmits a token indicating a content usage request
to the content usage managing server 130.
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(Step S402)

[0311] An authentication process is performed be-
tween the information processing apparatus (client) 100
and the content usage managing server 130.

(Step S403)

[0312] The content usage managing server 130 trans-
mits content information (Offer) to the information
processing apparatus (client) 100 on condition of suc-
cessful authentication.

(Step S404)

[0313] The information processing apparatus (client)
100 transmits a content usage permission information
request to the content usage managing server 130.

(Step S405)

[0314] The content usage managing server 130 trans-
mits content usage permission information (Credential)
to the content correspondence information providing
server 150. In doing so, the content usage managing
server 130 also transmits a PAD block identifier that is
the information for designating the title key storage block.

(Step S406)

[0315] The content usage managing server 130 trans-
mits the content usage permission information (Creden-
tial), the PAD block identifier, and the title key or the title
key identifier to the information processing apparatus (cli-
ent) 100.

(Steps S407a and S407b)

[0316] Step S407a: the information processing appa-
ratus (client) 100 downloads content from the content
server 140, or

step S407b: the information processing apparatus (cli-
ent) 100 copies content from the disk 110 and writes the
content into the memory card 120.

[0317] The encrypted content is written into the gen-
eral-purpose area (General Purpose Area) of the mem-
ory card 120.

(Step S408)

[0318] The information processing apparatus (client)
100 transmits the PAD block identifier to the content cor-
respondence information providing server 150.

[0319] That is, the PAD block identifier that is deter-
mined as the title key writing block by the content usage
managing server 130 and is received from the content
usage managing server 130 is transmitted.
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(Step S409)

[0320] An authentication process is performed be-
tween the memory card 120 and the content correspond-
ence information providing server 150.

(Step S410)

[0321] The information processing apparatus (client)
100 transmits the content usage permission information
(Credential) to the content correspondence information
providing server 150.

(Step S411)

[0322] The content correspondence information pro-
viding server 150 writes the title key into the block iden-
tified by the PAD block identifier of the memory card 120
on condition of successful authentication and successful
matching of the content usage permission information
(Credential).

[0323] Through the above sequence, the data de-
scribed below is recorded into the memory card 120.
[0324] Downloaded encrypted content or copied en-
crypted content is recorded into the general-purpose ar-
ea (General Purpose Area).

[0325] The title key to be used in decrypting the en-
crypted content is recorded into the block corresponding
to the PAD block identifier designated by the content us-
age managing server 130 among the blocks in the pro-
tected area (Protected Area).

[0326] The title key to be recorded into the designated
block in the protected area (Protected Area) may be the
title key as it is or converted data of the title key. For
example, the title key may be stored as a converted title
key subjected to conversion (XOR operation or encryp-
tion) with a key (a sub-key) that can be used by the in-
formation processing apparatus (client) 100.

[0327] Insuchasetting, the information processing ap-
paratus (client) 100 acquires the converted title key from
the block in the protected area (Protected Area), acquires
the title key by performing operation or a decryption proc-
ess on the converted title key, and decrypts the encrypted
content by using the acquired title key.

[5. Example hardware configurations of respective ap-
paratuses]

[0328] Lastly, example hardware configurations of ap-
paratuses that perform the above described processes
are described, with reference to Fig. 12 and another.
[0329] Referringto Fig. 12, an example hardware con-
figuration of an information recording apparatus or an
information reproduction apparatus as a client thatis con-
nectedto a server orhas amemory card attached thereto,
and performs data recording or reproduction is first de-
scribed.

[0330] A CPU (Central Processing Unit) 701 functions
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as a data processing unit that performs various kinds of
processes in accordance with a program stored ina ROM
(Read Only Memory) 702 or a storage unit 708. For ex-
ample, the CPU 701 performs the server-client commu-
nication processes described above in the respective
embodiments, a process to record received data into a
memory card (a removable medium 711 in the drawing),
a process to reproduce data from the memory card (the
removable medium 711 in the drawing), or the like. The
program to be executed by the CPU 701 and data are
stored in a RAM (Random Access Memory) 703 as ap-
propriate. The CPU 701, the ROM 702, and the RAM 703
are connected to one another by a bus 704.

[0331] The CPU 701 is connected to an input/output
interface 705 via the bus 704, and an input unit 706
formed with various kinds of switches, a keyboard, a
mouse, a microphone, and the like, and an output unit
707 formed with a display, a speaker, and the like are
also connected to the input/output interface 705. The
CPU 701 performs various kinds of processes in accord-
ance with instructions that are input through the input unit
706, and outputs processing results to the output unit
707, for example.

[0332] Thestorage unit708 connected to the input/out-
putinterface 705 is formed with a hard disk, for example,
and stores the program to be executed by the CPU 701
and various kinds of data. A communication unit 709 com-
municates with an external device via a network such as
the Internet or a local area network.

[0333] Adrive 710 connected to the input/output inter-
face 705 drives the removable medium 711 thatis a mag-
netic disk, an optical disk, a magnetooptical disk, a sem-
iconductor memory, or the like, and acquires various
kinds of data such as recorded content, key information,
and a program. For example, with the use of data
processingin accordance with an acquired program, con-
tent, or key data, key generation or content encryption,
recording, decryption, reproduction, or the like is per-
formed in accordance with the data processing or the
recording/reproducing program being executed by the
CPU.

[0334] Fig. 13 shows an example hardware configura-
tion of a memory card.

[0335] A CPU (Central Processing Unit) 801 functions
as a data processing unit that performs various kinds of
processes in accordance with a program stored ina ROM
(Read Only Memory) 802 or a storage unit 807. For ex-
ample, the CPU 801 performs the communication proc-
esses described above in the respective embodiments
with a server and a host device such as a recording ap-
paratus or a reproducing apparatus, a process to write
and read data into a storage unit 807, a process to de-
termine whether to allow access to respective blocks that
are the sectioned areas in a protected area 811 of the
storage unit 807, and the like. The program to be exe-
cuted by the CPU 801 and data are stored in a RAM
(Random Access Memory) 803 as appropriate. The CPU
801, the ROM 802, and the RAM 803 are connected to
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one another by a bus 804.

[0336] The CPU 801 is connected to an input/output
interface 805 via the bus 804, and a communication unit
806 and the storage unit 807 are also connected to the
input/output interface 805.

[0337] The communication unit 804 connected to the
input/output interface 805 performs communication with
a server and a host device, for example. The storage unit
807 is a data storage area, and includes the protected
area (Protected Area) 811 on which an access restriction
is put as described above, and a general-purpose area
812 where data recording and reading can be freely per-
formed.

[6. Summary of the structure of the present disclosure]

[0338] Embodiments of the present disclosure have
been described so far by way of specific examples. How-
ever, it is obvious that those skilled in the art can make
modifications to and substitutions of the embodiments
without departing from the scope of the present disclo-
sure. That is, the present invention is disclosed in the
form of examples, and the above description should not
be interpreted in a restrictive manner. The claims should
be taken into accountin understanding the subject matter
of the present disclosure.

[0339] The technology disclosed in this specification
may also be embodied in the structures described below.

(1) An information processing apparatus including:

a data processing unit; and

adata storage unit that stores encrypted content
and data containing an encryption key to be
used in decrypting the encrypted content,
wherein the data storage unit having a protected
area including blocks that allow access thereto
based on an access right check made on each
of the blocks,

the data processing unit

inputs a block identifier from a content usage
managing server, the block identifier being in-
formation for designating a block for storing the
encryption key,

transmits the input block identifier to a content
correspondence information providing server
that performs a process to write the encryption
key, and

performs a process to write the encrypted con-
tent into the data storage unit,

the data storage unit includes

an in-storage data processing unit configured to
make the access right check to determine
whether the content correspondence informa-
tion providing server is a server allowed to write
data into the block corresponding to the block
identifier based on a server certificate set for the
content correspondence information providing
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server, and
the in-storage data processing unit allows the
content correspondence information providing
server to write the encryption key into the block
in the protected area when an access right is
confirmed.

(2) The information processing apparatus of (1),
wherein the data processing unit inputs content in-
formation about the encrypted content from the con-
tent usage managing server, and inputs the block
identifier in conjunction with the content information.

(3) The information processing apparatus of (1) or
(2), wherein the data processing unit inputs content
usage permission information about the encrypted
content from the content usage managing server,
and inputs the block identifier in conjunction with the
content usage permission information.

(4) The information processing apparatus of (3),
wherein the data processing unit transmits the con-
tent usage permission information to the content cor-
respondence information providing server in a proc-
ess to make an acquisition request for the encryption
key.

(5) The information processing apparatus of any one
of (1) through (4), wherein the data processing unit
acquires the encrypted content to be stored into the
data storage unit, from a content server or a medium
attached to the information processing apparatus.

(6) The information processing apparatus of any one
of (1) through (5), wherein the in-storage data
processing unit performs an authentication process
on the content correspondence information provid-
ing server, and, on condition of successful authenti-
cation, allows the content correspondence informa-
tion providing server to write the encryption key into
the block in the protected area.

(7) The information processing apparatus of any one
of (1) through (6), wherein the in-storage data
processing unit receives the server certificate from
the content correspondence information providing
server, and makes the access right check based on
the received server certificate.

(8) A content usage managing server that performs
a usage management process on content to be re-
corded into an information storage device attached
to an information processing apparatus,

wherein the information storage device has a pro-
tected area including blocks that allow access there-
to based on an access right check made on each of
the blocks, and

the content usage managing server determines a
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block for storing an encryption key to be used in de-
crypting encrypted content recorded in the informa-
tion storage device, and notifies a content corre-
spondence information providing server of a block
identifier, the content correspondence information
providing server performing a process to record the
encryption key, the block identifier being the identifier
of the determined block.

(9) The content usage managing server of (8), which
transmits the block identifier to the information
processing apparatus.

(10) The content usage managing server of (9),
which transmits the block identifier in conjunction
with content information or content usage permis-
sion information to be provided to the information
processing apparatus.

(11) A content correspondence information provid-
ing server that transmits an encryption key to an in-
formation storage device attached to an information
processing apparatus, the encryption key being to
be used in decrypting encrypted content recorded in
the information storage device,

wherein the information storage device has a pro-
tected area including blocks that allow access there-
to based on an access right check made on each of
the blocks, and

the content correspondence information providing
server performs a process to write the encryption
key into the block corresponding to a block identifier
transmitted from a content usage managing server.

(12) The content correspondence information pro-
viding server of (11), which transmits a server cer-
tificate storing access right information about the re-
spective blocks of the information storage device to
the information storage device, and performs a proc-
ess to write the encryption key when the content cor-
respondence information providing server is con-
firmed to be a server allowed to write data into the
block corresponding to the block identifier through a
check process performed on the server certificate in
the information storage device.

(13) An information processing system including:

an information processing apparatus that uses
content stored in an information storage device;
a content usage managing server that provides
content usage permission information to the in-
formation processing apparatus; and

acontent correspondence information providing
server that provides an encryption key to be
used in decrypting encrypted content stored in
the information storage device,

wherein the information storage device has a
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protected area including blocks that allow ac-
cess thereto based on an access right check
made on each of the blocks,

the content usage managing server determines
a block for storing the encryption key to be used
in decrypting the encrypted content recorded in
the information storage device, andnotifies the
content correspondence information providing
server of a block identifier that is the identifier of
the determined block, and

the content correspondence information provid-
ing server performs a process to write the en-
cryption key into the block corresponding to the
block identifier transmitted from the content us-
age managing server.

(14) The information processing system of (13),
wherein the content correspondence information
providing server transmits a server certificate storing
access right information about the respective blocks
of the information storage device to the information
storage device, and performs the process to write
the encryption key when the content correspond-
ence information providing server is confirmed to be
a server allowed to write data into the block corre-
sponding to the block identifier through a check proc-
ess performed on the server certificate in the infor-
mation storage device.

[0340] Further, methods of performing processes and
programs for processes to be performed in the above
described apparatuses and systems are also included in
the present disclosure.

[0341] The series of processes described in this spec-
ification can be performed by hardware, software, or a
combination of hardware and software. In a case where
processes are performed by software, a programin which
the process sequences are recorded may be installed
into a memory incorporated into special-purpose hard-
ware in a computer, or may be installed into a general-
purpose computer that can perform various kinds of proc-
esses. For example, the program can be recorded be-
forehand into a recording medium. The program can be
installed from the recording medium into a computer, or
can be received via a network such as a LAN (Local Area
Network) or the Internet and be installed into a recording
medium such as an internal hard disk.

[0342] The respective processes described in this
specification may not be performed in chronological order
according to the description, but may be performed in
parallel or independently of one another depending on
the configuration/capability of the apparatus performing
the processes or as necessary. In this specification, a
system is a logical assembly of devices, and does not
necessarily mean devices with different structures incor-
porated into one housing.
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INDUSTRIAL APPLICABILITY

[0343] As described above, an embodiment of the
present disclosure realizes a structure that can unify the
management of the storage block for the encryption key
to be used in decrypting encrypted content stored in a
memory card.

[0344] Specifically, this structure includes: an informa-
tion processing apparatus that stores content into an in-
formation storage device such as a memory card includ-
ing an access allowed block based on an access right
check made on each block, and uses the content; a con-
tent usage managing server that provides content usage
permission information to the information processing ap-
paratus; and a content correspondence information pro-
viding server that provides the encryption key to be used
in decrypting the encrypted content stored in the infor-
mation storage device. The content usage managing
server determines the block for storing the encryption
key andnotifies the content correspondence information
providing server of a block identifier that is the identifier
of the determined block, and the content correspondence
information providing server performs a process to write
the encryption key into the block corresponding to the
received block identifier.

[0345] With these apparatuses, a structure that can
unify the management of the storage block for the en-
cryption key to be used in decrypting encrypted content
stored in a memory card can be realized.

REFERENCE SIGNS LIST

[0346]

10 Information processing apparatus
11 Recording/reproducing apparatus
12 PC

13 Portable terminal

15 Client (host device)
20 Memory card

21 Protected area
22 General purpose area
31 Content usage managing apparatus

32 Content providing apparatus

33 Content correspondence information providing
apparatus

35 Server

100 Information processing apparatus (client)

110  Disk

120 Memory card (information storage device)

130 Content usage managing server

140  Content server

150 Content correspondence information providing
server

701  CPU

702 ROM

703 RAM

704  Bus
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705  Input/output interface
706  Input unit

707  Output unit

708  Storage unit

709  Communication unit
710  Drive

711 Removable medium
801 CPU

802 ROM

803 RAM

804 Bus

805 Input/output interface
806 Communication unit
807  Storage unit

811 Protected area

812  General purpose area
Claims

1. Aninformation processing apparatus comprising

a data processing unit configured to access a data
storage unit attached to the information processing
apparatus,

wherein the data storage unit stores encrypted con-
tentand data containing an encryption key to be used
in decrypting the encrypted content, and has a pro-
tected area including a block allowing access thereto
based on an access right check made on each block,
the data processing unit

inputs a block identifier from a content usage man-
aging server, the block identifier being information
for designating a block for storing the encryption key,
transmits the input block identifier to a content cor-
respondence information providing server perform-
ing a process to write the encryption key, and
performs a process to write the encrypted content
into the data storage unit,

the data storage unit includes

an in-storage data processing unit configured to
make the access right check to determine whether
the content correspondence information providing
server is a server allowed to write data into the block
corresponding to the block identifier based on a serv-
er certificate set for the content correspondence in-
formation providing server, and

the in-storage data processing unit allows the con-
tent correspondence information providing server to
write the encryption key into the block in the protect-
ed area when an access right is confirmed.

The information processing apparatus according to
claim 1, wherein the data processing unit inputs con-
tent information about the encrypted content from
the content usage managing server, and inputs the
block identifier in conjunction with the content infor-
mation.
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The information processing apparatus according to
claim 1, wherein the data processing unitinputs con-
tentusage permissioninformation about the encrypt-
ed content from the content usage managing server,
and inputs the block identifier in conjunction with the
content usage permission information.

The information processing apparatus according to
claim 3, wherein the data processing unit transmits
the content usage permission information to the con-
tent correspondence information providing server in
a process to make an acquisition request for the en-
cryption key.

The information processing apparatus according to
claim 1, wherein the data processing unit acquires
the encrypted content to be stored into the data stor-
age unit, from one of a content server or a medium
attached to the information processing apparatus.

The information processing apparatus according to
claim 1, wherein the in-storage data processing unit
performs an authentication process on the content
correspondence information providing server, and,
on condition of successful authentication, allows the
content correspondence information providing serv-
er to write the encryption key into the block in the
protected area.

The information processing apparatus according to
claim 1, wherein the in-storage data processing unit
receives the server certificate from the content cor-
respondence information providing server, and
makes the access right check based on the received
server certificate.

A content usage managing server performing a us-
age management process on content to be recorded
into an information storage device attached to an
information processing apparatus,

wherein the information storage device has a pro-
tected area including a block allowing access based
on an access right check made on each block, and
the content usage managing server determines a
block for storing an encryption key to be used in de-
crypting encrypted content recorded in the informa-
tion storage device, and notifies a content corre-
spondence information providing server of a block
identifier, the content correspondence information
providing server performing a process to record the
encryption key, the block identifier being an identifier
of the determined block.

The content usage managing server according to
claim 8, which transmits the block identifier to the
information processing apparatus.

10. The content usage managing server according to
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claim 9, which transmits the block identifier in con-
junction with content information or content usage
permission information to be provided to the infor-
mation processing apparatus.

A content correspondence information providing
server transmitting an encryption key to an informa-
tion storage device attached to an information
processing apparatus, the encryption key being to
be used in decrypting encrypted content recorded in
the information storage device,

wherein the information storage device has a pro-
tected area including a block allowing access thereto
based on an access right check made on each block,
and

the content correspondence information providing
server performs a process to write the encryption
key into a block corresponding to a block identifier
transmitted from a content usage managing server.

The content correspondence information providing
server according to claim 11, which transmits a serv-
er certificate storing access right information about
each block of the information storage device to the
information storage device, and performs a process
to write the encryption key when the content corre-
spondence information providing server is confirmed
to be a server allowed to write data into the block
corresponding to the block identifier through a check
process performed on the server certificate in the
information storage device.

An information processing system comprising:

an information processing apparatus configured
to use content stored in an information storage
device;

a content usage managing server configured to
provide content usage permission information
to the information processing apparatus; and
acontent correspondence information providing
server configured to provide an encryption key
to be used in decrypting encrypted content
stored in the information storage device,
wherein the information storage device has a
protected areaincluding a block allowing access
thereto based on an access right check made
on each block,

the content usage managing server determines
a block for storing the encryption key to be used
in decrypting the encrypted content recorded in
the information storage device, andnotifies the
content correspondence information providing
server of a block identifier being an identifier of
the determined block, and

the content correspondence information provid-
ing server performs a process to write the en-
cryption key into the block corresponding to the
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block identifier transmitted from the content us-
age managing server.

The information processing system according to
claim 13, wherein the content correspondence infor-
mation providing server

transmits a server certificate storing access right in-
formation about each block of the information stor-
age device to the information storage device, and
performs the process to write the encryption key
when the content correspondence information pro-
viding server is confirmed to be a server allowed to
write data into the block corresponding to the block
identifier through a check process performed on the
server certificate in the information storage device.

An information processing method implemented in
an information processing apparatus,

wherein the information processing apparatus com-
prises

a data processing unit configured to access a data
storage unit attached to the information processing
apparatus,

the data storage unit stores encrypted content and
data containing an encryption key to be used in de-
crypting the encrypted content, and has a protected
areaincluding a block allowing access thereto based
on an access right check made on each block,

the data processing unit performs

a process to input a block identifier from a content
usage managing server, the block identifier being
information for designating a block for storing the
encryption key,

a process to transmit the input block identifier to a
content correspondence information providing serv-
er performing a process to write the encryption key,
and

a process to write the encrypted contentinto the data
storage unit, and

an in-storage data processing unit of the data stor-
age unit

makes the access right check to determine whether
the content correspondence information providing
server is a server allowed to write data into the block
corresponding to the block identifier based on a serv-
er certificate set for the content correspondence in-
formation providing server, and

allows the content correspondence information pro-
viding server to write the encryption key into the block
in the protected area when an access right is con-
firmed.

A program for causing an information processing ap-
paratus to perform information processing,
wherein the information processing apparatus com-
prises

a data processing unit configured to access a data
storage unit attached to the information processing
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apparatus,

the data storage unit stores encrypted content and
data containing an encryption key to be used in de-
crypting the encrypted content, and has a protected
areaincluding a block allowing access thereto based
on an access right check made on each block, and
the program

causes the data processing unit to perform

a process to input a block identifier from a content
usage managing server, the block identifier being
information for designating a block for storing the
encryption key,

a process to transmit the input block identifier to a
content correspondence information providing serv-
er performing a process to write the encryption key,
and

aprocess to write the encrypted content into the data
storage unit, and

causes an in-storage data processing unit of the data
storage unit to perform

an access right check process to determine whether
the content correspondence information providing
server is a server allowed to write data into the block
corresponding to the block identifier based on a serv-
er certificate set for the content correspondence in-
formation providing server, and

a process to allow the content correspondence in-
formation providing server to write the encryption key
into the block in the protected area when an access
right is confirmed.
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