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(57) [Object] To appropriately control simultaneous
presentation of broadcast content and an application.

[Solving Means] The information processing appa-
ratus includes: a broadcast content processor configured
to receive and process broadcast content; and a control-
ler configured to obtain an application information table,
the application information table (XML-AIT) storing an

application identification descriptor 24 as information
specifying broadcast content, the broadcast content be-
ing capable of being presented with the application si-
multaneously, and to determine if it is possible to present
the application and the broadcast content simultaneously
or not.
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Description

Technical Field

[0001] The present invention relates to an information
processing apparatus capable of presenting broadcast
content, and executing an application by using an appli-
cation control table. The present disclosure further re-
lates to an information processing method, a program,
and an application information table transmitting appa-
ratus.

Background Art

[0002] Recently, there is known a technology capable
of reproducing broadcast content and executing an ap-
plication, which is delivered via a network such as the
Internet, simultaneously. As such a technology, there is
known a technology called Hybrid Broadcast Broadband
TV (hereinafter, referred to as "HbbTV".). As HbbTV
standard, "ETSI TS 102 796" (see Non-patent Document
1.) is developed in Europe. Further, "ARIB STD-B23"
(see Non-patent Document 2.) standard, which is com-
pliant with "ETSI TS 102 796" is developed in Japan.
[0003] For example, HbbTV is a system, which repro-
duces broadcast content and executes an application si-
multaneously. In such a system, a data structure called
AIT section (Application Information Table) controls a life
cycle of an application. The life cycle of an application
means the period from the start to the end of an applica-
tion. The AIT section is superimposed on broadcast con-
tent. An information terminal obtains the AIT section. The
information terminal controls an application based on a
code for controlling the application, which is included in
the AIT section.
[0004] Further, there is known an XML-AIT described
in XML format. The XML-AIT has information similar to
the information that the broadcast AIT section has. The
XML format is suitable to provide information on an ap-
plication to a receiver apparatus by using a communica-
tion network such as the Internet.
[0005] Non-Patent Document 1: ETSI (European Tel-
ecommunications Standards Institute) "ETSI TS 102 796
V1.1.1 (2010-06)" http://www.etsi.org/deliv-
er/etsi_ts/102700_102799/10279
6/01.01.01_60/ts_102796v010101p.pdf (browsed on
October 21, 2011)
[0006] Non-Patent Document 2: Association of Radio
Industries and Businesses "Application execution engine
platform for digital broadcasting ARIB standard STD-B23
1.2 edition"http://www.arib.or.jp/english/html/over-
view/doc/2-STD-B23v1_2.pdf (browsed on October 21,
2011)

Summary of Invention

Problem to be solved by the Invention

[0007] Meanwhile, let’s say that broadcast content and
an application are presented simultaneously. In this case,
broadcast content and an application should not be pre-
sented simultaneously depending on, for example, the
relation between a sponsor of a program as broadcast
content and an entity relating to an application. For ex-
ample, when a program B (sponsor: company A) is broad-
casted, an application, which relates to a company C,
should not be presented from the viewpoint of operation.
Here, the company A and the company C are rival firms.
In view of the above-mentioned circumstance, under the
operation in which broadcast content and an application
are presented simultaneously, it is desirable to provide
a scheme capable of successfully controlling availability
of simultaneous presentation.
[0008] Further, it is required to provide the following
scheme. Let’s say that it is allowed to present an appli-
cation and a program of a channel X or a channel Y of a
broadcast station A simultaneously. Meanwhile, it is not
allowed to present an application and a program of an-
other broadcast station. In this case, it is required to con-
trol the application as follows, for example. If a channel
is changed from the channel X to the channel Y when an
application is being presented, the application is contin-
uously executed as it is. If a channel is changed in a
different manner, the application is finished.
[0009] In view of the above-mentioned circumstances,
a purpose of the present technology is to provide an in-
formation processing apparatus configured to appropri-
ately control simultaneous presentation of broadcast
content and an application. It is further desirable to pro-
vide an information processing method, a program, and
an application information table transmitting apparatus.

Means for solving the Problem

[0010] To solve the above-mentioned problems, ac-
cording to the present technology, there is provided an
information processing apparatus, including: a broadcast
content processor configured to receive and process
broadcast content; and a controller configured to obtain
an application information table, the application informa-
tion table storing information necessary to start an appli-
cation and information specifying broadcast content, the
broadcast content being capable of being presented with
the application simultaneously, and to determine if it is
possible to present the application and the broadcast
content simultaneously or not.
[0011] In the information processing apparatus, the in-
formation specifying broadcast content may include a
channel identifier, the channel identifier specifying a
channel, and the controller may be configured to deter-
mine if it is possible to present the application and the
broadcast content simultaneously or not for each chan-
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nel.
[0012] In the information processing apparatus, the in-
formation specifying broadcast content may further in-
clude a first flag, the first flag defining if the channel iden-
tifier is treated as a channel allowed to present with the
application simultaneously, or a channel not allowed to
present with the application simultaneously, and the con-
troller may be configured to determine if it is possible to
present the application and the broadcast content simul-
taneously or not for each channel, depending on the first
flag.
[0013] In the information processing apparatus, the in-
formation specifying broadcast content may further in-
clude an event identifier, the event identifier specifying
an event, and the controller may be configured to deter-
mine if it is possible to present the application and the
broadcast content simultaneously or not, for each com-
bination of the channel and the event.
[0014] In the information processing apparatus, the in-
formation specifying broadcast content may further in-
clude a first flag, the first flag defining if the combination
of the channel and the event is treated as a combination
allowed to present with the application simultaneously,
or a combination not allowed to present with the applica-
tion simultaneously, and the controller may be configured
to determine if it is possible to present the application
and the broadcast content simultaneously or not for each
combination, based on the first flag.
[0015] In the information processing apparatus, the in-
formation specifying broadcast content may include a
channel identifier, an event identifier, and a second flag,
the channel identifier specifying a channel, the event
identifier specifying an event, the second flag defining if
availability of simultaneous presentation of the applica-
tion and the broadcast content is determined for each
channel or for each combination of the channel and the
event, and the controller may be configured to determine
if it is possible to present the application and the broad-
cast content simultaneously or not for a unit defined by
the second flag.
[0016] According to the present technology, there is
provided an information processing method, including:
receiving and processing, by a broadcast content proc-
essor, broadcast content; obtaining, by a controller, an
application information table, the application information
table storing information necessary to start an application
and information specifying broadcast content, the broad-
cast content being capable of being presented with the
application simultaneously; and determining, by the con-
troller, if it is possible to present the application and the
broadcast content simultaneously or not.
[0017] According to another embodiment of the
present technology, there is provided a program, causing
a computer to function as: a broadcast content processor
configured to receive and process broadcast content;
and a controller configured to obtain an application infor-
mation table, the application information table storing in-
formation necessary to start an application and informa-

tion specifying broadcast content, the broadcast content
being capable of being presented with the application
simultaneously, and to determine if it is possible to
present the application and the broadcast content simul-
taneously or not.
[0018] According to another embodiment of the
present technology, there is provided an application in-
formation table transmitting apparatus, including: a table
transmitting section configured to transmit an application
information table, the application information table stor-
ing information necessary to start an application and in-
formation specifying broadcast content, the broadcast
content being capable of being presented with the appli-
cation simultaneously.
[0019] In the application information table transmitting
apparatus, the information specifying broadcast content
may include a channel identifier, the channel identifier
specifying a channel.
[0020] In the application information table transmitting
apparatus, the information specifying broadcast content
may further include a first flag, the first flag defining if the
channel identifier is treated as a channel allowed to
present with the application simultaneously, or a channel
not allowed to present with the application simultaneous-
ly.
[0021] In the application information table transmitting
apparatus, the information specifying broadcast content
may further include an event identifier, the event identifier
specifying an event.
[0022] In the application information table transmitting
apparatus, the information specifying broadcast content
may further include a first flag, the first flag defining if the
combination of the channel and the event is treated as a
combination allowed to present with the application si-
multaneously, or a combination not allowed to present
with the application simultaneously.
[0023] In the application information table transmitting
apparatus, the information specifying broadcast content
may include a channel identifier, an event identifier, and
a second flag, the channel identifier specifying a channel,
the event identifier specifying an event, the second flag
defining if availability of simultaneous presentation of the
application and the broadcast content is determined for
each channel or for each combination of the channel and
the event.

Effect of the Invention

[0024] As described above, according to the present
technology, it is possible to control simultaneous pres-
entation of broadcast content and an application appro-
priately.

Brief Description of Drawings

[0025]

[Fig. 1] A diagram schematically showing an infor-
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mation processing system of this embodiment.
[Fig. 2] A diagram showing the data structure of an
XML-AIT.
[Fig. 3] A diagram showing the data structure of an
application mode descriptor, and the data structure
of an application hash descriptor.
[Fig. 4] A diagram showing the data structure of an
application identification descriptor.
[Fig. 5] A diagram showing the definition of an appli-
cation control code stored in the XML-AIT.
[Fig. 6] A block diagram showing the structure of an
information processing apparatus of this embodi-
ment.
[Fig. 7] A flowchart showing the flow of an overall
behavior 1 in a case where a channel is switched or
a program is changed in the information processing
apparatus of this embodiment.
[Fig. 8] A flowchart showing the flow of the overall
behavior 1 of the information processing apparatus
of this embodiment, similar to Fig. 7.
[Fig. 9] A flowchart showing the flow of an overall
behavior 2 in a case where an application start in-
struction is generated in the information processing
apparatus of this embodiment.
[Fig. 10] A flowchart showing the flow of the overall
behavior 2 of the information processing apparatus
of this embodiment, similar to Fig. 9.
[Fig. 11] A flowchart showing the flow of the basic
behavior of determining if an application and a chan-
nel (program) are presented simultaneously or not.
[Fig. 12] A diagram showing a specific behavior ex-
ample 1.
[Fig. 13] A diagram showing a specific behavior ex-
ample 2.
[Fig. 14] A diagram showing a specific behavior ex-
ample 3.
[Fig. 15] A diagram showing a specific behavior ex-
ample 4.
[Fig. 16] A diagram showing a specific behavior ex-
ample 5.
[Fig. 17] A diagram showing a specific behavior ex-
ample 6.
[Fig. 18] A diagram showing a specific behavior ex-
ample 7.

Mode(s) for Carrying Out the Invention

[0026] Hereinafter, an embodiment of the present dis-
closure will be described with reference to the drawings.

<First Embodiment>

[Information processing system]

[0027] Fig. 1 is a diagram schematically showing an
information processing system of this embodiment.
[0028] An information processing system 1 of this em-
bodiment includes a broadcast facility 100, a first network

200 such as the Internet, an application server 300, an
XML-AIT server 400, an edge router 500, a second net-
work 600 such as a LAN (Local Area Network), and an
information processing apparatus 700 as a broadcasting
receiver.
[0029] The broadcast facility 100 sends digital broad-
cast signals via a communication medium such as, for
example, terrestrial waves, satellite waves, or an IP (In-
ternet Protocol) network. The broadcast facility 100 trans-
mits an AV stream and a so-called broadcast stream.
The AV stream is obtained by multiplexing an image
transport stream, a sound transport stream, a subtitle
transport stream, and the like. The broadcast stream is
obtained by superimposing data, which accompanies
with the AV stream, and the like. Examples of the data,
which accompanies with an AV stream, include a broad-
cast-cooperative application, an XML-AIT (Extensible
Markup Language-Application Information Table), and
the like. The broadcast-cooperative application is de-
scribed in a markup language such as HTML or BML, or
in a script language such as Java (registered trademark)
script. The XML-AIT includes information for controlling
an application. That is, the broadcast facility 100 behaves
as an AIT transmitting apparatus, which includes a table
transmitting section configured to transmit an XML-AIT.
[0030] Note that, in this embodiment, an AV stream,
which is obtained by multiplexing an image transport
stream, a sound transport stream, a subtitle transport
stream, and the like, and which is transmitted, will be
referred to as "broadcast content". The term "broadcast
content" does not mean an application or an XML-AIT.
[0031] The application server 300 is configured to con-
nect the first network 200. The application server 300
provides an application, which is processed together with
broadcast content, to the information processing appa-
ratus 700 via the first network 200. Here, the application,
which is processed together with broadcast content, in-
cludes a broadcast-cooperative application and a broad-
cast non-cooperative application. The broadcast-coop-
erative application relates to broadcast content. The
broadcast non-cooperative application does not relate to
broadcast content. The broadcast-cooperative applica-
tion is capable of obtaining various resources such as a
program and data from broadcasting, and of presenting
the resources. Meanwhile, the broadcast non-coopera-
tive application does not relate to broadcast content, and
thus does not access a broadcast resource.
[0032] The XML-AIT server 400 is capable of connect-
ing the first network 200. The XML-AIT server 400 deliv-
ers an XML-AIT to the information processing apparatus
700 via the first network 200. The XML-AIT is used to
control a broadcast non-cooperative application provided
by the application server 300. That is, similar to the broad-
cast facility 100, the XML-AIT server 400 behaves as an
AIT transmitting apparatus, which has a table transmit-
ting section configured to transmit an XML-AIT.
[0033] Note that the application server 300 and the
XML-AIT server 400 may be in one server. Each of the
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application server 300 and the XML-AIT server 400 in-
cludes a CPU, a main memory, a data storage device, a
user interface, and the like. Each of the application server
300 and the XML-AIT server 400 has a structure of a
typical computer. The main memory or the data storage
device stores a program, which causes the computer to
function as the table transmitting section.
[0034] The edge router 500 is a router configured to
connect the first network 200 and the second network
600. The second network 600 may be wired or wireless.
[0035] The specific product form of the information
processing apparatus 700 is not limited. The information
processing apparatus 700 is, for example, a personal
computer, a mobile phone, a smartphone, a television
receiver, a game machine, a tablet terminal, an audio/vid-
eo player, or the like.
[0036] The information processing apparatus 700 re-
ceives a digital broadcast signal from the broadcast fa-
cility 100. The information processing apparatus 700 de-
modulates the digital broadcast signal, to thereby obtain
a transport stream. The information processing appara-
tus 700 is configured to divide the transport stream, to
thereby obtain a broadcast stream. The information
processing apparatus 700 is configured to decode the
broadcast stream. The information processing apparatus
700 is configured to output the decoded broadcast
stream to a display unit (not shown), a speaker unit (not
shown), and a storage device (not shown), which are
connected to the information processing apparatus 700.
[0037] Note that the information processing apparatus
700 may have a built-in display unit, a built-in speaker
unit, and a built-in storage device. Alternatively, an inde-
pendent display unit, an independent speaker unit, and
an independent storage device may be connected to the
information processing apparatus 700 directly or via the
second network 600. Alternatively, an apparatus (not
shown) including a display unit and a speaker unit may
be connected to the information processing apparatus
700 directly or via the second network 600.
[0038] The information processing apparatus 700 is
configured to obtain an XML-AIT, which is stored in the
received transport stream in the section format. The in-
formation processing apparatus 700 is configured to in-
terpret the XML-AIT. The information processing appa-
ratus 700 is configured to obtain an application from the
application server 300. The information processing ap-
paratus 700 is configured to start the application, for ex-
ample.
[0039] Note that the broadcast facility may transmit an
XML-AIT in the above-mentioned section format or in the
data carousel system.
[0040] Similarly, the information processing apparatus
700 is configured to obtain an XML-AIT file from the XML-
AIT server 400. The information processing apparatus
700 is configured to interpret the XML-AIT file. The infor-
mation processing apparatus 700 is configured to obtain
an application, which is obtained from the application
server 300. The information processing apparatus 700

is configured to start the application, for example.

[Application]

[0041] Here, an application will be described. The
broadcast facility 100 or the application server 300 pro-
vides an application to the information processing appa-
ratus 700. An application includes, for example, an HTML
(Hyper Text Markup Language) document, a BML doc-
ument (Broadcast Markup Language), an MHEG docu-
ment (Multimedia and Hypermedia information coding),
a Java (registered trademark) script, a still image file, a
motion image file, and the like.
[0042] An application may be visible or invisible. A user
is capable of seeing the status of a visible application on
a screen. A user is not capable of seeing the status of
an invisible application on a screen. An example of the
invisible application is an application, which is used when
a browser boots up under a transparent status invisible
to a user. Another example of the invisible application is
an application, which records information for specifying
broadcast content watched by using an information
processing apparatus, which records a watching time pe-
riod for the purpose of rating survey and the like, and
which delivers the recorded information to a specific serv-
er.
[0043] Further, an application may be a bidirectional
application or an application, which provides information
to a user unidirectionally. The bidirectional application is
configured to change information and a function to be
provided in response to an operation input in the infor-
mation processing apparatus 700 by a user.

[Data structure of XML-AIT]

[0044] Next, the data structure of an XML-AIT will be
described.
[0045] Fig. 2 is a diagram showing the data structure
of an XML-AIT of this embodiment.
[0046] In the XML-AIT, an application name, an appli-
cation identifier, an application descriptor, an application
type, an application control code 21, visibility of an ap-
plication, a flag showing if the application is valid in the
current service, priority of the application, a version of
the application, a version corresponding to a platform
profile, an icon, a capacity of a storage function, a trans-
port protocol descriptor, an application location descrip-
tor, an application boundary descriptor, an application
specific descriptor, an application usage descriptor, an
application mode descriptor 22, an application hash de-
scriptor 23, an application identification descriptor 24,
and the like are stored for each application.
[0047] An electronic signature for detecting falsifica-
tion is attached to the XML-AIT. For example, an XML
signature or the like may be used as an electronic sig-
nature. Any XML signature system such as a detached
signature, an enveloping signature, or an enveloped sig-
nature, may be employed. The detached signature is in-
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dependent of an XML-AIT. The enveloping signature in-
cludes an XML-AIT therein. The enveloped signature is
included in an XML-AIT. Note that the detached signature
may be employed to limit influence on the XML-AIT for-
mat.
[0048] An application controller 708 of the information
processing apparatus 700 validates the XML signature
according to a core validation procedure. The core vali-
dation procedure includes reference validation and sig-
nature validation.
[0049] According to the reference validation, a canon-
icalization transformation process (Transform) and a di-
gest calculation algorithm (Digest Method) are applied
to a resource (XML-AIT), to thereby validate a digest val-
ue of a reference. The result obtained by the reference
validation is compared with a registered digest value. If
they are different, the result is invalid.
[0050] According to the signature validation, a signa-
ture information (Signature Info) element is serialized
based on a canonicalization system, which is determined
in an XML canonicalization algorithm (Canonicalization
Method). Key data is obtained by using key information
(KeyInfo) and the like. The signature is validated by using
a system, which is determined in the signature algorithm
(Signature Method).
[0051] Fig. 3 is a diagram showing the data structure
of the application mode descriptor 22, and the data struc-
ture of the application hash descriptor 23.
[0052] The application mode descriptor 22 includes a
descriptor tag (descriptor_tag), a descriptor length
(descriptor_length), an application mode
(application_mode), and the like. The descriptor tag
(descriptor_tag) identifies the application mode descrip-
tor 22. The application mode (application_mode) shows
the mode of an application.
[0053] The application mode is information for control-
ling a function (API: Application Program Interface),
which the application may use. Some functions limit avail-
ability of an application. Examples of such functions in-
clude a broadcast resource presentation function and the
like. The broadcast resource presentation function ac-
cesses various broadcast resources such as broadcast
programs and data, and presents the various broadcast
resources. More specifically, the application mode value
of the broadcast cooperative application is set so as to
be capable of using the broadcast resource presentation
function. The application mode value of the broadcast
non-cooperative application, which is independent (non-
cooperative) of broadcasting, is set so as not to be ca-
pable of using the broadcast resource presentation func-
tion. Note that availability of a function other than the
broadcast resource presentation function may be
switched based on an application mode.
[0054] Here, let’s say that an application mode, which
is set for a broadcast cooperative application, is "mode
1", and that an application mode, which is set for a broad-
cast non-cooperative application, is "mode 2".
[0055] In this situation, the application mode may be

used as information, based on which the information
processing apparatus 700 determines if validation of an
electronic signature is necessary or not. That is, if the
application mode is "mode 1", the information processing
apparatus 700 determines that validation of an electronic
signature is not necessary. If the application mode is
"mode 2", the information processing apparatus 700 de-
termines that validation of an electronic signature is nec-
essary. Note that this is merely one operation form. Al-
ternatively, validation of an electronic signature of a
broadcast cooperative application may be necessary.
[0056] The application hash descriptor 23 includes a
descriptor tag (descriptor_tag), a descriptor length
(descriptor_length), a hash algorithm (hash_algorithm),
a hash value length (hash_value_length), a hash value
(hash_value_byte), and the like. The hash algorithm
(hash_algorithm) shows the calculation method of a hash
value. The hash value is a hash value of an application.
The hash value is created based on the entity of an ap-
plication by using a predetermined hash function or the
like. The hash value represents the application. How to
use the hash value will be described later.
[0057] Fig. 4 is a diagram showing the data structure
of the application identification descriptor 24.
[0058] The application identification descriptor 24 is in-
formation, which the information processing apparatus
700 uses to determine a channel, which classifies broad-
cast content, or to determine if a program and an appli-
cation are presented simultaneously or not.
[0059] Next, the application identification descriptor 24
will be described in detail.
[0060] The application identification descriptor 24 in-
cludes a descriptor tag (descriptor_tag), a descriptor
length (descriptor_length), a grant application access
flag (grant_aplication_access_flag), an identification
check type (id_check_type), a triplet, an event identifier
(event_id), and the like. The descriptor tag
(descriptor_tag) shows that this is the application identi-
fication descriptor 24.
[0061] The triplet is information for identifying a chan-
nel. The triplet (channel identifier) includes a network
identifier (network_id), a transport stream identifier
(tranport_stream_id), a service identifier (service_id),
and the like. The network identifier (network_id) is an
identification value unique to a network. The transport
stream identifier (tranport_stream_id) is an identification
value unique to a transport stream. The service identifier
(service_id) is an identification value unique to a service
(channel).
[0062] The event identifier is an identification value for
identifying an event (program).
[0063] The grant application access flag (first flag) is
"0" or "1". If the grant application access flag is "0", the
triplet value and the event identifier value, which are de-
scribed in an XML-AIT, are treated as information (black-
list) identifying a channel and a program, of which simul-
taneous presentation with an application is restricted. If
the grant application access flag is "1", the triplet value
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and the event identifier value, which are described in an
XML-AIT, are treated as information (whitelist) identifying
a channel and a program, of which simultaneous pres-
entation with an application is allowed.
[0064] Note that information identifying a selected
channel, which is obtained from PSI/SI (Program Specific
Information/Service Information), is a triplet including a
network identifier (network_id), a transport stream iden-
tifier (tranport_stream_id), and a service identifier
(service_id). Similarly, information identifying a present-
ed program, which is obtained from PSI/SI, is an event
identifier.
[0065] The identification check type (second flag) is
information determining a compared identifier. The iden-
tification check type is "0" or "1". If the identification check
type is "0", only a triplet value is compared. If the identi-
fication check type is "1", the combination of a triplet value
and an event identifier value is compared.

[Definition of application control code]

[0066] The information processing apparatus 700 dy-
namically controls the life cycle of an application based
on the application control code 21, which is stored in an
XML-AIT.
[0067] Fig. 5 is a diagram showing the definition of the
application control code 21 stored in an XML-AIT.
[0068] As shown in Fig. 5, the application control code
includes, under the standard, "AUTOSTART",
"PRESENT", "DESTROY", "KILL", "PREFETCH", "RE-
MOTE", "DISABLED", and "PLAYBACK_AUTOSTART".
The application control codes are defined as follows.
[0069] "AUTOSTART" is a code instructing to automat-
ically start an application when a service is selected. This
is not applied when an application is already executed.
[0070] "PRESENT" is a code instructing to make an
application executable when a service is selected. Note
that the target application is not started automatically
when a service is selected. The target application is start-
ed when a start instruction from a user is received.
[0071] "DESTROY" is a code instructing to allow finish
of an application.
[0072] "KILL" is a code instructing to finish an applica-
tion forcibly.
[0073] "PREFETCH" is a code instructing to cache an
application.
[0074] "REMOTE" is a code showing an application,
which may not be obtained from the current transport
stream. The application may be obtained from another
transport stream or a cache, and may be used.
[0075] "DISABLED" is a code showing that start of an
application is restricted.
[0076] "PLAYBACK_AUTOSTART" is a code for start-
ing an application when broadcast content, which is re-
corded in storage (storage device), is reproduced.

[Configuration of information processing apparatus]

[0077] Fig. 6 is a block diagram showing the structure
of the information processing apparatus 700 of this em-
bodiment.
[0078] The information processing apparatus 700 in-
cludes a broadcast interface 701, a demultiplexer 702,
an output processor 703, an image decoder 704, a sound
decoder 705, a subtitle decoder 706, a communication
interface 707, and the application controller 708 (control-
ler).
[0079] The broadcast interface 701 includes an anten-
na and a tuner. The broadcast interface 701 receives a
digital broadcast signal selected by a user by using the
antenna and the tuner. The broadcast interface 701, for
example, demodulates the received digital broadcast sig-
nal, and outputs the obtained transport stream to the de-
multiplexer 702.
[0080] The demultiplexer 702 demultiplexes the trans-
port stream, to thereby obtain stream packets of broad-
cast content, packets of an application, and packets of
an AIT section. The demultiplexer 702 demultiplexes the
stream packets of the broadcast content, to thereby ob-
tain an image ES (Elementary Stream), a sound ES, and
a subtitle ES. The demultiplexer 702 provides the image
ES to the image decoder 704, provides the sound ES to
the sound decoder 705, provides the subtitle ES to the
subtitle decoder 706, and provides packets of PSI/SI
(Program Specific Information/Service Information) to
the application controller 708. The packets of PSI/SI in-
clude the packets of the application and the AIT section.
[0081] The image decoder 704 decodes the image ES
to thereby create an image signal. The image decoder
704 outputs the created image signal to the output proc-
essor 703. The sound decoder 705 decodes the sound
ES to thereby create a sound signal. The sound decoder
705 outputs the created sound signal to the output proc-
essor 703.
[0082] The subtitle decoder 706 decodes the subtitle
ES to thereby create a subtitle signal. The subtitle de-
coder 706 outputs the created subtitle signal to the output
processor 703.
[0083] Each of the broadcast interface 701, the demul-
tiplexer 702, the output processor 703, the image decod-
er 704, the sound decoder 705, and the subtitle decoder
706 is a broadcast content processor configured to re-
ceive and present broadcast content.
[0084] The communication interface 707 is configured
to communicate with an external apparatus via the sec-
ond network 600 such as a LAN. The communication
interface 707 may communicate with an external appa-
ratus by means of wireless or wired communication.
[0085] The application controller 708 is configured to
control an application.
[0086] The output processor 703 merges the image
signal from the image decoder 704, the sound signal from
the sound decoder 705, the subtitle signal from the sub-
title decoder 706, the image signal and the sound signal
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from the application controller 708, and the like. The out-
put processor 703 outputs the merged signal to a storage
device (not shown), a display unit, and a speaker unit
(not shown), which are connected to the information
processing apparatus 700.
[0087] A computer, which includes a CPU (Central
Processing Unit) and a memory, and a program, which
causes the computer to function as a broadcast content
processor, the application controller 708, and the like,
may provide a part of or all the configuration of the infor-
mation processing apparatus 700 at least including the
application controller 708.

[Behaviors of information processing system 1]

[0088] Next, behaviors of the information processing
system 1 of this embodiment will be described.
[0089] The behaviors will be described in the following
order.

1. Overall behavior 1 starting from channel switching
or program transition
2. Overall behavior 2 starting from start instruction
of application
3. Basic behavior of determining if application and
channel (program) are presented simultaneously or
not
4. Specific behavior example 1
5. Specific behavior example 2
6. Specific behavior example 3
7. Specific behavior example 4
8. Specific behavior example 5
9. Specific behavior example 6
10. Specific behavior example 7

(1. Overall behavior 1 starting from channel switching or 
program transition)

[0090] The information processing apparatus 700 re-
ceives broadcast content of a channel selected by a user
by using, for example, a remote control or the like. The
information processing apparatus 700 decodes image
data, sound data, subtitle data, and the like. The infor-
mation processing apparatus 700 outputs broadcast con-
tent to a display unit and a speaker unit, which are con-
nected to the information processing apparatus 700.
[0091] Specifically, the broadcast interface 701 re-
ceives a digital broadcast signal of broadcast content
from the broadcast facility 100 selected by a user. The
broadcast interface 701, for example, demodulates the
digital broadcast signal. The broadcast interface 701 out-
puts the obtained transport stream to the demultiplexer
702. The demultiplexer 702 demultiplexes the transport
stream, to thereby obtain stream packets of the broad-
cast content. The demultiplexer 702 further demultiplex-
es the stream packets of the broadcast content, to there-
by obtain an image ES, a sound ES, and a subtitle ES.
The image decoder 704 decodes the obtained image ES.

The sound decoder 705 decodes the obtained sound ES.
The subtitle decoder 706 decodes the obtained subtitle
ES. The output processor 703 merges the decoded im-
age ES, the decoded sound ES, and the decoded subtitle
ES. The output processor 703 outputs the merged signal
to a display unit and a speaker unit.
[0092] The broadcast facility 100 transmits broadcast
content. In addition, the broadcast facility 100 transmits,
for example, an XML-AIT for an application, which relates
to the broadcast content, in the section format or the data
carousel system.
[0093] The information processing apparatus 700, for
example, obtains an XML-AIT as an application start in-
struction, and behaves as follows.
[0094] Fig. 7 and Fig. 8 are flowcharts showing the flow
of the overall behavior in a case where a channel is
switched or a program is changed in the information
processing apparatus of this embodiment.
[0095] The application controller 708 of the information
processing apparatus 700 detects that a channel is
switched or a program is changed (Step S101). Then,
the application controller 708 determines if an XML-AIT
is stored in the information processing apparatus 700
(Step S102). If an XML-AIT is stored, the application con-
troller 708 analyzes the XML-AIT (Step S104). If an XML-
AIT is not stored, the application controller 708 obtains
the XML-AIT (Step S103), and analyzes the XML-AIT
(Step S104).
[0096] The application controller 708 determines if it is
possible to present the application and a channel or a
program simultaneously or not, based on the XML-AIT
analysis result in accordance with a predetermined algo-
rithm (Step S105). How to determine if it is possible to
present the application and a channel or a program si-
multaneously or not will be described later in detail.
[0097] The application controller 708 determines that
it is possible to present the application and a channel or
a program simultaneously (Step S106, Y). In this case,
the application controller 708 determines if the applica-
tion is started already (Step S107). If the application is
started already (Step S107, Y), the application is contin-
uously executed as it is (Step S108), and the flow is fin-
ished.
[0098] If the application is not started yet (Step S107,
N), the application controller 708 determines if an elec-
tronic signature is attached to the obtained XML-AIT
(Step S109). If an electronic signature is attached to the
XML-AIT (Step S109, Y) the application controller 708
determines that it is necessary to validate the electronic
signature, and validates the electronic signature (Step
S110). If the application controller 708 fails to validate
the electronic signature (Step S110, N), the application
controller 708 displays an error message (Fig. 8: Step
S111). If the application controller 708 successfully val-
idates the electronic signature (Step S110, Y), the appli-
cation controller 708 proceeds to Step S113.
[0099] Meanwhile, if an electronic signature is not at-
tached to the XML-AIT (Step S109, N), the application

13 14 



EP 2 858 374 A1

9

5

10

15

20

25

30

35

40

45

50

55

controller 708 confirms if the application mode described
in the XML-AIT is "mode 1" (Step S112). The "mode 1"
is a mode value showing that validation of an electronic
signature is not necessary. If the application controller
708 confirms that the application mode is "mode 1" (Step
S112, Y), the application controller 708 skips validation
of an electronic signature, and proceeds to Step S113.
If the application mode is "mode 2" (Step S112, N), then
it means that an electronic signature is not attached to
the XML-AIT although validation of an electronic signa-
ture is necessary. In view of this, the application controller
708 determines occurrence of an error, and displays an
error message (Step S111).
[0100] In Step S113, the application controller 708 de-
termines if the application control code described in the
XML-AIT is "AUTOSTART". If the application control
code is "AUTOSTART" (Step S113, Y), the application
controller 708 determines if an application mode value
and a hash value are described in the XML-AIT (Fig. 8:
Steps S114, S115). If an application mode value is not
set in the XML-AIT (Step S114, N), the application con-
troller 708 displays an error message (Step S111). If an
application mode value is described in the XML-AIT (Step
S114, Y), the application controller 708 holds a hash val-
ue (A) described in the XML-AIT (Step S116).
[0101] Next, the application controller 708 obtains an
application from the application server 300 based on lo-
cation information of the application, which is described
in the XML-AIT. The application controller 708 calculates
a hash value (B) of the application based on a hash al-
gorithm (Step S117). The hash algorithm shows a calcu-
lation method of a hash value, which is described in the
XML-AIT.
[0102] Next, the application controller 708 compares
the hash value (A) to the hash value (B) (Step S118). If
the hash value (A) is the same as the hash value (B)
(Step S118, Y), the application controller 708 starts the
application (Step S119). The started application is, for
example, presented together with an image of a program,
which is displayed on the display unit. Here, if the appli-
cation mode of the application is "mode 2", the application
controller 708 starts the application in a mode, with which
the broadcast resource presentation function may not be
used. If the hash value (A) is different from the hash value
(B) (Step S118, N), the application controller 708 deter-
mines occurrence of an error, and displays an error mes-
sage (Step S111).
[0103] Further, in Step S113, the application controller
708 determines that the application control code de-
scribed in the XML-AIT is not "AUTOSTART". Then, the
application controller 708 changes the status of the ap-
plication in accordance with the application control code
different from "AUTOSTART" (Step S120).
[0104] In Step S106, the application controller 708 de-
termines that it is not possible to present the application
and a channel or a program simultaneously. Next, this
case will be described.
[0105] In this case, the application controller 708 de-

termines if an application is started already (Step S121).
If an application is started already (Step S121, Y), the
application controller 708 finishes the application (Step
S122), and the flow is finished. Further, if an application
is not started yet (Step S121, N), the application controller
708 executes nothing, and the flow is finished.
[0106] (2. Overall behavior 2 starting from channel
switching or program transition)
[0107] The overall behavior 1 is the flow of the overall
behavior in a case where a channel is switched or a pro-
gram is changed in the information processing apparatus
of this embodiment. In a case where an application start
instruction is generated, the following control will be per-
formed.
[0108] Here, an application start instruction is, for ex-
ample, generated specifically

1. when the information processing apparatus 700
obtains an XML-AIT, in which "AUTOSTART" is de-
scribed as an application control code,
2. when a user selects an application, which he wish-
es to start, on an application launcher, and
3. when a user selects an application, which he wish-
es to start, on an application having a function of
causing the information processing apparatus 700
to select an application to be started.

[0109] Fig. 9 and Fig. 10 are flowcharts showing the
flow of the basic behavior in a case where an application
start instruction is generated in the information process-
ing apparatus 700 of this embodiment.
[0110] When an application start instruction is gener-
ated (Step S201), the application controller 708 of the
information processing apparatus 700 determines if an
XML-AIT for the application is stored in the information
processing apparatus 700 (Step S202). If the XML-AIT
is stored, the application controller 708 analyzes the
XML-AIT (Step S204). If the XML-AIT is not stored, the
application controller 708 obtains the XML-AIT (Step
S203), and analyzes the XML-AIT (Step S104).
[0111] The application controller 708 determines if it is
possible to present the application and a channel or a
program simultaneously or not, based on the XML-AIT
analysis result in accordance with a predetermined algo-
rithm (Step S205). How to determine if it is possible to
present the application and a channel or a program si-
multaneously or not will be described later in detail.
[0112] The application controller 708 determines that
it is not possible to present the application and a channel
or a program simultaneously (Step S206, N). In this case,
the application controller 708, for example, executes
nothing (neither validate electronic signature attached to
application nor start application), and the flow is finished.
[0113] Meanwhile, if an electronic signature is at-
tached to the XML-AIT (Step S207, N), the application
controller 708 confirms if the application mode described
in the XML-AIT is "mode 1" (Step S210). The "mode 1"
is a mode value showing that validation of an electronic
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signature is not necessary. If the application controller
708 confirms that the application mode is "mode 1" (Step
S210, Y), the application controller 708 skips validation
of an electronic signature, and proceeds to S211. If the
application mode is "mode 2" (Step S210, N), then it
means that an electronic signature is not attached to the
XML-AIT although validation of an electronic signature
is necessary. In view of this, the application controller
708 determines occurrence of an error, and displays an
error message (Step S209).
[0114] In Step S211, the application controller 708 de-
termines if the application control code described in the
XML-AIT is "AUTOSTART". If the application control
code is "AUTOSTART" (Step S211, Y), the application
controller 708 determines if an application mode value
and a hash value are described in the XML-AIT (Fig. 10:
Steps S212, S213). If an application mode value is not
set in the XML-AIT (Step S212, N), the application con-
troller 708 displays an error message (Step S209). If an
application mode value is described in the XML-AIT (Step
S212, Y), the application controller 708 holds a hash val-
ue (A) described in the XML-AIT (Step S214).
[0115] Next, the application controller 708 obtains an
application from the application server 300 based on lo-
cation information of the application, which is described
in the XML-AIT. The application controller 708 calculates
a hash value (B) of the application based on a hash al-
gorithm (Step S215). The hash algorithm shows a calcu-
lation method of a hash value, which is described in the
XML-AIT.
[0116] Next, the application controller 708 compares
the hash value (A) to the hash value (B) (Step S216). If
the hash value (A) is the same as the hash value (B)
(Step S216, Y), the application controller 708 starts the
application (Step S217). The started application is, for
example, presented together with an image of a program,
which is displayed on the display unit. Here, if the appli-
cation mode of the application is "mode 2", the application
controller 708 starts the application in a mode, with which
the broadcast resource presentation function may not be
used. If the hash value (A) is different from the hash value
(B) (Step S216, N), the application controller 708 deter-
mines occurrence of an error, and displays an error mes-
sage (Step S209).
[0117] Further, in Step S211, the application controller
708 determines that the application control code de-
scribed in the XML-AIT is not "AUTOSTART". Then, the
application controller 708 changes the status of the ap-
plication in accordance with the application control code
different from "AUTOSTART" (Step S218).
[0118] (3. Basic behavior of determining if application
and channel (program) are presented simultaneously or
not)
[0119] Fig. 11 is a flowchart showing the flow of the
basic behavior of determining if an application and a
channel (program) are presented simultaneously or not
(Fig. 7: Step S105, Fig. 9: Step S205).
[0120] The application controller 708 confirms a grant

application access flag value described in the obtained
XML-AIT (Step S301). If the grant application access flag
value is "1", the application controller 708 sets the com-
bination of the triplet value and the event identifier value
described in the XML-AIT as a whitelist (Step S302). If
the grant application access flag value is "0", the appli-
cation controller 708 sets the combination of the triplet
value and the event identifier value described in the XML-
AIT as a blacklist (Step S303).
[0121] Next, the application controller 708 confirms an
identification check type value (Step S304). If the identi-
fication check type is "1", the application controller 708
sets the combination of the triplet value and the event
identifier value as a target for comparison (Step S305).
If the identification check type is "0", the application con-
troller 708 sets the triplet value as a target for comparison
(Step S306).
[0122] Next, the application controller 708 compares
the identifier described in the XML-AIT to the identifier of
the selected channel or the presented program, in ac-
cordance with the above-mentioned set conditions (Step
S307). The application controller 708 determines if the
application and the channel (program) are presented si-
multaneously or not based on the comparison result
(Steps S308, S309).
[0123] Next, specific behavior examples will be de-
scribed.

(4. Specific behavior example 1)

[0124] Fig. 12 is a diagram showing a specific behavior
example 1.
[0125] In the information processing apparatus 700, a
user selects a channel CH1, and the broadcast content
of the channel CH1 is already presented. Note that the
triplet value of the channel CH1 is "network_id=1,
tranport_stream_id=2, and service_id=3". Hereinafter,
the triplet value will be referred to as, for example, "1, 2,
3".
[0126] The broadcast facility 100 transmits an XML-
AIT, which relates to a broadcast cooperative application
APP_X, at the time T1. The information processing ap-
paratus 700 obtains the XML-AIT. The XML-AIT mainly
describes the following elements.

1. Location information of broadcast cooperative ap-
plication APP_X
2. Application control code="AUTOSTART"
3. Grant application access flag="1"
4. Identification check type="0"
5. Triplet="4, 5, 6"

[0127] Further, an electronic signature is attached to
the XML-AIT.
[0128] According to the XML-AIT, because the identi-
fication check type is "0", only the triplet value is a target
for comparison. Because the grant application access
flag is "1", the triplet value is treated as a whitelist. The
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location information is information necessary to obtain
an application APP_X from the application server 300.
The location information includes communication proto-
col information such as HTTP (Hypertext Transfer Pro-
tocol), URL (Uniform Resource Locator), and the like.
[0129] The application controller 708 of the information
processing apparatus 700 obtains and analyzes the
XML-AIT. The application controller 708 determines if it
is possible to start the broadcast cooperative application
APP_X, which is specified by the XML-AIT, or not, based
on the above-mentioned element values 3 to 5 and based
on the triplet value of the selected channel CH1.
[0130] According to the behavior example, only the tri-
plet value is a target for comparison. In addition, the triplet
value described in the XML-AIT is treated as a whitelist.
The triplet value of the currently-selected channel CH1
is "1, 2, 3", which is different from the triplet value de-
scribed in the XML-AIT as a whitelist. As a result, the
application controller 708 of the information processing
apparatus 700 determines that it is not possible to present
the broadcast cooperative application APP_X and the
channel CH1 simultaneously. That is, the application
controller 708 determines that it is not possible to start
the broadcast cooperative application APP_X, which is
specified by the XML-AIT.
[0131] According to the behavior example, next, the
broadcast facility 100 transmits an XML-AIT, which re-
lates to a broadcast cooperative application APP_Y, at
the time T2. The information processing apparatus 700
obtains the XML-AIT. The XML-AIT mainly describes the
following elements.

1. Location information of broadcast cooperative ap-
plication APP_Y
2. Application control code="AUTOSTART"
3. Grant application access flag="1"
4. Identification check type="0"
5. Triplet="1, 2, 3"

[0132] Further, an electronic signature is attached to
the XML-AIT.
[0133] In this case, the triplet value of the currently-
selected channel CH1 is the same as the triplet value
described in the XML-AIT as a whitelist. Then, the appli-
cation controller 708 of the information processing appa-
ratus 700 determines that it is possible to present the
broadcast cooperative application APP_Y and the chan-
nel CH1 simultaneously. That is, the application control-
ler 708 determines that it is possible to start the broadcast
cooperative application APP_Y, which is determined by
the XML-AIT.
[0134] After that, the application controller 708 vali-
dates an electronic signature attached to the XML-AIT
based on the above-mentioned flow of the basic behav-
ior. If the application controller 708 successfully validates
the electronic signature, the application controller 708
obtains the broadcast cooperative application APP_Y
from the application server 300, because the application

control code described in the XML-AIT is "AUTOSTART".
The application controller 708 calculates a hash value
(B) of the obtained broadcast cooperative application
APP_Y. The application controller 708 compares the
hash value (B) to the hash value (A), which is described
in the XML-AIT. If the hash value (B) is the same as the
hash value (A), the application controller 708 starts the
broadcast cooperative application APP_Y.
[0135] Note that, in Fig. 12, the started broadcast co-
operative application APP_Y is displayed in an area,
which is different from an area in which an image of a
broadcast program is displayed. However, the started
broadcast cooperative application APP_Y and an image
of a broadcast program are not necessarily displayed
simultaneously. Alternatively, the started broadcast co-
operative application APP_Y may be displayed full-
screen. If an application is displayed full-screen, an im-
age of a broadcast program is not displayed. However,
even in this case, the tuner of the broadcast interface
701 is selected, and the channel CH1 is selected.

(5. Specific behavior example 2)

[0136] Fig. 13 is a diagram showing a specific behavior
example 2.
[0137] In the information processing apparatus 700, a
user selects a channel CH1, and the program of the chan-
nel CH1 is presented. Note that the triplet value of the
channel CH1 is "1, 2, 3".
[0138] The broadcast facility 100 transmits the XML-
AIT, which relates to the broadcast cooperative applica-
tion APP_X, at the time T1. The information processing
apparatus 700 obtains the XML-AIT. The XML-AIT main-
ly describes the following elements.

1. Location information of broadcast cooperative ap-
plication APP_X
2. Application control code="AUTOSTART"
3. Grant application access flag="1"
4. Identification check type="0"
5. Triplet="1, 2, 3"
6. Triplet="4, 5, 6"

[0139] Further, an electronic signature is attached to
the XML-AIT.
[0140] According to the XML-AIT, because the identi-
fication check type is "0", only the triplet value is a target
for comparison. Because the grant application access
flag is "1", the triplet value is treated as a whitelist.
[0141] The application controller 708 of the information
processing apparatus 700 obtains and analyzes the
XML-AIT. The application controller 708 determines if it
is possible to start the broadcast cooperative application
APP_X, which is specified by the XML-AIT, or not, based
on the above-mentioned element values 3 to 6 and based
on the triplet value of the selected channel CH1.
[0142] According to the behavior example, only the tri-
plet value is a target for comparison. In addition, the triplet
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value described in the XML-AIT is treated as a whitelist.
The triplet value of the currently-selected channel CH1
is "1, 2, 3", which is the same as the triplet value described
in the XML-AIT as a whitelist. As a result, the application
controller 708 of the information processing apparatus
700 determines that it is possible to present the broadcast
cooperative application APP_X and the channel CH1 si-
multaneously. That is, the application controller 708 de-
termines that it is possible to start the broadcast cooper-
ative application APP_X, which is specified by the XML-
AIT. After that, similar to the above, the application con-
troller 708 firstly validates the electronic signature at-
tached to the XML-AIT, executes processes after that,
and finally starts the broadcast cooperative application
APP_X.
[0143] Next, let’s say that a user switches from the
channel CH1 to a channel CH2 in the information
processing apparatus 700. The triplet value of the chan-
nel CH2 is "4, 5, 6". In this case, the triplet value of the
channel CH2 after switching is the same as the triplet
value described in the XML-AIT as a whitelist. As a result,
the application controller 708 of the information process-
ing apparatus 700 determines that it is possible to present
the broadcast cooperative application APP_X and the
channel CH2 simultaneously. That is, the application
controller 708 determines that it is possible to continu-
ously execute the broadcast cooperative application
APP_X <case 1>.
[0144] Further, let’s say that a user switches from the
channel CH1 to a channel CH3 in the information
processing apparatus 700. The triplet value of the chan-
nel CH3 is "7, 8, 9". In this case, the triplet value of the
channel CH3 after switching is different from the triplet
value described in the XML-AIT as a whitelist. As a result,
the application controller 708 of the information process-
ing apparatus 700 determines that it is not possible to
present the broadcast cooperative application APP_X
and the channel CH3 simultaneously. The application
controller 708 determines that it is not possible to con-
tinuously execute the broadcast cooperative application
APP_X. The application controller 708 finishes the broad-
cast cooperative application APP_X <case 3>.
[0145] Note that, here, the broadcast cooperative ap-
plication APP_X is finished if the triplet value of the chan-
nel CH3 after switching is different from the triplet value
described in the XML-AIT as a whitelist. Alternatively, as
a modified example, the broadcast cooperative applica-
tion APP_X may be continuously executed, and presen-
tation of the channel CH3 after switching may be invalid.
For example, a black screen or the like may be displayed,
and a character pattern, which says that it is not possible
to present the broadcast cooperative application APP_X
and the channel CH3 simultaneously, may be superim-
posed on the black screen <case 2>.

(6. Specific behavior example 3)

[0146] Fig. 14 is a diagram showing a specific behavior

example 3.
[0147] In the information processing apparatus 700, a
user selects a channel CH1, and the program of the chan-
nel CH1 is already presented. Note that the triplet value
of the channel CH1 is "1, 2, 3". The event identifier value
of the presented program is "10".
[0148] The broadcast facility 100 transmits an XML-
AIT, which relates to a broadcast cooperative application
APP_X, at the time T1. The information processing ap-
paratus 700 obtains the XML-AIT. The XML-AIT mainly
describes the following elements.

1. Location information of broadcast cooperative ap-
plication APP_X
2. Application control code="AUTOSTART"
3. Grant application access flag="1"
4. Identification check type="1"
5. Triplet="1, 2, 3"
6. Event identifier="11"

[0149] Further, an electronic signature is attached to
the XML-AIT.
[0150] According to the XML-AIT, because the identi-
fication check type is "1", the combination of the triplet
value and the event identifier value is a target for com-
parison. Because the grant application access flag is "1",
the combination is treated as a whitelist.
[0151] The application controller 708 of the information
processing apparatus 700 obtains and analyzes the
XML-AIT. The application controller 708 determines if it
is possible to start the broadcast cooperative application
APP_X, which is specified by the XML-AIT, or not, based
on the above-mentioned element values 3 to 6 and based
on the combination of the triplet value and the event iden-
tifier value of the selected channel CH1.
[0152] According to the behavior example, the combi-
nation of the triplet value and the event identifier value
is a target for comparison. In addition, the combination
of the triplet value and the event identifier value, which
are described in the XML-AIT, is treated as a whitelist.
The triplet value of the currently-selected channel CH1
is "1, 2, 3". This is the same as the triplet described in
the XML-AIT as a whitelist. Meanwhile, the event identi-
fier value of the presented program is "10". This is not
the same as the event identifier value, which is described
in the XML-AIT in combination with the triplet value "1,
2, 3" as a whitelist. As a result, the application controller
708 of the information processing apparatus 700 deter-
mines that it is not possible to present the broadcast co-
operative application APP_X and the channel CH1 si-
multaneously. That is, the application controller 708 de-
termines that it is not possible to start the broadcast co-
operative application APP_X, which is specified by the
XML-AIT.
[0153] According to the behavior example, transition
of programs of the channel CH1, which are transmitted
from the broadcast facility 100, occurs between the time
T1 and the time T2. The event identifier value of a pro-
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gram after transition is "11". Then, the broadcast facility
100 transmits the XML-AIT, which relates to the broad-
cast cooperative application APP_X, at the time T2 again.
The information processing apparatus 700 obtains the
XML-AIT. Here, the transmitted XML-AIT at the time T2
is the same as the XML-AIT transmitted at the time T1.
[0154] Note that let’s say that the application controller
708 of the information processing apparatus 700 starts
a broadcast cooperative application based on the re-
ceived XML-AIT. In this case, the application controller
708 stores the analysis result of the XML-AIT in the in-
formation processing apparatus 700. Meanwhile, let’s
say that the application controller 708 does not start the
broadcast cooperative application. In this case, the ap-
plication controller 708 abandons the analysis result of
the received XML-AIT. Because of this, the application
controller 708 obtains the XML-AIT, which relates to the
broadcast cooperative application APP_X, and which the
broadcast facility 100 transmits after transition of pro-
grams, again.
[0155] Here, the event identifier value of the program
after transition is "11". This is the same as the event iden-
tifier value, which is described in the XML-AIT obtained
again in combination with the triplet value "1, 2, 3" as a
whitelist. That is, the combination of the triplet of the pre-
sented channel and the event identifier value of the pro-
gram is the same as the combination of the triplet value
and the event identifier value described in the XML-AIT
obtained again as a whitelist. Because of this, the appli-
cation controller 708 determines that it is not possible to
present the broadcast cooperative application APP_X
and the channel CH1 simultaneously. That is, the appli-
cation controller 708 determines that it is possible to start
the broadcast cooperative application APP_X, which is
specified by the XML-AIT. After that, similar to the above,
the application controller 708 firstly validates the elec-
tronic signature attached to the XML-AIT, executes proc-
esses after that, and finally starts the broadcast cooper-
ative application APP_X.

(7. Specific behavior example 4)

[0156] Fig. 15 is a diagram showing a specific behavior
example 4.
[0157] In the information processing apparatus 700, a
user selects a channel CH1, and the program of the chan-
nel CH1 is already presented. Note that the triplet value
of the channel CH1 is "1, 2, 3". The event identifier value
of the presented program is "10".
[0158] The broadcast facility 100 transmits an XML-
AIT, which relates to a broadcast cooperative application
APP_X, at the time T1. The information processing ap-
paratus 700 obtains the XML-AIT. The XML-AIT mainly
describes the following elements.

1. Location information of broadcast cooperative ap-
plication APP_X
2. Application control code="AUTOSTART"

3. Grant application access flag="1"
4. Identification check type="1"
5. Triplet="1, 2, 3"
6. Event identifier="10"
7. Event identifier="11"

[0159] Further, an electronic signature is attached to
the XML-AIT.
[0160] According to the XML-AIT, because the identi-
fication check type is "1", the combination of the triplet
value and the event identifier value is a target for com-
parison. Because the grant application access flag is "1",
the combination is treated as a whitelist.
[0161] The application controller 708 of the information
processing apparatus 700 obtains and analyzes the
XML-AIT. The application controller 708 determines if it
is possible to start the broadcast cooperative application
APP_X, which is specified by the XML-AIT, or not, based
on the above-mentioned element values 3 to 7 and based
on the combination of the triplet value and the event iden-
tifier value of the selected channel CH1.
[0162] According to the behavior example, the combi-
nation of the triplet value and the event identifier value
is a target for comparison. In addition, the combination
of the triplet value and the event identifier value, which
are described in the XML-AIT, is treated as a whitelist.
The triplet value of the currently-selected channel CH1
is "1, 2, 3". This is the same as the triplet described in
the XML-AIT as a whitelist. Further, the event identifier
value of the presented program is "10". This is the same
as the event identifier="10", which is described in the
XML-AIT in combination with the triplet value "1, 2, 3" as
a whitelist. As a result, the application controller 708 of
the information processing apparatus 700 determines
that it is possible to present the broadcast cooperative
application APP_X and the channel CH1 simultaneously.
That is, the application controller 708 determines that it
is possible to start the broadcast cooperative application
APP_X.
[0163] After that, similar to the above, the application
controller 708 firstly validates the electronic signature at-
tached to the XML-AIT, executes processes after that,
and finally starts the broadcast cooperative application
APP_X. If the application controller 708 starts the broad-
cast cooperative application APP_X, the application con-
troller 708 stores the analysis result of the XML-AIT in
the information processing apparatus 700.
[0164] According to the behavior example, transition
of programs of the channel CH1, which are transmitted
from the broadcast facility 100, occurs after the time T1.
The event identifier value of a program after transition is
"11". The application controller 708 determines that tran-
sition of programs occurs. Then, the application controller
708 compares the analysis result of the XML-AIT, which
is stored in the information processing apparatus 700, to
the event identifier value of the program after transition.
Here, the event identifier value of the program after tran-
sition is "11". This is the same as the event identifier val-
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ue, which is described in the stored XML-AIT in combi-
nation with the triplet value "1, 2, 3" as a whitelist. As a
result, the application controller 708 determines that it is
possible to present the broadcast cooperative application
APP_X, which is specified by the XML-AIT, and the chan-
nel CH1 simultaneously. The application controller 708
continuously executes the broadcast cooperative appli-
cation APP_X.
[0165] Next, let’s say that transition of programs of the
channel CH1 occurs again. The event identifier value of
the program after transition is "12". This is not the same
as any event identifier value, which is described in the
stored XML-AIT in combination with the triplet value "1,
2, 3" as a whitelist. As a result, the application controller
708 determines that it is not possible to present the broad-
cast cooperative application APP_X, which is specified
by the XML-AIT, and the channel CH1 simultaneously.
The application controller 708 finishes the broadcast co-
operative application APP_X <case 2>.
[0166] As a modified example, the broadcast cooper-
ative application APP_X may be continuously executed,
and presentation of the channel CH3 after switching may
be invalid. For example, a black screen or the like may
be displayed, and a character pattern, which says that it
is not possible to present the broadcast cooperative ap-
plication APP_X and the channel CH3 simultaneously,
may be superimposed on the black screen <case 1>.

(8. Specific behavior example 5)

[0167] Fig. 16 is a diagram showing a specific behavior
example 5.
[0168] In the information processing apparatus 700, a
user selects a channel CH1, and the program of the chan-
nel CH1 is already presented. Note that the triplet value
of the channel CH1 is "1, 2, 3". The event identifier value
of the presented program is "10".
[0169] The broadcast facility 100 transmits an XML-
AIT, which relates to a broadcast cooperative application
APP_X, at the time T1. The information processing ap-
paratus 700 obtains the XML-AIT. The XML-AIT mainly
describes the following elements.

1. Location information of broadcast cooperative ap-
plication APP_X
2. Application control code="AUTOSTART"
3. Grant application access flag="0"
4. Identification check type="1"
5. Triplet="1, 2, 3"
6. Event identifier="10"

[0170] Further, an electronic signature is attached to
the XML-AIT.
[0171] According to the XML-AIT, because the identi-
fication check type is "1", the combination of the triplet
value and the event identifier value is a target for com-
parison. Because the grant application access flag is "0",
the combination is treated as a blacklist.

[0172] The application controller 708 of the information
processing apparatus 700 obtains and analyzes the
XML-AIT. The application controller 708 determines if it
is possible to present the broadcast cooperative applica-
tion APP_X, which is specified by the XML-AIT, and the
channel CH1 simultaneously based on the above-men-
tioned element values 3 to 6 and based on the combina-
tion of the triplet value and the event identifier value of
the selected channel CH1.
[0173] According to the behavior example, the triplet
value of the currently-selected channel CH1 is "1, 2, 3".
This is the same as the triplet described in the XML-AIT
as a blacklist. The event identifier value of the presented
program is "10". This is the same as the event identifier
value described in the XML-AIT in combination with the
triplet value "1, 2, 3" as a blacklist. As a result, the appli-
cation controller 708 of the information processing appa-
ratus 700 determines that it is not possible to present the
broadcast cooperative application APP_X and the chan-
nel CH1 simultaneously. That is, the application control-
ler 708 determines that it is not possible to start the broad-
cast cooperative application APP_X.
[0174] According to the behavior example, transition
of programs of the channel CH1, which are transmitted
from the broadcast facility 100, occurs between the time
T1 and the time T2. The event identifier value of a pro-
gram after transition is "11". Then, the broadcast facility
100 transmits the XML-AIT, which relates to the broad-
cast cooperative application APP_X, at the time T2 again.
The information processing apparatus 700 obtains the
XML-AIT. Here, the transmitted XML-AIT at the time T2
is the same as the XML-AIT transmitted at the time T1.
[0175] Here, the event identifier value of the program
after transition is "11". This is not the same as the event
identifier value, which is described in the XML-AIT ob-
tained again in combination with the triplet value "1, 2,
3" as a blacklist. As a result, the application controller
708 determines that it is possible to present the broadcast
cooperative application APP_X and the channel CH1 si-
multaneously. That is, the application controller 708 de-
termines that it is possible to start the broadcast cooper-
ative application APP_X. After that, similar to the above,
the application controller 708 firstly validates the elec-
tronic signature attached to the XML-AIT, executes proc-
esses after that, and finally starts the broadcast cooper-
ative application APP_X.

(9. Specific behavior example 6)

[0176] Fig. 17 is a diagram showing a specific behavior
example 6.
[0177] According to the behavior example 6, an XML-
AIT is obtained from the XML-AIT server 400.
[0178] The information processing apparatus 700 dis-
plays an application launcher screen, which is selected
by a user by using a remote control or the like, for exam-
ple. The application launcher screen is implemented by
a so-called resident application installed in the informa-
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tion processing apparatus 700, or HTML 5, BML, or the
like provided by the HTML browser. A menu and the like
of a broadcast non-cooperative application are displayed
on the application launcher screen. A user is allowed to
select a broadcast non-cooperative application to be
present by using a remote control, for example. A script
and the like are built in the menu of each application. The
script is used to cause the information processing appa-
ratus 700 to obtain an XML-AIT for a broadcast non-co-
operative application.
[0179] A user operates a remote control on the menu
of a broadcast non-cooperative application, which is dis-
played on the application launcher screen. As a result,
the application APP_X is selected as an arbitrary broad-
cast non-cooperative application. Then, the script corre-
sponding to the broadcast non-cooperative application
APP_X is executed. As a result, the application controller
708 of the information processing apparatus 700 obtains
an XML-AIT for the broadcast non-cooperative applica-
tion, from the XML-AIT server 400.
[0180] The XML-AIT mainly describes the following el-
ements.

1. Location information of broadcast non-coopera-
tive application APP_X
2. Application control code="AUTOSTART"
3. Grant application access flag="1"
4. Identification check type="0"
5. Triplet="1, 2, 3"
6. Triplet="4, 5, 6"

[0181] Further, an electronic signature is attached to
the XML-AIT.
[0182] Note that, in general, an application provider,
which is different from a broadcasting organization, pro-
vides a broadcast non-cooperative application. Because
of this, "mode 2" is set in the XML-AIT of the broadcast
non-cooperative application, as an application mode.
That is, an electronic signature is supposed to be at-
tached to the XML-AIT essentially. In a case where the
information processing apparatus 700 uses the XML-
AIT, validation of the electronic signature is an essential
condition.
[0183] According to the XML-AIT, because the identi-
fication check type is "0", only the triplet value is a target
for comparison. Because the grant application access
flag is "1", the triplet value is treated as a whitelist.
[0184] The application controller 708 of the information
processing apparatus 700 obtains and analyzes the
XML-AIT. At this time, a channel is not selected in the
information processing apparatus 700 (channel (pro-
gram) non-present status). In this situation, the applica-
tion controller 708 does not determine if it is possible to
present an application and a channel (program) simulta-
neously or not. The application controller 708 validates
an electronic signature attached to the XML-AIT, and ex-
ecutes processes after that.
[0185] When the broadcast non-cooperative applica-

tion APP_X is being executed, a user of the information
processing apparatus 700 selects a channel. Then, the
application controller 708 of the information processing
apparatus 700 determines if it is possible to present the
broadcast non-cooperative application APP_X being ex-
ecuted and the selected channel simultaneously or not,
based on the respective element values of the XML-AIT
and based on the triplet value of the selected channel.
[0186] For example, let’s say that the channel CH1 is
selected. The triplet value of the channel CH1 is "1, 2,
3". In this case, the triplet value of the selected channel
CH1 is the same as the triplet value described in the
XML-AIT as a whitelist. As a result, the application con-
troller 708 of the information processing apparatus 700
determines that it is possible to present the broadcast
non-cooperative application APP_X being executed and
the channel CH1 simultaneously. As a result, both the
broadcast non-cooperative application APP_X and the
channel CH1 are presented <case 1>.
[0187] Further, let’s say that the channel CH3 is se-
lected. The triplet value of the channel CH3 is "7, 8, 9".
In this case, the triplet value of the selected channel CH3
is not the same as the triplet value described in the XML-
AIT as a whitelist. As a result, the application controller
708 of the information processing apparatus 700 deter-
mines that it is not possible to present the broadcast non-
cooperative application APP_X and the channel CH3 si-
multaneously. Because of this, the broadcast non-coop-
erative application APP_X is continuously executed, and
the channel CH3 is not presented <case 2 or case 3>.
[0188] Examples of methods of not presenting the
channel CH3 are as follows. A black screen or the like is
displayed, and a character pattern, which says that it is
not possible to present the broadcast non-cooperative
application APP_X and the channel CH3 simultaneously,
is superimposed on the black screen <case 2>. A screen
of the broadcast non-cooperative application APP_X
continuously executed is displayed, and a message,
which says that it is not possible to present the broadcast
non-cooperative application APP_X and the channel
CH3 simultaneously, is added <case 3>.

(10. Specific behavior example 7)

[0189] Fig. 18 is a diagram showing a specific behavior
example 7.
[0190] According to the behavior example 7, an XML-
AIT is obtained from the XML-AIT server.
[0191] Let’s say that the information processing appa-
ratus 700 already presents the channel CH1, which is
selected by a user, and the broadcast cooperative appli-
cation APP_X simultaneously. The triplet value of the
channel CH1 is "1, 2, 3". A script is built in the broadcast
cooperative application APP_X. The script includes cre-
ateApplication() function, which causes the information
processing apparatus 700 to obtain an XML-AIT for the
broadcast non-cooperative application APP_Y.
[0192] When the broadcast cooperative application
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APP_X is being executed, the above-mentioned script,
which is built in the broadcast cooperative application
APP_X, is executed in response to an instruction by a
user. As a result, the application controller 708 of the
information processing apparatus 700 obtains an XML-
AIT for the broadcast non-cooperative application
APP_Y from the XML-AIT server 400.
[0193] The XML-AIT mainly describes the following el-
ements.

1. Location information of broadcast non-coopera-
tive application APP_Y
2. Application control code="AUTOSTART"
3. Grant application access flag="1"
4. Identification check type="0"
5. Triplet="1, 2, 3"
6. Triplet="4, 5, 6"

[0194] Further, an electronic signature is attached to
the XML-AIT.
[0195] According to the XML-AIT, because the identi-
fication check type is "0", the triplet value is a target for
comparison. Because the grant application access flag
is "1", the triplet value is treated as a whitelist.
[0196] The application controller 708 of the information
processing apparatus 700 obtains and analyzes the
XML-AIT. The application controller 708 determines if it
is possible to start the broadcast non-cooperative appli-
cation APP_Y, which is specified by the XML-AIT, or not,
based on the above-mentioned element values 3 to 6,
and based on the triplet value of the selected channel
CH1.
[0197] According to the behavior example, the triplet
value of the currently-selected channel CH1 is "1, 2, 3.
This is the same as the triplet value, which is described
in the XML-AIT as a whitelist. As a result, the application
controller 708 of the information processing apparatus
700 determines that it is possible to present the broadcast
non-cooperative application APP_Y, which is specified
by the XML-AIT, and the channel CH1 simultaneously.
[0198] After that, similar to the above, the application
controller 708 firstly validates the electronic signature at-
tached to the XML-AIT, executes processes after that,
and finally starts the broadcast non-cooperative applica-
tion APP_Y.
[0199] When the broadcast non-cooperative applica-
tion APP_Y is being executed, a user of the information
processing apparatus 700 selects a channel. Then, the
application controller 708 of the information processing
apparatus 700 determines if it is possible to present the
broadcast non-cooperative application APP_Y being ex-
ecuted and the selected channel simultaneously or not,
based on the analysis result of the XML-AIT and based
on the triplet value of the selected channel.
[0200] For example, let’s say that the channel CH1 is
selected. The triplet value of the channel CH1 is "1, 2,
3". In this case, the triplet value of the selected channel
CH1 is the same as the triplet value, which is described

in the XML-AIT as a whitelist. As a result, the application
controller 708 of the information processing apparatus
700 determines that it is possible to present the broadcast
non-cooperative application APP_Y being executed and
the selected channel simultaneously. As a result, both
the broadcast non-cooperative application APP_Y and
the channel CH1 are presented <case 1>.
[0201] Further, let’s say that the channel CH3 is se-
lected. The triplet value of the channel CH3 is "7, 8, 9".
In this case, the triplet value of the selected channel CH3
is not the same as the triplet value, which is described in
the XML-AIT as a whitelist. As a result, the application
controller 708 of the information processing apparatus
700 determines that it is not possible to present the broad-
cast non-cooperative application APP_Y and the channel
CH3 simultaneously. As a result, the broadcast non-co-
operative application APP_Y is continuously executed.
However, the channel CH3 is not presented <case 2 or
case 3>.
[0202] In this case also, examples of methods of not
presenting the channel CH3 are as follows. A black
screen or the like is displayed, and a character pattern,
which says that it is not possible to present the broadcast
non-cooperative application APP_Y and the channel
CH3 simultaneously, is superimposed on the black
screen <case 2>. A screen of the broadcast non-coop-
erative application APP_Y continuously executed is dis-
played, and a message, which says that it is not possible
to present the broadcast non-cooperative application
APP_Y and the channel CH3 simultaneously, is added
<case 3>.

[Effects of embodiment, etc.]

[0203] According to this embodiment, the following ef-
fects may be obtained.

1. According to this embodiment, it is possible to con-
trol simultaneous presentation of the combination of
a channel or a program of broadcast content and an
application. As a result, for example, such a control
is available. When a program B (sponsor: company
A) is broadcasted, an application, which relates to a
company B, is not presented. Here, the company A
and the company B are rival firms.
2. The triplet value and the event identifier value are
described in an XML-AIT. The triplet value and the
event identifier value may be a blacklist or a whitelist,
depending on a grant application access flag. The
blacklist is information identifying a channel or a pro-
gram, which is not presented simultaneously with an
application. The whitelist is information identifying a
channel or a program, which may be presented si-
multaneously with an application. Because of this, a
grant application access flag is set such that the
amount of information to be listed is small. As a re-
sult, efficiency of creating an XML-AIT may be im-
proved, and the XML-AIT may be downsized.
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3. Depending on an identification check type of an
XML-AIT, it is possible to switch from determination
of possibility of simultaneous presentation of a chan-
nel and an application, to determination of possibility
of simultaneous presentation of a program and an
application, and vice versa.
4. As described above, according to this embodi-
ment, it is possible to appropriately control simulta-
neous presentation of a channel or a program as
broadcast content, and an application.

<Modified Example>

[0204] The embodiment under HbbTV standard has
been described. However, the present technology is not
necessarily limited to a situation under HbbTV standard.
[0205] It should be understood by those skilled in the
art that various modifications, combinations, subcombi-
nations and alterations may occur depending on design
requirements and other factors insofar as they are within
the scope of the appended claims or the equivalents
thereof.

Description of Reference Numerals

[0206]

1 Information processing system
24 Application identification descriptor
100 Broadcast facility
200 First network
300 Application server
400 XML-AIT server
700 Information processing apparatus
701 Broadcast interface
702 Demultiplexer
703 Output processor
704 Image decoder
705 Sound decoder
706 Subtitle decoder
707 Communication interface
708 Application controller

Claims

1. An information processing apparatus, comprising:

a broadcast content processor configured to re-
ceive and process broadcast content; and
a controller configured to obtain an application
information table, the application information ta-
ble storing information necessary to start an ap-
plication and information specifying broadcast
content, the broadcast content being capable of
being presented with the application simultane-
ously, and to determine if it is possible to present
the application and the broadcast content simul-

taneously or not.

2. The information processing apparatus according to
claim 1, wherein
the information specifying broadcast content in-
cludes a channel identifier, the channel identifier
specifying a channel, and
the controller is configured to determine if it is pos-
sible to present the application and the broadcast
content simultaneously or not for each channel.

3. The information processing apparatus according to
claim 2, wherein
the information specifying broadcast content further
includes a first flag, the first flag defining if the chan-
nel identifier is treated as a channel allowed to
present with the application simultaneously, or a
channel not allowed to present with the application
simultaneously, and
the controller is configured to determine if it is pos-
sible to present the application and the broadcast
content simultaneously or not for each channel, de-
pending on the first flag.

4. The information processing apparatus according to
claim 2, wherein
the information specifying broadcast content further
includes an event identifier, the event identifier spec-
ifying an event, and
the controller is configured to determine if it is pos-
sible to present the application and the broadcast
content simultaneously or not, for each combination
of the channel and the event.

5. The information processing apparatus according to
claim 4, wherein
the information specifying broadcast content further
includes a first flag, the first flag defining if the com-
bination of the channel and the event is treated as a
combination allowed to present with the application
simultaneously, or a combination not allowed to
present with the application simultaneously, and
the controller is configured to determine if it is pos-
sible to present the application and the broadcast
content simultaneously or not for each combination,
based on the first flag.

6. The information processing apparatus according to
claim 1, wherein
the information specifying broadcast content in-
cludes a channel identifier, an event identifier, and
a second flag, the channel identifier specifying a
channel, the event identifier specifying an event, the
second flag defining if availability of simultaneous
presentation of the application and the broadcast
content is determined for each channel or for each
combination of the channel and the event, and
the controller is configured to determine if it is pos-
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sible to present the application and the broadcast
content simultaneously or not for a unit defined by
the second flag.

7. An information processing method, comprising:

receiving and processing, by a broadcast con-
tent processor, broadcast content; and obtain-
ing, by a controller, an application information
table, the application information table storing
information necessary to start an application
and information specifying broadcast content,
the broadcast content being capable of being
presented with the application simultaneously,
and determining if it is possible to present the
application and the broadcast content simulta-
neously or not.

8. A program, causing a computer to function as:

a broadcast content processor configured to re-
ceive and process broadcast content; and
a controller configured to obtain an application
information table, the application information ta-
ble storing information necessary to start an ap-
plication and information specifying broadcast
content, the broadcast content being capable of
being presented with the application simultane-
ously, and to determine if it is possible to present
the application and the broadcast content simul-
taneously or not.

9. An application information table transmitting appa-
ratus, comprising:

a table transmitting section configured to trans-
mit an application information table, the applica-
tion information table storing information neces-
sary to start an application and information spec-
ifying broadcast content, the broadcast content
being capable of being presented with the ap-
plication simultaneously.

10. The application information table transmitting appa-
ratus according to claim 9, wherein
the information specifying broadcast content in-
cludes a channel identifier, the channel identifier
specifying a channel.

11. The application information table transmitting appa-
ratus according to claim 10, wherein
the information specifying broadcast content further
includes a first flag, the first flag defining if the chan-
nel identifier is treated as a channel allowed to
present with the application simultaneously, or a
channel not allowed to present with the application
simultaneously.

12. The application information table transmitting appa-
ratus according to claim 9, wherein
the information specifying broadcast content further
includes an event identifier, the event identifier spec-
ifying an event.

13. The application information table transmitting appa-
ratus according to claim 12, wherein
the information specifying broadcast content further
includes a first flag, the first flag defining if the com-
bination of the channel and the event is treated as a
combination allowed to present with the application
simultaneously, or a combination not allowed to
present with the application simultaneously.

14. The application information table transmitting appa-
ratus according to claim 9, wherein
the information specifying broadcast content in-
cludes a channel identifier, an event identifier, and
a second flag, the channel identifier specifying a
channel, the event identifier specifying an event, the
second flag defining if availability of simultaneous
presentation of the application and the broadcast
content is determined for each channel or for each
combination of the channel and the event.
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