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Description

TECHNICAL FIELD OF THE DISCLOSURE

[0001] The present disclosure relates to security in
processing devices.

DESCRIPTION OF RELATED ART

[0002] Processing systems can include operating sys-
tem programs that allow utilities and application pro-
grams to be written for a common computing environ-
ment, even when executed on different processing plat-
forms. Operating systems also provide for multitasking
that allows the simultaneous execution of multiple appli-
cations and utilities, etc. Examples of such operating sys-
tems include Microsoft Windows, Mac OS, Linux and So-
laris. The flexibility of these operating systems provides
several drawbacks. For instance, authors of malicious
code such as viruses, worms, Trojan horses and other
harmful code have taken advantage of the open nature
of operating systems such as Microsoft windows.
[0003] Processing systems typically include memory
registers for facilitating the communication of data be-
tween devices of the systems. Memory registers are one
point of vulnerability for malicious code. In addition, im-
proper access to memory registers during the processing
video applications can provide an authorized access to
media content in an unprotected format.
[0004] EP 2 447 879 discloses a memory mobile in-
cluding a register space having a plurality of registers
and secure access data corresponding to the register
space.
[0005] EP 2 161 671 discloses a memory storing cryp-
tographic keys in a privileged memory section and further
storing a rule set. Upon an access request to a crypto-
graphic key by an operating system function, a memory
arbitration module accesses the rule set to determine
when the operating system process is trusted and the
request can be granted.

BRIEF DESCRIPTION OF THE SEVERAL VIEWS OF 
THE DRAWINGS

[0006]

FIG. 1 presents a pictorial representation of example
devices 11-16 that can include a processing system
100 in accordance with an embodiment of the
present disclosure.
FIG. 2 presents a block diagram representation of a
processing system 100 in accordance with an em-
bodiment of the present disclosure.
FIG. 3 presents a block diagram representation of a
register space 144 in accordance with a further em-
bodiment of the present disclosure.
FIG. 4 presents a block diagram representation of a
register in accordance with a further embodiment of

the present disclosure.
FIG. 5 presents a block diagram representation of a
memory space 142 in accordance with a further em-
bodiment of the present disclosure.
FIG. 6 presents a block diagram representation of
an operating system 190 in accordance with a further
embodiment of the present disclosure.
FIG. 7 presents a block diagram representation of
secure access data 146 in accordance with a further
embodiment of the present disclosure.
FIG. 8 presents a block diagram representation of a
video encoding system 200 in accordance with an
embodiment of the present disclosure.
FIG. 9 presents a block diagram representation of a
video decoding system 202 in accordance with an
embodiment of the present disclosure.
FIG. 10 presents a block diagram representation of
a video transcoding system 204 in accordance with
an embodiment of the present disclosure.
FIG. 11 presents a block diagram representation of
a video distribution system 175 in accordance with
an embodiment of the present disclosure.
FIG. 12 presents a block diagram representation of
a video storage system 179 in accordance with an
embodiment of the present disclosure.
FIG. 13 presents a flowchart representation of a
method in accordance with an embodiment of the
present disclosure.
FIG. 14 presents a flowchart representation of a
method in accordance with an embodiment of the
present disclosure.
FIG. 15 presents a flowchart representation of a
method in accordance with an embodiment of the
present disclosure.

DETAILED DESCRIPTION OF THE DISCLOSURE IN-
CLUDING THE PRESENTLY PREFERRED EMBODI-
MENTS

[0007] FIG. 1 presents a pictorial representation of ex-
ample devices 11-16 that can include a processing sys-
tem 100 in accordance with an embodiment of the
present disclosure. In particular, these example devices
include digital video recorder/set top box 11, television
or monitor 12, wireless telephony device 13, computers
14 and 15, personal video player 16, or other devices
that include a processing system 100.
[0008] The processing system 100 includes a plurality
of clients such as embedded processors, hardware in-
terfaces, etc. One of these processors executes an op-
erating system having a plurality of operating system
processes, wherein each of the plurality of operating sys-
tem processes is designated as a corresponding one of
a plurality of virtual clients. A memory module includes
a plurality of memory blocks. A memory arbitration mod-
ule receives a request to access a selected one of the
plurality of memory blocks from at least one of the plurality
of actual or virtual clients and determines whether or not
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to grant or deny the request, based on whether the se-
lected memory block is designated for trusted or untrust-
ed access and based on whether the actual or virtual
client is trusted or untrusted.
[0009] The processing system 100 also includes a reg-
ister space for storing a plurality of register data in a plu-
rality of registers and secure access data corresponding
to the register space. A register arbitration module re-
ceives a request to access a selected one of the plurality
of registers from at least one of the plurality of actual or
virtual clients and determines whether or not to grant or
deny the request, based on whether the selected register
is designated for trusted or untrusted access and based
on whether the actual or virtual client is trusted or un-
trusted.
[0010] In this fashion, the memory and register arbitra-
tion modules can help prevent unauthorized access to
the register space and the memory blocks to prevent tam-
pering and/or unauthorized copying. Processing system
100 will be described in greater detail in conjunction with
FIGs. 2-15, including several optional functions and fea-
tures.
[0011] FIG. 2 presents a block diagram representation
of a processing system 100 in accordance with an em-
bodiment of the present disclosure. In particular,
processing system 100 includes interface module 120,
processing module 130, memory module 140, register
arbitration module 150, memory arbitration module 155,
memory scrubbing module 165, obfuscation module 170
and bus 160 such as an I2C bus or other bus. While a
particular bus architecture is shown, alternative architec-
tures using direct connectivity between one or more mod-
ules and/or additional buses can likewise be implement-
ed in accordance with the present disclosure. In an em-
bodiment of the present disclosure, processing system
100 is implemented via a system on a chip integrated
circuit. Further, processing system 100 can include one
or more additional modules that are not specifically
shown.
[0012] In operation, the video processing system 100
can perform one or more video processing functions im-
plemented via one or more routines running on process-
ing module 130 or one or more dedicated video process-
ing engines included as one or more embedded proces-
sors 132, 134 ... of processing module 130.
[0013] In one example, interface module 120 receives
a video signal 110 and outputs a processed video signal
112 based on an encoding of the video signal 110, a
decoding of the video signal 110 and/or a transcoding of
the video signal 110. While referred to as video signals,
video signal 110 and processed video signal 112 can
each include an associated audio component. As used
herein, transcoding can include transrating, transcrypt-
ing, and/or transcaling the video signal 110 to generate
processed video signal 112 in addition to transcoding the
video signal 110 from one encoded video format into an-
other encoded video format (MPEG1,2,4 to H.264, etc.)
to form processed video signal 112. Transcoding can fur-

ther include transcoding the audio portion of video signal
110 to a different sample rate, encoding standard or other
digital format, stereo to mono, etc.
[0014] Interface module 120 can receive video signal
110 via a wireless receiver via a WLAN, Bluetooth con-
nection, infrared connection, wireless telephony receiver
or other wireless data connection, or a wired modem or
other network adaptors that uses a wired receiver or other
device to receive the decrypted signal from a LAN, the
Internet, cable network, telephone network or other net-
work or from another device. Interface module 120 can
also receive video signal 110 in accordance with an Eth-
ernet protocol, a memory card protocol, USB protocol,
Firewire (IEEE 1394) protocol, SCSI protocol, PCMCIA
protocol, or other protocol either standard or proprietary.
[0015] Video signal 110 and processed video signal
112 can each be analog or digital video signals in any of
a number of video formats with or without an associated
audio component. Such analog video signal can include
formats such as National Television Systems Committee
(NTSC), Phase Alternating Line (PAL) or Sequentiel
Couleur Avec Memoire (SECAM). Such digital video for-
mats can include formats such as H.264, MPEG-4 Part
10 Advanced Video Coding (AVC) or other digital format
such as a Moving Picture Experts Group (MPEG) format
(such as MPEG1, MPEG2 or MPEG4), Quicktime format,
Real Media format, Windows Media Video (WMV), Audio
Video Interleave (AVI), high definition media interface
(HDMI) or another compressed or uncompressed digital
video format, either standard or proprietary.
[0016] Video signal 110 and/or processed video signal
112 can be generated in association with a set-top box,
television receiver, personal computer, cable television
receiver, satellite broadcast receiver, broadband mo-
dem, 3G transceiver, a broadcast satellite system, inter-
net protocol (IP) TV system, the Internet, a digital video
disc player, a digital video recorder, a video conferencing
system, a video security system, a video camera or other
video device. In an embodiment of the present disclo-
sure, the video signals 110 and or 112 can include a
broadcast video signal, such as a television signal, high
definition television signal, enhanced high definition tel-
evision signal or other broadcast video signal that has
been transmitted over a wireless medium, either directly
or through one or more satellites or other relay stations
or through a cable network, optical network or other trans-
mission network. In addition, the video signal 110 and/or
processed video signal 112 can be locally generated via
a video camera, generated from a stored video file,
played back from a recording medium such as a magnetic
tape, magnetic disk or optical disk, and can include a
streaming video signal that is transmitted over a public
or private network such as a local area network, wide
area network, metropolitan area network or the Internet.
[0017] Memory module 140 includes a general mem-
ory space 142 that is segregated into a plurality of mem-
ory blocks. A first subset of the plurality of memory blocks
are designated for trusted access and a second subset
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of the plurality of memory blocks are designated for un-
trusted access. The memory module also includes a reg-
ister space 144 that includes a plurality of registers. A
first subset of the plurality of registers are designated for
trusted access and a second subset of the plurality of
registers are designated for untrusted access.
[0018] The memory module 140 also stores, in one or
more of the memory blocks of the general memory space
142 for example, an operating system such as a Linux,
Mac OS, MS Windows, Solaris or other operating system
and one or more applications to be executed by process-
ing system 100. When executed, the operating system
includes a plurality of processes that are treated as virtual
clients for purposes of determining which registers and
which memory blocks can be accessed by each process.
A "process" is an instance of a program running in a com-
puter. Multiple processes can be executed simultaneous-
ly in most operating systems. In UNIX, Linux and some
other operating systems, a process is started whenever
a program is initiated (either by a user entering a shell
command or by another program). Like a task, a process
is a running program with which a particular set of data
is associated so that the process can be kept track of.
An application that is being shared by multiple users will
generally have one process at some stage of execution
for each user. A process can spawn a subprocess, which
is a called a child process (and the initiating process is
sometimes referred to as its parent). A child process can
be a replica of the parent process and shares some of
its resources, but cannot exist if the parent is terminated.
Processes can exchange information or otherwise syn-
chronize their operation through several methods of inter-
process communication.
[0019] In addition, the memory module 140 stores se-
cure access data 146 that is used by register arbitration
module 150 to arbitrate requests for accessing the reg-
ister space and by the memory arbitration module 155
to arbitrate requests for accessing the memory blocks.
While not specifically shown, the memory module 140
can store program files and other data files, system data,
buffers, drivers, utilities and other system programs, and
other data. Memory module 140 may be a single memory
device or a plurality of memory devices. Such a memory
device can include a hard disk drive or other disk drive,
read-only memory, random access memory, volatile
memory, non-volatile memory, static memory, dynamic
memory, flash memory, cache memory, and/or any de-
vice that stores digital information.
[0020] The processing module 130 can be implement-
ed using one or more embedded processors 132, 134 ...
that operate as a secure system/ main CPU. Each of the
processors can be implemented as one or more physical
processors, virtual hardware blocks, interface devices or
any other device that is capable of issuing a request to
access one or more memory blocks and/or registers. Oth-
er ones of the embedded processors 132, 134 operate
as other clients to perform other functions of the process-
ing system 100. Interface module 120 includes one or

more interfaces to other devices that are either included
or coupled to a device that hosts processing system 100.
These interfaces 122, 124, etc., can include a personal
computer interface (PCI), personal computer memory
card international association (PCMCIA) interface, uni-
versal serial bus (USB) interface an Ethernet interface,
Firewire (IEEE 1394) interface, small computer system
interface (SCSI), a device test interface such as a joint
test action group (JTAG) interface, or other interface, ei-
ther standard or proprietary. While not specifically shown,
the interface module 120 can include other serial or par-
allel interfaces to other devices or modules of processing
system 100.
[0021] The interfaces 122, 124 ... and the embedded
processors 132, 134 ... can each be considered actual
(non-virtual) clients that may request access to the gen-
eral memory space 142 and the register space 144. Each
of the actual clients may also request access to the gen-
eral memory space 142 and the register space 144.
These clients can be designated as either trusted or un-
trusted. Some clients, for example clients that are more
susceptible to tampering by a hacker or other unauthor-
ized user, can be designated as untrusted, while other
more secure clients can be designated as trusted.
[0022] Similarly, virtual clients corresponding to the
various processes of the operating system can also be
designated as either trusted or untrusted. Some proc-
esses, for example processes that are more susceptible
to tampering by a hacker or other unauthorized user, can
be designated as untrusted, while other more secure
processes can be designated as trusted.
[0023] Trusted clients and virtual clients are allowed
to access trusted and untrusted registers and memory
blocks. Untrusted clients and virtual clients are allowed
to access only untrusted registers and memory blocks.
In this fashion, unsecure clients and processes can be
denied access to secure registers and portions of mem-
ory to avoid tampering with or loss of secure information,
while other processes can safely access this information.
[0024] As introduced in conjunction with FIG. 1, the
memory arbitration module 155 receives a request to ac-
cess a selected one of the plurality of memory blocks
from at least one of the plurality of virtual actual clients
and determines whether or not to grant or deny the re-
quest, based on whether the selected memory block is
designated for trusted or untrusted access and based on
whether the virtual or actual client is trusted or untrusted.
Access as described herein can include read access and
or write access. Different designations of trusted or un-
trusted can be applied to different forms of access. Fur-
ther, a proportional total number of memory blocks are
classed as protected not-writeable. Any client attempt to
write these regions will result in suppression of the write
and assertion of a status bit, interrupt, or other mecha-
nism indicating the occurrence of an illegal write event.
[0025] In an embodiment, the memory arbitration mod-
ule 155 provides a central hardware mechanism respon-
sible for arbitrating memory access requests, such as
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read and write requests from all clients (virtual or actual)
and enumerating the address of the targeted memory
block. All clients and virtual clients can be arbitrated
equally using a balanced arbitration scheme. In an em-
bodiment of the present disclosure, the addressable units
of each of the memory are not uniquely identified for pur-
poses of security. A request to access any one of the
addressable units of a memory block is treated similarly
as a request for any or all of the remaining units of that
memory block.
[0026] In an example of operation, the memory arbi-
tration module 155 receives a request to access a mem-
ory block of general memory space 142 that includes an
address of one or more of the addressable memory units
of that memory block. The memory arbitration module
155 determines the particular memory block that corre-
sponds to the request based on the address or address-
es. The memory arbitration module 155 evaluates the
secure access data 146 to determine if the client making
the request is trusted. If so, the read or write operation
is allowed to be completed unhindered. If however the
client is untrusted, the targeted address is decoded to
determine the particular memory block to be accessed.
If the targeted address is to a memory block designated
only for trusted access, the operation is discarded. For
example, read commands can be returned with NULL
data. Write commands can be discarded. If however the
secure access data 146 indicates that the targeted ad-
dress is a memory block designated for untrusted access,
the operation is allowed to be completed unhindered.
[0027] In addition, to the access restrictions above,
memory arbitration module 155 operates to designate,
such as on a per actual or virtual client basis, regions of
memory that may be classed as executable. In regions
classed as executable for a given virtual or actual client,
every instruction fetch outside of the permitted region(s)
results in an interrupt event or other mechanism by the
secure system/main CPU. In addition to generating an
interrupt or other security in the event of instruction read
requests outside of executable regions, write requests
to the executable regions may be conditionally discarded.
These executable regions are a unique set, which may
or may not be mutually exclusive of trusted/untrusted
designation. However, trusted and untrusted designa-
tions are mutually exclusive by definition.
[0028] With these controls, the memory arbitration
module 155 can segment and designate blocks of mem-
ory into segments of code which are executable only by
specific virtual or actual clients and further to define which
memory clients are permitted to otherwise access/alter
these memory blocks. For example, these controls can
be used to define code spaces where specific clients (i.e.
CPU’s or O/S processes) are permitted to execute from
and to only permit trusted clients or processes to alter
the code space.
[0029] The memory scrubbing module 165 operates
as a Secure Boot Controller (SBC) CPU which is respon-
sible for securely booting the system (i.e. decrypting and

signing code which runs in the processing system 100).
After boot up, this processor may be tasked to perform
a background scrubbing of code spaces such as general
memory spaces 142 and secure access data 146. The
memory scrubbing module 165 can, for example, run
SHA-256 signature checks on these code spaces. In this
way if a hacker somehow alters the code which a proc-
essor is intended to execute then the SBC processor can
detect the attack and take action to prevent the hacker
from executing their code -- for example by resetting the
secure system/main processor.
[0030] The obfuscation module 170 performs a hard-
ware obfuscation function to alter every read and write
command to all of the memory modules 140 or external
memory devices of the memory module 140. The hard-
ware obfuscation function can implement an address ob-
fuscation and/or code obfuscation based on a random
key. The obfuscation module 170 can generate and/or
use a new random key every time the processing system
100 is reset. This technique is used to prevent hackers
from altering the code space of memory module 140 or
to protect other data.
[0031] The processing system 100 also includes a reg-
ister space 144 for storing a plurality of register data in
a plurality of registers and secure access data corre-
sponding to the register space. A register arbitration mod-
ule 150 receives a request to access a selected one of
the plurality of registers from at least one of the plurality
of virtual or actual clients and determines whether or not
to grant or deny the request, based on whether the se-
lected register is designated for trusted or untrusted ac-
cess and based on whether the virtual or actual client is
trusted or untrusted.
[0032] In an embodiment of the present disclosure,
register arbitration module 150 can be implemented via
a state machine, digital logic circuitry or other hardware
to enhance the security of processing system 100. How-
ever, in alternative embodiments, software or firmware
can be used in the implementation of register arbitration
module 150. It should be noted that register arbitration
module 150 can be implemented as a standalone device
or as part of the memory arbitration module 155, a mem-
ory manager or other module.
[0033] In an embodiment, the register arbitration mod-
ule 150 provides a central hardware mechanism respon-
sible for arbitrating register access requests, such as reg-
ister read and register write requests from all clients and
enumerating the address of the targeted register space.
All clients and virtual clients may be arbitrated equally
using a balanced arbitration scheme. In an embodiment
of the present disclosure, the addressable units of each
of the registers are not uniquely identified for purposes
of security. A request to access any one of the address-
able units of a register is treated similarly as a request
for any or all of the remaining units of that register.
[0034] In an example of operation, the register arbitra-
tion module 150 receives a request to access a register
of register space 144 that includes an address of one or
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more of the addressable memory units of that register.
The register arbitration module 150 determines the par-
ticular register that corresponds to the request based on
the address or addresses. The register arbitration mod-
ule 150 evaluates the secure access data 146 to deter-
mine if the client making the request is trusted. If so, the
read or write operation is allowed to be completed un-
hindered. If however the client is untrusted, the targeted
address is decoded to determine the register to be ac-
cessed. If the targeted address is to a register designated
only for trusted access, the operation is discarded. For
example, read commands can be returned with NULL
data. Write commands can be discarded. If however the
secure access data 146 indicates that the targeted ad-
dress is a register designated for untrusted access, the
operation is allowed to be completed unhindered.
[0035] Further details regarding the operation of
processing system 100 including optional functions and
features and optional formats of general memory space
142, register space 144, secure access data 146 are pre-
sented in conjunction with the example discussed in as-
sociation with FIGs. 3-7.
[0036] FIG. 3 presents a block diagram representation
of a register space 144 in accordance with a further em-
bodiment of the present disclosure. FIG. 4 presents a
block diagram representation of a register in accordance
with a further embodiment of the present disclosure.
These examples consider the case where register space
144 is divided into M registers as shown in FIG. 3. Each
register includes N units that can each be separately ad-
dressable memory locations as shown in FIG. 4. Register
arbitration module 150 filters register access requests
from C actual clients and V virtual clients, allowing these
clients to share the register space. The C actual clients
can include embedded CPU’s, PCI Host, USB Host, I2C
Host, JTAG, any of the interfaces (122, 124, ...), embed-
ded processors (132, 134, ...) V virtual clients, such as
the various processes of the operating system and/or
other mechanisms with access to the register space 144.
[0037] As previously discussed, the registers of regis-
ter space 144 can be segmented into banks for trusted
and untrusted access. The register banks are defined by
register setting as either Trusted or Untrusted. The re-
striction may be applied to any register client within the
SOC and can be enforced in hardware via the register
arbitration module 150 (i.e. every register read/write
(R/W) must be to a permitted bank of registers). In this
example, trusted actual and virtual clients may R/W any
bank of registers. Untrusted virtual and actual clients at-
tempts to R/W to trusted Banks of registers are denied.
The secure access data 146 can be stored in one or more
registers designated as trusted.
[0038] In an embodiment, the registers banks are seg-
mented into 1K banks. Individual register clients may be
designated as trusted or untrusted, either globally or on
a register by register basis. The trusted or untrusted sta-
tus of a virtual or actual client can be designated by a
sticky status bit or other mechanism for this designation

to persist -- e.g. once a client is defined as untrusted, this
designation may not be changed until the chip is reset.
[0039] The registers which set the trusted or untrusted
state of register banks may themselves be restricted to
trusted clients -- e.g. after being configured only a trusted
client may change the settings for which register banks
are trusted. In one example of operation, the register ar-
bitration module 150 only permits trusted clients to ac-
cess specific register banks which are allocated in func-
tional groups. For example the registers which control
the Ethernet interface may be made accessible to just
the client which operates the TCP stack. This provides
for a high degree of granularity when allocating specific
R/W functions to specific virtual and/or actual clients.
[0040] While register status designations were de-
scribed above as being implemented as sticky or persist-
ent, other security mechanisms are possible. The status
indicators for the register space can reside "in" the reg-
ister space itself, and therefore be protected by the same
Trusted/Untrusted mechanisms as other spaces. Hence,
Trusted clients may change the access rights for Trusted
and Untrusted clients dynamically if desired. Untrusted
clients would (in general) be prevented from accessing
the register that contains these status indicators. The reg-
ister that contains these indicators may further be option-
ally "locked" by means of sticky register bit(s).
[0041] FIG. 5 presents a block diagram representation
of a memory space 142 in accordance with a further em-
bodiment of the present disclosure. In particular, memory
space 142 is segmented in to R blocks. These blocks
can contain the operating system, utilities, applications
and other processes and executable code, and/or other
data. The memory space 142 is segmented into regions
of trusted and untrusted access. For example, it is typical
to locate an untrusted application and the operating sys-
tem itself within the untrusted region of memory. Typically
decrypted content is located in the trusted memory area,
i.e. an untrusted client may not access content directly.
Keys can be stored in the trusted portion of memory, or
in a separate key store memory that is not accessible by
any software (trusted or not).
[0042] In an embodiment, the regions are defined by
register setting (Low and High Watermark) which define
the trusted and untrusted regions of memory. The restric-
tion may be applied to any actual or virtual client with the
SOC and is enforced by the memory arbitration module
155 (i.e. every memory read/write must be to a permitted
region). In particular, Trusted Clients may R/W any region
of the memory space 142. Untrusted Clients may only
R/W to the untrusted region of memory space 142.
[0043] In one mode of operation, the Hi/Lo Watermark
is set by registers of the register space 144 with a gran-
ularity of 1 megabyte. After the Hi/Lo watermarks are set,
these designations can be protected by a sticky bit which
disables any change to the Hi/Lo watermark until a reset
of the chip, by storing the Hi/Lo addresses in secure reg-
ister space or by other security mechanisms.. In this way
the memory partitioning may be set on power up by a
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trusted software and never changed thereafter until the
processing system 100 is reset or changes are can be
made by only trusted clients.
[0044] While the foregoing discussion has referred to
Hi/Lo watermarks, it should be noted that this terminology
generally refers to the high and low bounds of particular
memory blocks, or more generally to the limits or ranges
of addresses in memory for one or more particular mem-
ory blocks, memory partitions or memory segments that
can be delineated by these memory addresses. More
generally, each memory block or other segment or mem-
ory partition can be designated by its own top and bottom
address. Considering n+1 memory blocks (0, 1, ... n), the
addresses of the Hi and Lo bounds can be represented
by:

Top[0], Bottom[0], Top[1], Bottom[1], ... Top[n], Bot-
tom[n]

Each memory block x is bounded by a range (Top[x],
Bottom[x]) and is considered inclusively secure. In an-
other embodiment, each memory block x may also be
implemented as Base[x], Size[x]. Again, this implies a
starting address of a secure range, and the size may be
used to determine the end of the range. Untrusted ac-
cesses to secure region(s) can be discarded.
[0045] FIG. 6 presents a block diagram representation
of an operating system 190 in accordance with a further
embodiment of the present disclosure. An operating sys-
tem 190, such as a Linux, Mac OS, MS Windows, Solaris
or other operating system is shown that includes a plu-
rality of operating system processes 192 that are treated
as V virtual clients for purposes of determining which
registers and which memory blocks can be accessed by
each process. As previously discussed each of the V
virtual clients can be separately designated as either
trusted or untrusted for the purposes of determining
memory and register access for read and write operation
and for sandboxing to determine which blocks of memory
can be executed.
[0046] For example, individual processes running with-
in an operating system such as Linux and the operating
system itself can be secured using the register arbitration
module 150 and memory arbitration module 155. A hard-
ware signal exported from one or more processors that
execute Linux processes can indicate the trusted/un-
trusted status of each process. This signal will be used
by the register arbitration module 150 and memory arbi-
tration module 155 to restrict memory/register access
and to perform sandboxing similar to the restrictions ap-
plied to actual memory/register clients on a per Linux
process basis.
[0047] FIG. 7 presents a block diagram representation
of secure access data 146 in accordance with a further
embodiment of the present disclosure. Secure access
data 146 includes register designation data 145 that des-
ignates each of the M registers for either trusted or un-
trusted access and memory block designation data 149

that designates each of the R memory blocks for either
trusted or untrusted access and further whether the mem-
ory block can be executed. Secure access data 146 also
includes client filter data 147 that categorizes each of the
C clients as either trusted or untrusted and virtual client
filter data 148 that categorizes each of the V virtual clients
as either trusted or untrusted. This designation can be
set globally for all registers and memory blocks or include
separate trusted/untrusted designations for registers and
trusted/untrusted designations and/or separate execu-
tion permission for individual memory blocks.
[0048] In an embodiment, trusted/untrusted designa-
tions assigned to each client and virtual client can be set
for each separate register or register bank and for each
separate memory block. In particular, client filter data 147
can include M bits of data that represent the designation
of each client device for each register and R bits of data
that represent the designation of each client device for
each memory block.
[0049] FIG. 8 presents a block diagram representation
of a video encoding system 200 in accordance with an
embodiment of the present disclosure. In particular, video
encoding system 200, such as video processing system
100, operates in accordance with many of the functions
and features of the H.264, MPEG-4 Part 10 Advanced
Video Coding (AVC), or other digital format such as a
Moving Picture Experts Group (MPEG) format (such as
MPEG1, MPEG2 or MPEG4), VC-1 (SMPTE standard
421M), Quicktime format, Real Media format, Windows
Media Video (WMV), Audio Video Interleave (AVI), high
definition media interface (HDMI) or another digital video
format, either standard or proprietary or other video for-
mat, to encode input video signals 110 to form processed
video signal 112.
[0050] FIG. 9 presents a block diagram representation
of a video decoding system 202 in accordance with an
embodiment of the present disclosure. In particular, video
decoding system 202, such as video processing system
100, operates in accordance with many of the functions
and features of the H.264, MPEG-4 Part 10 Advanced
Video Coding (AVC), or other digital format such as a
Moving Picture Experts Group (MPEG) format (such as
MPEG1, MPEG2 or MPEG4), VC-1 (SMPTE standard
421M), Quicktime format, Real Media format, Windows
Media Video (WMV), Audio Video Interleave (AVI), high
definition media interface (HDMI) or another digital video
format, either standard or proprietary or other video for-
mat, to decode input video signals 110 to form processed
video signal 112.
[0051] FIG. 10 presents a block diagram representa-
tion of a video transcoding system 204 in accordance
with an embodiment of the present disclosure. In partic-
ular, video transcoding system 204, such as video
processing system 100, operates in accordance with
many of the functions and features of the H.264, MPEG-
4 Part 10 Advanced Video Coding (AVC), or other digital
format such as a Moving Picture Experts Group (MPEG)
format (such as MPEG1, MPEG2 or MPEG4), VC-1
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(SMPTE standard 421M), Quicktime format, Real Media
format, Windows Media Video (WMV), Audio Video In-
terleave (AVI), high definition media interface (HDMI) or
another digital video format, either standard or proprie-
tary or other video format, to transcode video signal 110
to form processed video signal 112.
[0052] FIG. 11 presents a block diagram representa-
tion of a video distribution system 175 in accordance with
an embodiment of the present disclosure. In particular,
processed video signal 112 is transmitted via a transmis-
sion path 122 to a video decoding system 202. Video
decoding system 202, in turn can operate to decode the
processed video signal 112 for display on a display de-
vice such as television 12, computer 14 or other display
device.
[0053] The transmission path 122 can include a wire-
less path that operates in accordance with a wireless
local area network protocol such as an 802.11 protocol,
a WIMAX protocol, a Bluetooth protocol, etc. Further, the
transmission path can include a wired path that operates
in accordance with a wired protocol such as a USB pro-
tocol, high-definition multimedia interface (HDMI) proto-
col an Ethernet protocol or other protocol.
[0054] FIG. 12 presents a block diagram representa-
tion of a video storage system 179 in accordance with
an embodiment of the present disclosure. In particular,
device 11 is a set top box with built-in digital video re-
corder functionality, a stand alone digital video recorder,
a DVD recorder/player or other device that stores the
processed video signal 112 in storage 181 for display on
video display device such as television 12. Storage 181
can include a hard disk drive optical disk drive or other
disk drive, read-only memory, random access memory,
volatile memory, non-volatile memory, static memory,
dynamic memory, flash memory, cache memory, and/or
any device that stores digital information. Storage 181
can be integrated in the device 11 or coupled to the device
11 via a network, wireline coupling or other connection.
[0055] While video encoding system 200 is shown as
a separate device, it can further be incorporated into de-
vice 11. While these particular devices are illustrated,
video storage system 179 can include a hard drive, flash
memory device, computer, DVD burner, or any other de-
vice that is capable of generating, storing, decoding
and/or displaying a video signal in accordance with the
methods and systems described in conjunction with the
features and functions of the present disclosure as de-
scribed herein.
[0056] FIG. 13 presents a flowchart representation of
a method in accordance with an embodiment of the
present disclosure. In particular a method is presented
for use in conjunction with one or more functions and
features described in conjunction with FIGS. 1-12. Step
390 includes segregating a memory module into a plu-
rality of memory blocks, wherein a first subset of the plu-
rality of memory blocks are designated for trusted access
and a second subset of the plurality of memory blocks
are designated for untrusted access, wherein the plurality

of memory blocks store an operating system having a
plurality of operating system processes and wherein the
memory module further stores secure access data. Step
392 includes executing, via at least one processor, the
operating system via the plurality of operating system
processes, wherein each of the plurality of operating sys-
tem processes is designated as a corresponding one of
a plurality of virtual clients.
[0057] FIG. 14 presents a flowchart representation of
a method in accordance with an embodiment of the
present disclosure. In particular a method is presented
for use in conjunction with one or more functions and
features described in conjunction with FIGS. 1-13. In step
400, a request to access one of the plurality of memory
blocks is received from at least one of a plurality of virtual
clients. In step 402, secure access data corresponding
to the at least one of the plurality of virtual clients is re-
trieved to determine when the at least one of the plurality
of virtual clients is trusted as shown in decision block
404. In step 406, the request to access the one of the
plurality of memory blocks is granted when the at least
one of the plurality of virtual clients is trusted. When the
at least one of the plurality of clients is not trusted, secure
access data is evaluated to determine when the one of
the plurality of memory blocks is designated as untrusted
as shown in step 408 and decision block 410. The method
also proceeds to grant the request to access the one of
the plurality of memory block in step 406 when the one
of the plurality of memory blocks is designated for un-
trusted access. In step 412, the request to access the
one of the plurality of memory blocks is denied when the
one of the plurality of memory blocks is designated for
trusted access.
[0058] FIG. 15 presents a flowchart representation of
a method in accordance with an embodiment of the
present disclosure. In particular a method is presented
for use in conjunction with one or more functions and
features described in conjunction with FIGS. 1-14. In step
420, a request to access one of the plurality of registers
is received from at least one of a plurality of virtual clients.
In step 422, secure access data corresponding to the at
least one of the plurality of clients is retrieved to determine
when the at least one of the plurality of virtual clients is
trusted as shown in decision block 424. In step 426, the
request to access the one of the plurality of registers is
granted when the at least one of the plurality of virtual
clients is trusted. When the at least one of the plurality
of virtual clients is not trusted, secure access data is eval-
uated to determine if the register is designated for un-
trusted access as shown in step 428 and decision block
430. The method also proceeds to grant the request to
access the one of the plurality of registers in step 426
when the register is designated for untrusted access. In
step 432, the request to access the one of the plurality
of registers is denied when the register is designated for
trusted access.
[0059] It is noted that terminologies as may be used
herein such as bit stream, stream, signal sequence, etc.
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(or their equivalents) have been used interchangeably to
describe digital information whose content corresponds
to any of a number of desired types (e.g., data, video,
speech, audio, etc. any of which may generally be re-
ferred to as ’data’).
[0060] As may also be used herein, the term(s) "con-
figured to", "operably coupled to", "coupled to", and/or
"coupling" includes direct coupling between items and/or
indirect coupling between items via an intervening item
(e.g., an item includes, but is not limited to, a component,
an element, a circuit, and/or a module) where, for an ex-
ample of indirect coupling, the intervening item does not
modify the information of a signal but may adjust its cur-
rent level, voltage level, and/or power level. As may fur-
ther be used herein, inferred coupling (i.e., where one
element is coupled to another element by inference) in-
cludes direct and indirect coupling between two items in
the same manner as "coupled to". As may even further
be used herein, the term "configured to", "operable to",
"coupled to", or "operably coupled to" indicates that an
item includes one or more of power connections, input(s),
output(s), etc., to perform, when activated, one or more
its corresponding functions and may further include in-
ferred coupling to one or more other items. As may still
further be used herein, the term "associated with", in-
cludes direct and/or indirect coupling of separate items
and/or one item being embedded within another item.
[0061] As may also be used herein, the terms "process-
ing module", "processing circuit", "processor", and/or
"processing unit" may be a single processing device or
a plurality of processing devices. Such a processing de-
vice may be a microprocessor, micro-controller, digital
signal processor, microcomputer, central processing
unit, field programmable gate array, programmable logic
device, state machine, logic circuitry, analog circuitry,
digital circuitry, and/or any device that manipulates sig-
nals (analog and/or digital) based on hard coding of the
circuitry and/or operational instructions. The processing
module, module, processing circuit, and/or processing
unit may be, or further include, memory and/or an inte-
grated memory element, which may be a single memory
device, a plurality of memory devices, and/or embedded
circuitry of another processing module, module, process-
ing circuit, and/or processing unit. Such a memory device
may be a read-only memory, random access memory,
volatile memory, non-volatile memory, static memory,
dynamic memory, flash memory, cache memory, and/or
any device that stores digital information. Note that if the
processing module, module, processing circuit, and/or
processing unit includes more than one processing de-
vice, the processing devices may be centrally located
(e.g., directly coupled together via a wired and/or wireless
bus structure) or may be distributedly located (e.g., cloud
computing via indirect coupling via a local area network
and/or a wide area network). Further note that if the
processing module, module, processing circuit, and/or
processing unit implements one or more of its functions
via a state machine, analog circuitry, digital circuitry,

and/or logic circuitry, the memory and/or memory ele-
ment storing the corresponding operational instructions
may be embedded within, or external to, the circuitry com-
prising the state machine, analog circuitry, digital circuit-
ry, and/or logic circuitry. Still further note that, the memory
element may store, and the processing module, module,
processing circuit, and/or processing unit executes, hard
coded and/or operational instructions corresponding to
at least some of the steps and/or functions illustrated in
one or more of the Figures. Such a memory device or
memory element can be included in an article of manu-
facture.
[0062] One or more embodiments have been de-
scribed above with the aid of method steps illustrating
the performance of specified functions and relationships
thereof. The boundaries and sequence of these function-
al building blocks and method steps have been arbitrarily
defined herein for convenience of description. Alternate
boundaries and sequences can be defined so long as
the specified functions and relationships are appropriate-
ly performed. Any such alternate boundaries or sequenc-
es are thus within the scope of the claims. Further, the
boundaries of these functional building blocks have been
arbitrarily defined for convenience of description. Alter-
nate boundaries could be defined as long as the certain
significant functions are appropriately performed. Simi-
larly, flow diagram blocks may also have been arbitrarily
defined herein to illustrate certain significant functional-
ity.
[0063] To the extent used, the flow diagram block
boundaries and sequence could have been defined oth-
erwise and still perform the certain significant function-
ality. Such alternate definitions of both functional building
blocks and flow diagram blocks and sequences are thus
within the scope of the claims. One of average skill in the
art will also recognize that the functional building blocks,
and other illustrative blocks, modules and components
herein, can be implemented as illustrated or by discrete
components, application specific integrated circuits,
processors executing appropriate software and the like
or any combination thereof.
[0064] In addition, a flow diagram may include a "start"
and/or "continue" indication. The "start" and "continue"
indications reflect that the steps presented can optionally
be incorporated in or otherwise used in conjunction with
other routines. In this context, "start" indicates the begin-
ning of the first step presented and may be preceded by
other activities not specifically shown. Further, the "con-
tinue" indication reflects that the steps presented may be
performed multiple times and/or may be succeeded by
other activities not specifically shown. Further, while a
flow diagram indicates a particular ordering of steps, oth-
er orderings are likewise possible provided that the prin-
ciples of causality are maintained.
[0065] The one or more embodiments are used herein
to illustrate one or more aspects, one or more features,
one or more concepts, and/or one or more examples. A
physical embodiment of an apparatus, an article of man-
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ufacture, a machine, and/or of a process may include
one or more of the aspects, features, concepts, exam-
ples, etc. described with reference to one or more of the
embodiments discussed herein. Further, from figure to
figure, the embodiments may incorporate the same or
similarly named functions, steps, modules, etc. that may
use the same or different reference numbers and, as
such, the functions, steps, modules, etc. may be the
same or similar functions, steps, modules, etc. or differ-
ent ones.
[0066] Unless specifically stated to the contra, signals
to, from, and/or between elements in a figure of any of
the figures presented herein may be analog or digital,
continuous time or discrete time, and single-ended or
differential. For instance, if a signal path is shown as a
single-ended path, it also represents a differential signal
path. Similarly, if a signal path is shown as a differential
path, it also represents a single-ended signal path. While
one or more particular architectures are described here-
in, other architectures can likewise be implemented that
use one or more data buses not expressly shown, direct
connectivity between elements, and/or indirect coupling
between other elements as recognized by one of average
skill in the art.
[0067] The term "module" is used in the description of
one or more of the embodiments. A module implements
one or more functions via a device such as a processor
or other processing device or other hardware that may
include or operate in association with a memory that
stores operational instructions. A module may operate
independently and/or in conjunction with software and/or
firmware. As also used herein, a module may contain
one or more sub-modules, each of which may be one or
more modules.
[0068] While particular combinations of various func-
tions and features of the one or more embodiments have
been expressly described herein, other combinations of
these features and functions are likewise possible. The
present disclosure is not limited by the particular exam-
ples disclosed herein and expressly incorporates these
other combinations.

Claims

1. A processing system comprising:

a memory module (140) wherein the memory
module (140) includes a plurality of memory
blocks; wherein a first subset of the plurality of
memory blocks are designated for trusted ac-
cess and a second subset of the plurality of
memory blocks are designated for untrusted ac-
cess, wherein the plurality of memory blocks
store an operating system (190) having a plu-
rality of operating system processes (192) and
wherein the memory module (140) further stores
secure access data (146);

a plurality of clients, coupled to memory module
(140), including at least one processor that ex-
ecutes the operating system (190) via the plu-
rality of operating system processes (192),
wherein each of the plurality of operating system
processes (192) is designated as a correspond-
ing one of a plurality of virtual clients;
a memory arbitration module (155), coupled to
the memory module (140) and the plurality of
clients, wherein the memory arbitration module
(155):

receives (400) a first request to access a
first selected one of the plurality of memory
blocks from at least one of the plurality of
virtual clients;
determines one of: the first selected one of
the plurality of memory blocks is designated
for trusted access, and the selected one of
the plurality of memory blocks is designated
for untrusted access;
grants (406) the first request to access the
first selected one of the plurality of memory
blocks when the first selected one of the plu-
rality of memory blocks is designated for un-
trusted access;
when the first selected one of the plurality
of memory blocks is designated for trusted
access, retrieves secure access data (146)
corresponding to the at least one of the plu-
rality of virtual clients to determine when the
at least one of the plurality of virtual clients
is trusted; and
grants (406) the first request to access the
first selected one of the plurality of memory
blocks when the at least one of the plurality
of virtual clients is trusted.

2. The processing system of claim 1, wherein the mem-
ory arbitration module (155) further:

denies (412) the first request to access the first
selected one of the plurality of memory blocks
when the first selected one of the plurality of
memory blocks is designated for trusted access
and the at least one of the plurality of virtual cli-
ents is untrusted.

3. The processing system of claim 1 or 2, wherein the
memory arbitration module (155):

receives a second request to access a second
selected one of the plurality of memory blocks
from at least one of the plurality of clients;
determines one of: the second selected one of
the plurality of memory blocks is designated for
trusted access, and the second selected one of
the plurality of memory blocks is designated for
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untrusted access;
grants the second request to access the second
selected one of the plurality of memory blocks
when the second selected one of the plurality of
memory blocks is designated for untrusted ac-
cess;
when the second selected one of the plurality of
memory blocks is designated for trusted access,
retrieves secure access data (146) correspond-
ing to the at least one of the plurality of clients
to determine when the at least one of the plurality
of clients is trusted; and
grants the second request to access the second
selected one of the plurality of memory blocks
when the at least one of the plurality of virtual
clients is trusted.

4. The processing system of claim 3, wherein the mem-
ory arbitration module (155) further:

denies the second request to access the second
selected one of the plurality of memory blocks
when the second selected one of the plurality of
memory blocks is designated for trusted access
and the at least one of the plurality of clients is
untrusted.

5. The processing system of any preceding claim,
wherein the memory module (140) includes a regis-
ter space (144) for storing a plurality of register data
in a plurality of registers, wherein a first subset of the
plurality of registers are designated for trusted ac-
cess and a second subset of the plurality of registers
are designated for untrusted access, and wherein
the processing system further comprises:

a register arbitration module (150), coupled to
the memory module (140) and the plurality of
clients, wherein the register arbitration module:

receives (420) a request to access a select-
ed one of the plurality of registers from at
least one of the plurality of virtual clients;
determines one of: the selected one of the
plurality of registers is designated for trust-
ed access, and the selected one of the plu-
rality of registers is designated for untrusted
access;
grants (426) the request to access the se-
lected one of the plurality of registers when
the selected one of the plurality of registers
is designated for untrusted access;
when the selected one of the plurality of reg-
isters is designated for trusted access, re-
trieves secure access data (146) corre-
sponding to the at least one of the plurality
of virtual clients to determine when the at
least one of the plurality of virtual clients is

trusted; and
grants (426) the request to access the se-
lected one of the plurality of registers when
the at least one of the plurality of virtual cli-
ents is trusted.

6. The processing system of claim 5, wherein the reg-
ister arbitration module further:

denies (432) the request to access the selected
one of the plurality of registers when the first
selected one of the plurality of registers is des-
ignated for trusted access and the at least one
of the plurality of virtual clients is untrusted.

7. The processing system of any preceding claim,
wherein the at least one processor executes a video
processing application;

wherein, the plurality of clients includes at least
one interface unit that receives a video signal
and outputs a processed video signal generated
by the video processing application based on at
least one of:

an encoding of the video signal;
a decoding of the video signal; and
a transcoding of the video signal.

8. The processing system of claim 7 wherein the at least
one processor includes at least one of:

an encoding engine, coupled to the at least one
interface unit, for encoding the video signal; and
an decoding engine, coupled to the at least one
interface unit, for decoding of the video signal.

9. A method comprising:

segregating (390) a memory module (140) into
a plurality of memory blocks, wherein a first sub-
set of the plurality of memory blocks are desig-
nated for trusted access and a second subset
of the plurality of memory blocks are designated
for untrusted access, wherein the plurality of
memory blocks store an operating system (190)
having a plurality of operating system processes
(192) and wherein the memory module (140) fur-
ther stores secure access data (146);
executing (392), via at least one processor, the
operating system (190) via the plurality of oper-
ating system processes (192), wherein each of
the plurality of operating system processes
(192) is designated as a corresponding one of
a plurality of virtual clients;
receiving (400) a first request to access a first
selected one of the plurality of memory blocks
from at least one of the plurality of virtual clients;

19 20 



EP 2 863 334 B1

12

5

10

15

20

25

30

35

40

45

50

55

determining one of: the first selected one of the
plurality of memory blocks is designated for
trusted access, and the selected one of the plu-
rality of memory blocks is designated for untrust-
ed access;
granting (406) the first request to access the first
selected one of the plurality of memory blocks
when the first selected one of the plurality of
memory blocks is designated for untrusted ac-
cess;
when the first selected one of the plurality of
memory blocks is designated for trusted access,
retrieving secure access data (146) correspond-
ing to the at least one of the plurality of virtual
clients to determine when the at least one of the
plurality of virtual clients is trusted; and
granting (406) the first request to access the first
selected one of the plurality of memory blocks
when the at least one of the plurality of virtual
clients is trusted.

10. The method of claim 9, further comprising:

denying (412) the first request to access the first
selected one of the plurality of memory blocks
when the first selected one of the plurality of
memory blocks is designated for trusted access
and the at least one of the plurality of virtual cli-
ents is untrusted.

11. The method of claim 9 or 10, further comprising:

receiving a second request to access a second
selected one of the plurality of memory blocks
from at least one of the plurality of clients;
determining one of: the second selected one of
the plurality of memory blocks is designated for
trusted access, and the second selected one of
the plurality of memory blocks is designated for
untrusted access;
granting the second request to access the sec-
ond selected one of the plurality of memory
blocks when the second selected one of the plu-
rality of memory blocks is designated for untrust-
ed access;
when the second selected one of the plurality of
memory blocks is designated for trusted access,
retrieving secure access data (146) correspond-
ing to the at least one of the plurality of clients
to determine when the at least one of the plurality
of clients is trusted; and
granting the second request to access the sec-
ond selected one of the plurality of memory
blocks when the at least one of the plurality of
virtual clients is trusted.

12. The method of claim 11, further comprising:

denying the second request to access the sec-
ond selected one of the plurality of memory
blocks when the second selected one of the plu-
rality of memory blocks is designated for trusted
access and the at least one of the plurality of
clients is untrusted.

13. The method of any of claims 9 to 12, wherein the
memory module (140) includes a register space for
storing a plurality of register data in a plurality of reg-
isters, wherein a first subset of the plurality of regis-
ters are designated for trusted access and a second
subset of the plurality of registers are designated for
untrusted access, and wherein the method further
comprises:

receiving (420) a request to access a selected
one of the plurality of registers from at least one
of the plurality of virtual clients;
determining one of: the selected one of the plu-
rality of registers is designated for trusted ac-
cess, and the selected one of the plurality of reg-
isters is designated for untrusted access;
granting (426) the request to access the select-
ed one of the plurality of registers when the se-
lected one of the plurality of registers is desig-
nated for untrusted access;
when the selected one of the plurality of registers
is designated for trusted access, retrieving se-
cure access data (146) corresponding to the at
least one of the plurality of virtual clients to de-
termine when the at least one of the plurality of
virtual clients is trusted; and
granting (426) the request to access the select-
ed one of the plurality of registers when the at
least one of the plurality of virtual clients is trust-
ed.

14. The method of claim 13, further comprising:

denying (432) the request to access the selected
one of the plurality of registers when the first
selected one of the plurality of registers is des-
ignated for trusted access and the at least one
of the plurality of virtual clients is untrusted.

15. The method of any of claims 9 to 14 further compris-
ing:

receiving a video signal via at least one of the
plurality of clients; and
executing, via the at least one processor, a video
processing application that processes the video
signal by at least one of:

an encoding of the video signal;
a decoding of the video signal; and
a transcoding of the video signal.
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Patentansprüche

1. Verarbeitungssystem aufweisend:

ein Speichermodul (140), wobei das Speicher-
modul (140) eine Vielzahl von Speicherblöcken
umfasst, wobei ein erster Teilsatz der Vielzahl
von Speicherblöcken für zuverlässigen Zugriff
vorgesehen ist und ein zweiter Teilsatz der Viel-
zahl von Speicherblöcken für unzuverlässigen
Zugriff vorgesehen ist, wobei die Vielzahl von
Speicherblöcken ein Betriebssystem (190) mit
einer Vielzahl von Betriebssystemprozessen
(192) speichert und wobei das Speichermodul
(140) außerdem sichere Zugangsdaten (146)
speichert,
eine Vielzahl von mit dem Speichermodul (140)
gekoppelte Clients, einschließlich mindestens
einen Prozessor, der das Betriebssystem (190)
über eine Vielzahl von Betriebssystemprozes-
sen (192) ausführt, wobei jedes der Vielzahl von
Betriebssystemprozessen (192) als ein entspre-
chendes einer Vielzahl von virtuellen Clients
vorgesehen ist,
ein mit dem Speichermodul (140) und der Viel-
zahl von Clients gekoppeltes Speicherarbitrie-
rungsmodul (155), wobei das Speicherarbitrie-
rungsmodul (155):

eine erste Anfrage auf Zugriff auf einen ers-
ten ausgewählten der Vielzahl von
Speicherblöcken von mindestens einem
der Vielzahl von virtuellen Clients empfängt
(400),
eines von Folgenden bestimmt: der erste
ausgewählte der Vielzahl von Speicherblö-
cken wird für zuverlässigen Zugriff vorge-
sehen und der ausgewählte der Vielzahl
von Speicherblöcken wird für unzuverlässi-
gen Zugriff vorgesehen,
die erste Anfrage auf Zugriff auf den ersten
ausgewählten der Vielzahl von Speicher-
blöcken gestattet (406), wenn der erste aus-
gewählte der Vielzahl von Speicherblöcken
für unzuverlässigen Zugriff vorgesehen ist,
wenn der erste ausgewählte der Vielzahl
von Speicherblöcken für zuverlässigen Zu-
griff vorgesehen ist, sichere, zum mindes-
tens einen der Vielzahl von virtuellen Cli-
ents gehörende Zugangsdaten (146) ab-
ruft, um zu bestimmen, wann der mindes-
tens eine der Vielzahl von virtuellen Clients
zuverlässig ist, und
die erste Anfrage auf Zugriff auf den ersten
ausgewählten der Vielzahl von Speicher-
blöcken gestattet (406), wenn der mindes-
tens eine der Vielzahl von virtuellen Clients
zuverlässig ist.

2. Verarbeitungssystem nach Anspruch 1, wobei das
Speicherarbitrierungsmodul (155) ferner:

die erste Anfrage auf Zugriff auf den ersten aus-
gewählten der Vielzahl von Speicherblöcken ab-
lehnt (412), wenn der erste ausgewählte der
Vielzahl von Speicherblöcken für zuverlässigen
Zugriff vorgesehen ist und der mindestens eine
der Vielzahl von virtuellen Clients unzuverlässig
ist.

3. Verarbeitungssystem nach Anspruch 1 oder 2, wo-
bei das Speicherarbitrierungsmodul (155):

eine zweite Anfrage auf Zugriff auf einen zweiten
ausgewählten der Vielzahl von Speicherblö-
cken von mindestens einem der Vielzahl von Cli-
ents empfängt,
eines von Folgenden bestimmt: der zweite aus-
gewählte der Vielzahl von Speicherblöcken wird
für zuverlässigen Zugriff vorgesehen und der
zweite ausgewählte der Vielzahl von Speicher-
blöcken wird für unzuverlässigen Zugriff vorge-
sehen,
die zweite Anfrage auf Zugriff auf den zweiten
ausgewählten der Vielzahl von Speicherblö-
cken gestattet, wenn der zweite ausgewählte
der Vielzahl von Speicherblöcken für unzuver-
lässigen Zugriff vorgesehen ist,
wenn der zweite ausgewählte der Vielzahl von
Speicherblöcken für zuverlässigen Zugriff vor-
gesehen ist, sichere, zum mindestens einen der
Vielzahl von Clients gehörende Zugangsdaten
(146) abruft, um zu bestimmen, wann der min-
destens eine der Vielzahl von Clients zuverläs-
sig ist, und
die zweite Anfrage auf Zugriff auf den zweiten
ausgewählten der Vielzahl von Speicherblö-
cken gestattet, wenn der mindestens eine der
Vielzahl von virtuellen Clients zuverlässig ist.

4. Verarbeitungssystem nach Anspruch 3, wobei das
Speicherarbitrierungsmodul (155) ferner:

die zweite Anfrage auf Zugriff auf den zweiten
ausgewählten der Vielzahl von Speicherblö-
cken ablehnt, wenn der zweite ausgewählte der
Vielzahl von Speicherblöcken für zuverlässigen
Zugriff vorgesehen ist und der mindestens eine
der Vielzahl von Clients unzuverlässig ist.

5. Verarbeitungssystem nach einem der vorhergehen-
den Ansprüche, wobei das Speichermodul (140) ei-
nen Registerraum (144) zur Speicherung einer Viel-
zahl von Registerdaten in einer Vielzahl von Regis-
tern umfasst, wobei ein erster Teilsatz der Vielzahl
von Registern für zuverlässigen Zugriff vorgesehen
ist und ein zweiter Teilsatz der Vielzahl von Regis-
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tern für unzuverlässigen Zugriff vorgesehen ist, und
wobei das Verarbeitungssystem ferner Folgendes
aufweist:

ein mit dem Speichermodul (140) und der Viel-
zahl von Clients gekoppeltes Registerarbitrie-
rungsmodul (150), wobei das Registerarbitrie-
rungsmodul:

eine Anfrage auf Zugriff auf ein ausgewähl-
tes der Vielzahl von Registern von mindes-
tens einem der Vielzahl von virtuellen Cli-
ents empfängt (420),
eines von Folgenden bestimmt: das ausge-
wählte der Vielzahl von Registern wird für
zuverlässigen Zugriff vorgesehen und das
ausgewählte der Vielzahl von Registern
wird für unzuverlässigen Zugriff vorgese-
hen,
die Anfrage auf Zugriff auf das ausgewählte
der Vielzahl von Registern gestattet (426),
wenn das ausgewählte der Vielzahl von Re-
gistern für unzuverlässigen Zugriff vorgese-
hen ist,
wenn das ausgewählte der Vielzahl von Re-
gistern für zuverlässigen Zugriff vorgese-
hen ist, sichere, zum mindestens einen der
Vielzahl von virtuellen Clients gehörende
Zugangsdaten (146) abruft, um zu bestim-
men, wann der mindestens eine der Viel-
zahl von virtuellen Clients zuverlässig ist,
und
die Anfrage auf Zugriff auf das ausgewählte
der Vielzahl von Registern gestattet (426),
wenn der mindestens eine der Vielzahl von
virtuellen Clients zuverlässig ist.

6. Verarbeitungssystem nach Anspruch 5, wobei das
Registerarbitrierungsmodul ferner:

die Anfrage auf Zugriff auf das ausgewählte der
Vielzahl von Registern ablehnt (432), wenn das
erste ausgewählte der Vielzahl von Registern
für zuverlässigen Zugriff vorgesehen ist und der
mindestens eine der Vielzahl von virtuellen Cli-
ents unzuverlässig ist.

7. Verarbeitungssystem nach einem der vorhergehen-
den Ansprüche, wobei der mindestens eine Prozes-
sor eine Videoverarbeitungsanwendung ausführt,
wobei die Vielzahl von Clients mindestens eine
Schnittstelleneinheit umfasst, die ein Videosignal
empfängt und ein verarbeitetes Videosignal ausgibt,
das von der Videoverarbeitungsanwendung auf der
Basis von mindestens einem der Folgenden erzeugt
wird:

einer Codierung des Videosignals,

einer Decodierung des Videosignals, und
einer Transcodierung des Videosignals.

8. Verfahren nach Anspruch 7, wobei der mindestens
eine Prozessor mindestens eins von Folgenden um-
fasst:

eine mit der mindestens einen Schnittstellenein-
heit gekoppelte Codiermaschine zur Codierung
des Videosignals und
eine mit der mindestens einen Schnittstellenein-
heit gekoppelte Decodiermaschine zur Deco-
dierung des Video signals.

9. Verfahren, umfassend:

Aufspalten (390) eines Speichermoduls (140) in
eine Vielzahl von Speicherblöcken, wobei ein
erster Teilsatz der Vielzahl von Speicherblöcken
für zuverlässigen Zugriff vorgesehen ist und ein
zweiter Teilsatz der Vielzahl von Speicherblö-
cken für unzuverlässigen Zugriff vorgesehen ist,
wobei die Vielzahl von Speicherblöcken ein Be-
triebssystem (190) mit einer Vielzahl von Be-
triebssystemprozessen (192) speichert und wo-
bei das Speichermodul (140) außerdem sichere
Zugangsdaten (146) speichert,
Ausführen (392), über mindestens einen Pro-
zessor, des Betriebssystems (190) über die
Vielzahl von Betriebssystemprozessen (192),
wobei jedes der Vielzahl von Betriebssystem-
prozessen (192) als ein entsprechendes einer
Vielzahl von virtuellen Clients vorgesehen ist,
Empfangen (400) einer ersten Anfrage auf Zu-
griff auf einen ersten ausgewählten der Vielzahl
von Speicherblöcken von mindestens einem der
Vielzahl von virtuellen Clients,
Bestimmen eines von Folgenden: der erste aus-
gewählte der Vielzahl von Speicherblöcken wird
für zuverlässigen Zugriff vorgesehen und der
ausgewählte der Vielzahl von Speicherblöcken
wird für unzuverlässigen Zugriff vorgesehen,
Gestatten (406) der ersten Anfrage auf Zugriff
auf den ersten ausgewählten der Vielzahl von
Speicherblöcken, wenn der erste ausgewählte
der Vielzahl von Speicherblöcken für unzuver-
lässigen Zugriff vorgesehen ist,
wenn der erste ausgewählte der Vielzahl von
Speicherblöcken für zuverlässigen Zugriff vor-
gesehen ist, Abrufen von sicheren, zum mindes-
tens einen der Vielzahl von virtuellen Clients ge-
hörenden Zugangsdaten (146), um zu bestim-
men, wann der mindestens eine der Vielzahl von
virtuellen Clients zuverlässig ist, und
Gestatten (406) der ersten Anfrage auf Zugriff
auf den ersten ausgewählten der Vielzahl von
Speicherblöcken, wenn der mindestens eine der
Vielzahl von virtuellen Clients zuverlässig ist.
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10. Verfahren nach Anspruch 9, ferner umfassend:

Ablehnen (412) der ersten Anfrage auf Zugriff
auf den ersten ausgewählten der Vielzahl von
Speicherblöcken, wenn der erste ausgewählte
der Vielzahl von Speicherblöcken für zuverläs-
sigen Zugriff vorgesehen ist und der mindestens
eine der Vielzahl von virtuellen Clients unzuver-
lässig ist.

11. Verfahren nach Anspruch 9 oder 10, ferner umfas-
send:

Empfangen einer zweiten Anfrage auf Zugriff
auf einen zweiten ausgewählten der Vielzahl
von Speicherblöcken von mindestens einem der
Vielzahl von Clients,
Bestimmen eines von Folgenden: der zweite
ausgewählte der Vielzahl von Speicherblöcken
wird für zuverlässigen Zugriff vorgesehen und
der zweite ausgewählte der Vielzahl von
Speicherblöcken wird für unzuverlässigen Zu-
griff vorgesehen,
Gestatten der zweite Anfrage auf Zugriff auf den
zweiten ausgewählten der Vielzahl von
Speicherblöcken, wenn der zweite ausgewählte
der Vielzahl von Speicherblöcken für unzuver-
lässigen Zugriff vorgesehen ist,
wenn der zweite ausgewählte der Vielzahl von
Speicherblöcken für zuverlässigen Zugriff vor-
gesehen ist, Abrufen von sicheren, zum mindes-
tens einen der Vielzahl von Clients gehörenden
Zugangsdaten (146), um zu bestimmen, wann
der mindestens eine der Vielzahl von Clients zu-
verlässig ist, und
Gestatten der zweiten Anfrage auf Zugriff auf
den zweiten ausgewählten der Vielzahl von
Speicherblöcken, wenn der mindestens eine der
Vielzahl von virtuellen Clients zuverlässig ist.

12. Verfahren nach Anspruch 11, ferner umfassend:

Ablehnen der zweiten Anfrage auf Zugriff auf
den zweiten ausgewählten der Vielzahl von
Speicherblöcken, wenn der zweite ausgewählte
der Vielzahl von Speicherblöcken für zuverläs-
sigen Zugriff vorgesehen ist und der mindestens
eine der Vielzahl von Clients unzuverlässig ist.

13. Verfahren nach einem der Ansprüche 9 bis 12, wobei
das Speichermodul (140) einen Registerraum zur
Speicherung einer Vielzahl von Registerdaten in ei-
ner Vielzahl von Registern umfasst, wobei ein erster
Teilsatz der Vielzahl von Registern für zuverlässigen
Zugriff vorgesehen ist und ein zweiter Teilsatz der
Vielzahl von Registern für unzuverlässigen Zugriff
vorgesehen ist, und wobei das Verfahren ferner Fol-
gendes umfasst:

Empfangen (420) einer Anfrage auf Zugriff auf
ein ausgewähltes der Vielzahl von Registern
von mindestens einem der Vielzahl von virtuel-
len Clients,
Bestimmen eines von Folgenden: das ausge-
wählte der Vielzahl von Registern wird für zu-
verlässigen Zugriff vorgesehen und das ausge-
wählte der Vielzahl von Registern wird für unzu-
verlässigen Zugriff vorgesehen,
Gestatten (426) der Anfrage auf Zugriff auf das
ausgewählte der Vielzahl von Registern, wenn
das ausgewählte der Vielzahl von Registern für
unzuverlässigen Zugriff vorgesehen ist,
wenn das ausgewählte der Vielzahl von Regis-
tern für zuverlässigen Zugriff vorgesehen ist,
Abrufen von sicheren, zum mindestens einen
der Vielzahl von virtuellen Clients gehörende
Zugangsdaten (146), um zu bestimmen, wann
der mindestens eine der Vielzahl von virtuellen
Clients zuverlässig ist, und
Gestatten (426) der Anfrage auf Zugriff auf das
ausgewählte der Vielzahl von Registern, wenn
der mindestens eine der Vielzahl von virtuellen
Clients zuverlässig ist.

14. Verfahren nach Anspruch 13, ferner umfassend:

Ablehnen (432) der Anfrage auf Zugriff auf das
ausgewählte der Vielzahl von Registern, wenn
das erste ausgewählte der Vielzahl von Regis-
tern für zuverlässigen Zugriff vorgesehen ist und
der mindestens eine der Vielzahl von virtuellen
Clients unzuverlässig ist.

15. Verfahren nach einem der Ansprüche 9 bis 14, ferner
umfassend:

Empfangen eines Videosignals über mindes-
tens einen der Vielzahl von Clients, und
Ausführen, über den mindestens einen Prozes-
sor, einer Videoverarbeitungsanwendung, die
das Videosignal durch mindestens eine der Fol-
genden verarbeitet:

eine Codierung des Videosignals,
eine Decodierung des Videosignals, und
eine Transcodierung des Videosignals.

Revendications

1. Système de traitement comprenant :

un module de mémoire (140), ledit module de
mémoire (140) comprenant une pluralité de
blocs mémoire ; un premier sous-ensemble de
la pluralité de blocs mémoire étant conçu pour
l’accès de confiance et un second sous-ensem-
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ble de la pluralité de blocs mémoire étant conçu
pour l’accès non de confiance, ladite pluralité de
blocs mémoire stockant un système d’exploita-
tion (190) comportant une pluralité de processus
de système d’exploitation (192) et ledit module
de mémoire (140) stockant en outre des don-
nées d’accès sécurisées (146) ;
une pluralité de clients, couplés au module de
mémoire (140), comportant au moins un proces-
seur qui exécute le système d’exploitation (190)
par l’intermédiaire de la pluralité de processus
de système d’exploitation (192), chacun de la
pluralité des processus de système d’exploita-
tion (192) étant conçu comme l’un correspon-
dant d’une pluralité de clients virtuels ;
un module d’arbitrage de mémoire (155), couplé
au module de mémoire (140) et à la pluralité de
clients, ledit module d’arbitrage de mémoire
(155) :

recevant (400) une première demande
d’accès à l’un premier choisi de la pluralité
de blocs mémoire en provenance d’au
moins l’un de la pluralité de clients virtuels ;
déterminant que l’un parmi : ledit l’un pre-
mier choisi de la pluralité de blocs mémoire
est conçu pour l’accès de confiance, et ledit
l’un choisi de la pluralité de blocs mémoire
est conçu pour l’accès non de confiance ;
donnant satisfaction (406) à la première de-
mande d’accès audit l’un premier choisi de
la pluralité de blocs mémoire lorsque ledit
l’un premier choisi de la pluralité de blocs
mémoire est conçu pour l’accès non de
confiance ;
lorsque ledit l’un premier choisi de la plura-
lité de blocs mémoire est conçu pour l’accès
de confiance, récupérant les données d’ac-
cès sécurisées (146) correspondant audit
au moins l’un de la pluralité de clients vir-
tuels pour déterminer lorsque ledit au moins
l’un de la pluralité de clients virtuels est de
confiance ; et
donnant satisfaction (406) à la première de-
mande d’accès audit l’un premier choisi de
la pluralité de blocs mémoire lorsque ledit
au moins l’un de la pluralité de clients vir-
tuels est de confiance.

2. Système de traitement selon la revendication 1, ledit
module d’arbitrage de mémoire (155) en outre :

refusant de satisfaire (412) à la première de-
mande d’accès audit l’un premier choisi de la
pluralité de blocs mémoire lorsque ledit l’un pre-
mier choisi de la pluralité de blocs mémoire est
conçu pour l’accès de confiance et ledit au
moins l’un de la pluralité de clients virtuels n’est

pas de confiance.

3. Système de traitement selon la revendication 1 ou
2, ledit module d’arbitrage de mémoire (155) :

recevant une seconde demande d’accès à l’un
second choisi de la pluralité de blocs mémoire
en provenance d’au moins l’un de la pluralité de
clients ;
déterminant que l’un parmi : ledit l’un second
choisi de la pluralité de blocs mémoire est conçu
pour l’accès de confiance et ledit l’un second
choisi de la pluralité de blocs mémoire est conçu
pour l’accès non de confiance ;
donnant satisfaction à la seconde demande
d’accès audit l’un second choisi de la pluralité
de blocs mémoire lorsque ledit l’un second choi-
si de la pluralité de blocs mémoire est conçu
pour l’accès non de confiance ;
lorsque ledit l’un second choisi de la pluralité de
blocs mémoire est conçu pour l’accès de con-
fiance, récupérant les données d’accès sécuri-
sées (146) correspondant audit au moins l’un
de la pluralité de clients pour déterminer lorsque
ledit au moins l’un de la pluralité de clients vir-
tuels est de confiance ; et
donnant satisfaction à la seconde demande
d’accès audit l’un second choisi de la pluralité
de blocs mémoire lorsque ledit au moins l’un de
la pluralité de clients virtuels est de confiance.

4. Système de traitement selon la revendication 3, ledit
module d’arbitrage de mémoire (155) en outre :

refusant de satisfaire à la seconde demande
d’accès audit l’un second choisi de la pluralité
de blocs mémoire lorsque ledit l’un second choi-
si de la pluralité de blocs mémoire est conçu
pour l’accès de confiance et ledit au moins l’un
de la pluralité de clients n’est pas de confiance.

5. Système de traitement selon l’une quelconque des
revendications précédentes, ledit module de mémoi-
re (140) comprenant un espace de répertoires (144)
destiné au stockage d’une pluralité de données de
répertoires dans une pluralité de répertoires, un pre-
mier sous-ensemble de la pluralité de répertoires
étant conçu pour l’accès de confiance et un second
sous-ensemble de la pluralité de registres étant con-
çu pour l’accès non de confiance, et ledit système
d’exploitation comprenant en outre :

un module d’arbitrage de registre (150), couplé
au module de mémoire (140) et à la pluralité de
clients, ledit module d’arbitrage de registre :

recevant (420) une demande d’accès à l’un
choisi de la pluralité de registres en prove-
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nance d’au moins l’un de la pluralité de
clients virtuels ;
déterminant que l’un parmi : ledit l’un choisi
de la pluralité de registres est conçu pour
l’accès de confiance et ledit l’un choisi de
la pluralité de registres est conçu pour l’ac-
cès non de confiance ;
donnant satisfaction (426) à le demande
d’accès audit l’un choisi de la pluralité de
registres lorsque ledit l’un choisi de la plu-
ralité de registres est conçu pour l’accès
non de confiance ;
lorsque ledit l’un choisi de la pluralité de re-
gistres est conçu pour l’accès de confiance,
récupérant les données d’accès sécurisées
(146) correspondant audit au moins l’un de
la pluralité de clients virtuels pour détermi-
ner lorsque ledit au moins l’un de la pluralité
de clients virtuels est de confiance ; et
donnant satisfaction (426) à la demande
d’accès audit l’un choisi de la pluralité de
registres lorsque ledit au moins l’un de la
pluralité de clients virtuels est de confiance.

6. Système de traitement selon la revendication 5, ledit
module d’arbitrage de registre en outre :

refusant de satisfaire (432) à la demande d’ac-
cès audit l’un choisi de la pluralité de registres
lorsque ledit l’un premier choisi de la pluralité de
registres est conçu pour l’accès de confiance et
ledit au moins l’un de la pluralité de clients vir-
tuels n’est pas de confiance.

7. Système de traitement selon l’une quelconque des
revendications précédentes, ledit au moins un pro-
cesseur exécutant une application de traitement
vidéo ;

ladite pluralité de clients comprenant au moins
une unité d’interface qui reçoit un signal vidéo
et délivre un signal vidéo traité généré par l’ap-
plication de traitement vidéo sur la base d’au
moins l’un parmi :

un codage du signal vidéo ;
un décodage du signal vidéo ; et
un transcodage du signal vidéo.

8. Système de traitement selon la revendication 7, ledit
au moins un processeur comprenant au moins l’un
parmi :

un moteur de codage, couplé à ladite au moins
une unité d’interface, permettant le codage du
signal vidéo ; et
un moteur de décodage, couplé à ladite au
moins une unité d’interface, permettant le déco-

dage du signal vidéo.

9. Procédé consistant à :

diviser (390) un module de mémoire (140) en
une pluralité de blocs mémoire, un premier sous
-ensemble de la pluralité de blocs mémoire étant
conçu pour l’accès de confiance et un second
sous-ensemble de la pluralité de blocs mémoire
étant conçu pour l’accès non de confiance, ladite
pluralité de blocs mémoire stockant un système
d’exploitation (190) comportant une pluralité de
processus de système d’exploitation (192) et le-
dit module de mémoire (140) stockant en outre
les données d’accès sécurisées (146) ;
exécuter (392), par l’intermédiaire d’au moins
un processeur, le système d’exploitation (190)
par l’intermédiaire de la pluralité de processus
de système d’exploitation (192), chacun de la
pluralité de processus de système d’exploitation
(192) étant conçu comme l’un correspondant
d’une pluralité de clients virtuels ;
recevoir (400) une première demande d’accès
à l’un premier choisi de la pluralité de blocs mé-
moire en provenance d’au moins l’un de la plu-
ralité de clients virtuels ;
déterminer que l’un parmi : ledit l’un premier
choisi de la pluralité de blocs mémoire est conçu
pour l’accès de confiance et ledit l’un choisi de
la pluralité de blocs mémoire est conçu pour l’ac-
cès non de confiance ;
donner satisfaction (406) à la première deman-
de d’accès audit l’un premier choisi de la plura-
lité de blocs mémoire lorsque ledit l’un premier
choisi de la pluralité de blocs mémoire est conçu
pour l’accès non de confiance ;
lorsque ledit l’un premier choisi de la pluralité de
blocs mémoire est conçu pour l’accès de con-
fiance, récupérer les données d’accès sécuri-
sées (146) correspondant audit au moins l’un
de la pluralité de clients virtuels pour déterminer
lorsque ledit au moins l’un de la pluralité de
clients virtuels est de confiance ; et
donner satisfaction (406) à la première deman-
de d’accès audit l’un premier choisi de la plura-
lité de blocs mémoire lorsque ledit au moins l’un
de la pluralité de clients virtuels est de confiance.

10. Procédé selon la revendication 9, consistant en outre
à :

refuser de satisfaire (412) à la première deman-
de d’accès audit l’un premier choisi de la plura-
lité de blocs mémoire lorsque ledit l’un premier
choisi de la pluralité de blocs mémoire est conçu
pour l’accès de confiance et ledit au moins l’un
de la pluralité de clients virtuels n’est pas de
confiance.
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11. Procédé selon la revendication 9 ou 10, consistant
en outre à :

recevoir une seconde demande d’accès à l’un
second choisi de la pluralité de blocs mémoire
en provenance d’au moins l’un de la pluralité de
clients ;
déterminer que l’un parmi : ledit l’un second
choisi de la pluralité de blocs mémoire est conçu
pour l’accès de confiance et ledit l’un second
choisi de la pluralité de blocs mémoire est conçu
pour l’accès non de confiance ;
donner satisfaction à la seconde demande d’ac-
cès audit l’un second choisi de la pluralité de
blocs mémoire lorsque ledit l’un second choisi
de la pluralité de blocs mémoire est conçu pour
l’accès non de confiance ;
lorsque ledit l’un second choisi de la pluralité de
blocs mémoire est conçu pour l’accès de con-
fiance, récupérer les données d’accès sécuri-
sées (146) correspondant audit au moins l’un
de la pluralité de clients pour déterminer lorsque
ledit au moins l’un de la pluralité de clients est
de confiance ; et
donner satisfaction à la seconde demande d’ac-
cès audit l’un second choisi de la pluralité de
blocs mémoire lorsque ledit au moins l’un de la
pluralité de clients virtuels est de confiance.

12. Procédé selon la revendication 11, consistant en
outre à :

refuser de satisfaire à la seconde demande d’ac-
cès audit l’un second choisi de la pluralité de
blocs mémoire lorsque ledit l’un second choisi
de la pluralité de blocs mémoire est conçu pour
l’accès de confiance et ledit au moins l’un de la
pluralité de clients n’est pas de confiance.

13. Procédé selon l’une quelconque des revendications
9 à 12, ledit module de mémoire (140) comprenant
un espace de répertoires destiné au stockage d’une
pluralité de données de répertoires dans une plura-
lité de répertoires, un premier sous-ensemble de la
pluralité de répertoires étant conçu pour l’accès de
confiance et un second sous-ensemble de la plura-
lité de registres étant conçu pour l’accès non de con-
fiance, et ledit procédé consistant en outre à :

recevoir (420) une demande d’accès à l’un choi-
si de la pluralité de répertoires en provenance
d’au moins l’un de la pluralité de clients virtuels ;
déterminer que l’un parmi : ledit l’un choisi de la
pluralité de répertoires est conçu pour l’accès
de confiance et ledit l’un choisi de la pluralité de
registres est conçu pour l’accès non de
confiance ;
donner satisfaction (426) à la demande d’accès

audit l’un choisi de la pluralité de registres lors-
que ledit l’un choisi de la pluralité de registres
est conçu pour l’accès non de confiance ;
lorsque ledit l’un sélectionné de la pluralité de
registres est conçu pour l’accès de confiance,
récupérer les données d’accès sécurisées (146)
correspondant audit au moins l’un de la pluralité
de clients virtuels pour déterminer lorsque ledit
au moins l’un de la pluralité de clients virtuels
est de confiance ; et
donner satisfaction (426) à la demande d’accès
audit l’un choisi de la pluralité de registres lors-
que ledit au moins l’un de la pluralité de clients
virtuels est de confiance.

14. Procédé selon la revendication 13, consistant en
outre à :

refuser de satisfaire (432) à la demande d’accès
audit l’un sélectionné de la pluralité de registres
lorsque ledit l’un premier choisi de la pluralité de
registres est conçu pour l’accès de confiance et
ledit au moins l’un de la pluralité de clients vir-
tuels n’est pas de confiance.

15. Procédé selon l’une quelconque des revendications
9 à 14 consistant en outre à :

recevoir un signal vidéo par l’intermédiaire d’au
moins l’un de la pluralité de clients ; et
exécuter, par l’intermédiaire dudit au moins un
processeur, une application de traitement vidéo
qui traite le signal vidéo par au moins l’un parmi :

un codage du signal vidéo ;
un décodage du signal vidéo ; et
un transcodage du signal vidéo.
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