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(57)  Anetwork resource access system for providing
access by a user to network resources over a communi-
cations network, the system comprising: a resource reg-
istry including stored resource records associated with
each of the network resources and a stored user profile
containing a list of network resources such that the net-
work resources have a ranking relative to each other
based at least in part on user behaviour with respect to
usage of each of the network resources, the user profile
associated with the user such that the list of network re-

128a 108,

System for suggesting network resource for use by a network terminal based on network

sources contains the network resources previously ac-
cessed by the user; and a resource service for receiving
an access query from a network terminal identifying the
user and associated with submission of application data
for processing by a selected network resource from the
list, the resource service further configured for accessing
the user profile to identify a suggested network resource
from the list in view of the relative ranking and for sending
identification of the suggested network resource to the
network terminal in response to the access query.
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Description
FIELD
[0001] The present invention relates to a method and

system for facilitating access of network resources for
application data processing.

BACKGROUND

[0002] Localareanetworks are widely used as amech-
anism for making available computer resources, such as
file servers, scanners, and printers, to a multitude of com-
puter users. Wide area networks, such as the Internet,
have evolved as a mechanism for providing distributed
computer resources without regard to physical geogra-
phy. Recently, the Internet Print Protocol ("IPP") has
emerged as a mechanism to control access to printing
resources over the Internet.

[0003] However,there exists disadvantages in prior art
systems for providing appropriate network resources to
a user based on changing circumstances of the user,
where those network resources can be accessible to the
user via one or more extranets, intranets and/or different
geographical locations. This problem of determining an
appropriate network resource that is acceptable to the
user for a given circumstance can be exacerbated by
having to continually scan by the user’s network terminal
for available network resources when the user wishes to
change from one network resource to another based on
changes in user operation of the network terminal, such
as change in physical location of the user, change in net-
work location of the network terminal, etc.

SUMMARY

[0004] According to the invention, there is provided a
network resource access system and a method of net-
work resource access which addresses at least one de-
ficiency of the prior art network resource access systems.
[0005] A first aspect provided is a network resource
access system for providing access by a user to network
resources over a communications network, the system
comprising: a resource registry including stored resource
records associated with each of the network resources
and a user profile containing a list of network resources
such that the network resources have a ranking relative
to each other based at least in part on a user state with
respect to usage of each of the network resources, the
user profile associated with the user such that the list of
network resources contains the network resources pre-
viously accessed by the user; and a resource service for
receiving an access query from a network terminal iden-
tifying the user and associated with submission of appli-
cation data for processing by a selected network re-
source from the list, the resource service further config-
ured for accessing the user profile to identify a suggested
network resource from the list in view of the relative rank-
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ing and for sending identification of the suggested net-
work resource to the network terminal in response to the
access query.

[0006] A further aspect is where the resource service
is configured to dynamically determine the ranking of
each of the network resources based on a plurality of
resource parameters associated with at least one of the
application data, the user, or an operational characteristic
of one or more of the network resources.

[0007] Afurtheraspectiswheretherankingisaweight-
ed combination of the plurality of resource parameters
based on a weight assigned to each of the resource pa-
rameters. A resource parameter of the plurality of re-
source parameters is a frequency of usage of each of
the network resources by the user.

[0008] A further aspect is where the resource service
is configured for updating the frequency of usage of the
suggested network resource when selected by the user.
[0009] A further aspect is a method for providing ac-
cess of a user to network resources over a communica-
tions network, the method comprising: receiving an ac-
cess query from a network terminal associated with the
user and associated with submission of application data
for processing by a network resource of the network re-
sources; accessing a resource registry including stored
resource records associated with each of the network
resources and a user profile containing a list of network
resources such that the network resources have a rank-
ing relative to each other based at least in part on user
behaviour with respect to usage of each of the network
resources, the user profile associated with the user such
that the list of network resources contains the network
resources previously accessed by the user; accessing
the user profile to identify a suggested network resource
from the list in view of the relative ranking; and sending
identification of the suggested network resource to the
network terminal in response to the access query.
[0010] A further aspect is a network resource access
system for providing access by a user to network resourc-
es over a communications network, the system compris-
ing: aresource registry including stored resource records
associated with each of the network resources; a stored
user profile accessible to a resource application on the
network terminal, the user profile containing a list of net-
work resources such that the network resources have a
ranking relative to each other based at least in part on
user behaviour with respect to usage of each of the net-
work resources, the user profile associated with the user
such that the list of network resources contains the net-
work resources previously accessed by the user; and the
resource application on a network terminal for processing
an access query of the network terminal associated with
the user and associated with submission of application
data for processing by a selected network resource from
the list, the resource application further configured for
accessing the user profile to identify a suggested network
resource from the list in view of the relative ranking and
for sending identification of the suggested network re-
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source to a user interface of the network terminal.
BRIEF DESCRIPTION OF THE DRAWINGS

[0011] The preferred embodiment of the invention will
now be described, by way of example only, with reference
to the drawings, in which:

FIG. 1 is a schematic view of the network resource
access system, according to the present invention,
showing the network terminals, the network resourc-
es, the resource registry, the authorization server,
the administration server, the proxy server, and the
polling server;

FIG. 2 is a schematic view one of the network termi-
nals depicted in FIG. 1, showing the driver applica-
tion for use with the present invention;

FIG. 3 is a schematic view of the format of the re-
source records comprising the resource database of
the resource registry depicted in FIG. 1, showing the
network address field, the resource type field, the
useraccess levelfield, the resource information field,
the pseudo-name field, the username/password
field, and the driver identification field;

FIGS. 4a,b are flow charts depicting the method of
operation of the network resource access system;

Figure 5a shows a further embodiment of the net-
work system of Figure 1;

Figure 5b shows a further embodiment of the net-
work system of Figure 1;

Figure 6 an example configuration of network termi-
nals of the system of Figures 1 and 5a,b;

Figure 7 shows a stage polling mechanism of Figure
1;

Figure 8 an example configuration of network service
of the system of Figures 1 and 5a,b;

Figure 9 shows an example configuration of servers
of the system of Figures 1 and 5a,b; and

Figure 10 shows an example operation of the system
of Figure 1.

DETAILED DESCRIPTION OF THE PREFERRED EM-
BODIMENT

Network Resource Access System 100

[0012] Turning to FIG. 1, a network resource access
system, denoted generally as 100, is shown comprising
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network terminals 200 (e.g. mobile communication de-
vice such as a smart phone) configured to submit network
resource requests 220 to one or more network resources
104 (e.g. network printer) available over a communica-
tions network 112, a resource registry 106 storing a
number of resource records 300 defining the network re-
sources 104 and user profiles 450 (see Figure 5a) defin-
ing anumber of resource parameters 456 associated with
network resource 104 usage by the user, an administra-
tion server 108 for administering contents of the resource
registry 106 and/or registration of the network terminal
200 users with the system 100, and an authorization serv-
er 110 for providing access to the users of selected net-
work resource(s) 104 of the system and/or registration
of the network terminal 200 users with the system 100.
Typically, the network resource access system 100 com-
prises a plurality of network terminals 200, and a plurality
of network resources 104 coupled together via a com-
munications network 112, however for enhanced clarity
of discussion, FIG. 1 only shows a single network terminal
200 and multiple network resources 104 available for se-
lection by the user and/or for suggestion (based on a
ranking system) by the authorization server 110 to the
network terminal 200, as further described below. The
suggestion of a particular network resource 104 to the
user of the network terminal 200 by the authorization
server 110 (or the client application 390) can be based
on the resource parameters 456 (stored in the user profile
450 such as last network resource 104, most frequent
network resource 104 used, etc. and/or contained in a
resource access request 220, see Figure 5a, such as
geographic location of the network terminal 104, current
network 112 segment to which network terminal 200 is
connected, etc.).

[0013] It is recognised the server functionality of the
administration server 108 and the authorization server
110 can be provided interchangeably by either server
108, 110 for facilitating the interaction of access and/or
usage of the network resources 104 by the network ter-
minals 200, via the system 100. Example server func-
tionality can include registration of the user with the sys-
tem 100, access request 220 receipt and processing, re-
sponse communications 220 formulated and sent to the
network terminal 200 and/or to a building server 116,118
associated with the network resource 104, etc. It is also
recognised that the authorization server 110 and the ad-
ministration server 108 can be hosted services on one
physical computer or subdivided as services hosted on
two or more separate computers (e.g. in communication
with one another via the communications network 112),
as desired.

[0014] The authorization server 110 is configured to
communicate with the network terminal 200 via the net-
work 112, for example where a network resource appli-
cation 390 (see Figure 6) is configured as a client (e.g.
registered) of the authorization server 110. As such, the
authorization server 110 (or the client application 390,
also referred to as a resource application 390 if acting
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independently for one or more functions in determining
the suggested network resource 104) can have access
to the user profile 450, via the resource registry 106,
which defines ranking 454 of various network resource
IDs 402 (of the various network resources 104 de-
scribed/defined in resource records 300) according to
one or more applicable ranking parameters 456 further
defined below. Based on the rankings (e.g. determined
dynamically, statically, or both), the authorization server
110 (or the client application 390) can provide a suggest-
ed network resource 104 (e.g. as identified by a network
resource |D 452 corresponding with the network resource
104 listed in the resource records 300) in response to a
network resource access request220 (e.g. printer access
request), for example submitted to the authorization serv-
er 110 via the client application 390. Any access request
220 can also include network resource parameters 456
as well (e.g. paper size selection, colour printer require-
ments, etc.) for use in determining the network resource
104 suggestion (e.g. response communication 220). Itis
recognised that application 390 can be referred to as a
client application in those contexts in which it is interact-
ing with the resource service 458 and can also be referred
to as a resource application in those contexts in which it
is interacting with the user profile 450 stored inlocal mem-
ory 224 of the network terminal 200.

[0015] It is recognised that in some cases, the user
may not be part of the decision making process for net-
work resource 104 suggestion other than the fact that
user has the network device 200 in hand. In some cases
permissions (e.g. authorized access to private or restrict-
ed access network resources 104) can be relevant as a
factor in determining the suggested network resource
104 by the resource access service 458 but in others
(such as a hotel or other public place) permissions may
be anonymous and the network device’s 200 location
and capabilities may be given greater weight in deter-
mining the suggested network resource 104 by the re-
source access service 458.

[0016] As further described below, the authorization
server 110 (or the client application 390) can access the
resource records 300 of the resource registry 106 to de-
termine alternative or additional network resources 104
that are not contained in the user profile 450, based on
the resource parameters 456 of the access request 220.
For example, the user could have only used black and
white printers in the past (represented as a list of one or
more black and white configured printers listed/named
by the resource IDs 452 in the user profile 450, for ex-
ample Resource ID1 could be a work printer, Resource
ID2 could be a home printer, and Resource ID3 could be
a hotel lobby printer). When the user submits the access
request 220 containing a resource parameter 456 of col-
our printer, the authorization server 110 could determine
that the current list of network resources 104 of the user
profile 450 does not contain a colour enabled printer 104
and therefore search the resource registry records 300
for a network resource 104 compatible with the resource
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parameter 456 of colour printer. Itis recognised that other
resource parameters 456 of the user profile 450 could
also be used to select appropriate network resource 104
matches from the network resource registry 106, based
on checking the resource records 300 of each network
resource 104 listed in the resource registry 106 with the
resource parameters 456 obtained from the access re-
quest 220 and/or the user profile 450.

[0017] Itisrecognised that the location of the user pro-
file 450 can be stored on the network device 200 (e.g. in
memory 224). The user profile 450 could also reside in
the memory of the authorization server 110 (e.g. memory
224) for direct access by the resource access service
458. The user profile 450 could also be independent and
reside in the resource registry 106. It is recognised that
the user profile 450 could be in any one location, e.g.
network device200 or authorization server 110, or re-
source registry 106, could be shared across a pair of
locations (e.g. network device200 and authorization
server 110 or resource registry 106), or could be shared
across all of the locations. Itis described only by example
that the user profile 450 is in the resource registry 106,
however it is recognised that the user profile 456 could
be stored on device of the network terminal 200 and used
by the network terminal application client 390 to make a
determination of the suggested network resource 104 on
behalf of the resource access service 458, e.g. the client
application 390 can also have some or all of the resource
access service 458 functionality to analyze the resource
access request 220 contents, the user profile 450 con-
tents and any network terminal 200 capabilities (e.g. lo-
cation) as part of determining the user access state and
comparing that to the network terminals 104 listed in the
user profile 450 stored on the network terminal 200. Also
envisioned is that if the client application 390 cannot
make a proper determination for a suggested network
resource 104 on its own, then the client application 390
can request of the resource access service 458 for ad-
ditional details of available network resources 104 (e.g.
from the user profile 450 contents stored on the author-
ization server 110 and/or in the resource registry 106,
and/or accessed n the records 300 of the resource reg-
istry 106).

[0018] As such, the user of the network terminal 200
is provided with the suggested network resource 104 by
the authorization server 110, upon inspection of the user
profile 450 (and optionally resource records 300) in view
of factors of a user resource access state, in order to
make a determination of the which network resource 104
to suggest to the user. User access state can be defined
as including one or more factors of: network accessibility
of the network terminal 200; capabilities of the network
resource 104 in view of requirements to process the ap-
plication data 221 of the resource request 220; user be-
haviour such as last or most frequent network resource
104 used, most frequent network resource 104 for a spe-
cific location (e.g. geographical, network, etc.); other user
profile 450 parameters 456; service/network accessibility
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of the network terminal 200 to the network resource 104;
service capabilities of the network resource 104 for ap-
plication data 221 processing; etc.

[0019] When a new network resource 104 (e.g. iden-
tified in the resource records 300 and not in the user
profile record 450) is determined by the authorization
server 110 (or the client application 390) to be the most
suitable match for the access request 220, the authori-
zation server 110 could forward the corresponding re-
source |ID 452 obtained from the resource records 300
to the network terminal 200 in the access response 220
along with optionally any other network resource 104 in-
formation (e.g. physical location, cost, etc.). If selected
and used by the user of the network terminal 200, then
the authorization server 110 (or the client application 390)
would update the user profile 450 with the additional re-
source ID 452 of the newly used network resource 104
(i.e. the new resource ID 456 would be added to the list
of resource IDs and would also receive an associated
ranking 454 with respect to all of the other ranked re-
source IDs of the user profile 450.

[0020] Alternatively, when anew networkresource 104
(e.g. identified in the resource records 300 and notin the
user profile record 450) is determined by the client ap-
plication 390 to be the most suitable match for the access
request 220, the client application 390 would receive the
corresponding resource ID 452 obtained from the re-
source records 300 along with optionally any other net-
work resource 104 information (e.g. physical location,
cost, etc.). If selected and used by the user of the network
terminal 200, then the client application 390 could update
the user profile 450 with the additional resource 1D 452
of the newly used network resource 104 (i.e. the new
resource ID 456 would be added to the list of resource
IDs and would also receive an associated ranking 454
with respect to all of the other ranked resource IDs of the
user profile 450.

[0021] As such, itis recognised that the determination
forthe suggested network resource 104 need notbe done
by the resource service 458, as in some cases the client
application 390 can provide independent, or additional
determinations and then use the resource registry 106
to retrieve more information or a list of network resources
104 from which to obtain the suggested network resource
104 used to submit the application data 221 for process-
ing. It is recognised that there can be one or more deter-
mination actors (e.g. resource service 458, client appli-
cation 390, etc.) for identifying the suggested network
resource 104. For example aninitial determination (trying
to match the user state - represented for example by the
access request 220 - with one or more network resources
104 contained in the user profile 450) by the client appli-
cation 390, whereby if the determination of the suggested
network resource 104 is not suitable as a result of the
initial determination then the client application 390 can
send the access request 220 to the resource service 458
requesting a suggested network resource 104 or if there
are alternative network resources 104 to match the user
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state other than the network resources 104 identified in
the initial determination done by the client application
390.

[0022] For example, the mobile device application 390
can do the first (e.g. initial) determination, filter our un-
wanted network resources 104 and then refer to the au-
thorization server 110 for a second determination for ad-
ditional or alternative suggested network resource(s) 104
based on matching done by the resource service 458.
For example, the resource service 458 can do the first
(e.g. initial) determination, filter our unwanted network
resources 104 and then refer to the network terminal 200
for a second determination for additional or alternative
suggested network resource(s) 104 based on matching
done by the mobile device application 390.

[0023] As such, the authorization server 110 (and/or
the client application 390) implements an analytical meth-
od via a resource access service 458 (see Figure 8) for
determining an appropriate network resource 104 selec-
tion, selected as a particular network resource 104
ranked over other network resources 104) to satisfy the
access request 220 (e.g. including resource parameters
456), based on reviewing/comparing the available net-
work resources 104 of the user profile 450 and/or appro-
priate network resources 104 contained in the general
resource records 300. It is recognised that most of the
network resources 104 contained in the resource records
300 can represent those network resources 104 that are
not specifically listed in the user profile 450 and thus can
represent network resources 104 unused (e.g. thus far)
by the user of the network terminal 200. In terms of the
rankings 454 assigned (e.g. dynamically, statically) to
the resource IDs 452 of the network resources 104 used
by the network terminal 200, and thus listed in the user
profile 450, it is understood that a weighting scheme can
be used by the authorization server 110 (and/or the client
application 390) to determine what is the most appropri-
ate network resource 104 to match the current access
request 220 received from the resource application 390
of the network terminal 200.

Resource Registry 106

[0024] The resource registry 106 (e.g. a database or
data store) can be used to store pertinent information
about each of the network resources 104, including re-
source records 300 including: a user access field 306
containing access information used to authenticate
and/or make available the network resource 104 to a par-
ticular user via their network terminal 200; a resource
type field 304 containing resource features/capabilities
information (e.g. laser, inkjet, colour, black and white,
collation, paper quality, paper size, etc.); and a physical
location information field 309 that can contain geographic
location information 309a (e.g. latitude and longitude),
and can contain metadata 309b concerning a description
of the physical location of the network resource 104 such
as but not limited to the location within a building (e.g.



9 EP 2 916 524 A2 10

particular room location within a multi-room building), di-
rections within the building that the network resource 104
is located (e.g. go to second floor and turn left from the
main elevator and second office/store on your right),
street address of the building that the network resource
104 is located in, a sequence of directions to follow in
order once the building is entered by the user (e.g. turn
left, turn right, walk 20 meters straight ahead, etc.) and/or
a building map showing an internal layout of the building
and indicating the location of the network resource 104
on the layout. As such, the resource records 300 can be
used to match against any resource parameters 456 that
are part of the access request 220 and/or part of the user
profile 450 when the resource service 458 of the author-
ization server 110 (or the client application 390) deter-
mines the appropriate network resource 104 to suggest
in order to satisfy the access request 220.

[0025] It is recognised that the resource records 300
can contain the actual information (e.g. user access data,
resource type data, physical location data) as discussed
above, can contain link(s) or other electronic reference(s)
to the actual information that is stored in another record
of the registry 106 and or other storage (e.g. database,
table, list, etc.) located locally and/or remotely from the
resource registry 106, or a combination thereof. For ex-
ample, the network resource registry 106 can contain the
geographic location 309a (can be also a parameter 456
considered in the determination) and a link (e.g. URL) to
the actual metadata 309b that is provided by a Website
and/or Web service (facilitated by a building server 116
that can be the same or different from the polling server
116 and/or the enterprise server 118) that is associated
with, and/or maintained by, the building that houses/owns
the network resource 104. In the case of the metadata
309b being supplied by the building server 116,118 a
directions information request 250 (see Figure 5b) can
be provided by the network terminal 200 directly and/or
by the authorization server 110 to the building server
116,118, in order for the network terminal 200 to receive
adirectionsresponse 251 containing the directions meta-
data/information 309b for use in guiding the user of the
network terminal 200 once they arrive at the building
(housing the network resource 104) as specified by the
physical location information/data 309a. In this manner,
the building (housing the network resource 104) can con-
trol the content of, and degree of access to, the metada-
ta/information 309b. For example, access to the meta-
data/information 309b can be controlled by the building
server 116,118 based on the real time geographic loca-
tion (e.g. supplied by the GPS information of the network
terminal 200 itself) of the user as the approach to and
navigate within the building, for example including the
ability of the user to retain a copy of the metadata/infor-
mation 309b (or portions thereof) on the network terminal
200 once the user has arrived at the network resource
104. As such, itis recognised that a number of factors/pa-
rameter 456 can affect the definition of the user state,
which can impact the determination of which suggested
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network resource 104 is chosen from the user profile 450
and/or the resource records 300.

[0026] Further to the above, the resource registry 106
comprises a resource database 120, a driver database
222, and a user registration database 124. The resource
database 120 includes the resource records 300 identi-
fying parameters associated with the network resources
104. As shown in FIG. 3, each resource record 300 can
comprise the network address field 302, the resource
type field 304, and the user access level field 306 for the
associated network resource 104. The network address
field 302 identifies the network address of the network
resource 104. Each network resource 104 can comprises
an IPP-compliant printer, in which case the network ad-
dress field 302 identifies comprises the network resource
IPP address. However, in the case where the network
resource 104 comprises a non-IPP-compliant device and
the communications network 112 comprises the Internet,
preferably the network resource 104 is linked to the com-
munications network 112 via a suitable server, and the
network address field 302 for the network resource 104
identifies the Internet Protocol ("IP") address of the serv-
er.

[0027] The resource type field 304 identifies the type
of data communication device of the network resource
104. Forinstance, the resource type field 304 may specify
that the network resource 104 is a printer, an image serv-
er, a file server, an e-mail pager, or an e-mail enabled
wireless telephone. Further, the resource type field 304
may include a resource type sub-field specifying a sub-
class of the network resource type. For example, the re-
source type sub-field may specify that the network re-
source 104 is an IPP-capable printer, or a non-IPP-ca-
pable printer.

[0028] The user access level field 306 identifies the
type of communications access which the network ter-
minals 200 are allowed to have in regards to the associ-
ated network resource 104. In the embodiment, as pres-
ently envisaged, the user access level field 306 estab-
lishes that the network resource 104 allows one of: (a)
"public access" in which any network terminal 200 of the
network resource access system 100 can communicate
with the network resource 104; (b) "private access" in
which only members (e.g. employees) of the enterprise
associated with the network resource 104 can commu-
nicate with the network resource 104; and (c) "authorized
access" in which only particular network terminals 200
can communicate with the network resource 104.
[0029] If the user access level field 306 specifies "au-
thorized access" for a network resource 104, preferably
the user access level field 306 includes a sub-field which
lists the names of the network terminals 200 authorized
to access the network resource 104, and a sub-field
which includes an authorization password which the
identified network terminals 200 must provide in order to
access the network resource 104. If the user access level
field 306 specifies "private access" for a network resource
104, preferably the user access level field 306 includes
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a sub-field which lists the network address of the network
terminals 200 which are deemed to members of the en-
terprise.

[0030] It should be understood, however, that the user
access level field 306 is not limited to identifying only the
foregoing predefined user access levels, but may instead
identify more than one of the predefined user access lev-
els, or other user access levels altogether. For instance,
the user access level field 306 may identify that the as-
sociated network resource 104 allows both private ac-
cess to all employees of the enterprise running the net-
work resource 104, and authorized access to other pre-
identified network terminals 200. Further, the user access
level field 306 may also include one or more sub-fields
(not shown) which provide additional restrictions/permis-
sions on the type of communications access which the
network terminals 200 are allowed to have in regards to
the associated network resource 104. For instance, the
user access level sub-fields may limit the hours of oper-
ation of the network resource 104, or may place restric-
tions onthe type of access limitations on a per-user basis,
or per-group basis. Other variations on the type of access
will be readily apparent, and are intended to be encom-
passed by the scope of the present invention.

[0031] Preferably, each resource record 300 includes
an information field 308, 309 which provides information
on the network resource 104, such as data handling ca-
pabilities, resource pricing and/or geographical co-ordi-
nates. This latter parameter is particularly advantageous
for use with mobile network terminals 200, such as a
wireless-enabled personal data assistant or an e-mail-
enabled wireless telephone, since it allows the network
terminal 200 to identify the nearest one of a plurality of
available network resources 104.

[0032] It is recognised that the information field 309,
containing (and/or associated with) the physical location
information 3093, is the record 300 used by the author-
ization server 110 to match the one or more respective
network resources 104 thatare available/accessible (e.g.
nearest) to the user of the network terminal 200, based
on geographical location information 119 (see Figure 5b)
of the user that is supplied with the access electronic
communications 220 to the system 100. It is recognised
that the geographical location information 119 can be
supplied by the user and/or network terminal 200 (i.e.
manually an/or automatically) as GPS information indic-
ative of the real time location of the network terminal 200
(e.g. aPDA), as street address or other physical location
(e.g. intersection, postal/zip code, etc.), or in other forms
(e.g. triangulation information) as is known in the art. For
example, the user provides in their communication 220
their user ID, their geographical location 119, and option-
ally any features/capabilities desired of the network re-
source 104. The authorization server 110 is configured
to receive the network resource access request commu-
nication 220 and to match one or more network resources
104 using at least the geographical location 119 com-
pared to the geographical information 309a. The re-
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sponse of the system 100 (e.g. via the authorization serv-
er 110) to the network terminal 200 can include a list of
one or more network resources 104 (e.g. provided as a
results listincluding the respective locations 309a of each
of the network resources 104 in the results list, and op-
tionally and features/capabilities of the network resource
104 deemed pertinent to the network resource access
request communication 220).

[0033] Each resource record 300 can also include a
pseudo-name field 310, a username/password field 312
and a network driver identifier field 314. The pseudo-
name field 310 contains a resource pseudo-name which
identifies the network resource 104 to the network termi-
nals 200. Preferably, the pseudo-name is a network alias
that identifies the physical location and properties of the
network resource 104, but does not identify the network
address of the resource 104. Further, preferably each
pseudo-name uniquely identifies one of the network re-
sources 104, however a group of the network resources
104 may be defined with a common pseudo-name to al-
low communication with a group of network resources
104. This latter feature is particularly advantageous since
it allows the administrator of an enterprise associated
with the group of network resources to dynamically allo-
cate each network resource 104 of the group as the de-
mands for the network resources 104 or maintenance
schedules require.

[0034] In addition, preferably the resource record 300
includes a plurality of the pseudo-namefields 310 to allow
the administrator of the associated network resource 104
to update the name assigned to the network resource
104, while also retaining one or more previous pseudo-
names assigned to the network resource 104. As will be
explained, this feature is advantageous since it allows
the administrator to update a resource name without the
risk that network terminals 200 using a prior pseudo-
name will be unable to locate or communicate with the
network resource 104.

[0035] The username/password field 312 contains a
unique username and password combination which al-
lows the administrator of the associated network re-
source 104 to prevent authorized access and alteration
to the data contained in the resource record 300. Pref-
erably, each resource record 300 also includes an e-mail
address field (not shown) which the network resource
access system 100 uses to provide the administrator of
the associated network resource 104 with a notification
e-mail message when a message is successfully trans-
mitted to the network resource 104.

[0036] The driver identifier field 314 contains a re-
source driver identifier which is used in conjunction with
the driver database 122 to provide the network terminals
200 with the appropriate resource driver for communica-
tion with the network resource 104. The driver database
122 includes resource drivers which allow software ap-
plications installed on the network terminals 200 to com-
municate with the network resources 104. As will be ex-
plained below, in order for a network terminal 200 to com-
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municate with a selected network resource 104, the net-
work terminal 200 first downloads a driver application
data from the administration server 108 over the com-
munications network 112. The network terminal 200 may
also download the appropriate resource driver from the
driver database 122 (via the authorization server 110
over the communications network 112), and then allow
the authorization server 110 to configure the downloaded
resource driver in accordance with the access level field
306 of the resource record 300 associated with the se-
lected network resource 104. Preferably, each resource
driver includes a resource driver identifier which allows
the authorization server 110 to identify the resource driv-
er which the network terminal 200 has downloaded. It is
also recognised that the driver database 122 can contain
generic drivers to permit appropriate consump-
tion/processing of the application data 221 by the receiv-
ing network resource 104.

[0037] Theresource registry 106 can also contain user
profiles 450 (see Figure 3) for each user that is registered
with the system 100 (e.g. with the authorization server
110). The user profile 450 can have a number of data
fields including references 402 (e.g. network resource ID
402 such as an alias name, printer ID, etc.) for the network
resources 104 that have been utilized by the user of the
network terminal 200 in the past. For example, the user
profile 450 for each of the users could contain a list of
network resource IDs 452 (e.g. printers) that the user has
used in the past, such that each of the network resource
IDs 452 also has a ranking 454 that defines which are
the network resources 104 is more preferred by the user.
The ranking 454 of a particular network resource ID as
higher (e.g. more preferred or suitable for user needs)
as compared to lower (e.g. less preferred or suitable for
user needs) in the network resource list of the user profile
450 can be dependent upon one or more factors 456
such as but not limited to: geographic location of the net-
work terminal 200 obtained via GPS or other network
terminal 200 location information; geographic location of
the network resource 104 obtained via GPS or other net-
work resource 104 location information (e.g. from the reg-
istry data 300); number of times the user has submitted
network resource data (e.g. print data) to the network
resource 104; network assignment of the network termi-
nal 104, for example the network terminal is connected
to a home Wifi network 112 as compared to a workplace
network 112 (e.g. Wifi) or generally only the Internet 112;
whether authentication is required by the user or not for
network resource 104 access; most recently used net-
work resource 104; most recently used network resource
104 matching resource requirements (e.g. resource pa-
rameters 456) of the access request 220; as well as any
other user behaviour data that can be used to determine
a preference for the user of one network resource 104
as compared to a different network resource 104.
[0038] Itis recognised that the ranking 404 for each of
the network resources 104 with respect to one another
can be determined statically by the resource service 458
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in advance of receiving the resource request 220, such
that any resource parameters 456 contained in the ac-
cessrequest 220 do/does not affect/change the rankings
404 used by the resource service 458 (or the client ap-
plication 390) to determine the suggested network re-
source 104 (e.g. selected resource ID based on the rank-
ings 454). Alternatively, the ranking 454 for each of the
network resources 104 with respect to one another can
be determined dynamically by the resource service 458
(or the client application 390) after receiving the resource
request 220, such that any resource parameters 456 con-
tained in the access request 220 do/does affect/change
the rankings 454 used by the resource service 458 (or
the client application 390) to determine the suggested
network resource 104 (e.g. selected resource ID based
on the rankings 454), e.g. the resource parameters 456
of the access request 220 are used in combination with
resource parameters 456 stored in the user profile 450
to dynamically calculate weighted rankings 454 of the
network resources 104 (via the resource IDs 452) stored
in the user profile 450. Alternatively, the ranking 454 for
each of the network resources 104 with respect to one
another can be determined dynamically by the resource
service 458 (or the client application 390) after receiving
the resource request 220, such that any resource param-
eters 456 contained in the access request 220 do/does
affect/change the rankings 454 used by the resource
service 458 (or the client application 390) to determine
the suggested network resource 104 (e.g. selected re-
source ID based on the rankings 454), e.g. the resource
parameters 456 of the access request 220 are used in
substitution of resource parameters 456 stored in the us-
er profile 450 to dynamically calculate weighted rankings
454 of the network resources 104 (via the resource IDs
452) stored in the user profile 450. Alternatively, the rank-
ing 454 for each of the network resources 104 with re-
spect to one another can be determined dynamically by
the resource service 458 (or the client application 390)
after receiving the resource request 220, such that any
resource parameters 456 contained in the access re-
quest 220 do/does not affect/change the rankings 454
used by the resource service 458 (or the client application
390) to determine the suggested network resource 104
(e.g. selected resource ID based on the rankings 454),
e.g. the resource parameters 456 of the access request
220 are not used and instead the resource parameters
456 stored in the user profile 450 are used to dynamically
calculate weighted rankings 454 of the network resourc-
es 104 (viatheresource IDs 452) stored inthe user profile
450.

[0039] Once the suggested network resource 104 is
selected by the resource service 458, the corresponding
network resource ID 452 is submitted to the network ter-
minal 200 via the access response 220 (along with any
further optional network resource 104 information) over
the communications network 112. Preferably the user of
the network terminal 200 is registered with the authori-
zation sever 110 and thus has their user profile 450 (con-
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taining ranked network resource IDs 452) stored in the
resource registry 106 and available to the resource serv-
ice 458 (or the client application 390) in communication
with the network client application 390 provisioned on
the network terminal 200.

Resource Client Application 390

[0040] Referring to Figure 6, the resource client appli-
cation 390 is installed on the network terminal 200 and
is configured to communicate over the communications
network 112 with the resource service 458. The applica-
tion 390 receives a request by the user (e.g. via the user
interface 204) and/or by an application running on the
device infrastructure 206 for submitting application data
221 (e.g. a document) to a network resource 104 (e.g. a
printer) available via the resource service 458. For ex-
ample, the resource service 458 can receive the appli-
cation data 221 (e.g. as part of the access request 220
or follow up communication to the access request 220)
from the network terminal 220 and then forward the ap-
plication data 221 to the network resource 104 selected
by the network terminal 200 for processing (e.g. printing).
Alternatively, the resource service 458 can provide the
network 112 address of the network resource 104 in the
resource response 220 and then the network terminal
200 could submit the application data 221 directly to the
network resource 104 in a network 112 path that bypass-
es the resource service 458, as desired, using the net-
work interface 202.

[0041] The client application 390 provides (e.g. dis-
plays) on the user interface 204 a resource access (e.g.
virtual button, menu selection, etc.) option 460 used to
submit selected application data 221 to the network re-
source 104 associated with the access option 460. It is
recognised that the application data 221 could be stored
in storage associated with the device framework 206 or
could be stored off-device (e.g. via another network 112
connected device not shown).

[0042] For example, the user could launch the re-
source client 390 on the network terminal 200 via the
user interface 204 (e.g. select application 390 icon) and
the resource application 390 could ask the user to select
or otherwise indicate the application data 221 desired for
processing by a network resource 104. Otherwise, the
user could access application data 221 on the network
terminal 200 via a framework application associated with
the application data 221 (e.g. a spreadsheet document
being manipulated by the user via a spreadsheet appli-
cation hosted on the network terminal 200) and once data
processing (e.g. printing) is selected by the user within
the framework application, the framework application
could launch (either directly, orindirectly via the operating
system) the resource client application 390 noting the
selected application data 221.

[0043] Once the application data 221 is selected, the
executing client application 390 could send an access
request 220 to the resource service 458 along with any
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resource parameters 456 applicable to the application
data 221. The resource service 458 would evaluate the
user profile 450 contents along with any appropriate re-
source parameters 456 (form the access request 220
and/or stored from the user profile 450) to determine the
best network resource 104 (e.g. highest ranked network
resource 104 satisfying the access request 220 for the
selected application data 221). As noted above, the rank-
ing of the network resources 104 within the user profile
450 could be done dynamically (e.g. on an access re-
quest 220 by access request 220 basis) and/or statically
(e.g. rankings established for use before receipt of the
access request 220).

[0044] Once the resource client application receives
the access response 220 from the resource service 458,
the client application 390 would present on the user in-
terface 204 a confirmation option 462 indicating the high-
est ranked network resource ID 452 suggested, chosen
from the user profile 450 by the resource service 458 in
consultation with the resource registry 106. The user
could select the confirmation option 462 in the positive,
e.g. accept or agree with the network resource 104 sug-
gestion, and then the application data 221 would be sent
to the suggested network resource 104 over the commu-
nications network 112 for subsequent processing. Upon
selection of the suggestion for network resource 104 by
the user, the client application 390 could send this sug-
gestion selection to the resource service 458 for use in
updating the rankings 454 in the user profile 450 of the
accepted network resource 104, as further described be-
low.

[0045] Alternatively, the user could select the confir-
mation option 462 in the negative, e.g. reject or disagree
with the network resource 104 suggestion. In this exam-
ple, the network service 458 could provide the client ap-
plication 390 with alternative network resource 104 sug-
gestions for presentation on the user interface 204. Upon
selection of an alternative suggestion for network re-
source 104 by the user, the client application 390 could
send this alternative suggestion selection to the resource
service 458 for use in updating the rankings 454 in the
user profile 450 of the accepted network resource 104
selected and also for use in updating the rankings 454
in the user profile 450 of the other network resource 104
rejected, as further described below.

[0046] Alternatively, the client application 390 could
present on the user interface 204 an indication that the
highest ranked network resource 104 is currently una-
vailable (e.g. offline, etc.) and instead suggest an alter-
native network resource 104 suggestion as obtained from
the resource service 458 (e.g. also chosen as the second
highest ranked network resource 104 from the user pro-
file 450, or as chosen. As per above, the user has the
option of selecting the confirmation option 462 in either
the positive or negative. Upon selection of an alternative
suggestion for network resource 104 by the user, the
client application 390 could send this alternative sugges-
tion selection to the resource service 458 for use in up-
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dating the rankings 454 in the user profile 450 of the
network resource 104, as further described below. In the
case where the highest ranked network resource 104
that was currently unavailable (e.g. offline, etc.) is only
temporarily unavailable, the client application 390 and/or
the resource service 458 may not update the ranking of
the alternatively suggested network resource 104 after
use, as clearly the user does not prefer to use this alter-
native network resource unless the original (i.e. best
match) network resource 104 is unavailable. In the case
where the highest ranked network resource 104 that was
currently unavailable (e.g. offline, etc.) is permanently
unavailable or otherwise unavailable for an extended pe-
riod of time, the client application 390 and/or the resource
service 458 could update the ranking 456 of the alterna-
tively suggested network resource 104 after use, as
clearly the user will prefer to use this alternative network
resource 104 in the future as the original (i.e. best match)
network resource 104 is now unavailable. One example
is where the alternatively suggested network resource
104 assumes the ranking 456 of the previous highest
ranked network resource 104 that is now currently una-
vailable.

[0047] As such, itis recognised that the client applica-
tion 390 can provide for bandwidth usage and/or power
savings for the network terminal 200, as the system 100
leverages use of the resource service 458 and associat-
ed resource registry 106 to seek and find suitable (e.g.
best or highest ranked 454 based on access request 220)
network resource(s) 104 on behalf of the network termi-
nal 200, rather than having the network terminal 200 ac-
tively scan the network 112 to discover for available and
suitable network resources 104 for selected application
data 221. It is also recognised that the user profile 450
(or portions thereof) could also be stored locally on in
storage of the device framework 206 and thus the user
profile 450 contents could be interrogated by the source
service 458 in determination of the highest ranked net-
work resource 104, based on resource parameters 456
and/or alternative network resources 104 in the resource
records 300.

[0048] Alternatively, the use of the resource registry
records 300,450 by the client application 390 provides
an advantage to the user of the network terminal 200 of
being able to suggest the most relevant network resource
104 that matches the access request 220 and also user
behaviour defined by the resource parameters 456
stored in the user profile 450, rather than have the net-
work terminal 200 itself scan/discover the network 112
for available network resources 104. Further, the use of
the user profile 450 provides for the client application 390
to suggest matching network resources 104 (o the ac-
cess request 220) based on resource parameters 456
and rankings 454 contained in the user profile 450. For
example, when the user decides to submit application
data 221 to an available/suitable network resource 104,
the client application 390 would suggest different "best
matching" network resources 104 for different resource
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parameter 456 fact scenarios, based on the situation
(e.g. particular network segment connection such as
work verses home verses roaming scenario, type of ap-
plication data 221 such as colour verses black and white
print data, last used network resource 104, etc.)

[0049] The network terminal 200 can use the client ap-
plication 390 to determine the most appropriate rankings
454 of all the potential resource IDs 452 that match the
resource request 220, based on a weighted ranking cal-
culation using the resource parameters 456 stored in the
user profile 450 and /or contained in the access request
450 itself (see figure 5a,b). For example, if the access
request 450 is for a printer 104 to process print data 221
for black and white (B&W) printing, the client application
390 determines that B&W would be one process param-
eter 456 to consider in determining a weighted ranking
of all resource IDs 452 (of printers 104) stored in the user
profile 450. The client application 390 would also consid-
er other resource parameter(s) 456 stored in the user
profile 450, such as frequency of network resource 104
usage, last network resource 104 used, etc, to come up
with the best matched (e.g. highest ranked) printer 104
for the access request 220. For example, if two printers
104 in the user profile 40 match B&W printers and are
potentially of equal ranking 454, the client application 390
could add increased weighting to the ranking 454 in view
of the resource parameter 456 of last B&W printer 104
used or increased weighting to the ranking 454 in view
of the parameter 456 of most frequent B&W printer 104
used in order to come up with the highest ranked printer
104.

[0050] The ranking 454 ofthe various resource IDs 452
of the user profile 450 is implemented by the client ap-
plication 390 in order to match the "best" available net-
work resource 104 to the access request 220 of the net-
work terminal 200, based on resource parameters 456
supplied in the access request 220 (e..g application data
221 type, user location 119, network 112 segment, etc.)
and/or contained in the user profile 450 (e.g. last network
resource 104 used, most frequent used, availability sta-
tus, resource location 309, authorization needed as per
public vs. private access, etc.). The ranking 454 deter-
mination can be implemented by the client application
390in order to choose between several network resource
104 options as listed in the user profile 450. As such, the
client application 390 can have many criteria (resource
parameters 456) to consider, as no particular network
resource 104 option may be perfect for a given resource
access request 220. Weighted ranking 454 can be a
method implemented by the client application 390 to help
decide between network resource 104 options of the user
profile 450 when there may be no obvious winner unless
resource parameters 456 are prioritized (e.g. weighted)
for a particular access request 220, in order to determine
the highest ranked network resource 104. Each network
resource 104 options of the user profile 450 can be
judged by the client application 390 using a number of
criteria (resource parameters 456); each criterion (re-
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source parameter 456) can be assigned a weight, or de-
gree of importance.

[0051] An overall score for each network resource 104
option of the user profile 450 is calculated by the client
application 390, and then the best (e.g. highest ranked
network resource 104) option(s) are displayed/presented
to the user via he user interface 204. In the event of a
refusal or rejection of a suggested network resource 104
by the user, then an alternative suggestion can be se-
lected as the suggested network resource 104 in de-
scending order of their overall score, as a replacement
for the previously rejected network resource 104 submit-
ted for display in the user interface 104 of the network
terminal 200.

[0052] As such, the client application 390 has a table
of weights 457 for each type of resource parameter 456,
to be used in calculating the highest ranking 454 network
resource 104 for the access request 220. For example,
weighted ranking can be implemented by the client ap-
plication 390 based on differential weighting 457 as-
signed to the criteria 456 (or categories), and the relative
weight457 of each criterion 456, used to rank the network
resources 104 of the user profile 450. The weighted scor-
ing method, also known as 'weighting and scoring’, is a
form of multi-attribute 456 or multicriterion 456 analysis.
It can involve identification of all the parameters 456 that
are relevant to the project (e.g. a black and white printer
type 456 may not be used for a colour access request);
the allocation of weights 457 to each of the parameters
456 to reflect their relative importance; and the allocation
of scores to each network resource 104 option/sugges-
tion to reflect how each network resource 104 performs
in relation to each attribute 456. The resulting calculation
is a single weighted score 454 for each network resource
104 suggestion, which can be used to indicate and com-
pare the overall performance of the network resource
104 to satisfy the access request 220. It is recognised
that the table of weights 457 can exist, only meaning that
the table of weights 457 could be something generated
every time based on the current environment, i.e. user
state used with the comparison of the user profile 450
and other parameters 456 to determine the suggested
network resource 104.

[0053] Anexample of ranking 454 determination by the
client application 390 is as follows. The client application
390 can assign assigns numeric values to individual re-
source IDs 452 based on various resource parameters
456 considered. For example, wanted is to suggest a
network resource 104 (e.g. printer) based on the re-
source parameters 456 of most frequent usage and net-
work 112 segment to which the network terminal is con-
nected, for example the network terminal 200 is connect-
ed to network 1 (preferred primary) and network 2 (pre-
ferred secondary) but not to network 3. We have three
network resources 104 which have been used the follow-
ing days in the most recent time period (e.g. month, day,
week, etc.): resource 1 used 10 times; resource 2 used
15 times; resource 3 used 20 times. Further, resource 1
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is available on network 1, resource 2 is available on net-
works 1 and 2 and resource 3 is available only on network
3 only. Weighting 457: 50% for frequency and 50% for
available on network 1 segment as a 2 value (represent-
ing primary designation) and available on network 2 as
a 1 value (representing secondary designation) provides
resource 1 score as .5(10)+.5(2) = 6.0, resource 2 score
as .5(15)+.5(1)= 8.0, and resource 3 score as 0.0 as it is
discounted entirely over and above the weighting calcu-
lation as not available on the network segment of the
network terminal 200. Therefore, resource 2 gets ranked
454 as the highest and therefore suggested (viaresource
response 220) as the network resource 104 to satisfy the
user’'s resource access request 220, even though it is
not on the designated primary network. This examples
shows how frequency of use can be used to drive a sug-
gested network resource dynamically based on user be-
haviour. If the user accepts the resource 2 suggestion,
then the client application 390 would update the usage
frequency, from 15 times to 16 times, as notified by the
client application 390 upon selection of resource option
460,461 from the user interface 204.

Communications Network 112

[0054] The network resource access system 100 uses
the communications network 112 to facilitate communi-
cation between the network terminals 200 (hosting the
resource client application 390), the network resources
104, the administration server 108, and the authorization
server 110 (hosting the resource service 458). Prefera-
bly, the communications network 112 can be a wide area
network such as the Internet, however the network 112
may also comprise one or more local area networks 112.
Further, the network 112 need not be a land-based net-
work, but instead may comprise a wireless network
and/or a hybrid of a land-based network and a wireless
network for enhanced communications flexibility. One
example is where the communications network 112 in-
cludes a local area network 112 segment (e.g. wired,
wireless, etc. on which the network terminal is registered,
communicates on) and a wide area network 112 segment
(e.g. the Internet on which the resource service 458 is
addressed) to which the local area network 112 is con-
nected to.

[0055] In this manner, the network terminal 200 can
access the network resources 104 on the local area net-
work 112 segment based on an access request 220 (and
response containing the suggested network resource
104 on the local area network 112) received by the re-
source service 458 accessible on the wide area network
112 segment. Alternatively, the network terminal 200 can
access network resources 104 on the local area network
112 segment, however, accesses network resources 104
on the wide area network 112 segment, based on an
access request 220 (and response containing the sug-
gested network resource 104 on the wide area network
112) received by the resource service 458 also accessi-
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ble on the wide area network 112 segment. Alternatively,
the network terminal 200 can be coupled to the wide area
network 112 segment, however, subsequently access
network resources 104 on the local area network 112
segment, based onan access request 220 (andresponse
containing the suggested network resource 104 on the
local area network 112) received by the resource service
458 also accessible on the wide area network 112 seg-
ment.

[0056] Alternatively, the network terminal 200 can ac-
cess the network resources 104 on the local area network
112 segment based on an access request 220 (and re-
sponse containing the suggested network resource 104
on the local area network 112) received by the resource
service 458 accessible on the local area network 112
segment. Alternatively, the network terminal 200 can ac-
cess network resources 104 on the local area network
112 segment, however, access network resources 104
on the wide area network 112 segment, based on an
access request 220 (and response containing the sug-
gested network resource 104 on the wide area network
112) received by the resource service 458 accessible on
the local area network 112 segment. Alternatively, the
network terminal 200 can be coupled to the wide area
network 112 segment, however, subsequently access
network resources 104 on the local area network 112
segment, based onan access request 220 (andresponse
containing the suggested network resource 104 on the
local area network 112) received by the resource service
458 accessible on the local area network 112 segment.
In these examples where the resource service 458 is
available on the local network 112 segment, it is recog-
nised that the resource registry 106 can be addressed
on the local area network 112 segmentin communication
with the resource service 458 also on the local area net-
work 112 segment and/or the resource registry 106 can
be addressed on the wide area network 112 segment in
communication with the resource service 458 on the local
area network 112 segment, as desired.

Network Terminal 200

[0057] Each network terminal 200 typically comprises
aland-based network-enabled personal computer. How-
ever, the invention is not limited for use with personal
computers. For instance, one or more of the network ter-
minals 200 may comprise a wireless communications de-
vice, such as awireless-enabled personal data assistant,
a tablet, or e-mail-enabled mobile telephone if the net-
work 112 is configured to facilitate wireless data commu-
nication. In addition, the invention is not limited to only
facilitating transmission of text data 221 as the applica-
tion data 221 (see Figure 6) as part of or subsequent to
the access request 220, but can be used to transmit im-
age data, audio data or multimedia data 221 in addition
or substitution of the text data 221, as desired. The net-
work terminal 200 is capable of supplying geographical
location information 119 of itself to the system 100 in the
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access communication 220 to request access to one or
more network resources 104. It is recognised that the
network resources 104 optionally can be specified by
name (e.g. pseudo name, resource ID 452, etc.) in the
access communication 220, along with the included ge-
ographical location information 119 as one of the re-
source parameters 456. It is recognised that the geo-
graphical location information 119 can specify a specific
location (e.g. a point position on a map) or a collection
of locations such as aregion (e.g. a street having multiple
buildings and therefore potential network resources, a
neighbourhood/city or other geographical area such as
a region having defined street boundaries and/or dis-
tance/radius from a specified map location), etc. As such,
the resource service 458 determines the bestranked 454
network resource 104 for the network terminal 200 based
on the contents of the user profile 450 stored in the re-
source registry 106.

[0058] In addition, the user may provide the adminis-
tration server 108 (or authorization server 110) with the
geographical coordinates 119 (see Figure 5b) of the user
to determine the user’s best ranked (e.g. nearest suitable
for the selected application data 221) network resources
104. The user may provide its geographical coordinates
through any suitable mechanism known to those skilled
in the art, including latitude/longitude co-ordinates, GPS,
and wireless triangulation. Other methods of obtaining
geographical coordinates may also includes Wi-Fibased
services, such as those offered by Skyhook Wireless.
[0059] Further, the location information 119 can be in
the form of geographical coordinate data, such as, for
example, Global Positioning System ("GPS") coordinate
data specifying latitude, longitude and elevation. In some
embodiments, the location information 119 may com-
prise the GPS satellite network and the location informa-
tion via a GPS transceiver for obtaining GPS coordinate
data. Other IP address-based location information or
services may also be used to provide additional location
data that may be used to confirm or verify location infor-
mation from other services or sources. The location in-
formation 119 may also be obtained based on wireless
site survey data obtained through a wireless network in-
terface card on the network terminal 200. Wireless site
survey data typically includes MAC addresses of other
nearby network interface cards, SSID-type information
thatidentifies nearby wireless base stations, and the sig-
nal power associated with each. The wireless site survey
data may then be submitted to a location service that can
then return GPS-type coordinate data. An example of a
location service based on this type of wireless data is
offered by Skyhook Wireless. If network terminal 200 in-
cludes a cellular modem for use with a mobile telephone
network, location information 119 may be obtained by
using multiple cell towers to perform multilateration, tri-
lateration or triangulation. Location information 119 may
also be provide by a hybrid approach using any combi-
nation of GPS, IP address-based service, wireless data
and cell tower location techniques. It is recognised that
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location information 119 is only one of the resource pa-
rameters 456 that can be used to determine rankings 454
by the resource service 458, in order to determine and
select the highest ranked 454 network resource 104 as-
sociated with the user profile 450.

[0060] As shown in FIG. 2, the network terminal 200
comprises a network interface 202, a user interface 204,
and a data processing system 206 in communication with
the network interface 202 and the user interface 204.
Typically, the network interface 202 comprises an Eth-
ernet network circuit card, however the network interface
202 may also comprise an RF antenna for wireless com-
munication over the communications network 112. Pref-
erably, the user interface 204 comprises a data entry
device 208 (such as keyboard, microphone or writing tab-
let), and a display device 210 (such as a CRT or LCD
display).

[0061] The data processing system 206 includes a
central processing unit (CPU) 208, and a non-volatile
memory storage device (DISC) 210 (such as a magnetic
disc memory or electronic memory) and a read/write
memory (RAM) 212 both in communication with the CPU
208. The DISC 210 includes data which, when loaded
into the RAM 212, comprise processor instructions for
the CPU 208 which define memory objects for allowing
the network terminal 200 to communicate with the net-
work resources 104 and the authorization server 110
over the communications network 112. The network ter-
minal 200, and the processor instructions for the CPU
208 will be discussed in greater detail below.

Network Resource 104

[0062] Typically, each network resource 104 can com-
prise a printing device, and in particular, an IPP-compli-
ant printer. However, the invention is not limited for use
with networked printers (IPP-compliant or otherwise), but
instead can be used to provide access to any of a variety
of data communication devices 104, including facsimile
machines, image servers and file servers. Further, the
invention is not limited for use with land-based data com-
munications devices, but instead can be used to provide
access to wireless communications devices. For in-
stance, the network resource access system 100 can be
configured to facilitate data communication with e-mail
pagers or e-mail enabled wireless telephones 200.

[0063] Itis expected that some of the network resourc-
es 104 may be located behind an enterprise firewall 115
(see Figure 5a). Accordingly, to facilitate communication
between network terminals 200 and firewall-protected
network resources 104, the network resource access
system 100 may also include a proxy server 114 located
logically outside the enterprise firewall 115, and a polling
server 116 located logically within the firewall 115, as
shown in FIG. 1. Preferably, the proxy server 114 is lo-
cated on-site at the enterprise responsible for adminis-
tering the network resource 104, is provided with a net-
work address corresponding to the enterprise, and in-
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cludes a queue or other memory storage device 224 (see
Figure 5a) for receiving application data 221. However,
the proxy server 114 may also be located off-site, and
may be integrated with the authorization server 110 if
desired. This latter option can be advantageous since it
allows system administrators to provide access to net-
work resources 104, but without having to incur the ex-
pense of the domain name registration and server infra-
structure.

[0064] In addition to the proxy server 114 and the poll-
ing server 116, the enterprise can include an enter-
prise/resource server 118 (e.g. a print server) to facilitate
communication with the network resources 104 located
behind the firewall 115 and the polling server 116. The
polling server 116 is in communication with the enterprise
server 118, and is configured to initiate periodic polling
messages to the proxy server 114 through the firewall
115 to determine whether application data 221 from or
otherwise associated with a network terminal 200 is wait-
ing in the memory 224 of the proxy server 114. The proxy
server 114 is configured to transmit any stored/queued
application data 221 to the polling server 116 in response
to the poll signal from the polling server 116. Upon receipt
of the stored application data 221 from the proxy server
114, the polling server 116 can transmit the application
data 221 to the enterprise server 118 for distribution to
the appropriate network resource 104, for example. As
will be apparent, this poll mechanism allows application
data 221 to be transmitted to network resources 104 lo-
cated behind a firewall 115, but without exposing the en-
terprise to the significant possibility of security breaches
associated with firewall 115 access ports that are always
open. In other words, the firewall 115 access ports are
opened based on when the polling operations are to oc-
cur and then are preferably closed again until the next
polling operation occurs. The polling communications are
examples of the network communications 220.

[0065] Itis recognised that the polling mechanism can
be used to provide the location information 309b via the
polling server 116 to the proxy server 114 for subsequent
communication 220 to the network terminal 200. In this
manner, the polling mechanism can be used to limit ac-
cess by the network terminal 200 to computer devices
(e.g. servers 116,118) and data located behind the fire-
wall 115. For example, the poll signal can be used to
determine if there is any request 220 for location infor-
mation 309b stored in the queue of the proxy server 114
and poll signal can be used to provide the requested lo-
cation information 309b by the polling server through the
firewall 115 to the proxy server 114, for subsequenttrans-
mission to the network terminal 200, via the communica-
tions network 112, that is external to the firewall 115. In
this manner, access to the location information 309b (by
the network terminal 200 and/or the servers 108,110)
can be controlled by the building computer services (i.e.
those computers and resources located behind the fire-
wall 115) that are associated with the requested network
resource 104 (i.e. accessible by the user of the network
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terminal 200). It is also recognised that the network ter-
minal 200 has a driver configured for facilitating data com-
munication between the network resource 104 and the
network terminal 200, once the network terminal 200 has
been provided access to the network resource 104 by
the system 100. As such, the location information 309b
can also be resident in the resource registry records
300,450 and therefore be communicated to the network
terminal 200 by the resource service 458, for example in
response communication 220. Also, the location infor-
mation 309b can be used as a resource parameter 456
used by the resource service 458 in determining respec-
tive rankings 454 of the various network resource 1Ds
452 in the user profile 450.

Resource Service 458

[0066] The use of the resource registry records
300,450 by the authorization server 110 provides an ad-
vantage to the user of the network terminal 200 of being
able to suggest the most relevant network resource 104
that matches the access request 220 and also user be-
haviour defined by the resource parameters 456 stored
in the user profile 450, rather than have the network ter-
minal 200 itself scan/discover the network 112 for avail-
able network resources 104. Further, the use of the user
profile 450 provides for the resource service 458 to sug-
gest matching network resources 104 (o the access re-
quest 220) based on resource parameters 456 and rank-
ings 454 contained in the user profile 450. For example,
when the user decides to submit application data 221 to
an available/suitable network resource 104, the clientap-
plication 390 would suggest different "best matching" net-
work resources 104 for different resource parameter 456
fact scenarios, based on the situation (e.g. particular net-
work segment connection such as work verses home
verses roaming scenario, type of application data 221
such as colour verses black and white print data, last
used network resource 104, etc.)

[0067] The authorization server 110 uses the resource
service 458 (see Figure 8) to determine the most appro-
priate rankings 454 of all the potential resource IDs 452
that match the resource request 220, based on a weight-
ed ranking calculation using the resource parameters
456 stored in the user profile 450 and /or contained in
the access request 450 itself (see figure 5a,b). For ex-
ample, if the access request 450 is for a printer 104 to
process printdata 221 for black and white (B&W) printing,
the resource service 458 determines that B&W would be
one process parameter 456 to consider in determining a
weighted ranking of all resource IDs 452 (of printers 104)
stored in the user profile 450. The resource service 456
would also consider other resource parameter(s) 456
stored in the user profile 450, such as frequency of net-
work resource 104 usage, last network resource 104
used, etc, to come up with the best matched (e.g. highest
ranked) printer 104 for the access request 220. For ex-
ample, if two printers 104 in the user profile 40 match
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B&W printers and are potentially of equal ranking 454,
the resource service 458 could add increased weighting
to the ranking 454 in view of the resource parameter 456
of last B&W printer 104 used or increased weighting to
the ranking 454 in view of the parameter 456 of most
frequent B&W printer 104 used in order to come up with
the highest ranked printer 104.

[0068] The ranking 454 of the various resource IDs 452
of the user profile 450 is implemented by the resource
service 458 in order to match the "best" available network
resource 104 to the access request 220 of the network
terminal 200, based on resource parameters 456 sup-
plied in the access request 220 (e..g application data 221
type, user location 119, network 112 segment, etc.)
and/or contained in the user profile 450 (e.g. last network
resource 104 used, most frequent used, availability sta-
tus, resource location 309, authorization needed as per
public vs. private access, etc.). the ranking 454 determi-
nation can be implemented by the resource service 458
in order to choose between several network resource
104 options as listed in the user profile 450. As such, the
resource service can have many criteria (resource pa-
rameters 456) to consider, as no particular network re-
source 104 option may be perfect for a given resource
access request 220. Weighted ranking 454 can be a
method implemented by the resource service 458 to help
decide between network resource 104 options of the user
profile 450 when there may be no obvious winner unless
resource parameters 456 are prioritized (e.g. weighted)
for a particular access request 220, in order to determine
the highest ranked network resource 104. Each network
resource 104 options of the user profile 450 can be
judged by the resource service 458 using a number of
criteria (resource parameters 456); each criterion (re-
source parameter 456) can be assigned a weight, or de-
gree of importance.

[0069] An overall score for each network resource 104
option of the user profile 450 is calculated by the resource
service 458, and then the best (e.g. highest ranked net-
work resource 104) option(s) are displayed/presented to
the uservia he userinterface 204. In the event of a refusal
or rejection of a suggested network resource 104 by the
user, as communicated to the resource service 458 via
the client application 390, then an alternative suggestion
can be selected as the suggested network resource 104
in descending order of their overall score, as a replace-
ment for the previously rejected network resource 104
submitted for display in the user interface 04 of the net-
work terminal 200.

[0070] As such, the resource service has a table of
weights 457 for each type of resource parameter 456, to
be used in calculating the highest ranking 454 network
resource 104 for the access request 220. For example,
weighted ranking can be implemented by the resource
service 458 based on differential weighting 457 assigned
to the criteria 456 (or categories), and the relative weight
457 of each criterion 456, used to rank the network re-
sources 104 of the user profile 450. The weighted scoring
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method, also known as 'weighting and scoring’, is a form
of multi-attribute 456 or multicriterion 456 analysis. It can
involve identification of all the parameters 456 that are
relevant to the project (e.g. a black and white printer type
456 may not be used for a colour access request); the
allocation of weights 457 to each of the parameters 456
to reflect their relative importance; and the allocation of
scores to each network resource 104 option/suggestion
to reflect how each network resource 104 performs in
relation to each attribute 456. The resulting calculation
is a single weighted score 454 for each network resource
104 suggestion, which can be used to indicate and com-
pare the overall performance of the network resource
104 to satisfy the access request 220. It is recognised
that the table of weights 457 can exist, only meaning that
the table of weights 457 could be something generated
every time based on the current environment, i.e. user
state used with the comparison of the user profile 450
and other parameters 456 to determine the suggested
network resource 104.

[0071] Anexample of ranking 454 determination by the
resource service 458 is as follows. The resource service
458 can assign assigns numeric values to individual re-
source IDs 452 based on various resource parameters
456 considered. For example, wanted is to suggest a
network resource 104 (e.g. printer) based on the re-
source parameters 456 of most frequent usage and net-
work 112 segment to which the network terminal is con-
nected, for example the network terminal 200 is connect-
ed to network 1 (preferred primary) and network 2 (pre-
ferred secondary) but not to network 3. We have three
network resources 104 which have been used the follow-
ing days in the most recent time period (e.g. month, day,
week, etc.): resource 1 used 10 times; resource 2 used
15 times; resource 3 used 20 times. Further, resource 1
is available on network 1, resource 2 is available on net-
works 1and 2 and resource 3 is available only on network
3 only. Weighting 457: 50% for frequency and 50% for
available on network 1 segment as a 2 value (represent-
ing primary designation) and available on network 2 as
a 1 value (representing secondary designation) provides
resource 1 score as .5(10)+.5(2) = 6.0, resource 2 score
as .5(15)+.5(1)= 8.0, and resource 3 score as 0.0 asitis
discounted entirely over and above the weighting calcu-
lation as not available on the network segment of the
network terminal 200. Therefore, resource 2 gets ranked
454 as the highest and therefore suggested (via resource
response 220) as the network resource 104 to satisfy the
user’s resource access request 220, even though it is
not on the designated primary network. This examples
shows how frequency of use can be used to drive a sug-
gested network resource dynamically based on user be-
haviour. If the user accepts the resource 2 suggestion,
then the resource service 458 would update the usage
frequency, from 15 times to 16 times, as notified by the
client application 390 upon selection of resource option
460,461 from the user interface 204.
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Resource Driver 400 configuration

[0072] The following is an example of optional driver
configuration of the network terminal 200 used to config-
ure the application data 221 for subsequent consump-
tion/processing by the target network resource 104. It is
also recognised that the network terminals 200 and the
corresponding network resources 104 could be precon-
figured with a generic driver to provide for preconfigured
transmission and consumption/processing of the appli-
cation data 221.

[0073] The example dynamically configurable driver
application will now be discussed in association with FIG.
2. As discussed above, the DISC 210 of the network ter-
minal 200 includes data which, when loaded into the RAM
212 of the network terminal 200, comprise processor in-
structions for the CPU 208. As shown, the downloaded
driver application data defines in the RAM 212 a memory
object comprising a driver application 400. The driver ap-
plication 400 includes a generic resource driver 402 and
a wrap-around resource driver layer 404. The generic
resource driver 402 allows the network terminal 200 to
communicate with a variety of different network resourc-
es 104, however the generic resource driver 402 typically
will not provide the network terminal 200 with access to
all the features and capabilities of any particular network
resource 104. If the network terminal 200 requires addi-
tional features notimplemented with the genericresource
driver 402, the appropriate resource driver may be down-
loaded from the driver database 116, as mentioned
above.

[0074] The wrap-around driver layer 404 includes an
application communication layer 406, a driver adminis-
trator layer 408, and a data transmitter layer 410. The
application communication layer 406 is in communication
with the resource driver 402 (generic or network resource
specific) and the application software installed on the net-
work terminal 200, and is configured to transmit user ap-
plication data between the application software and the
resource driver 402. The driver administrator layer 408
communicates with the resource registry 106 over the
communications network 112 to ensure that the driver
application 400 is properly configured for communication
with the selected network resource 104. The data trans-
mitter layer 410 is in communication with the resource
driver 402 and is configured to transmit the data output
from the resource driver 402 over the communications
network 112 to the selected network resource 104, via
the network interface 202, as accepted by the user from
the suggested options 460,462 provided by the resource
service 458.

[0075] Although the driver application 400 and its con-
stituent component layers are preferably implemented
as memory objects or a memory module in the RAM 212,
it will be apparent that the driver application 400 may
instead be implemented in electronic hardware, if de-
sired. Returning to FIG. 1, the registration database 124
of the resource registry 106 includes user records each
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uniquely associated with a user of a respective network
terminal 200 upon registration with the network resource
access system 100. Each userrecord identifies the name
the registered user's name, post office address and e-
mail address. In addition, each user record specifies a
unique password which the registered user specifies in
order to update the user’s user record, and to obtain ac-
cess to network resources 104 configured for "authorized
access". The user record may also include additional in-
formation specifying default options for the network re-
source access system 100. For instance, the user may
specify that the network resource access system 100
should provide the user with an acknowledgement e-mail
message when a message is successfully transmitted to
a selected network resource 104. The user may also
specify an archive period for which the network resource
access system 100 should archive the message trans-
mitted to the selected network resource 104. This latter
option is advantageous since it allows the user to easily
transmit the same message to multiple network resourc-
es 104 at different times, and to periodically review trans-
mission dates and times for each archive message.

Server 108,110 Operation

[0076] The administration server 108 is in communi-
cation with the resource database 120 and the registra-
tion database 124. The administration server 108 pro-
vides administrators of the network resources 104 with
access to the records of the resource database 120 to
allow the administrators/and or users of the network ter-
minals 200 to update the user profile 450 contents (e.g.
to input additional resource IDs 452, suggested rankings,
suggested resource parameters 456, suggested weight-
ing factors 457, etc.) The administration server 108 pro-
vides administrators of the network resources 104 with
access to the records of the resource database 120 to
allow the administrators/and or users of the network ter-
minals 200 to update the network address field 302, the
resource type field 304, the user access level field 306,
the resource information field 308, the pseudo-name field
310, the username/password field 312 and/or the driver
identifier field 314 of the resource record 300 for the as-
sociated network resource 104. As willbecome apparent,
this mechanism allows network administrators to
change, for example, the network address and/or the re-
strictions/permissions of the network resources 104 un-
der their control, or even the network resource 104 itself,
without having to notify each network terminal 200 of the
change. The administration server 108 also provides
controlled access to the registration database 124 so that
only the user of the network terminal 200 which estab-
lished the user record can update the user record.

[0077] Where the username/password field 312 has
been completed, the administration server 108 is config-
ured to block access to the resource record 300 until the
administrator provides the administration server 108 with
the correct username/password key. This feature allows
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the resource administrator to make adjustments, for ex-
ample, to pricing and page limit, in response to demand
for the network resources 104, and to make adjustments
to the restrictions/permissions set out in the user access
level field 306 and the resource information field 308 and
thereby thwart unauthorized access to the network re-
sources 104. Further, updates to the geographical infor-
mation 309 are also performed via the administration
server 108, in order to keep up-to-date the data 309a,b
associated with each network resource 104, as can be
utilized as one of the resource parameters 456 by the
resource service 458. For example, the resource service
458 can use the resource registry records 300 to populate
resource parameters 456 for resource IDs 452 listed in
the user profile 450 by the user, as desired. Alternatively,
the resource service 458 can interrogate/access the re-
source registry 106 records 300 for suitable resource pa-
rameters 456 for each of the listed resource Dls of in the
user profile 450 when the rankings 454 are calculated by
the resource service 458 (e.g. statically or dynamically).
[0078] The authorization server 110 can be in commu-
nication with the resource database 120 and the driver
database 122 for providing the network terminals 200
with the resource drivers 402 appropriate for the selected
network resources 104. Preferably, the authorization
server 110 is also configured to configure the driver ap-
plication 400 for communication with the selected/sug-
gested network resource 104, by transmitting the network
address of the selected network resource 110 to the data
transmitter layer 410 over a communications channel se-
cure from the user of the network terminal 200 so that
the network address of the network resource 104 is con-
cealed from the user of the network terminal 200. In the
case where the communications network 112 comprises
the Internet, preferably the secure communications
channel is established using the Secure Sockets Layer
("SSL") protocol.

[0079] Itis also recognised that the authorization serv-
er 110 can be used to provide the network terminal 200
with a list of available network resources 104 that are
accessible by the user of the network terminal 200 and
also are appropriate for consumption/processing of the
particular application data 221 as desired by the network
terminal 200 user (e.g. specific network resources 104
may provide certain desired processing features while
others may not). As discussed above, these suggested
network resources 104 are based on matches in view of
determined/calculated highest rankings 454 by the re-
source service 458. Examples of specific processing or
consumption features of the network resources 104 that
can be used as resource parameters 456 by the resource
service 458 can include features such as but not limited
to: colour, print quality, print resolution, viewing resolu-
tion, processing cost, location of the resource 104, etc.
Itis recognised that the list of network resources 104 can
be based on matching of the geographical location infor-
mation 119 of the network terminal 200 with the geo-
graphical information 309 of the network resource 104.
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Example matching can include an exact match of the
information 119,309, an inexact match of the information
119,309 (e.g. location 119 of each network resource 104
is within a predetermined and/or specified distance, ra-
dius of location 309), or a combination thereof, as is
deemed relevant in view of the weights 457 applied to
the ranking 454 calculation performed by the resource
service 458.

[0080] In addition to the network terminal 200, the net-
work resource 104, the resource registry 106, the admin-
istration server 108, the authorization server 110, and
the communications network 112, the network resource
access system 100 can also include optionally a trans-
action server 126 and an archive server 128a. The trans-
action server 126 is in communication with the authori-
zation server 110 for keeping track of each data transfer
between a network terminal 200 and a network resource
104. For each transmission, preferably the transaction
server 126 maintains a transmission record identifying
the network terminal 200 which originated the transmis-
sion, the network resource 104 which received the trans-
mission, and the date, time and byte size of the trans-
mission.

[0081] The archive server 128a is configured to retain
copies of the data transmitted, for a specified period. As
discussed above, the user of a network terminal 200
specifies the requisite archive period (if any) for the data
transmission, upon registration with the network re-
source access system 100. Preferably, the administra-
tion server 108 provides controlled access to the trans-
action server 126 and the archive server 128a so that
only the user of the network terminal 200 which originated
transmission of the data is allowed access to the trans-
mission record associated with the transmission.

Example Interaction between the Network Terminal 200
and the System 100

[0082] The process by which a user of a network ter-
minal 200 can communicate with a network resource 104
(as selected by the options 460,462 provided by the re-
source service 458) is now described by example with
reference to FIG. 4a,b. The following discussion presup-
poses that the user of the network terminal 200 has down-
loaded or otherwise has a suitable driver application 400
(e.g. from the administration server 108 over the com-
munications network 112). At step 500, the user of a net-
work terminal 200 decides whethertologin to the network
resource access system 100. As discussed above, if the
user registers with the network resource access system
100 and subsequently logs in to the network resource
access system 100 (by providing the authorization server
106 with the user’s assigned password), the user will
have access to any network resources 104 which have
"authorized access" as the user access level and which
have identified the registered user as a user authorized
to access the network resource 104. If the user does not
register or fails to log in to the network resource access
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system 100, the user will only have access to network
resources 104 which have established "public access"
as the user access level. Itis recognised that the author-
ized/public access can be used as a resource parameter
456 by the resource service 458.

[0083] At step 502, the user selects (via options
460,462) a network resource 104 by querying 220 the
service 458 for a network resource 104 to submit the
application data 221 to. Alternately, the user may post-
pone selection of a network resource 104 until initiation
of the transmission command. The network user query
may be based upon any desired criteria 456, including
print turn-around time and page size (where the target
network resource 104 is a printer), price, and geography
(e.g. desired degree of match between location informa-
tion 119,309), network segment, etc. For example, the
user may provide the service 458 with the geographical
coordinates 119 of the user to determine the user’s near-
est (i.e. desired degree of match between location infor-
mation 119,309) network resources 104 as one of the
resource parameters 456. The user can provide its geo-
graphical coordinates 119 through any suitable mecha-
nism known to those skilled in the art, including lati-
tude/longitude co-ordinates, GPS, and wireless triangu-
lation.

[0084] If the user requested an available network re-
source 104, the user is provided with a suggestion of
pseudo-name(s) (e.g. resource IDs 452) associated with
each network resource 104 satisfying the designated
search criteria 456. As discussed above, if the user
logged in to the network resource access system 100,
the pseudo-name suggestion can include both "public
access" network resources 104 and "authorized access"
network resources 104 with which the user has been au-
thorized to communicate. Also, if the user is member of
an enterprise having network resources 104 registered
with the network resource access system 100, the pseu-
do-name suggestion can also identify network re-
source(s) 104 which have been registered by the enter-
prise for "private access". Otherwise, the pseudo-name
suggestion can only identify network resource(s) 104 reg-
istered for public access. Upon receipt of the resource
list, the user selects a network resource 104 from the
option 460,462.

[0085] At step 504, the administration server 108 can
query the network user’s network terminal 200 for the
resource driver identifier of the resource driver 402 con-
figured on the network terminal 200, and then compares
the retrieved resource driver identifier against the re-
source driver identifier specified in the network driver
identifier field 314 of the resource record 300 associated
with the selected network resource 104 to determine
whether the driver application 400 has been configured
with the appropriate resource driver 402 for communica-
tion with the network resource 104. Ifthe network terminal
200 has not been configured with the appropriate re-
source driver 402, the administration server 108 prompts
the user’s network terminal 200 to download the neces-
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sary resource driver 402. As will be apparent, the down-
loaded resource driver 402 becomes part of the driver
application 400.

[0086] When the user of the network terminal 200 is
ready to communicate with the selected network re-
source 104, the user of the network terminal 200 trans-
mits a transmission request via its application software
to the driver application 400, at step 506. If the user did
not select (e.g. confirm suggestion via options 460,462)
a network resource 104 at step 502, the application com-
munication layer 406 of the driver application 400 can
contact the service 458 over the communications net-
work 112 and prompts the user to select a network re-
source 104, as described above. Once a network re-
source 104 is selected, and the appropriate resource
driver 402 is installed, the application communication lay-
er 406 notifies the driver administrator layer 408 of the
transmission request.

[0087] At step 508, the driver administrator layer 408
can provide the authorization server 110 with the trans-
mission request and identifies the selected network re-
source 104, by transmitting to the authorization server
110 the pseudo-name assigned to the selected network
resource 104. If the user of the network terminal 200 has
registered and logged in to the network resource access
system 100, the driver administrator layer 408 also pro-
vides the authorization server 110 with the registered us-
er's name.

[0088] The authorization server 110 then queries the
resource database 120 with the received pseudo-name
for the resource record 300 associated with the pseudo-
name, at step 510. The authorization server 110 then
extracts the user access level from the user access level
field 306 of the retrieved resource record 300, and de-
termines whether the network terminal 200 is authorized
to communicate with the selected network resource 104,
at step 512. As will be apparent from the foregoing dis-
cussion, ifthe user access level field 306 specifies "public
access" for the network resource 104, the network ter-
minal 200 will be automatically authorized to communi-
cate with the network resource 104.

[0089] However,ifthe useraccess levelfield 306 spec-
ifies "private access" for the network resource 104, the
authorization server 110 determines the network address
ofthe network terminal 200 from the transmission request
transmitted by the network terminal 200, and then queries
the user access level sub-field with the terminal’s network
address to determine whether the network terminal 200
is authorized to communicate with the network resource
104. In the case where the communications network 112
comprises the Internet, the authorization server 110 can
determine the network terminal’'s network address from
the IP packets received from the network terminal 200.
On the other hand, if the user access level field 306 spec-
ifies "authorized access" for the network resource 104,
the authorization server 110 can query the user access
level sub-field with the user’'s name to determine whether
the network terminal 200 is authorized to communicate
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with the network resource 104.

[0090] Ifthe query at step 512 reveals that the network
terminal 200 is not authorized to communicate with the
network resource 104, at step 514 the authorization serv-
er 110 provides the network terminal 200 with a notifica-
tion that the network terminal 200 is not authorized for
communication with the selected resource 104. Howev-
er, if the query at step 512 reveals that the network ter-
minal 200 is authorized to communicate with the network
resource 104, the authorization server 110 queries the
network address field 302 of the resource record 300
associated with the network resource 104 for the network
address of the network resource 104. The authorization
server 110 then establishes a secure communications
channel with the driver administrator layer 408, and then
transmits the network address to the driver administrator
layer 408 over the secure communications channel, at
step 516.

[0091] Also, ifthe user access level field 306 specifies
"authorized access" for the network resource 104, and
the network terminal 200 is authorized to communicate
with the network resource 104, the authorization server
110 queries the user access level sub-field for the au-
thorization password assigned to the network resource
104, and then transmits the authorization password to
the driver administrator layer 408 over the secure com-
munications channel, together with the network address.
Inthe case where the communications network 112 com-
prises the Internet, preferably the authorization server
110 establishes the secure communications channel us-
ing a Secure Sockets Layer ("SSL") protocol. Since the
network address and the authorization password are
transmitted over a secure communications channel, this
information is concealed from the user of the network
terminal 200. Itis recognised that the checking of author-
ized access for a particular network resource 104 can be
performed by the resource service 458 in advance of the
determination of the rankings 454 prior to selection of the
suggested network resource 104 submitted to the client
application 390 for presentation in options 460,462 via
the network terminal 200 user interface 204.

[0092] Preferably, the authorization server 110 can al-
so extract the resource driver identifier from the resource
identifier field 314 of the resource record 300, and deter-
mines whether the network terminal 200 is still properly
configured for communication with the network resource
14. If the network terminal 200 no longer has the correct
resource driver 402, the authorization server 110 queries
the driver database 122 for the correct resource driver
402, and prompts the user of the network terminal 200
to download the correct resource driver 402. This driver
configuration verification step may be performed concur-
rently or consecutively with the network address provid-
ing step described in the preceding paragraph.

[0093] In addition, the server 110 queries the registra-
tion database 124 to determine whether the user of the
network terminal 200 registered with the network re-
source access system 100. If the user registered with the
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network resource access system 100 and specified that
the archive server 128a should maintain archival copies
of data transmissions, the server 110 transmits the net-
work address of the archive server 128a to the driver
administrator layer 408. As a result, when the user of the
network terminal 200 issues a data transmission com-
mand, the driver application 400 will transmit the user
application data to the selected network resource 104
and to the archive server 128a.

[0094] Atstep 518, the application communication lay-
er 406 passes the application data received from the ap-
plication software to the resource driver 402 for transla-
tion into a format suitable for processing by the selected
network resource 104. Meanwhile, the driver administra-
tor layer 408 interrogates the network resource 104, us-
ing the received network address, to determine whether
the network resource 104 still resides at the specified
network address, is operational and is on-line.

[0095] Iftheinterrogated network resource 104 resides
at the specified network address, is operational and is
on-line. online, the resource driver 202 passes the trans-
lated application data to the data transmitter layer 410 of
the driver application 400. Preferably, the data transmit-
ter layer 410 compresses and encrypts the translated
application data upon receipt. The data transmitter layer
410 also receives the network address of the network
resource 104 from the driver administrator layer 408,
adds the network address data to the compressed, en-
crypted data, and then transmits the resulting data over
the communications network 112 to the network resource
104 at the specified network address, at step 520.
[0096] Preferably, the data transmitter layer 410 also
transmits details of the transmission to the transaction
server 126, such as the selected network resource 104
and the byte size of the transmission. Upon receipt of the
transmission details, preferably the administration server
108 queries the resource database 120 and the user reg-
istration database 124 for the e-mail address of the re-
source administrator and the e-mail address of the user
of the network terminal 200, if provided, and then trans-
mits an email message indicating completion of the trans-
mission.

[0097] If the user access level field 306 specifies "au-
thorized access" for the network resource 104, the data
transmitter layer 410 also receives the authorization
password for the network resource 104 from the driver
administrator layer 408, and transmits the authorization
password (as part of the compressed, encrypted data)
to the network resource 104.

[0098] Ifthe user access level field 306 specifies "pub-
lic access" for the network resource 104, preferably the
network resource 104 is accessible through alocal server
which serves to queue, decrypt and decompress the ap-
plication data, and extract the network address data, and
then transmit the decompressed application data to the
appropriate network resource 104. Alternately, the net-
work resource 104 itself may be configured for direct
communication over the communications network 112,
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such as an IPP-capable printer, so that the network re-
source 104 is able to process the application data directly.
[0099] If the user access level field 306 specifies "au-
thorized access" for the network resource 104, preferably
the network resource 104 is accessible through a local
server which serves to queue, decrypt and decompress
the application data, and extract the network address da-
ta and authorization password, and then transmit the ap-
plication data to the appropriate network resource 104 if
the received authorization password is valid.

[0100] If the user access level field 306 specifies "pri-
vate access" for the network resource 104, typically the
network resource 104 will be located behind a firewall.
Accordingly, the proxy server 114 associated with the
network resource 104 will receive the application data,
and transfer the application data to the proxy server
queue. The polling server 116 associated with the net-
work resource 104 will poll the proxy server 114 to de-
termine the status of the queue. Upon receipt of a polling
signal from the polling server 116, the proxy server 114
transmits any queued application data from the proxy
server queue, through the firewall, to the polling server
116. The polling server 116 then extracts the network
address fromthe received application data, and transmits
the application data to the appropriate server 118 or net-
work resource 104 for processing. Also, the polling sig-
nals can be used to provide the geographical information
309b to the network terminal 200 via the communications
network 112, e.g. directly by the proxy server 114 and/or
indirectly from the server 116,118 through the server
108,110 (and also through the proxy server 114 in the
case where the polling mechanism is used to securely
transmit the geographical information 309b through the
firewall 115).

[0101] It is also recognised that the network terminal
200 and/or the server 108,110 can communicate with the
servers 116,118 using network communications 220 in
a more traditional fashion, such that communication is
initiated between the network terminal 200 or the server
108,110 from outside of the firewall 115 using firewall
access ports that remain open for any synchronous or
asynchronous communications 220 being initiated and
received from computing devices (e.g. devices 200,
108,110) located on a communications network 112 lo-
cated external to the firewall 115 (i.e. located on a com-
munications network 112 having a lower level of trust that
the level of trust of the network(s) located behind/internal
to the firewall 115). In this manner, the signals would
originate from outside of the firewall 115 and be directed
through open access ports towards the server 116,118
(not shown).

[0102] As will be apparent from the foregoing discus-
sion, regardless of the user class defined for a network
resource 104, if a resource administrator relocates a net-
work resource 104 to another network address, and/or
changes the device type and/or restrictions/permissions
associated with the network resource 104, the resource
administrator need only update the resource record
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300,400 associated with the network resource 104 to
continue communication with the network resource 104.
Subsequently, when a user attempts communication with
the network resource 104 using the original pseudo-
name, the authorization server 110 will provide the ad-
ministrator layer 408 with the updated network address
of the network resource 104, or prompt the user to down-
load the appropriate resource driver 402, assuming that
the network terminal 200 is still authorized to communi-
cate with the network resource 104.

[0103] Further, if the user access level field 306 spec-
ifies "authorized access" for the network resource 104
and the resource administrator desires to change the
pseudo-name and authorization password associated
with the network resource 104, the resource administra-
tor need only update the pseudo-name and authorization
password provided on the resource record 300. Subse-
quently, when a user of a network terminal 200 initiates
communication with the network resource 104 using the
original pseudo-name, the authorization server 110
scans the resource records 300,400 for occurrences of
the original pseudo-name. After locating the appropriate
resource record 300, 400 the authorization server 110
provides the driver administrator layer 408 with the up-
dated pseudo-name and authorization password of the
network resource 104, provided that the network terminal
200 is still authorized to communicate with the network
resource 104. A network terminal 200 which is not au-
thorized to communicate with the network resource 104
will not receive the updated pseudo-name and authori-
zation password from the authorization server 110 and,
consequently, will not be able to communicate with the
network resource 104, even if the user of the network
terminal 200 knew the network address for the network
resource 104.

Further Example Configurations Of The Network Re-
source Control System 100

[0104] Referring to Figure 5a, shown is the network
resource control system 100 including a plurality of net-
work terminals 200 in communication with a plurality of
network resources 104 via one or more proxy servers
114 (only one is shown for convenience) through a com-
munications network 112 and/or authorization server
110. It is recognised that the communications network
112 can be an intranet, an extranet (e.g. the Internet), a
combination of intranet(s) and extranet(s), or any other
combination of networks configured for providing elec-
tronic communications 220 between the network terminal
200 and the proxy server 114 and between the proxy
server 114 and the polling server 116. For example, the
network terminal 200 can reside on an intranet 112 con-
nected to an extranet 112 for communication with the
proxy server 114. The proxy server 114 can communi-
cate with the polling server 116 also via the extranet 112
and/or via an intranet 112. For example, the proxy server
114 and polling server 116 can be configured on the same
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computer or can be configured on different computers,
as hardware, software, or acombination thereof. The fire-
wall 115 can be hardware, software, or combination
thereof positioned between the proxy server 114 and the
polling server 116. Although the following discussion is
an example of communication through the firewall 115,
it is also recognised that the network terminals 200 can
use the system 100 to communicate with network re-
sources 104 not through afirewall 115 and therefore may
(or may not) be accessed in conjunction with the proxy
server 114. For example, the network resource 104 may
not be protected by a firewall 115 even though the net-
work terminal 00 and the network resource 104 are on
different net work 112 segments (e.g. one on protected
and one on unprotected). Alternatively, the network re-
source 104 and the network terminal 200 could both be
on a network 112 segment (e.g. the same protected or
unprotected) behind a common firewall 115. Alternative-
ly, the network resource 104 and the network terminal
200 could both be on a network 112 segment (e.g. the
same protected or unprotected) in front of a common
firewall 115. As such, the network terminal 200 can be
configured, for example by the client application 390, to
communicate 220 over the network 112 with the resource
service 458 (e.g. hosted on the authorization server 110),
with the suggested network resource 104 via a proxy
server 114 (e.g. sending the application data 221 to an
address of the proxy server 114 on the network 112),
with the suggested network resource 104 (e.g. sending
the application data 221 to an address of the network
resource 104 on the network 112), and/or to a resource
server 118 (e.g. sending the application data 221 to an
address of the resource server 118 on the network 112).

Firewall 115

[0105] In network 112 communication pathways in-
volving a firewall, the firewall 115 can be defined as a
dedicated appliance, and/or software running on a com-
puter, which inspects network traffic 220 passing through
it, and denies or permits passage of the network com-
munications 220 based on a set of rules/criteria. For ex-
ample, the firewall 115 can be associated with the com-
puter configured for the polling server 116 or can be as-
sociated with the computer configured for both the polling
server 116 and the proxy server 114. In terms of the net-
work system 100, the firewall 115 is placed between a
protected network 112 and an unprotected (or protected
to a lesser degree than the protected network) network
112 and acts like a gate to protect assets to provide that
nothing/limited private goes out and nothing/limited ma-
licious comes in. Access and passage of communica-
tions 220 through the firewall 115 can be performed via
a number of access ports in the firewall 115 as is known
in the art. Accordingly, the firewall 115 is configured to
block unauthorized access to the polling server 116 and
downstream components of resource server 118 and/or
network resource(s) 104 associated with the polling serv-
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er 116, while permitting authorized communications 220
as initiated from the polling server 116 to the proxy server
114 from inside of the firewall 115 (i.e. polling initiated
by the polling server 116 in the direction of from the pro-
tected network 112 to the unprotected network 112). It
is recognised that the firewall 115 is a network entity (i.e.
a configured device or set of devices) which permits or
denies access to the polling server 116 by computer ap-
plications/servers located outside of the firewall 115,
based upon a set of rules and other network protection
criteria. It is recognised that all messages and commu-
nications 220 entering or leaving the polling server 116
pass through the firewall 115, which examines each mes-
sage and communications 220 and blocks those that do
not meet the specified security criteria of the firewall 115
configuration.

[0106] In view of the above, the firewall's 115 basic
task is to regulate some of the flow of traffic 220 between
computer networks 112 having different trust levels (e.g.
the proxy server 114 is on a network 112 of a lower trust
level than the network 112 that the polling server 116 is
on). Typical examples are the Internet 112 which is a
zone with no trust and an internal network 112 which is
a zone of higher trust. A zone with an intermediate trust
level, situated between the Internet 112 and a trusted
internal network 112, can be referred to as a "perimeter
network" 112 or Demilitarized zone (DMZ). Accordingly,
an unprotected network 112 may have some protection
(i.e. a specified level of trust) or no protection (i.e. no
level of trust) that is lower protection (i.e. alower specified
level of trust) than the specified level of trust of the pro-
tected network 112.

[0107] There are several types of firewall 115 tech-
niques, such as but not limited to: packet filtering that
inspects each packet 220 passing through the network
112 and accepts or rejects it based on user-defined rules
associated with the firewall 115 configuration; application
gateway that applies security mechanisms to specific ap-
plications, such as FTP and Telnet servers; circuit-level
gateway that applies security mechanisms when a TCP
or UDP connection for the communications 220 is estab-
lished, such that once the connection has been made,
the packets 220 can flow between the servers 114,116
without further checking; and Proxy server based that
intercepts all messages 220 entering and leaving the net-
work 112, such thatthe proxy server 114 effectively hides
the true network addresses of the polling server 116
and/or the print server 118 and network resources 104.

Proxy server 114

[0108] The electronic communications 220 forwarded
to the proxy server 114 (e.g. from the network terminal
200) can include network resource data 221 for con-
sumption (i.e. processing) by the network resource 104
in relation to the stored network resource data 221 avail-
able in a storage 224 (e.g. queue, buffer, etc.) or that
network resource data 221 already sent to the network

10

15

20

25

30

35

40

45

50

55

21

resource 104 (or intervening network resource server
118) from the polling server 116. It is also recognised
that the polling server 116 can contain a storage 225 for
storing network resource data 221 obtained from the
proxy server 114.

[0109] The storage 224,225 can be configured as
keeping the stored electronic communications 220 in or-
der and the principal (or only) operations on the stored
electronic communications 220 are the addition of the
stored electronic communications 220 and removal of
the stored electronic communications 220 from the stor-
age 224,225 (e.g. FIFO, FIAO, etc.). For example, the
storage 224,225 can be a linear data structure for con-
taining and subsequent accessing of the stored electron-
ic communications 220 and/or can be a non-linear data
structure for containing and subsequent accessing of the
stored electronic communications 220.

[0110] Further, the storage 224,225 receives various
entities such as data 221 that are stored and held to be
processed later. In these contexts, the storage 224,225
can perform the function of a buffer, which is a region of
memory used to temporarily hold data 221 while itis being
moved from one place to another (i.e. between the net-
work terminal 200 to the network resource 104). Typical-
ly, the data 221 is stored in the memory when moving
the data 221 between processes within/between one or
more computers. It is recognised that the storage 221
can be implemented in hardware, software, or a combi-
nation thereof. The storage 224,225 is used in the net-
work system 100 when there is a difference between the
rate/time at which data 221 is received (e.g. from the
network terminal 200) and the rate/time at which the data
221 can be processed (e.g. ultimately by the network
resource 104).

[0111] In terms of a server, it is recognised that the
proxy server 114 (as well as the polling server 116, re-
source server 118, administration server 108 and/or au-
thorization server 110) can be configured as hardware,
software, or typically a combination of both hardware and
software to provide a network 112 entity that operates
as a socket listener. It is recognised that any computer-
ised process that shares a resource (e.g. data 221) to
one or more client processes can be classified as a server
in the network system 100. The term server can also be
generalized to describe a host that is deployed to execute
one or more such programs, such that the host can be
one or more configured computers that link other com-
puters or electronic devices together via the network 112.
The servers 114,116,118, 108, 110 can provide special-
ized services across the network 112, for example to pri-
vate users inside a large organization or to public users
via the Internet 112. In the network system 100, the serv-
ers can have dedicated functionality such as proxy serv-
ers, print/resource servers, and polling servers. Enter-
prise servers are servers that are used in a business
contextand can be run on/by any capable computer hard-
ware. In the hardware sense, the word server typically
designates computer models intended for running soft-
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ware applications under the heavy demand of a network
112 environment. In this client-server configuration one
or more machines, either a computer or a computer ap-
pliance, share information with each other with one acting
as a host for the other. While nearly any personal com-
puter is capable of acting as a network server, a dedicat-
ed server will contain features making it more suitable
for production environments. These features may include
afaster CPU, increased high-performance RAM, and typ-
ically more than one large hard drive. More obvious dis-
tinctions include marked redundancy in power supplies,
network connections, and even the servers themselves.

Polling Server 116

[0112] Referring again to Figure 5a, the polling server
116 provides the communication through the firewall 115
for facilitating communication of any data 221 in the stor-
age 224 of the polling server 114 towards the network
resources 104 and/or resource server 118. It is recog-
nised that the polling server 116 polls the proxy server
114 for any data 221 applicable to the polling server 116
(e.g.those data 221 communications associated with the
server 118 and/or network resources 104 associated with
the respective polling server 116).

[0113] Referring to Figure 7, in effect, the transfer of
resource data 221 from the network terminal 200 to the
network resource 104 is done in stages over the com-
munication network 112. One stage 280 is to transmit
the network resource data 104 from the network terminal
200 to the proxy server 114, for subsequent delivery to
the appropriate network resource 104 selected/con-
firmed by the network terminal 200 as the ultimate des-
tination for processing/consumption (e.g. printing, view-
ing, etc. of the resource data 221). Another stage 282 is
receipt of the network resource data 221 by the proxy
server 114 and storage of the received resource data
221inthe storage 224. Another stage 284 is for the polling
server 116 to submit a poll message 127 initiated from
inside of the firewall 115 through an opened port in the
firewall 115 to the proxy server 114 requesting the avail-
ability/presence in the storage 224 of any resource data
221 directed to any of the network resources 104 asso-
ciated with the polling server 116.

[0114] Another stage 286 is for the proxy server 114
to identify in the storage 224 any appropriate resource
data 221 suitable in response to the poll message 127
and to send the suitable resource data 221 to the polling
server 116 in a response message 129 to the poll mes-
sage 127. Otherwise, in the absence of suitable resource
data 221 present in the storage 224 upon receipt of the
poll message 127, the proxy server 114 could send a null
response 129 indicating that no suitable resource data
221 is present for the polling server 116. At stage 288,
the polling server 116 sends directly any resource data
221 (received from the proxy server 114) to the appro-
priate network resource 104 specified as a target of the
network resource data 221 for consumption/processing.
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Alternatively, at stage 288, the polling server 116 sends
indirectly via the resource server 118 any resource data
221 (received from the proxy server 114) to the appro-
priate network resource 104 specified as a target of the
network resource data 221 for consumption/processing.
[0115] Inthe above transmission stage 286 of the net-
work resource data 221 to the polling server 116, the
subsequent stage transmission 288 to the network re-
source 104 occurs as a result of the poll message 127
submitted to the proxy server 114. This procedure of stag-
es 280,282,284,286,288 for getting the network resource
data 221 from the network terminal 200 to the network
resource 104 can be referred to as stage polling. An ex-
ample of the recipient of the network resource data 221
being different from the user of the network terminal 200
is where a user of the network terminal 200 is located
remotely from the recipient user and the network re-
source 104, such that the recipient user is local to the
network resource 104 and has physical access to the
network resource 104. One example of this is where an
assistant sends via their computer 200 an email 221 to
their boss staying at a hotel for subsequent pickup once
printed off at the hotel printer 104.

Example Operation of the System 100

[0116] Referring to Figure 10 and Figures 5a,b, pro-
viding access of a user to the network resources 104
over the communications network 112 can include the
step 602 of receiving by the resource service 458 (e.g.
from the client application 390) the access query 220
from the network terminal 200 identifying the user and
associated with submission of application data 221 for
processing by a network resource of the network resourc-
es 104. At step 604, the resource service 458 accesses
the resource registry 106 including stored resource
records 300 associated with each of the network resourc-
es 104 and a stored user profile 450 containing a list of
network resources 104 such that the network resources
104 have a ranking 454 relative to each other based at
least in part on user behaviour with respect to usage of
each of the network resources 104, the user profile 450
associated with the user such that the list of network re-
sources 104 contains the network resources 104 previ-
ously accessed by the user. At step 606, the resource
service 458 can access the user profile 450 to identify a
suggested network resource 104 from the list in view of
the relative ranking 454 (e.g. the highest ranked network
resource 104 of the list), and at step 608 send identifica-
tion 452 of the suggested network resource 104 to the
network terminal 200 in response to the access query
220.

[0117] Additionaloptional steps caninclude atstep610
dynamically determining the ranking 454 of each of the
network resources 104 based on a plurality of resource
parameters 456 associated with at least one of the ap-
plication data 221, the user, or an operational character-
istic (e..g printer type, paper type, cost of usage, location
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of resource, etc.) of one or more of the network resources
104. Itis recognised that the ranking 454 can be a weight-
ed combination of the plurality of resource parameters
456 based on a weight 457 assigned to each of the re-
source parameters 456. The weight 457 can be stored
in the user profile 450 (e.g. on the authorization server
110, the network terminal 200, the resource registry 106,
etc.) or otherwise in the operating instructions of the re-
source service 458. The resource parameter 456 of the
plurality of resource parameters 456 used by the re-
source service 458 in dynamic ranking determination can
be a frequency of historical usage of each of the network
resources 104 by the user. The frequency of usage for
each of the network resources 104 can be stored in the
user profile 450.

[0118] Another optional step 612 is updating the fre-
quency of usage of the suggested network resource 104
when the suggested network resource 104 is selected
by the user (e.g. via options 460,462). It is recognised
that the access query 220 can be received from the client
application 390 of the network service 458 over the com-
munications network 112. As discussed above, the fur-
ther resource parameters 456 of the plurality of resource
parameters 456 considered by the resource service 458
in determining ranking 454 can be geographical coordi-
nates 109 based on a physical location of the network
terminal. A further resource parameter 456 considered
can be network 112 segment coordinates based on a
network location of the network terminal 200. As dis-
cussed, the network resources 104 in the user profile 450
can include one or more printers. As well, the network
resources 104 can include any of a facsimile machine,
an image server, a file server or a scanner.

General Server 108,110,114,116,118 Configuration Ex-
amples

[0119] Inview ofthe above descriptions of storage (e.g.
storage 210,224,225) for the servers
108,110,114,116,118, the storage can be configured as
keeping the stored data (e.g. data 221 and related reg-
istry 106 data- records 300,400) in order and the principal
(or only) operations on the stored data are the addition
of and removal of the stored data from the storage (e.g.
FIFO, FIAO, etc.). For example, the storage can be a
linear data structure for containing and subsequent ac-
cessing of the stored data and/or can be a non-linear
data structure for containing and subsequent accessing
of the stored data.

[0120] Further, the storage receives various entities
such as data that are stored and held to be processed
later. In these contexts, the storage can perform the func-
tion of a buffer, which is a region of memory used to
temporarily hold data while it is being moved from one
place to another (i.e. between the servers 114,116 to-
wards the network device 104). Typically, the data is
stored in the memory when moving the data between
processes within/between one or more computers. It is

10

15

20

25

30

35

40

45

50

55

23

recognised that the storage can be implemented in hard-
ware, software, or a combination thereof. The storage is
usedin the network system 100 when there is a difference
between the rate/time at which data is received and the
rate/time at which the data can be processed (e.g. ulti-
mately by the network resource server 114,116 and/or
device 104).

[0121] Further, it will be understood by a person skilled
in the art that the memory/storage described herein is
the place where data can be held in an electromagnetic
or optical form for access by the computer proces-
sors/modules. There can be two general usages: first,
memory is frequently used to mean the devices and data
connected to the computer through input/output opera-
tions such as hard disk and tape systems and otherforms
of storage not including computer memory and other in-
computer storage. Second, in a more formal usage,
memory/ storage has been divided into: (1) primary stor-
age, which holds data in memory (sometimes called ran-
dom access memory or RAM) and other "built-in" devices
such as the processor’s L1 cache, and (2) secondary
storage, which holds data on hard disks, tapes, and other
devices requiring input/output operations. Primary stor-
age can be faster to access than secondary storage be-
cause of the proximity of the storage to the processor or
because of the nature of the storage devices. On the
other hand, secondary storage can hold much more data
than primary storage. In addition to RAM, primary storage
includes read-only memory (ROM) and L1 and L2 cache
memory. In addition to hard disks, secondary storage
includes a range of device types and technologies, in-
cluding diskettes, Zip drives, redundant array of inde-
pendent disks (RAID) systems, and holographic storage.
Devices that hold storage are collectively known as stor-
age media.

[0122] A database is one embodiment of memory as
a collection of information that is organized so that it can
easily be accessed, managed, and updated. In one view,
databases can be classified according to types of con-
tent: bibliographic, full-text, numeric, andimages. In com-
puting, databases are sometimes classified according to
their organizational approach. The most prevalent ap-
proach is the relational database, a tabular database in
which data is defined so that it can be reorganized and
accessed in a number of different ways. A distributed
database is one that can be dispersed or replicated
among different points in a network. An object-oriented
programming database is one that is congruent with the
data defined in object classes and subclasses. As such,
the user profile 450 can also be distributed or on different
locations taking into account distributed storage. Com-
puter databases typically contain aggregations of data
records or files, such as sales transactions, product cat-
alogs and inventories, and customer profiles. Typically,
a database manager provides users the capabilities of
controlling read/write access, specifying report genera-
tion, and analyzing usage. Databases and database
managers are prevalentin large mainframe systems, but
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are also present in smaller distributed workstation and
mid-range systems such as the AS/400 and on personal
computers. SQL (Structured Query Language) is a stand-
ard language for making interactive queries from and up-
dating a database such as IBM’s DB2, Microsoft's Ac-
cess, and database products from Oracle, Sybase, and
Computer Associates.

[0123] Memory/storage canalsobe defined as an elec-
tronic holding place for instructions and data that the com-
puter's microprocessor can reach quickly. When the
computer is in normal operation, its memory usually con-
tains the main parts of the operating system and some
or all of the application programs and related data that
are being used. Memory is often used as a shorter syn-
onym for random access memory (RAM). This kind of
memory is located on one or more microchips that are
physically close to the microprocessor in the computer.
[0124] In terms of a server, it is recognised that the
server 108,110,114,116,118 can be configured as hard-
ware, software, or typically a combination of both hard-
ware and software to provide a network entity that oper-
ates as a socket listener. It is recognised that any com-
puterised process that shares a resource (e.g. data) to
oneormore client processes can be classified as aserver
in the network system 100. The term server can also be
generalized to describe a host thatis deployed to execute
one or more such programs, such that the host can be
one or more configured computers that link other com-
puters or electronic devices together via the network 112.
The servers 108,110,114,116,118 can provide special-
ized services across the network 112, for example to pri-
vate users inside a large organization or to public users
via the Internet 112. In the network system 100, the serv-
ers can have dedicated functionality and/or can share
functionality as described. Enterprise servers are servers
that are used in a business context and can be run on/by
any capable computer hardware. In the hardware sense,
the word server typically designates computer models
intended for running software applications under the
heavy demand of a network 112 environment. In this cli-
ent-server configuration one or more machines, either a
computer or a computer appliance, share information
with each other with one acting as a host for the other.
While nearly any personal computer is capable of acting
as a network server, a dedicated server will contain fea-
tures making it more suitable for production environ-
ments. These features may include a faster CPU, in-
creased high-performance RAM, and typically more than
one large hard drive. More obvious distinctions include
marked redundancy in power supplies, network connec-
tions, and even the servers themselves.

Examples of Server 108,110,114,116, 118 System

[0125] Referring to Figure 9, a computing device 101
ofthe server108,110,114,116, 118 caninclude a network
connection interface 202, such as a network interface
card oramodem, coupled via connection 418 to a device
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infrastructure 206. The connection interface 202 is con-
nectable during operation of the devices to the network
112 (e.g. an intranet and/or an extranet such as the In-
ternet), which enables the devices to communicate with
each other (e.g. that of servers 114,116 with respect to
one another and the devices 104) as appropriate. The
network 112 can support the communication of the data
221 and communications 220, and the related content.
[0126] Referring again to Figure 9, the device 101 can
also have a user interface 204, coupled to the device
infrastructure 206 by connection 422, to interact with a
user (e.g. server administrator - not shown). The user
interface 204 can include one or more user input devices
such as but not limited to a QWERTY keyboard, a key-
pad, a stylus, a mouse, a microphone and the user output
device such as an LCD screen display and/or a speaker.
If the screen is touch sensitive, then the display can also
be used as the user input device as controlled by the
device infrastructure 206.

[0127] Referring again to Figure 9, operation of the de-
vice 101 is facilitated by the device infrastructure 206.
The device infrastructure 206 includes one or more com-
puter processors 208 and can include an associated
memory (e.g. a random access memory 224,225). The
computer processor 208 facilitates performance of the
device 101 configured for the intended task (e.g. of the
respective module(s) of the server 114,116) through op-
eration of the network interface 202, the user interface
204 and other application programs/hardware of the de-
vice 101 by executing task related instructions. These
task related instructions can be provided by an operating
system, and/or software applications located in the mem-
ory, and/or by operability that is configured into the elec-
tronic/digital circuitry of the processor(s) 208 designed
to perform the specific task(s). Further, it is recognized
that the device infrastructure 206 can include a computer
readable storage medium 412 coupled to the processor
208 for providing instructions to the processor 208 and/or
to load/update the instructions. The computer readable
medium 412 can include hardware and/or software such
as, by way of example only, magnetic disks, magnetic
tape, optically readable medium such as CD/DVD
ROMS, and memory cards. In each case, the computer
readable medium 412 may take the form of a small disk,
floppy diskette, cassette, hard disk drive, solid-state
memory card, or RAM provided in the memory module
412. It should be noted that the above listed example
computer readable mediums 412 can be used either
alone or in combination.

[0128] Further, it is recognized that the computing de-
vice 101 can include the executable applications com-
prising code or machine readable instructions for imple-
menting predetermined functions/operations including
those of an operating system and the server 114,116
modules, for example. The processor 208 as used herein
is a configured device and/or set of machine-readable
instructions for performing operations as described by
example above. As used herein, the processor 208 may
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comprise any one or combination of, hardware, firmware,
and/or software. The processor 208 acts upon informa-
tion by manipulating, analyzing, modifying, converting or
transmitting information for use by an executable proce-
dure or an information device, and/or by routing the in-
formation with respect to an output device. The processor
408 may use or comprise the capabilities of a controller
or microprocessor, for example. Accordingly, any of the
functionality of the server 114,116 (e.g. modules) may
be implemented in hardware, software or a combination
of both. Accordingly, the use of a processor 408 as a
device and/or as a set of machine-readable instructions
is hereafter referred to generically as a processor/module
for sake of simplicity. Further, it is recognised that the
server 114,116 can include one or more of the computing
devices 101 (comprising hardware and/or software) for
implementing the modules, as desired.

[0129] It will be understood in view of the above that
the computing devices 101 of the servers 114,116 may
be, although depicted as a single computer system, may
be implemented as a network of computer processors,
as desired.

Claims

1. A network resource access system for providing ac-
cess by a user to network resources over a commu-
nications network, the system comprising:

a resource registry including stored resource
records associated with each of the network re-
sources and a user profile containing a list of
network resources such that the network re-
sources have a ranking relative to each other
based at least in part on user behaviour with
respect to usage of each of the network resourc-
es, the user profile associated with the user such
that the list of network resources contains the
network resources previously accessed by the
user; and

aresource service forreceiving an access query
from a network terminal identifying the user and
associated with submission of application data
for processing by a selected network resource
from the list, the resource service further config-
ured for accessing the user profile to identify a
suggested network resource from the list in view
of the relative ranking and for sending identifi-
cation of the suggested network resource to the
network terminal in response to the access que-

ry.

2. Thesystem of claim 1, wherein the resource service
is further configured to dynamically determine the
ranking of each of the network resources based on
a plurality of resource parameters associated with
at least one of the application data, the user, or an
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operational characteristic of one or more of the net-
work resources.

3. The system of claim 1, wherein the ranking is a
weighted combination of the plurality of resource pa-
rameters based on a weight assigned to each of the
resource parameters.

4. The system of claim 3, wherein the weight is stored
in the user profile.

5. Thesystemofclaim 2, wherein aresource parameter
of the plurality of resource parameters is a frequency
of usage of each of the network resources by the
user.

6. The system of claim 5, wherein the frequency of us-
age for each of the network resources is stored in
the user profile.

7. The system of claim 5, further comprising the re-
source service configured for updating the frequency
of usage of the suggested network resource when
selected by the user.

8. The system of claim 1, wherein the access query is
received from a client application of the network serv-
ice over the communications network.

9. The system of claim 5, wherein a further resource
parameter of the plurality of resource parameters is
geographical coordinates based on a physical loca-
tion of the network terminal.

10. The system of claim 5, wherein a further resource
parameter of the plurality of resource parameters is
network segment coordinates based on a network
location of the network terminal.

11. A method for providing access of a user to network
resources over a communications network, the
method comprising:

receiving an access query from a network ter-
minal associated with the user and associated
with submission of application data for process-
ing by a network resource of the network re-
sources;

accessing a resource registry including stored
resource records associated with each of the
network resources and a stored user profile con-
taining a list of network resources such that the
network resources have a ranking relative to
each other based at least in part on user behav-
iour with respect to usage of each of the network
resources, the user profile associated with the
user such that the list of network resources con-
tains the network resources previously ac-
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cessed by the user;

accessing the user profile to identify a suggested
network resource from the list in view of the rel-
ative ranking; and

sending identification of the suggested network
resource to the network terminal in response to
the access query.

The method of claim 11, further comprising the step
of dynamically determining the ranking of each of
the network resources based on a plurality of re-
source parameters associated with at least one of
the application data, the user, or an operational char-
acteristic of one or more of the network resources.

The method of claim 11, wherein the ranking is a
weighted combination of the plurality of resource pa-
rameters based on a weight assigned to each of the
resource parameters.

The method of claim 11, wherein the access query
is received from a client application of the network
service over the communications network.

The method of claim 12, wherein a further resource
parameter of the plurality of resource parameters is
geographical coordinates based on a physical loca-
tion of the network terminal.

The method of claim 12, wherein a further resource
parameter of the plurality of resource parameters is
network segment coordinates based on a network
location of the network terminal.

A network resource access system for providing ac-
cess by a user to network resources over a commu-
nications network, the system comprising:

a resource registry including stored resource
records associated with each of the network re-
sources;

a stored user profile accessible to a resource
application on the network terminal, the user
profile containing a list of network resources
such that the network resources have a ranking
relative to each other based at least in part on
user behaviour with respect to usage of each of
the network resources, the user profile associ-
ated with the user such that the list of network
resources contains the network resources pre-
viously accessed by the user; and

the resource application on a network terminal
for processing an access query of the network
terminal associated with the user and associat-
ed with submission of application data for
processing by a selected network resource from
the list, the resource application further config-
ured for accessing the user profile to identify a
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suggested network resource from the listin view
of the relative ranking and for sending identifi-
cation of the suggested network resource to a
user interface of the network terminal.
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