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ware device to a main domain, and the main domain con-
trols whether or not the 10 request accesses the hard-
ware device according to a resource needed to perform
the 10 request.
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Description

[0001] This application claims the benefit of Korean
Application No. 2008-0076820, filed August6, 2008 , and
No. 2009-0044971, filed May 22, 2009 , in the Korean
Intellectual Property Office, the disclosure of which is in-
corporated herein by reference.

[0002] One or more embodiments of the present in-
vention relate to a virtualization apparatus and a method
for controlling the same, and more particularly, to a vir-
tualization apparatus that controls access of input/output
(10) requests, taking into consideration available re-
sources for each device, and a method for controlling the
same.

[0003] In computing, virtualization enables a plurality
of operating systems to operate in a single computing
environment. If it is assumed that an environment in
which each operating system operates is a domain, each
domain shares devices installed in the computing appa-
ratus. However, when using the virtualization technology,
a main domain among a plurality of domains has a native
driver which can access the devices. Accordingly, sub
domains may actually access the devices via the native
driver of the main domain.

[0004] In order to implement such virtualization, a vir-
tual machine monitor (VMM) initially allocates a central
processing unit (CPU) time foreach domain. Accordingly,
if there is a request from a sub domain, the main domain
uses a CPU time allocated to the main domain in order
to process the request so that a CPU is occupied longer
than the time initially allocated to the main domain.
[0005] In addition, if malware is installed in a sub do-
main, the malware sends excessive input/output (10) re-
quests and thereby the main domain consumes CPU re-
sources while performing the job for the sub domain. That
is, the main domain occupies the CPU due to a denial-
of-service (DoS) attack from the malware on the sub do-
main, so performance of principal services or applica-
tions of the main domain deteriorates. Furthermore, ex-
cessive requests from the malware increase battery or
power consumption.

SUMMARY

[0006] One or more embodiments of the present in-
vention provide a virtualization apparatus which solves
deterioration of performance of principal services provid-
ed in a virtualization environment, barrier to application
performance, battery consumption and so on, and a
method for controlling the same.

[0007] Additional aspects and/or advantages will be
set forth in part in the description which follows and, in
part, will be apparent from the description, or may be
learned by practice of the invention.

[0008] According to an embodiment of the present in-
vention, there is provided a method for controlling a vir-
tualization apparatus including a main domain, one or
more sub domains, and one or more hardware devices
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The method includes receiving an input/output(lO) re-
quest for a hardware device from a sub domain, and con-
trolling access to the hardware device by the 10 request
according to a resource needed to perform the 10 re-
quest.

[0009] The controlling operation may include compar-
ing the resource needed to perform the 10 request with
a reference value, and blocking the access to the hard-
ware device if the resource needed to perform the IO
request is greater than the reference value.

[0010] The controlling operation may include compar-
ing the resource needed to perform the 10 request with
a reference value, and processing an amount of the 10
request corresponding to the reference value if the re-
source needed to perform the IO request is greater than
the reference value, and blocking the remaining amount
of the 10 request until the processing is over.

[0011] The resource needed to perform the 10 request
may be at least one of a size of the IO request, a central
processing unit (CPU) time needed to perform the 10
request and a maximum value of the CPU time needed
to perform the 10 request.

[0012] The method may further include checking a re-
maining capacity of a battery, and blocking the access
to the hardware device if the remaining capacity of the
battery is less than a reference value.

[0013] The method may furtherinclude detectinga ma-
licious program code, and blocking the access to the
hardware device by the 10 request caused by the mali-
cious program code.

[0014] According to another embodiment of the
present invention, there is provided a virtualization ap-
paratus, including a system resource unit comprising one
or more hardware device, a main domain comprising a
native driver for the hardware device, and one or more
sub domain to transmit an input/output (I0) request for
the hardware device to the main domain. The main do-
main may control access to the hardware device by the
10 request according to a resource needed to perform
the 10 request.

[0015] The main domain may further include a back-
end driver associated with the hardware device toreceive
the 10 request from the sub domain.

[0016] The main domain may furtherinclude anaccess
control module to compare the resource needed to per-
form the 10 request with a reference value, and block
access to the hardware device by the 10 request if the
resource needed to perform the 10 request is greater
than the reference value.

[0017] The main domain may furtherinclude anaccess
control module to compare the resource needed to per-
form the 10 request with a reference value, process an
amount of the 10 request corresponding to the reference
value if the resource needed to perform the 10 request
is greater than the reference value, and block the remain-
ing amount of the 10 request until the processing is over.
[0018] The main domain may furtherinclude an IO ac-
counting unitto calculate the resource needed to perform
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the 10 request.

[0019] Theresource needed to perform the 10 request
may be at least one of a size of the 10 request and a
central processing unit (CPU) time needed to perform
the 1O request.

[0020] The maindomain may furtherinclude an access
control module to check a remaining capacity of a battery
and block the access to the hardware device if the re-
maining capacity of the battery less than a reference val-
ue.

[0021] The maindomain may furtherinclude an access
control module to detect a malicious program code and
block the access to the hardware device by the 10 request
caused by the malicious program code.

[0022] The virtualization apparatus may be a consum-
er electronic device.

BRIEF DESCRIPTION OF THE DRAWINGS

[0023] These and/or other aspects and advantages of
the invention will become apparent and more readily ap-
preciated from the following description of the embodi-
ments, taken in conjunction with the accompanying draw-
ings of which:

FIG. 1is aschematic block diagram of a virtualization
apparatus, according to an embodiment of the
present invention;

FIG. 2 is a flow chart illustrating initialization for ac-
cess control in a main domain, according to an em-
bodiment of the present invention; and

FIG. 3 is a flow chart illustrating an access control
method of a virtualization apparatus, according to an
embodiment of the present invention.

DETAILED DESCRIPTION

[0024] Reference will now be made in detail to embod-
iments of the present invention, examples of which are
illustrated in the accompanying drawings, wherein like
reference numerals refer to the like elements throughout.
Embodiments are described below in order to explain the
present invention by referring to the figures.

[0025] FIG. 1 is a schematic block diagram of a virtu-
alization apparatus, according to an embodiment of the
present invention.

[0026] Referringto FIG. 1, the virtualization apparatus
includes a virtual machine monitor (VMM) 110, a system
resource unit 120, a main domain 130, and a plurality of
sub domains 140-1,..., and 140-m.

[0027] Physical embodiments of virtualization appara-
tus can include for example, consumer electronic (CE)
devices such as personal computers (e.g. desktop com-
puters or laptop computers), audio equipment and mobile
devices (e.g. cell phones or smart phones.)

[0028] The VMM 110 may execute a plurality of oper-
ating systems concurrently. In a virtualization environ-
ment using the VMM 110, back-end drivers 131-1, ...,
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and 131-n and native drivers 137-1, ..., and 137-n are
located in the main domain 130, and front-end drivers
141-1, ..., and 141-n are located in respective sub do-
mains 140-1, ..., and 140-m. A virtual access control
module 111 in the VMM 110 limits CPU usage for each
domain 130, 140-1, ..., and 140-m.

[0029] The system resource unit 120 constitutes hard-
ware of the virtualization apparatus, and may include a
central processing unit (CPU) 121, a memory 122, a first
to nth device 123-1, ..., and 123-n, and a battery 124. It
may further include a plurality of other devices and/or
storages.

[0030] The CPU 121 processes operations in a device
upon a virtualization apparatus.

[0031] The memory 122 may store a resource estima-
tion formula for calculating a CPU usage needed to per-
form an input/output (10) request, that is, a resource for
each device 123-1, ..., and 123-n or for a plurality of IO
requests for each device 123-1, ..., and 123-n. CPU us-
age refers to a resource to perform an 10 request, such
as a CPU usage time or a CPU time.

[0032] In addition, in the memory 122, an access con-
trol policy needed to control accesses to devices corre-
sponding to 10 requests output from the plurality of sub
domains 140-1, ..., and 140-m are loaded and stored.
The access control policy includes a reference value to
control the mth sub domain 140-m to access the nth de-
vice 123-n according to an 1O request transmitted from
the mth sub domain 140-m, or to schedule an access
method thereof.

[0033] The access control policy may set a threshold
value for 10 request size or CPU usage available for each
device 123-1, ..., and 123-n installed in the system re-
source unit 120. In other words, the threshold value may
be a maximum value (or a reference value) of the 10
request size or the CPU usage below which the access
control policy allows access to each device 123-1, ...,
and 123-n. For example, the access control policy may
set a maximum value (or a reference value) of the avail-
able CPU usage for a predetermined period of time for
an 10 request by each front-end driver 141-1, ..., and
141-n, wherein the predetermined period of time may
represent a CPU scheduling period. Hereinbelow, a ref-
erence set for each device 123-1, ..., and 123-n is de-
scribed as an example.

[0034] Thefirstto nth devices 123-1, ..., and 123-nare
10 devices that perform a function for inputting informa-
tion to a device, a function for outputting information from
a device, or a function for performing input and output,
including for example network interface cards, storages,
memory technology devices (MTDs), and console devic-
es.

[0035] The battery 124 is included to supply power to
the system resource unit 120.

[0036] The main domain 130 and the one or more sub
domains 140-1, ..., and 140-m provide virtualization en-
vironments which are operated by separate operating
systems. The main domain 130 and the one or more sub



5 EP 2919 114 A1 6

domains 140-1, ..., and 140-m may also operate in the
same operating system. Examples of operating systems
include Palm, Symbian OS, Android, Windows Mobile,
Windows(R), Linux, Unix(TM), and the disk operating
system (DOS).

[0037] The main domain 130 provides principal serv-
ices such as Internet banking, security services, and
voice calls, or main applications. The main domain 130
provides the plurality of sub domains 140-1, ..., and 140-
m as well as the main domain 130 with paths to access
the first to nth devices 123-1, ..., and 123-n. Accordingly,
the main domain 130 functions as a server, and the plu-
rality of sub domains 140-1, .., and 140-m function as
clients.

[0038] To this end, the main domain 130 may include
first to nth back-end drivers 131-1, ..., and 131-n, an IO
accounting unit 133, an access control module 135, and
first to nth native drivers 137-1, ..., and 137-n.

[0039] The first to nth back-end drivers 131-1, ..., and
131-n each provide a communication path between the
main domain 130 and the plurality of sub domains
140-1, ...,and 140-m, and correspond respectively to the
first to nth devices 123-1, ..., and 123-n. The first to nth
back-end drivers 131-1, ..., and 131-n each provide the
10 accounting unit 133 with 10 requests input from the
plurality of sub domains 140-1, ..., and 140-m.

[0040] For example, if an application (not shown) on
the first sub domain 141-1 requests the use of the first
device 123-1, the first front-end driver 141-1 transmits
an |0 request for the first device 123-1, and the first back-
end driver 131-1 receives the 10 request and transmits
the 10 request to the 10 accounting unit 133. The first
device 123-1 is a target device.

[0041] IO accounting unit 133 provides a formula to
estimate how much CPU resources are used for the 10
request. If the memory 122 does not have a formula for
a newly installed device or if there is a request for gen-
erating a new formula, the 10 accounting unit 133 gen-
erates a resource estimation formula. For example, the
10 accounting unit 133 newly generates a resource es-
timation formula: when an apparatus to which a virtuali-
zation environment is applied is manufactured; when a
new device is installed in the system resource unit 120;
or when the user requests an update of the existing for-
mula.

[0042] If there is a request for generating a formula,
the 10 accounting unit 133 calculates a formula for esti-
mating how much resources each device 123-1, ..., and
123-n uses for the 10 request. A method for calculating
the formula is as follows.

[0043] If mth sub domain 140-m transmits 10 requests
of diverse sizes, which are predetermined for each device
123-1, ..., and 123-n, to the main domain 130, the 10
accounting unit 133, based on resources, for example a
CPU time, needed to process the 10 requests of diverse
sizes, outputs a resource estimation formula of mth sub
doamin140-m for each device 123-1, ..., and 123-n or
each front-end drivers 141-1, ..., and 141-n., .
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[0044] That is, if the nth front-end driver 141-n trans-
mits test packets of diverse sizes to the nth back-end
driver 131-n, the IO accounting unit 133 tests the amount
of variance of a CPU time taken for the nth native driver
137-n or the nth device 123-n to process each packet,
so a regression formula, that is, a resource estimation
formula is output.

[0045] The resource estimation formulas for the devic-
es 123-1, ...,and 123-nare set in the access control mod-
ule 135 or memory 122, and are used for device access
control when driving each device 123-1, ..., and 123-n.

[0046] The access control module 135 controls 10 re-
quests received from the sub domains 140-1, .., and 140-
m to access the main domain 130 or the devices
123-1, ..., and 123-n using the resource estimation for-
mulas for the devices 123-1, ..., and 123-n. That is, the
access control module 135 may control access of the IO
request or schedule an access by comparing a resource
needed to perform the 10 request calculated by a corre-
sponding resource estimation formula with a stored ref-
erence value.

[0047] In particular, if an 10 request for the nth device
123-n is received from the mth sub domain 140-m, and
a resource needed to perform the 10 request is greater
than a reference value for the nth device 123-n stored in
the memory 122, the access control module 135 may
process an amount of the 10 request corresponding to
the reference value, then blocks the remaining amount
of the 10 request, and stores the remaining amount of
the 1O request in an additional storage device such as a
queue (not shown).

[0048] For example, if it is assumed that a resource
needed to process a packet associated with an 1O re-
quest for the first device 123-1 is 10 msec, and a refer-
ence value for the first device 123-1is 2 msec, the access
control module 135 firstly processes the amount of the
10 request corresponding to 2 msec, and blocks the re-
maining amount of the 10 request corresponding to 8
msec while processing the amount of the 10 request cor-
responding to 2 msec. After finishing processing the
amount of the 10 request corresponding to 2 msec, the
access control module 135 processes 2 msec from
among the remaining 8 msec, and blocks the remaining
6 msec. The remaining 6 msec is processed in the same
manner.

[0049] The access control module 135 may use the 10
request size as the resource needed to perform the 10
request. For example, if it is assumed that a packet size
associated with an 10 request for the first device 123-1
is 4MB(mega byte), and a reference value for the first
device 123-1is 1MB, the access control module 135 first-
ly processes the amount of the IO request corresponding
to 1MB, and blocks the remaining amount of the 1O re-
quest corresponding to 3MB while processing the
amount of the 10 request corresponding to 1MB. After
finishing processing the amount of the 10 request corre-
sponding to 1MB, the access control module 135 proc-
esses 1MB from among the remaining 3MB, and blocks
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the remaining 2MB. The remaining 2MB is processed in
the same manner.

[0050] Alternatively, if a resource needed to perform
an 10 request is k times as much as a reference value
stored in the memory 122, the access control module
135 may determine that the 10 request is an attack by
malware and intercept the 10 request so that the 10 re-
quest cannot be processed. The value 'k’ may be set or
modified by a system designer or the user. Malware may
be installed in at least one of the sub domains 140-1, ...,
and 140-m.

[0051] Thefirsttonth native drivers 137-1, ...,and 137-
n are actual drivers accessible to the first to nth devices
123-1, ...,and 123-ninstalled in the system resource unit
120. The first to nth native drivers 137-1, ..., and 137-n
correspond to the first to nth devices 123-1, ..., and 123-
n, respectively.

[0052] The firstto mth sub domains 140-1, ..., and 140-
m (m is a constant) may access the main domain 130
and the first to nth devices 123-1, ..., and 123-n via the
first to nth front-end drivers 141-1, ..., and 141-n. The
first to nth back-end drivers 131-1, ..., and 131-n and the
first to nth front-end drivers 141-1, ..., and 141-n are as-
sociated with the first to nth native drivers 137-1, ..., and
137-n and the first to nth devices 123-1, ..., and 123-n,
and may be automatically generated when the first to nth
native drivers 137-1, ..., and 137-n of the first to nth de-
vices 123-1, ..., and 123-n are installed.

[0053] FIG. 2is a flow chart illustrating initialization for
access control in a main domain, according to an em-
bodiment of the present invention.

[0054] Referring to FIGS. 1 and 2, if there is a request
for generating a resource estimation formula for the nth
device 123-n (S210-Y), the nth front-end driver 141-n
transmits 1O requests of diverse sizes which are defined
for the nth device 123-n to the nth back-end driver 131-
n of the main domain 130, and the nth back-end driver
131-n provides the 10 accounting unit 133 with the 10
requests of diverse sizes (S220).

[0055] Subsequently, the 10 accounting unit 133 gen-
erates a resource estimation formula for the nth device
123-n using resources taken to process the 10 requests
of diverse sizes (S230). In addition, the 10 accounting
unit 133 calculates the sum of data (for example, CPU
time) which a certain domain requests to use a certain
device for every CPU scheduling period. Operations
S210 to S230 are performed to generate resource esti-
mation formulas for the first to nth devices 123-1, .., and
123-n, but for convenience of description, only the nth
device 123-n is recited here.

[0056] If the resource estimation formulas for the first
to nth devices 123-1, ..., and 123-n are generated, the
access control module 135 sets the generated resource
estimation formulas separately foreach device 123-1, ...,
and 123-nin the access control module 135 or the mem-
ory 122 (S240).

[0057] The access control module 135 loads a access
control policy in the memory 122 (S250).
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[0058] Inoperation S210, if there is no request for gen-
erating a resource estimation formula for the nth device
123-n (S210-N), the access control module 135 deter-
mines whether or not an access control policy is loaded
in the memory 122 (S260). If an access control policy is
not loaded in the memory 122 (S260-N), the access con-
trol module 135 loads an access control policy in the
memory 122. By this process, initialization for access
control in response to an IO request is completed.
[0059] Such a virtualization apparatus and a method
for controlling the same according to one or more em-
bodiments of the present invention can solve perform-
ance deterioration of principal services or applications,
and minimize unnecessary battery consumption.
[0060] FIG. 3is aflow chartillustrating an access con-
trol method of a virtualization apparatus, according to an
embodiment of the present invention.

[0061] Referring to FIGS. 1 to 3, if an IO request is
transmitted from one of the front end drivers 141-1, ...,
and 141-n of the first to mth sub domains 140-1, ..., and
140-m to the main domain 130 (S310), the IO accounting
unit 133 calculates resources used for the 10 request
using a resource estimation formula corresponding to the
10 request (S320) .

[0062] For example, if the nth front-end driver 141-n
transmits an 10 request, the nth back-end driver 131-n
receives the 10 request and transmits the 10 request to
the 10 accounting unit 133. The 10 accounting unit 133
reads out a resource estimation formula corresponding
the nth device 123-n from the memory 122, and puts the
10 request into the read-out resource estimation formula,
so a resource used for the 10 request is calculated. In
addition, the 10 accounting unit 133 calculates the sum
of data (CPU time) which a certain domain requests to
use a certain device for every CPU scheduling period.
The sum of the data is reset to be 0 in the next CPU
scheduling period.

[0063] The access control module 135 compares the
resources calculated in operation S320 with a reference
value of an access control policy corresponding to the
nth device 123-n, which is loaded in the memory 122,
and thereby determines whether or not the nth device
123-n can perform the 10 request (S330). The access
control policy may specify how much CPU time the main
domain 130 can use to process the 10 request for every
CPU scheduling period so that a certain sub domain can
use a certain device provided by the main domain 130.
[0064] If the calculated resource is smaller than the
reference value corresponding to the nth device 123-n
(S330-Y), the access control module 135 determines that
the nth device 123-n can perform the 10 request, and
thus the 10 request can be performed (S340). For exam-
ple, the access control module 135 transmits the 10 re-
quest to the nth device 123-n through the nth back-end
driver 131-n and the nth native driver 137-n so that an
operation corresponding to the 10 request can be per-
formed.

[0065] Accordingly, operation S340 is performed when
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the sum of data (CPU time) which a certain domain re-
quests to use a certain device for every CPU scheduling
period is smaller than the reference value specified in
the access control policy.

[0066] Alternatively, if the calculated resourceis higher
than the reference value corresponding to the nth device
123-n (S330-N), the access control module 135 limits the
use of the resource according to the access control policy
(8350). In particular, the access control module 135 may
sequentially process an amount of the 10 request up to
the reference value allowed in the access control policy
for every scheduling period, or block the 10 request for
a predetermined period of time. For example, the access
control module 135 may sequentially perform the 10 re-
quest up to the IO request size or the CPU time of the
access control policy, which is loaded in the memory 122.
In addition, if it is determined that the 10 request is a
malware attack, the access control module 135 inter-
cepts access of the 10 request so that access to the hard-
ware device by the |0 request (for example, the nth de-
vice 123-n) can be controlled.

[0067] In embodiments of the present invention, the
access control module 135 or a sensor (not shown) may
check the remaining life of a battery, and the access con-
trol policy may include an access control policy commen-
surate with the remaining life of the battery. If the checked
remaining battery life reaches the remaining battery life
threshold setin the access control policy, the access con-
trol module 135 may limit the CPU usage. In the access
control policy, the different remaining battery life for each
device 123-1, ..., and 123-n may be set. The access con-
trol module 135 may limit the CPU usage for each device
123-1, ..., and 123-n taking into consideration the differ-
ent remaining battery life.

[0068] Furthermore, the main domain 130 may include
an invasion detection module (not shown) which dynam-
ically detects invasion of malicious program code such
as malware. If the invasion detection module detects in-
vasion of malicious program code, the access control
module 135 may not allow access of the 10 request.
[0069] Asdescribedabove, accordingto embodiments
of the presentinvention, available resources for each de-
vice 123-1, ..., and 123-n are preset, and access to the
main domain 130 oraccess to each device 123-1, ...,and
123-n is controlled according to the 10 request, so fine-
grained 10 access control (FGAC) may be provided. That
is, in order to provide the FGAC, embodiments of the
present invention can limit use of resources such as a
CPU based on the access control policy predetermined
for each device 123-1, ..., and 123-n when the main do-
main 130 processes the 10 request from the mth sub
domain 140-m.

[0070] Moreover, deterioration of system performance
and unnecessary battery and CPU consumption caused
due to excessive 10 requests of malware installed in the
virtualization apparatus may be prevented. That is, ac-
cess to devices can be restricted or blocked according
to 10 requests so that unnecessary waste of resources
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can be prevented.

[0071] Furthermore, as access control divided accord-
ing to each device 123-1, ..., and 123-nis provided, there
are no further resource restrictions placed on devices
that do not receive denial-of-service (DoS) attacks. In
addition, principal applications can operate using opti-
mum resources.

[0072] In particular, if the virtualization apparatus is a
consumer electronics device having limited resources
such as a cell phone, a DoS attack may prove fatal. Ac-
cordingly, the virtualization apparatus can be protected
from DoS attacks by supporting FGAC, that is, access
control for each device.

[0073] Although a few embodiments of the present in-
vention have been shown and described, it would be ap-
preciated by those skilled in the art that changes may be
made in these embodiments without departing from the
principles and spirit of the invention, the scope of which
is defined in the claims and their equivalents.

Claims
1. A visualization apparatus, comprising:

a system resource unit comprising one or more
hardware device;

a main domain comprising a native driver for the
hardware device; and

one or more sub domain to transmit an input/out-
put (10) request for the hardware device to the
main domain,

wherein the main domain controls access to the
hardware device by the 10 request according to
a resource needed to perform the 10 request.

2. A virtualization apparatus according to claim 1,
wherein the main domain further comprises an ac-
cess control module (135) adapted to compare the
resource needed to perform the 10 request with a
reference value, and to block access to the hardware
device by the 10 request if the resource needed to
perform the 10 request is greater than the reference
value,
wherein the resource needed to perform the 10 re-
questis at least a size of the 10 request and/or CPU-
time (central processing unit) needed to perform the
10 request.

3. A virtualization apparatus according to claim 2,
wherein the main domain further comprises an |10
accounting unit (133) adapted to calculate the re-
source needed to perform the 10 request.

4. The virtualization apparatus according to claim 1, 2
or 3, wherein the main domain further comprises a
back-end driver (131-1, 131-n) associated with the
hardware device adapted to receive the IO request
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from the sub domain.

The virtualization apparatus according to any of
claims 1-4, wherein the main domain further com-
prises an access control module adapted to check
a remaining capacity of a battery (124) and to block
the access to the hardware device if the remaining
capacity of the battery less than a reference value.

The virtualization apparatus according to any of
claims 1-5, wherein the main domain further com-
prises an access control module adapted to detect
a malicious program code and to block the access
to the hardware device by the 10 request caused by
the malicious program code.

The visualization apparatus according to any of
claims 1-6, wherein the virtualization apparatus is a
consumer electronic device.

A method for controlling a virtualization apparatus
comprising a main domain, one or more sub do-
mains, and one or more hardware devices, the meth-
od comprising:

receiving an input/output(10) request for a hard-
ware device from a sub domain; and
controlling access to the hardware device by the
10 request according to a resource needed to
perform the 10 request.

The method according to claim 8, wherein the con-
trolling operation comprises:

comparing the resource needed to perform the
10 request with a reference value; and
blocking the access to the hardware device if
the resource needed to perform the IO request
is greater than the reference value.

The method according to claim 8 or 9, wherein in the
controlling operation comprises:

comparing the resource needed to perform the
10 request with a reference value; and
processing an amount of the 10 request corre-
sponding to the reference value if the resource
needed to perform the 10 request is greater than
the reference value, and blocking the remaining
amount of the 10 request until the processing is
over.

The method for controlling a virtualization apparatus
according to any of the claims 1-7,

wherein the resource needed to perform the 10 re-
quest is at least one of a size of the |0 request, a
central processing unit (CPU) time needed to per-
form the 10 request and a maximum value of the
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CPU time needed to perform the IO request.

12. The method according to claim 10, further compris-

ing:

checking aremaining capacity of a battery (124);
and

blocking the access to the hardware device if
the remaining capacity of the battery is less than
a reference value.

13. The method according to any of claims 8-12, further

comprising:

detecting a malicious program code; and
blocking the access to the hardware device by
the 10 request caused by the malicious program
code.
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