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(54) RFID powered lock device

(67)  ltis presented a method performed in a lock de-
vice. The method comprises the steps of: receiving, in a
passive Radio-frequency Identification, RFID, transceiv-
er, energy from a key device using wireless energy trans-
fer; entering an active state from an idle state; exchanging

RFID data with the RFID reader; obtaining an access
decision based on the RFID data; and mechanically un-
locking the lock device when access is granted and wire-
less energy more than a threshold amount has been re-
ceived.
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Description
TECHNICAL FIELD

[0001] The invention relates to a lock device which is
powered using RFID (Radio Frequency Identification)
and associated method, computer program and compu-
ter program product.

BACKGROUND

[0002] Lockdevicesand key devices are evolving from
the traditional pure mechanical locks. These days, vari-
ous types of electronic key devices can be used to unlock
lock devices. For example, wireless communication such
as RFID, NFC (Near Field Communication), etc. or gal-
vanic electronic connections can be used to communi-
cate credentials from the key device to the lock device
which can thereby grant or deny access.

[0003] However, the lock device needs to be powered
by a power supply in some way to perform electronic
access control, and unlock the lock device. This can e.g.
be achieved using batteries, fixed line power, etc. For
battery powered lock devices, this creates a maintenance
requirement to make sure that the batteries do not run
out. For fixed line powered locks, installation is made
complex since an electrical power line needs to be drawn
to the lock.

[0004] US 2010/0085160 discloses an electronic lock
and key system utilising RFID.

[0005] It would be greatly beneficial if there were to be
a way to omit the battery or fixed line power of locks in
the prior art.

SUMMARY

[0006] It is an object to provide a lock device which
does not need battery power or main line power.
[0007] According to a first aspect, it is presented a
method performed in a lock device. The method com-
prises the steps of: receiving, in a passive Radio-frequen-
cy ldentification, RFID, transceiver, energy from a key
device using wireless energy transfer; entering an active
state from an idle state; exchanging RFID data with the
RFID reader; obtaining an access decision based on the
RFID data; and mechanically unlocking the lock device
when access is granted and wireless energy more than
a threshold amount has been received. This allows the
lock device to be powered only by the RF field from the
RF reader, whereby the lock device does not need a bat-
tery or main line power supply.

[0008] The method may further comprise the step of:
receiving additional energy from an additional energy
source, such as an energy harvesting energy source,
e.g. solar cells, mechanical to electrical power converter
(connected to a door handle), etc. In this way, additional
energy can be obtained when needed, without having to
resort to a battery or main line power supply.
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[0009] The step of obtaining an access decision may
comprise making the access decision.

[0010] The step of obtaining an access decision may
comprise receiving the access decision from the key de-
vice.

[0011] The step of mechanically unlocking may be per-
formed when sufficient energy has been received to per-
form the unlocking.

[0012] The step of mechanically unlocking may com-
prise sending a control signal to a motor or a solenoid.
[0013] The step of exchanging RFID data may com-
prise receiving arequest of an identifier ofthe lock device,
and receiving a command to write credential data.
[0014] The method may further comprise the step of:
transmitting a result of the access decision to the key
device.

[0015] According to a second aspect, it is presented a
lock device comprising: a passive Radio-frequency Iden-
tification, RFID, transceiver arranged to receive energy
from a key device using wireless energy transfer from a
key device such that the lock device enters an active
state from an idle state, the passive RFID transceiver
being further arranged to exchange RFID data with the
RFID reader; a controller; a memory storing instructions
that, when executed by the controller, causes the lock
device to obtain an access decision based on the RFID
data; and an actuator arranged to perform a mechanical
unlocking action when access is granted and wireless
energy more than a threshold amount has been received.
[0016] The lock device may further comprise an addi-
tional energy source.

[0017] The instructions to obtain an access decision
may comprise instructions that, when executed by the
processor, causes the lock device to make the access
decision.

[0018] The instructions to obtain an access decision
may comprise instructions that, when executed by the
processor, causes the lock device to receive the access
decision from the key device.

[0019] The actuator may be arranged to perform the
mechanical unlocking when sufficient energy has been
received to perform the mechanical unlocking. This can
be implemented using instructions stored in the memory
that, when executed by the controller, causes the lock
device to mechanically unlock when sufficient energy has
been received to perform the mechanical unlocking.
[0020] The passive RFID transceiver may be arranged
to receive a request of an identifier of the lock device,
and to receive a command to write credential data. This
can be implemented using instructions stored in the
memory that, when executed by the controller, causes
the lock device to receive a request of an identifier of the
lock device, and to receive a command to write credential
data.

[0021] The passive RFID transceiver may be further
arranged to transmit a result of the access decision to
the key device. This can be implemented using instruc-
tions stored in the memory that, when executed by the
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controller, causes the lock device to transmit a result of
the access decision to the key device.

[0022] According to a third aspect, it is presented a
computer program comprising computer program code
which, when run on a lock device, causes the lock device
to: receive, in a passive Radio-frequency Identification,
RFID, transceiver, energy from a key device using wire-
less energy transfer; enter an active state from an idle
state; exchange RFID data with the RFID reader; obtain
an access decision based on the RFID data; and me-
chanically unlock the lock device when access is granted
and wireless energy more than a threshold amount has
been received.

[0023] According to a fourth aspect, it is presented a
computer program product comprising a computer pro-
gram according to the third aspect and a computer read-
able means on which the computer program is stored.
[0024] Generally, all terms used in the claims are to be
interpreted according to their ordinary meaning in the
technical field, unless explicitly defined otherwise herein.
All references to "a/an/the element, apparatus, compo-
nent, means, step, etc." are to be interpreted openly as
referring to at least one instance of the element, appa-
ratus, component, means, step, etc., unless explicitly
stated otherwise. The steps of any method disclosed
herein do not have to be performed in the exact order
disclosed, unless explicitly stated.

BRIEF DESCRIPTION OF THE DRAWINGS

[0025] The invention is now described, by way of ex-
ample, with reference to the accompanying drawings, in
which:

Fig 1 is a schematic diagram showing an environ-
ment in which embodiments presented herein can
be applied;

Fig 2 is a schematic diagram illustrating some com-
ponents of the key device and the lock device of Fig
1 and how these interact according to one embodi-
ment;

Figs 3A-B are schematic sequence diagrams further
illustrating the interaction between the key device
and the lock device 1 of Fig 1 according to various
embodiments;

Figs 4A-B are flow charts illustrating methods ac-
cording various embodiments performed in the lock
device of Figs 1-3; and

Fig 5 is a schematic diagram showing one example
of a computer program product comprising computer
readable means.
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DETAILED DESCRIPTION

[0026] The invention will now be described more fully
hereinafter with reference to the accompanying draw-
ings, in which certain embodiments of the invention are
shown. This invention may, however, be embodied in
many different forms and should not be construed as
limited to the embodiments set forth herein; rather, these
embodiments are provided by way of example so that
this disclosure will be thorough and complete, and will
fully convey the scope of the invention to those skilled in
the art. Like numbers refer to like elements throughout
the description.

[0027] Fig 1is a schematic diagram showing an envi-
ronment in which embodiments presented herein can be
applied.

[0028] In this example, there is a door 15 which me-
chanically interacts with a lock device 1 using a mechan-
ical interface 17, such as a bolt. A key device 10 can
interact with the lock device 1, after which the lock device
1 determines whether to grant access, and the lock de-
vice 1 is setin an unlocked state when access is granted.
When the lock device 1 is in an unlocked state, the door
15 can be opened and when the lock device 1 is in a
closed state, the door cannot be opened. In this way,
access to a closed space 16 is controlled by the lock
device 1. It is to be noted that the lock device 1 can be
located in a fixed structure by the door, such as the door
frame (not shown) or in the door 15 (as shown).

[0029] Fig 2 is a schematic diagram illustrating some
components of the key device 10 and the lock device 1
of Fig 1 and how these interact according to one embod-
iment.

[0030] The key device 10 and the lock device 1 interact
using RFID so that the lock device 1 can be set in an
unlocked state when it grants access to the key device.
[0031] In the prior art for RFID based locks and keys,
the key device is a passive RFID tag (or behaves like
one) andthe lock device is an RFID reader. An advantage
of that is that the key device does not need to have any
other energy source than the energy received over wire-
less energy transfer from the RFID reader. Common pas-
sive RFID standards used in this field are ISO/IEC 14443
and ISO/IEC 15693, both using an RF carrier of 13,56
MHzto create afield suitable for energy and data transfer.
It shall be noted that embodiments presented herein are
not limited to the use of these standards only. Other fre-
quencies including high frequency, low frequency (such
as 125 KHz), ultra high frequency (such as 900 MHz) or
any other suitable frequency may equally well be used.
[0032] It is to be noted that herein, the term reader
refers to the side generating the RF carrier driving the
RF field and transmitting data e.g. via direct modulation
(such as amplitude-shift keying) of the carrier. The term
tag used herein refers to the side receiving data and en-
ergy from the reader and transmitting data back, e.g. via
load modulation of the RF field. Referring to mentioned
standards other names for the reader and tag are Prox-
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imity Coupling Device -PCD and Printed Integrated Cir-
cuit Card - PICC (as used in ISO/IEC 14443) and Vicinity
Coupling Device - VCD and Vicinity Integrated Circuit
Card - VICC (as used in ISO/IEC 15693).

[0033] However, the inventors have realised that in-
stead, since the key device 10 these days is often a pow-
ered device, such as a mobile phone, the key device 10
can be the RFID reader and the lock device 1 can behave
as an RFID tag. In this way, the lock device 1 can receive
energy using wireless energy transfer from the key de-
vice, i.e. from the RF field created by the key device. In
this way, the lock device 1 does not need any battery,
fixed line power, etc. Optionally, complementary energy
harvesting, e.g. solar cells, can be used to reduce the
amount of energy that has to be harvested from the RF
field.

[0034] Hence, a major difference compared to the prior
art, is that the lock device 1 is a passive RFID device,
i.e. a tag type device, and the key device is an active
RFID reader.

[0035] The key device 10 thus comprises an RFID
reader 12 connected to an antenna 13. Furthermore, the
key device 10 comprises a power source 13, such as one
or more of a rechargeable or disposable battery, and a
controller 11. The controller 11 can be any combination
of one or more of a suitable central processing unit (CPU),
multiprocessor, microcontroller unit (MCU), digital signal
processor (DSP), application specific integrated circuit
etc., capable of executing software instructions or other-
wise controllable to behave according to predetermined
logic. The key device 10 may be implemented as amobile
phone, a smartphone, a key fob, credit card shaped de-
vice, etc.

[0036] A memory 18 is provided which can store cre-
dential data of the key device 10. The credential data in
the key is used to determine whether a key is to be grant-
ed access to open a lock. In other words, credential data
can be considered to be access rights to a lock. The
memory 18 can be any combination of read and write
memory (RAM) and read only memory (ROM). The mem-
ory 18 also comprises persistent storage, which, for ex-
ample, can be any single one or combination of solid
state memory, magnetic memory, or optical memory stor-
ing a computer program with software instructions for
performing the steps of the key device described with
reference to Figs 3A-B below.

[0037] Other components of the key device, such as
user interface components, etc. are omitted here for rea-
sons of clarity.

[0038] The lock device 1, in turn, comprises a passive
RFID transceiver 2 with a connected antenna 6. The
RFID reader 12 and the passive RFID transceiver 2 in-
teract over a wireless interface 17 which is used both to
transfer energy from the RF field generated by the RFID
reader 12 to the passive RFID transceiver 2 and for com-
munication in either direction, as shown in more detail in
Figs 3A-B and described below.

[0039] An optional energy harvester 8 is configured to
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use energy harvesting as an additional energy source,
e.g. using solar cells, mechanical to electrical conversion
of a door handle, etc.

[0040] The electrical energy from the passive RFID
transceiver 2 and/or the energy harvester 8 is stored in
energy storage 7. The energy storage can e.g. be a ca-
pacitor and/or battery. The passive RFID transceiver it-
self is powered from the RF field. The excess energy is
stored in the energy storage which is the power source
for all other components in the lock device.

[0041] A controller 3 controls the general operation of
the lock device. 1. The controller 3 can be any combina-
tion of one or more of a suitable central processing unit
(CPU), multiprocessor, microcontroller unit (MCU), dig-
ital signal processor (DSP), application specific integrat-
ed circuit (ASIC) etc., capable of executing software in-
structions or otherwise configured to behave according
to predetermined logic.

[0042] In one embodiment, the controller 3 receives
credential data from the passive RFID transceiver 2. In
this way, the controller 3 makes an access decision, de-
termining whether to grant access and unlock the lock
device for the key device 10 communicating with the pas-
sive RFID transceiver. The credential data can be
checked locally, e.g. checking against data in a memory
14 such as lock identification data, comprising a unique
lock ID and optionally a lock group ID (a lock can belong
to a group of locks) and a site ID. The memory 14 can
be any combination of read and write memory (RAM) and
read only memory (ROM). The memory 14 also compris-
es persistent storage, which, for example, can be any
single one or combination of solid state memory, mag-
netic memory, or optical memory, storing a computer pro-
gram with software instructions for performing the meth-
od according to the embodiments described below.
[0043] Inone embodiment, it is the key device 10 that
makes the access decision and sends the result of the
access decision to the lock device.

[0044] Based onthe access decision in the lock device
or the key device, unlocking is conditionally performed.
If the lock device 1 is not to be unlocked, no action needs
to be performed and the lock device 1 remainsin a closed
state. Optionally, user feedback is provided using a user
interface 9 to inform of the denied access. If the lock
device 1 is to be unlocked, the controller 3 provides an
unlock signal to a motor driver 4. Optionally, user feed-
back of the granted access can be provided using the
user interface in a way that differs from any user feedback
for denied access. For example, denied access can be
indicating by lighting a red light emitting diode (LED) (not
shown) and granted access can be indicated by lighting
agreen LED. Alternatively or additionally, denied access
is indicated by blinking the LED while granted access is
indicated with a solid lit LED. Alternatively or additionally
a message of the result can be shown on a display.
[0045] The motor driver 4 then sends a motor control
signal to a motor 5 to operate in order to set the lock
device 1in an unlocked state. Optionally, the motor driver
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4 is part of the motor 5. Once the motor 5 is provided with
the motor control signal, it is activated and can thereby
move a mechanical interface, e.g. to allow movement of
the bolt 17 of Fig 1, to set the lock device 1 in an unlocked
state. The motor 5 can e.g. be a direct current motor
which can be made small, energy efficient and at low
cost. The motor 5 uses the energy stored in the energy
storage 7 to perform the unlock action. Once in the un-
locked state, a knob or handle can then be used by the
user to manually move the lock bolt so that it is possible
to open the door. This user actuated mechanical action
can be harvested by an energy harvester 8 comprising
a mechanical to electrical power converter (connected
to the handle or knob), to thereby store electrical energy
in the energy storage 7.

[0046] Unlocked state is here to be interpreted that the
lock mechanism has been actuated in a way so that it is
possible to move the bolt or other physical arrangement
to gain access to the access controlled space. The bolt
could be driven by a motor as well, but in such arrange-
ment additional energy harvesting and/or a battery may
be required.

[0047] Inoneembodiment, there is no motorand motor
driver and instead the controller, when access is granted,
sends a signal to a solenoid (not shown) to set the lock
device 1 in an unlocked state.

[0048] Figs 3A-B are schematic sequence diagrams
further illustrating the interaction between the key device
10 and the lock device 1 of Fig 1 according to various
embodiments. First, the embodiment of Fig 3A will be
described, where the access decision is made in the lock
device.

[0049] When the key device 10 approaches the lock
device 1, the key device 10 transmits an RF (Radio Fre-
quency) carrier 20 to the lock device 1.

[0050] This causes the lock device 1 to wake up, i.e.
to enter an active state, and to startreceiving energy over
the wireless interface with the key device 10.

[0051] The key device 10 will then initiate an RFID in-
itialisation 22 with the lock device 1. This can e.g. com-
prise anti-collision procedures to resolve any potential
situation with several tags in the vicinity of the key device
(being the RFID reader). This will result in the key device
10 obtaining the RFID UID (Unique Identifier) of the lock
device. The UID may, but does not need to, be used as
a lock identifier for a later access decision. The lock de-
vice 1 and the key device 10 then perform a mutual au-
thentication 23 to achieve a secure communication chan-
nel between the key device 10 and the lock device 1. The
mutual authentication may be based on cryptographic
principles. For example, a 3-pass mutual authentication
algorithm could be used.

[0052] Atthis stage, the key device 10 is ready to send
its credential data to the lock device 1. Since the key
device is an RFID reader, this is done using a write cre-
dentials command 21.

[0053] Once the lock device 1 has received the cre-
dential data in the write credentials command 21, it per-
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forms an access decision 25 based on this, e.g. compar-
ing with lock identification data. The lock identification
data previously stored in the lock device comprises alock
ID and optionally a site ID and lock group ID. The cre-
dential data received from the key comprises one or more
of a list of supported site IDs, lock IDs, and lock group
IDs. The lock checks the credential data of the write com-
mand for a match with the lock identification data stored
in the lock device.

[0054] Optionally, the lock device 1 transmits the result
26 of the access decision to the key device 10, which
allows the key device 10 to notify the user 29, e.g. using
a display of a host device of the key device, such as a
mobile phone.

[0055] Ifthe access decisionresultsin granted access,
the lock device 1 unlocks 28 and enters an unlocked
state.

[0056] Now, the embodiment of Fig 3B will be de-
scribed, where the access decision is made in the key
device. Only the communication and execution which dif-
fers from what is described with reference to Fig 3A will
be described here.

[0057] Inthis embodiment, itis the key device 10 which
performs the access decision 25’. The lock identification
data 24 is read from the lock device 1 after the mutual
authentication. In the access decision 25’, the key device
10 then checks the lock identification against the creden-
tial data stored in the key to for an access decision.
[0058] When the access decision 25’ results in granted
access, the key device 10 sends an unlock command 30
to the lock device 1 which subsequently unlocks 28 the
lock the device.

[0059] Optionally, if access is denied, the key device
10 also notifies the lock device 1 by sending an access
denied message to the lock device 1.

[0060] Optionally, the key device 10 notifies the user
29 of the result of the access decision 25’.

[0061] Optionally, the lock device 1 notifies the user
about the access decision it has received from the key
device 10 via LEDs as previously described or in other
ways.

[0062] Figs 4A-B are flow charts illustrating methods
according various embodiments performed in the lock
device of Figs 1-3. The method is performed to control-
lably unlock the lock device.

[0063] In a start to receive wireless energy step 40,
energy is received from a key device using wireless en-
ergy transfer. The energy is received in the passive RFID
transceiver (2 of Fig 2) of the lock device, which is thus
transferred from the RFID reader (12 of Fig 2) of the key
device. The passive RFID transceiver itself is powered
from the RF field. The excess energy is stored in the
energy storage which is the power source for all other
components in the lock device. This step corresponds to
the wake up and start receiving energy 21 of Figs 3A-B.
[0064] Inan enter active state step 42, the lock device
enters an active state when sufficient energy has been
harvested to power a sufficient number of components
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to make the lock device operational. It is to be noted
though, at this stage, that the motor and motor driver do
not need to be powered. This step corresponds to the
wake up and start receiving energy 21 of Figs 3A-B.
[0065] In an exchange RFID data step 44, RFID data
is exchanged with the RFID reader, i.e. the key device.
This step can include RFID initialisation (22 of Figs 3A-
B) where the key device (RFID reader) initiates an anti-
collision sequence with the lock device to resolve any
potential situation with several tags in the vicinity of the
RFID reader. This will result in the key device obtaining
the RFID UID of the lock device. The UID may, but does
not need to, be used as a lock identifier. Moreover, this
step can include performing mutual authentication (23 of
Figs 3A-B) to achieve a secure communication channel
between the key device 10 and the lock device 1.
[0066] In a obtain access decision step 46, an access
decision is obtained. This access decision can be re-
ceived from the key device or the lock device can make
this access decision based on the RFID data. This step
corresponds to the access decision 25 of Fig 3A and the
access decision 25’ of Fig 3B.

[0067] Optionally, there is a transmit result step 47,
where the result of the access decision is transmitted to
the key device, e.g. for notification to the user, when the
access decision is made by the lock device. This corre-
sponds to the transmission of the results message 26 of
Fig 3A.

[0068] In a conditional access granted step 48, the re-
sult of the obtain access decision step 46 is evaluated.
If access is granted, then the method proceeds to a con-
ditional sufficient energy step 49. Otherwise, the method
proceeds to a notify user step 53, or if this step is not
performed, to an enter idle state step 52.

[0069] In the conditional sufficient energy step 49, itis
determined whether wireless energy more than a thresh-
old amount has been received. This can e.g. be done by
measuring a voltage across the energy storage (7 of Fig
2). The threshold amount can then be defined as a thresh-
old voltage. The threshold amount is determined such
that there is sufficient energy to unlock the lock device.
Optionally, the threshold amount is set such that there is
some margin of error. If there is sufficient energy stored
in the lock device, the method proceeds to an unlock step
50. Otherwise, the method proceeds to a receive more
energy step 51.

[0070] In the receive more energy step 51, more wire-
less energy is received from the key device and stored
in the energy storage.

[0071] In the unlock step, the lock device is mechani-
cally unlocked, e.g. by sending a control signal to a motor
(5 of Fig 2) or a solenoid. This step corresponds to the
unlock 28 of Figs 3A-B.

[0072] Optionally, there is a receive additional energy
step 38, which can be performed in parallel to the start
to receive wireless energy step 40. In this step, another
energy source is utilised e.g. using energy harvesting
such as using solar cells, mechanical to electrical con-
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version of a door handle, etc. It is to be noted that in such
a case, the conditional sufficient power step 49 deter-
mines if the lock device in total has sufficient power from
both wireless energy transfer and the energy received in
the receive additional energy step 38.

[0073] After the unlock step 50, there is an optional
notify user step 53. In this step, if the preceding step was
the unlock step 50, the user is notified either that the lock
device is unlocked. On the other hand, if the preceding
step was the conditional access granted step 48, access
was denied, and the user is notified that access was de-
nied. The notification of the user can e.g. occur using
light emitting diodes (LEDs) of different colours or differ-
ent blinking patterns of a single LED. When the lock de-
vice is in unlocked state, the user can open the door and
the door can be set in a locked state again, e.g. by man-
ually actuating a lock mechanism of the lock device. As
explained above, the mechanical energy of the user
opening the door and/or locking the door can optionally
be harvested and stored as electrical energy in the en-
ergy storage (7 of Fig 2) of the lock device.

[0074] In the enter idle state step 52, the lock device
returns to the idle state to conserve energy.

[0075] Themethodcanthenberepeatedonce wireless
power is received again from a key device.

[0076] Itis to be noted that the method does not need
to be performed sequentially as described above. In par-
ticular, the lock device 1 can receive wireless energy at
the same time as it performs other steps, such as entering
the active state, exchanging RFID data and makes the
access decision.

[0077] Fig4Bisaflow chartillustrating an embodiment
of the exchange RFID data step 44 of Fig 4A according
to one embodiment. There are here two substeps: an
initialisation sub-step 44a and a receive write command
sub-step 44b.

[0078] In the initialisation substep 44a, the key device
initiates the communication with the lock device. This
substep corresponds to the RFID initialisation 22 of Figs
3A-B and may comprise anti-collision procedures to re-
solve any potential situation with several tags in the vi-
cinity of the key device (being the RFID reader). This will
result in the key device obtaining the RFID UID of the
lock device.

[0079] Inreceive write command step 44b, a command
is received from the key device to write credential data.
This is the credential data used in the obtain access de-
cision step 46 of Fig 4A.

[0080] Fig 5 is a schematic diagram showing one ex-
ample of a computer program product 90 comprising
computer readable means. On this computer readable
means a computer program 91 can be stored, which com-
puter program can cause a processor to execute a meth-
od according to embodiments described herein. In this
example, the computer program product is an optical
disc, such as a CD (compact disc) or a DVD (digital ver-
satile disc) or a Blu-Ray disc. As explained above, the
computer program product could also be embodied in a
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memory of a device, such as the memory 14 of Fig 2.
While the computer program 91 is here schematically
shown as a track on the depicted optical disk, the com-
puter program can be stored in any way which is suitable
for the computer program product.

[0081] Theinvention has mainly beendescribed above
with reference to a few embodiments. However, as is
readily appreciated by a person skilled in the art, other
embodiments than the ones disclosed above are equally
possible within the scope of the invention, as defined by
the appended patent claims.

Claims

1. A method performed in alock device (1), the method
comprising the steps of:

receiving (40), in a passive Radio-frequency
Identification, RFID, transceiver (2), energy from
akey device (10) using wireless energy transfer;
entering (42) an active state from an idle state;
exchanging (44) RFID data with the RFID read-
er;

obtaining (46) an access decision based on the
RFID data; and

mechanically unlocking (50) the lock device (1)
when access is granted and wireless energy
more than a threshold amount has been re-
ceived.

2. The method according to claim 1, further comprising
the step of:

receiving (38) additional energy from an addi-
tional energy source (7).

3. The method according to any one of the preceding
claims, wherein the step of obtaining (46) an access
decision comprises making the access decision.

4. The method according to claim 1 or 2, wherein the
step of obtaining (46) an access decision comprises
receiving the access decision from the key device
(10).

5. The method according to any one of the preceding
claims, wherein the step of mechanically unlocking
(50) is performed when sufficient energy has been
received to perform the unlocking.

6. The method according to any one of the preceding
claims, wherein the step of mechanically unlocking
(50) comprises sending a control signal to a motor
or a solenoid.

7. The method according to any one of the preceding
claims, wherein the step of exchanging (44) RFID
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10.

1.

12.

13.

14.

data comprises receiving (44a) a request of an iden-
tifier of the lock device, and receiving (44b) a com-
mand to write credential data.

The method according to any one of the preceding
claims, further comprising the step of:

transmitting (47) a result of the access decision
to the key device (10).

A lock device (1) comprising:

a passive Radio-frequency ldentification, RFID,
transceiver (2) arranged to receive energy from
a key device (10) using wireless energy transfer
from a key device (10) such that the lock device
enters an active state from anidle state, the pas-
sive RFID transceiver being further arranged to
exchange RFID data with the RFID reader;

a controller (3);

a memory (14) storing instructions that, when
executed by the controller, causes the lock de-
vice (1) to obtain an access decision based on
the RFID data; and

an actuator (4) arranged to perform a mechan-
ical unlocking action when access is granted and
wireless energy more than a threshold amount
has been received.

The lock device (1) according to claim 9, further com-
prising an additional energy source (7).

The lock device (1) according to claim 9 or 10, where-
in the instructions to obtain an access decision com-
prise instructions that, when executed by the proc-
essor, causes the lock device (1) to make the access
decision.

The lock device (1) according to claim 9 or 10, where-
in the instructions to obtain an access decision com-
prise instructions that, when executed by the proc-
essor, causes the lock device (1) to receive the ac-
cess decision from the key device (10).

The lock device (1) according to any one of claims
9 to 12, wherein the passive RFID transceiver (2) is
arranged to receive a request of an identifier of the
lock device (1), and to receive a command to write
credential data.

A computer program (91) comprising computer pro-
gram code which, when run on a lock device (1),
causes the lock device (1) to:

receive, in a passive Radio-frequency Identifi-
cation, RFID, transceiver (2), energy from a key
device (10) using wireless energy transfer;
enter an active state from an idle state;
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exchange RFID data with the RFID reader;
obtain an access decision based on the RFID
data; and

mechanically unlock the lock device when ac-
cess is granted and wireless energy more than
a threshold amount has been received.

15. A computer program product (90) comprising a com-
puter program according to claim 14 and a computer
readable means on which the computer program is
stored.
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