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(54) METHOD AND APPARATUS FOR TRACKING CHANGES IN AN INDUSTRIAL CONTROLLER

(67) A method and apparatus for tracking changes
in an industrial controller (10) is disclosed. A project (200)
for the industrial controller (10) is developed that includes
multiple components (203, 207, 209). Each of the com-
ponents (203, 207, 209) may be arranged at varying lev-
els. Authorized personnel are able to access the compo-
nents (203, 207, 209), or a portion thereof, within the
industrial controller (10) to change settings and or pro-
gramming of the industrial controller (10). As each
change is made, the industrial controller (10) maintains
alog (222, 232) of the changes. The change may initially
be recorded in each module and/or at each level of the
project (200). The change is then rolled up to a top level
of the project (200). A revision log (222) at the top level
of the project (200) stores each of the changes within the
industrial controller (10). The industrial controller (10)
may then access the revision log (222) to determine
whether any action needs to be taken within the industrial
controller (10).
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Description
BACKGROUND OF THE INVENTION

[0001] The subject matter disclosed herein relates
generally to a method and apparatus for tracking chang-
es in an industrial controller and, more specifically, to a
system for tracking changes in each level of a project
within an industrial controller, rolling those changes up
to a top level of the project, and storing those changes
within the industrial controller.

[0002] Industrial controllers are special purpose com-
puters used for controlling factory automation and the
like. Industrial controllers typically execute a control pro-
gram highly customized to a particular control applica-
tion. Special control languages, such as "relay ladder
logic" are normally used to facilitate programming of the
device. Under the direction of the stored program, a proc-
essor of the industrial controller periodically examines
the state of input devices and updates the state of output
devices. In order to ensure predictable control of a ma-
chine or process, the control program must be highly re-
liable and deterministic, that is, executing at well-defined
time periods.

[0003] Industrial controllers differ from conventional
computers in a number of ways. Physically, they are con-
structed to be substantially more robust against shock
and vibration and to better resist extreme environmental
conditions than conventional computers. The processors
and operating systems are optimized for real-time control
and are programmed with languages designed to permit
rapid development of control programs tailored to a con-
stantly varying set of machine control or process control
applications.

[0004] Generally, the industrial controllers have a high-
ly modular architecture that allows, for example, different
numbers and types of input and output modules to be
used to connect the controller to the process or machin-
ery to be controlled. This modularity is facilitated through
the use of special "control networks" suitable for highly
reliable and available real-time communication. Such
control networks (for example, ControlNet, EtherNet/IP,
or DeviceNet) differ from standard communication net-
works (e.g. Ethernet) by guaranteeing maximum com-
munication delays by pre-scheduling the communication
capacity of the network and/or providing redundant com-
munication capabilities for high-availability. In addition,
packets transmitted on the control network are formatted
according to a protocol defined for the particular network,
such as a Common Industrial Protocol (CIP).

[0005] As industrial processes grow in complexity, an
increasing number of devices are being connected to the
industrial controller. The modular architecture allows
control modules to be distributed about a machine or
along a process line. The increasing number of modules
and distribution of these devices about the machine re-
quire more complex control programs. For example, a
project may be defined for the controlled project. The
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project may include a control program executable on a
primary processor module as well as one or more rou-
tines executable on remote modules. The control pro-
gram on the primary processor may include a top level
routine that schedules execution of and calls other rou-
tines executing on the primary processor as well as those
routines executing on the remote modules. The project
may also define certain operating parameters, such as
a desired speed, pressure, temperature, etc... at which
the controlled process operates or certain configuration
parameters, such as the number of inputs or outputs or
type of network interface present, which define how each
module operates.

[0006] In addition, the controlled machine or process
may change over time. Additional modules may be added
or existing modules may be upgraded. A different product
may be manufactured or a different process followed to
manufacture the same product. These changes to the
hardware and/or controlled process may require chang-
es and/or additions to the control program and/or param-
eters in the project. Designated personnel may connect
to the industrial controller to make the required changes
to the project, for example, via a remote server, a mobile
computing device, or alocal operator interface. However,
certain industries, such as chemical or pharmaceutical
manufacturers have established strict requirements reg-
ulating automated manufacturing processes in order to
protect consumers of the products. Each change may
require one or more validation procedures be executed
to verify proper operation of a controlled process after
making a change.

[0007] Presently, a control system operating in such
an environment may include a supervisory system. The
supervisory system may require users to log in and track
changes to the project as they are made. The supervisory
system may also provide notification to a user when
changes are made. The supervisory system typically re-
quires access ata predefined location. While this location
may be close to the primary processor module, changes
at remote modules may require a technician connecting
a mobile computing device to the module at the remote
location. Further, if personnel fail to follow procedure or
are unaware of the proper procedure, they may connect
directly to the primary processor module and make
changes to the project without using the supervisory sys-
tem. While the supervisory system may periodically up-
load the project (e.g., on a daily basis) and compare the
project in the industrial controller to a copy of the project
stored on the supervisory system, the potential exists for
operation of the controlled machine or process to occur
in the interim between making the change and the sub-
sequent periodic verification. Thus, it would be desirable
to provide an improved method and system for tracking
changes in an industrial controller.

BRIEF DESCRIPTION OF THE INVENTION

[0008] The subject matter disclosed herein describes
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a method and apparatus for tracking changes in an in-
dustrial controller configured to operate an industrial con-
trol system. A program developer designs a project for
the industrial controller. The project varies according to
the application requirements but may include one or more
of the following components: control program modules,
operating parameters, and configuration settings. Each
of the components may further be arranged at varying
levels, for example, according to the configuration of
modules within the control system and/or a calling struc-
ture for program modules. The program developer, a
technician, or other authorized personnel may be able to
access the components, or a portion thereof, within the
industrial controller to change settings and or program-
ming of the industrial controller. As each change is made,
the industrial controller maintains a log of the changes.
The log may record, for example, the personnel making
the change, the time of the change, the program module,
parameter, and/or setting being changed, as well as a
prior version of the component being changed. The
change may initially be recorded in each module in the
control system and/or at each level of the project. The
change is then rolled up to a top level of the project. The
change may either be passed up through consecutively
higher levels of the project or directly to the top level of
the project. A revision log at the top level of the project
stores each of the changes within the industrial controller.
The industrial controller may then access the revision log
to determine whether any action needs to be taken within
the industrial controller, such as alerting an operator of
a change or inhibiting operation of the control system
until proper verification of the change has been made.
[0009] According to one embodiment of the invention,
a method for tracking changesin a project in an industrial
controlleris disclosed. The projectincludes multiple com-
ponents, and the industrial controller includes a memory
device configured to store the components and instruc-
tions to control operation of an industrial machine or proc-
ess. An identifier is received at the industrial controller,
where the identifier corresponds to either a user or a re-
mote device initiating a change in at least one of the com-
ponents. Each change in the components is detected
and recorded in the memory device. Along with each
change, the identifier, and a time stamp corresponding
to the change are also stored in the memory device in
the industrial controller. Execution of the instructions in
the industrial controller is restricted responsive to at least
one of the changes.

[0010] According to another embodiment of the inven-
tion, a system for tracking a plurality of changes in a
projectin an industrial controller is disclosed. The project
includes multiple components, and the industrial control-
ler includes multiple modules. The system includes a top
level module, selected from one of the modules, which,
in turn, includes a clock circuit, a memory device, and a
processor. The clock circuit is configured to generate a
time stamp. The memory device is configured to store a
revision log to contain each of the plurality of changes,
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at least one component of the project, and instructions.
The processor is in communication with the memory de-
vice and configured to execute the instructions to receive
an identifier at the top level module, detect each change
in the plurality of components, and record each change,
the identifier, and the time stamp corresponding to each
change in the memory device. The processor is further
configured to restrict execution of the plurality of instruc-
tions responsive to at least one of the changes.

[0011] According to yet another embodiment of the in-
vention, a method for tracking changes in a projectin an
industrial controller is disclosed. The project includes
multiple levels and each level includes at least one com-
ponent. The industrial controller includes a memory de-
vice configured to store each of the components and to
store instructions to control operation of an industrial ma-
chine or process. An identifier is received at the industrial
controller, where the identifier corresponds to either a
user or a remote device initiating a change in one of the
components. Each change in the components at each
level is detected, and each change occurring at a lower
level in the project is transmitted to the highest level of
the project. A logging module, executing at the highest
level of the project, records each change, the identifier,
and a time stamp corresponding to each change in the
memory device in the industrial controller.

[0012] These and other advantages and features of
the invention will become apparent to those skilled in the
art from the detailed description and the accompanying
drawings. It should be understood, however, that the de-
tailed description and accompanying drawings, while in-
dicating preferred embodiments of the present invention,
are given by way of illustration and not of limitation. Many
changes and modifications may be made within the
scope of the present invention without departing from the
spirit thereof, and the invention includes all such modifi-
cations.

BRIEF DESCRIPTION OF THE DRAWINGS

[0013] Various exemplary embodiments of the subject
matter disclosed herein are illustrated in the accompa-
nying drawings in which like reference numerals repre-
sent like parts throughout, and in which:

FIG. 1 is a schematic representation of one embod-
iment of an exemplary industrial control system in-
corporating one embodiment of the invention;

FIG. 2 is a block diagram representation of a portion
of the industrial control system of Fig. 1;

FIG. 3 is a block diagram representation of a project
loaded into the industrial control system of Fig. 1;
FIG. 4 is one exemplary screen shot of a routine
providing a visual indication of a project according
to one embodiment of the invention;

FIG. 5 is another exemplary screen shot of a routine
providing a visual indication of changes made in a
project according to one embodiment of the inven-
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tion;

FIG. 6 is an exemplary screen shot of a routine pro-
viding a visual indication of actions taken as a result
of changes made in a project according to one em-
bodiment of the invention; and

FIG. 7 is an illustration of ladder logic for controlling
operation of the industrial controller according to one
embodiment of the invention.

[0014] In describing the various embodiments of the
invention which are illustrated in the drawings, specific
terminology will be resorted to for the sake of clarity. How-
ever, it is not intended that the invention be limited to the
specific terms so selected and it is understood that each
specific term includes all technical equivalents which op-
eratein a similar mannerto accomplish a similar purpose.
For example, the word "connected," "attached," or terms
similar thereto are often used. They are not limited to
direct connection but include connection through other
elements where such connection is recognized as being
equivalent by those skilled in the art.

DETAILED DESCRIPTION

[0015] TurninginitiallytoFig. 1, an exemplary industrial
control system includes a pair of industrial controllers 10.
As illustrated, the industrial controller 10 is modular and
may be made up of numerous different modules connect-
ed together in arack or mounted to a rail. Additional mod-
ules may be added or existing modules removed and the
industrial controller 10 reconfigured to accommodate the
new configuration. Optionally, the industrial controller 10
may have a predetermined and fixed configuration. Each
oftheillustrated industrial controllers 10includes a power
supply module 12, processor module 14, and network
module 16. Each industrial controller 10 is further shown
with two additional modules 18 that may be selected ac-
cording to the application requirements and may be, for
example, analog or digital input or output modules.

[0016] One or more operatorinterfaces 27 may be con-
nected to the industrial control network. According to the
illustrated embodiment, the operator interface 27 is an
industrial computer with a touch-screen interface. An in-
terface cable 29 connects the operator interface 27 to
one of the industrial controllers 10. The interface cable
29 may be configured according to a standard specifica-
tion for communications such as Ethernet or another se-
rial protocol or it may be configured according to a pro-
prietary specification corresponding to the operator in-
terface 27 and/or the industrial controller 10. It is con-
templated that the operator interface 27 may include oth-
er devices, either separately connectable or integrated
into the chassis of the operator interface 27 including,
but not limited to, a keyboard, touchpad, mouse, track-
ball, or a standard display device. The operator interface
27 further includes a memory device, processor, com-
munication ports and other hardware components ac-
cording to the system requirements. It is further contem-
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plated that multiple display devices and/or multiple input
devices may be distributed about the controlled machine
or process and connected to one or more processing
devices. The operator interface 27 may be used to display
operating parameters and/or conditions of the controlled
machine or process, receive commands from the oper-
ator, or change and/or load a control program or config-
uration parameters.

[0017] A supervisory system 20 may also be connect-
ed to the industrial control network. Each supervisory
system 20 may include a processing device 22, input
device 24, including, but notlimited to, a keyboard, touch-
pad, mouse, trackball, or touch screen, and a display
device 26. According to one embodiment of the invention,
the supervisory system 20 is a server located either in a
control cabinet proximate to the controlled machine or
process or at a location remote from the controlled ma-
chine or process. Alternately, it is contemplated that each
component of the supervisory system 20 may be incor-
porated into a single unit, such as a laptop or tablet com-
puter. Itis further contemplated that the supervisory sys-
tem 20 may include multiple display devices 26 and/or
multiple input devices 24 connected to one or more
processing devices 22. An interface cable 28 connects
the supervisory system 20 to one of the industrial con-
trollers 10. The interface cable 28 may be configured
according to a standard specification for communications
such as Ethernet or another serial protocol or it may be
configured according to a proprietary specification cor-
responding to the supervisory system 20 and/or the in-
dustrial controller 10. The supervisory system 20 may
include one or more programs for communication with
the industrial controllers 10. The programs may, for ex-
ample, monitor operation of or permit program and/or
configuration changes to the industrial controller 10 and
the controller machine or process.

[0018] The industrial controllers 10 are connected to
other devices by one or more networks according to the
application requirements. As illustrated, an interface ca-
ble 30 directly connects each of the processor modules
14. A redundant network topology is established by con-
necting the network interface module 16 of both industrial
controllers 10 to each of a pair of switches 34 by a network
cable 32. Each switch 34 is connected to one of a pair
of remote racks 40 by a suitable network cable 36, 38. It
is contemplated that the interface cable 30 or any of the
network cables 32, 36, 38 may be a custom cable con-
figured to communicate via a proprietary interface or may
be any standard industrial network, including, but not lim-
ited to, Ethernet/IP, DeviceNet, or ControlNet. Each net-
work module 16 and switch 34 is configured to commu-
nicate according to the protocol of the network to which
itis connected and may be further configured to translate
messages between two different network protocols.
[0019] Each remote rack 40 may be positioned at var-
ying positions about the controlled machine or process.
As illustrated, each remote rack 40 is modular and may
be made up of numerous different modules connected
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togetherin arack or mounted to a rail. Additional modules
may be added or existing modules removed and the re-
mote rack 40 reconfigured to accommodate the new con-
figuration. Optionally, the remote rack 40 may have a
predetermined and fixed configuration. As illustrated,
each remote rack 40 includes a pair of network modules
42, each network module 42 connected to one of the
redundant networks, an input module 44, and an output
module 46. Each of the input modules 44 is configured
to receive input signals 45 from controlled devices 50,
and each of the output modules 46 is configured to pro-
vide output signals 47 to the controlled devices 50. Op-
tionally, still other modules 48 may be included in the
remote rack 40. Itis understood that the industrial control
network, industrial controller 10, and remote racks 40
may take numerous other forms and configurations with-
out deviating from the scope of the invention.

[0020] Referring next to Fig. 2, a portion of the exem-
plary industrial control network of Fig. 1 is illustrated in
block diagram form. Due to factors such as the increas-
ingly distributed nature of the control network and the
increasing capability and reduced cost of processing de-
vices, it is contemplated that each of the nodes in the
network may include a processor 70-75 and a memory
device 90-95. The processors 70-75 are configured to
execute instructions and to access or store operating da-
ta and/or configuration parameters stored in the corre-
sponding memory device 90-95. The processors 70-75
may be any suitable processor according to the node
requirements. It is contemplated that processors 70-75
may include a single processing device or multiple
processing devices executing in parallel and may be im-
plemented in separate electronic devices orincorporated
on a single electronic device, such as a field program-
mable gate array (FPGA) or application specific integrat-
ed circuit (ASIC). Similarly, the memory devices 90-95
may be a single device, multiple devices or may be in-
corporated in part or in whole within the FPGA or ASIC.
Each of the nodes may also include a clock circuit 80-85
configured to generate a time stamp corresponding to
the present date and/or time, and each clock circuit 80-85
is preferably synchronized with the other clock circuits
80-85 according to, for example, the IEEE-1588 clock
synchronization standard. Communication between
nodes mounted in the same rack or contained within a
single housing occurs via a backplane 62 and a corre-
sponding backplane connector 60. Nodes communicat-
ing via network media 28, 29, 32, 36 include ports
100-103 configured to process the corresponding net-
work protocol. Each input module 44 includes input ter-
minals 110 configured to receive the input signals 45 from
the controlled devices 50. The input module 44 also in-
cludes any associated logic circuitry 114 and internal
connections 112, 116 required to process and transfer
the input signals 45 from the input terminals 110 to the
processor 74. Similarly, each output module 46 includes
output terminals 120 configured to transmit the output
signals 47 to the controlled devices 50. The output mod-
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ule 46 also includes any associated logic circuitry 124
and internal connections 122, 126 required to process
and transfer the output signals 47 from the processor 75
to the output terminals 120.

[0021] Referring nextto Fig. 3, operation of the control
system and, by extension, the industrial controllers 10
and modules within the control system is defined by a
project 200. The project 200 includes multiple compo-
nents such as control programs as well as various pa-
rameters and settings for how the program and/or each
module are configured to operate. An exemplary project
200 is illustrated in Fig. 3 in block diagram format with
portions of the project 200 distributed between modules
of the control system. Atop level routine 201 of the project
200 may be assigned to one of the modules of the control
system. As illustrated, the top level routine 201 is stored
in one of the industrial controllers 10. According to one
embodiment of the invention, the top level routine 201
may be stored in the processor module 14 of the industrial
controller 10. The top level routine 201 may be, for ex-
ample, an operating system, scheduler, or other routine
configured to call a first level subroutine 205. Each of the
first level subroutines 205 may be configured to execute
a series of instructions, or a portion of the control pro-
gram, to control operation of a section of, or a specific
device within, the controlled machine or process. Further,
each of the first level subroutines 205 may be configured
to call one or more second level subroutines 210, where
each of the second level subroutines 210 may similarly
be configured to execute a series of instructions, or a
portion of the control program, to control operation of a
section of, or a specific device within, the controlled ma-
chine or process. It is contemplated that the top level
routine 201 as well as one or more first or second level
subroutines 205, 210 may each execute in the processor
module 14. Further, one or more first or second level
subroutines 205, 210 may each execute in one of the
additional modules 18 included in the industrial controller
10. Similarly, one or more first or second level subrou-
tines 205, 210 may each execute in one of the remote
racks 40 distributed about the controlled machine or proc-
ess. Each of the top level routine 201, first level subrou-
tine 205, and second level subroutine 210 interfaces with
the other routines either directly, for example, via shared
memory in a single processor module 14 or indirectly via
a backplane 62 or network connection 36, 38 and asso-
ciated ports and/or connectors. Various other configura-
tions and distributions of the routines within the modules
of the control system are contemplated without deviating
from the scope of the invention.

[0022] The top level routine 201 may also allocate a
portion of the memory device 90-95 within each module
to store data structures 220 used by the project 200. Ac-
cording to the illustrated embodiment, a first data struc-
ture 220 may be defined for a revision log 222. The re-
vision log 222 is configured to store a history of each
change made to the project 200 within the industrial con-
troller 10. A second data structure 220 may be defined
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to store configuration parameters 224. The configuration
parameters 224 define, for example, how the module op-
erates. For example, a module may include a slot to re-
ceive a network interface card. Different network inter-
face cards may be provided for different networks, such
as, Ethernet/IP, DeviceNet, or ControlNet and require
different settings. The configuration parameters 224 may
define, first, which network interface card is present in
the slot and, second, parameters defining how the mod-
ule communicates on the network. As is understood in
the art, numerous other configuration parameters may
be included to define how different modules included in
the industrial controller 10 operate. Still other data struc-
tures 220 may be defined to allocate portions of the mem-
ory device 90 for other data such as input/output (I/O)
tables, variable names, tags, operating parameters, and
the like. Similarly, the first level routines 205 may also
allocate a portion of the memory device 90-95 within the
module to store additional data structures 230 used by
the project 200. The additional data structures 230 may
define, for example, a local revision log 232 in a lower
level module, where the local revision log 232 may be
configured to store changes made in the lower level mod-
ule. The additional data structures 230 may also define
configuration parameters 234 for the lower level module.
[0023] It is further contemplated that a portion of the
project 200 may be distributed, for example, to an oper-
ator interface 27. According to the illustrated embodi-
ment, the operator interface 27 includes a separate
project 31 configured to execute independent routines
33 as well as a first level routine 205 executing on a
processing device within the operator interface 27. The
first level routine 205 may, for example, be configured to
provide a visual indication of the revision log on the dis-
play 37 of the operator interface. According to another
embodiment of the invention, the project 31 for the op-
erator interface may be configured to communicate with
the industrial controller 10 to retrieve the revision log 222
and to provide the visual indication of the revision log 222
on the display 37.

[0024] In operation, the project 200 is configured to
track each change made to the project 200 and to store
the changes in a revision log 222 within the industrial
controller 10. A user may log on and/or connect to the
industrial controller 10 via one of several options. The
supervisory system 20 includes one or more programs
stored in memory or other non-transitory storage 23 and
configured to execute on the processing device 22. One
of the programs may be an interface 21 between the su-
pervisory system 20 and the project 200. It is contem-
plated that the interface 21 may integrate with one or
more other programs on the supervisory system to exe-
cute a portion of the steps described below or, alternately,
the interface 21 may be a self-contained program con-
figured to execute each of the steps. The supervisory
system 20 may provide a prompt on the display device
26 for a user to enter an identifier, such as a user name,
and a password for a secure log-in. Optionally, the iden-
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tifier may correspond to the device connecting to the in-
dustrial controller 10. The supervisory system 20 may
also be configured to restrict or allow access to one or
more components of the project 200 and/or restrict or
allow the operations (e.g., read or write) to be performed
on each of the accessible components as a function of
the user identifier or password entered. Similarly, the us-
er may log on and/or connect to the industrial controller
10 using the operator interface 27 or using a mobile com-
puting device, such as a laptop, notebook, or tablet com-
puter. For convenience, operation of the system will be
discussed with respect to the supervisory system 20.
However, this is not intended to be limiting and similar
operation may occur if a user accesses the project 200
via an operator interface 27, a mobile computing device
connected directly to the industrial controller 10, or via
other devices.

[0025] With referenceto Fig. 4, an exemplary overview
of the project 200 may be provided to the user on the
display device 26 of the supervisory system 20. Accord-
ing to the illustrated embodiment, the project 200 is dis-
played in "tree" form. Top level components 203 include,
for example, configuration parameters for the project 200
configuration of the processor module, revision log and
each of the remote racks 40. Top level components 203
may be expanded to display second level components
207, which, in turn, may be expanded to display third
level components 209. Itis contemplated that the project
200 may include various numbers and levels of compo-
nents, including, for example, all top level components
203 or additional levels of lower level components. The
overview further includes a visual indicator 208 identify-
ing where a change occurred in the project 200. When
connecting to the industrial controller 10, the supervisory
system 20 may upload the revision log 222 and identify
changes made to the project 200. According to the illus-
trated embodiment, an asterisk is placed next to compo-
nents that have changed and/or higherlevel components
that have had changes made in sub-level components.
The visual indicator 208 may be any visual cue, such as
alternative symbols and/or highlighting of a component.
The visual indicator 208 allows a user to quickly identify
where changes have been made in the project 200. The
visual indicator may be removed or changed to a second
visual indicator once a change has been verified. It is
further contemplated that the project 200 may be dis-
played in various other formats without deviating from
the scope of the invention, including, but not limited to,
a block diagram, a schematic diagram, or as objects.
[0026] Afterreceiving the identifier from the superviso-
ry system 20, the industrial controller 10 determines
which components may be changed as a function of the
identifier. The components that may be changed may be
presented exclusively on the overview of the project 200
while those components to which the user does not have
access may be hidden from display. Optionally, the com-
ponents that may be accessed by the user may be dis-
played in afirst color or highlighted while the components
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that are restricted may be displayed in a second color or
grayed out on the display. The user may navigate via the
overview screen to specific settings and/or control pro-
grams to manually enter changes to the components in
the project 200. Optionally, the user may have previously
entered changes to the components, for example, in a
copy of the project 200 on aremote computer. The chang-
es may be transferred to a removable medium such as
a disc, universal serial bus (USB) drive, secure digital
(SD) card, or other such media. The removable medium
may then be inserted into the device connected to the
industrial controller 10 or loaded on to amobile computing
device connectable to the industrial controller 10.

[0027] As each change is made, either manually or as
it is loaded into the industrial controller 10, the industrial
controller 10 makes a record of the change. Referring
again to Figs. 2 and 3, each of the changes is stored in
the revision log 222 of the industrial controller 10. It is
also contemplated that each module includes a local re-
vision log 232 that stores changes made to that module.
Each change is detected by the processor 71-75 in the
module and a record of the change is stored in the local
revision log 232. The processor 71-75 then passes the
change back up to the top level routine 201. It is contem-
plated that a record of the change may be communicated
directly to the top level routine 201 or passed up through
subsequentlayers in the project200. The top level routine
201 records all changes to the project 200 in the top level
revision log 222. Alternately, no local revision log 232 is
included in a module and the processor 71-75 detects
the change and passes a record of the change back up
to the top level routine 201 without recording changes at
the local level. According to still another embodiment of
the invention, the changes may be detected, forexample,
by the processor module 14. The processor module 14
may be in communication with the supervisory system
20 and receive a message packet including a change.
The change may be stored in the revision log 222 and
transmitted to the module affected by the change.

[0028] The record provides the user an indication of
the details of the change and in what module of the control
system and/or component of the project 200 the change
was made. Referring to Fig. 5, a screen may be provided
on the display 26 of the supervisory system 20 that dis-
plays the contents of the revision log 222. Either upon
entry to the screen or at a periodic interval, the supervi-
sory system 20 may retrieve a copy of the revision log
222 for subsequent display. According to the illustrated
embodiment, the revision log 222 includes a number 240
incremented for and identifying each change. The revi-
sion log 222 stores a module identifier 242 corresponding
to the module in which the change was made and a time
stamp 244 corresponding to the time at which the change
was made. The time stamp 244 is generated by the clock
circuit 80-85 within the respective module and may in-
clude a time and/or date on which the change was made.
The revision log 222 further stores the identifier 246 pro-
vided to the industrial controller 10 that corresponds to
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the user and/or the remote device that made the change
and also stores the change record 248 including the de-
tails of the change. According to one embodiment of the
invention, the change record 248 stores a prior value and
a new value of the component that was modified. For
example, if an operating parameter or configuration set-
ting is changed, the prior value as well as the new value
is stored. If one of the routines in the control program is
changed, a prior listing as well as the new listing of the
rung, or other portion, of the program that was changed
may be stored. Optionally, the change record 248 may
include a rung number or other identifier corresponding
to a location of the change. According to other embodi-
ments of the invention, the revision log 222 may include
still other elements of the component and/or module be-
ing changed. Optionally, the revision log 222 may include
only a portion of the elements shown in the illustrated
embodiment. According to still another aspect of the in-
vention, the revision log 222 may include various com-
binations of data for each change as a function of the
module and/or component being changed. Although
changes made to the project 200 are discussed above
with respect to a connection to the industrial controller
10, it is contemplated that the changes may be made via
connections to other modules via the network or via direct
connection according to the configuration of the respec-
tive module.

[0029] Because the revision log 222 is stored in the
industrial controller 10, the industrial controller 10 may
be configured to take action responsive to changes in
the project 200. With reference to Fig. 7, one or more
tags 268, 270 may be defined that identify a memory
address in the industrial controller 10 that may be set or
reset as a function of the industrial controller 10 detecting
changes in the project 200. As illustrated, a first change
tag 268 and a second change tag 270 have been defined.
The first change tag 268 may be set, for example, if
changes occur at one level of the project 200 or in one
module of the control system, and the second change
tag 270 may be set, for example, if changes occur at a
different level of the project 200 or in another module of
the control system. Optionally, a single change tag may
be defined and set/reset based on any change in the
project 200. Still other numbers of change tags may be
defined according to the application requirements. As il-
lustrated in Fig. 7, a control program 260 monitors various
addresses defined in the industrial controller 10. The ad-
dresses may be defined in the data structures 220, such
as locations in an input table 262 or in a counter table
264. The control program 260 sets addresses in an output
table 266 as a function of the monitored addresses and
according to the logic defined in each rung of the control
program 260. A first change tag 268 is defined in the first
rung and associated with a normally closed contact. If
the first change tag 268 is off, indicating no changes were
made, the rung may execute normally; however, if the
first change tag 268 is on, indicating changes have been
made, execution of the rung is prevented.
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[0030] The industrial controller 10 may similarly be
configured to generate a message to a user indicating a
change has occurred. As previously discussed, when a
change is detected the industrial controller 10 may store
a time stamp 244 and assign a number 240 identifying
the detected change. With reference also to Fig. 6, if the
industrial controller 10 generates a message responsive
to the change, the message may be assigned a number
250 identifying the message. According to the illustrated
embodiment, the time stamp 244 and change number
240 may be stored along with the message date 256
which provides an indication to the user that a change
and/or which change occurred. The data is stored in the
industrial controller 10 but may be retrieved by an exter-
nal device, such as the supervisory system 20, and pre-
sented on the display 26 to a user.

[0031] After the industrial controller 10 has detected a
change, it may keep the change tag 268, 270 set until a
predefined sequence of events occurs. It is contemplated
that various events may be configured to reset the
change 268, 270 according to the application require-
ments. According to one example, the industrial control-
ler 10 may require a specific identifier be associated with
either a particular user orremote device thatis authorized
to accept a change. Optionally, the industrial controller
10 may require execution of a certain component of the
project 200, such as a verification run, to make sure that
the changes to the project 200 do not impact operation
of the controlled machine or process. Once the industrial
controller 10 has detected the predefined sequence of
events to verify that a change is acceptable, it again al-
lows execution of the control program. Because the re-
vision log 222 is stored in the industrial controller 10, it
allows the industrial controller 10 to detect changes and
to prevent execution of the project 200 until appropriate
verification of the changes have been made, helping to
prevent undesired or inadvertent changes to impact ex-
ecution of the controller machine or process.

[0032] It should be understood that the invention is not
limited in its application to the details of construction and
arrangements of the components set forth herein. The
invention is capable of other embodiments and of being
practiced or carried out in various ways. Variations and
modifications of the foregoing are within the scope of the
present invention. It also being understood that the in-
vention disclosed and defined herein extends to all alter-
native combinations of two or more of the individual fea-
tures mentioned or evident from the text and/or drawings.
All of these different combinations constitute various al-
ternative aspects of the present invention. The embodi-
ments described herein explain the best modes known
for practicing the invention and will enable others skilled
in the art to utilize the invention

[0033] The following is a list of further preferred em-
bodiments of the invention:

Embodiment 1. A method for tracking changes in a
projectin an industrial controller, wherein the project
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includes a plurality of components and wherein the
industrial controller includes a memory device con-
figured to store the plurality of components and a
plurality of instructions to control operation of an in-
dustrial machine or process, the method comprising
the steps of:

receiving an identifier at the industrial controller,
wherein the identifier corresponds to one of a
user or a remote device initiating a change in at
least one of the plurality of components;

detecting each change in the plurality of com-
ponents;

recording each change, the identifier, and atime
stamp corresponding to each change in the
memory device in the industrial controller; and

restricting execution of the series of instructions
in the industrial controller responsive to at least
one of the changes.

Embodiment 2. The method of embodiment 1 where-
in the step of restricting execution of the series of
instructions in the industrial controller further com-
prises the steps of:

defining a tag configured to be stored in the
memory device and to be readable by the plu-
rality of instructions; and

inserting an interlock in the series of instructions
as a function of the tag.

Embodiment 3. The method of embodiment 1 where-
in the plurality of components includes at least one
of a program module, an operating parameter, and
a configuration setting.

Embodiment4. The method of embodiment 1 where-
in the plurality of components has a defined hierar-
chy including at least two levels, wherein each
change in alower level is transferred up to a top level
of the project.

Embodiment 5. The method of embodiment 1 further
comprising the step of displaying a visual indication
of each change on a display connected to one of the
industrial controller and the remote device.

Embodiment 6. The method of embodiment 1 further
comprising the step of maintaining the restricted ex-
ecution until the change is verified.

Embodiment 7. A system for tracking a plurality of
changes in a project in an industrial controller,
wherein the project includes a plurality of compo-
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nents and the industrial controller includes a plurality
of modules, the system comprising a top level mod-
ule, selected from one of the plurality of modules,
wherein the top level module includes:

a clock circuit configured to generate a time
stamp;

a memory device configured to store:

arevision log for storing each of the plurality
of changes,

at least one component of the project, and
a plurality of instructions; and

a processor in communication with the memory
device and configured to execute the plurality of
instructions to:

receive an identifier at the top level module,
wherein the identifier corresponds to one of
auser or aremote device initiating a change
in atleast one of the plurality of components,

detect each change in the plurality of com-
ponents,

record each change, the identifier, and the
time stamp corresponding to each change
in the memory device, and

restrict execution of the plurality of instruc-
tions responsive to at least one of the
changes.

Embodiment 8. The system of embodiment 7 further
comprising at least one lower level module in com-
munication with the top level module, wherein the

lower level module includes:

a clock circuit configured to generate a time
stamp;

a memory device configured to store:
at least one component of the project, and
a plurality of instructions; and
a processor in communication with the memory
device and configured to execute the plurality of

instructions to:

detect each of the changes made in the low-
er level module, and
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transmit a record of the local change to the
top level module.

Embodiment 9. The system of embodiment 8 where-
in the memory device of the lower level module is
further configured to store alocal revision log for stor-
ing each local change and wherein the processor of
the lower level module is further configured to record
eachlocal change and the time stamp corresponding
to each local change in the memory device of the
lower level module.

Embodiment 10. The system of embodiment 7
wherein at least one tag readable by the plurality of
instructions is defined and wherein the processor is
further configured to set a value for the tag respon-
sive to detecting at least one of the changes and to
restrict execution of the plurality of instructions as a
function of the tag.

Embodiment 11. The system of embodiment 7
wherein the plurality of components includes at least
one of a program module, an operating parameter,
and a configuration setting.

Embodiment 12. The system of embodiment 7 fur-
ther comprising at least one remote device in com-
munication with the top level module, wherein the
remote device is configured to receive the plurality
of changes.

Embodiment 13. The system of embodiment 12
wherein the remote device is selected from one of a
supervisory system, programming interface, and an
operator interface.

Embodiment 14. A method for tracking changes in
a project in an industrial controller, wherein the
project includes a plurality of levels and each level
includes at least one component and wherein the
industrial controller includes a memory device con-
figured to store each of the components and a plu-
rality of instructions to control operation of an indus-
trial machine or process, the method comprising the
steps of:

receiving an identifier at the industrial controller,
wherein the identifier corresponds to one of a
user or a remote device initiating a change in at
least one of the plurality of components;

detecting each change at each level in the plu-
rality of components;

transmitting each change occurring at a lower
level in the project to the top level of the project;
and
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executing a logging module at the top level of
the project to record each change, the identifier,
and a time stamp corresponding to each change
in the memory device in the industrial controller.

Embodiment 15. The method of embodiment 14 fur-
ther comprising the step of restricting execution of
the series of instructions in the industrial controller
responsive to at least one of the changes.

Embodiment 16. The method of embodiment 15
wherein the step of restricting execution of the series
of instructions in the industrial controller further com-
prises the steps of:

defining a tag readable by the plurality of instruc-
tions and configured to be set responsive to de-
tecting each change; and

inserting an interlock in the series of instructions
as a function of the tag.

Embodiment 17. The method of embodiment 15 fur-
ther comprising the step of maintaining the restricted
execution until the change is verified.

Embodiment 18. The method of embodiment 14
wherein the plurality of components includes at least
one of a program module, an operating parameter,
and a configuration setting.

Embodiment 19. The method of embodiment 14 fur-
ther comprising the step of displaying a visual indi-
cation of each change on a display connected to one
of the industrial controller and the remote device.

Parts List
Part No. Description
10 Industrial controller
12 Power supply module
14 Processor module
16 Network module

18 Additional module

20 Supervisory system

21 Interface

22 Processing device

23 Non-transitory storage
24 Input device

26 Display

27 Operator interface
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(continued)

Part No. Description
28 Interface cable
29 Interface cable
30 Interface cable
31 Project
32 Network cable
33 Routine
34 Switch
36 Network connection
37 Display
38 Network connection
40 Remote rack
42 Network module
44 Input module
45 Input signal
46 Output module
47 Output signal
48 Other module
50 Controlled device
60 Backplane connector
62 Backplane
70 Processor
71 Processor
74 Processor
75 Processor
80 Clock circuit
90 Memory device
100 Port
110 Input terminal
112 Internal connection
114 Logic circuitry
116 Internal connection
120 Output terminal
122 Internal connection
124 Logic circuitry
126 Internal connection
200 Project
201 Top level module
203 Top level component
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(continued)

Part No. Description
205 First level routine
207 Second level component

208 Visual indicator

209 Third level component
210 Second level routine
220 Data structure

222 Revision log (top level)

224 Configuration parameter

230 Data structure

232 Revision log (local)

234 Configuration parameter
240 Number
242 Module identifier

244 Time stamp
246 Identifier

248 Change record
250 Number

256 Message date

260 Control program
262 Input table

264 Counter table
266 Output table

268 First change tag

270 Second change tag

Claims

A method for tracking changes in a project in an in-
dustrial controller, wherein the projectincludes a plu-
rality of components and wherein the industrial con-
troller includes a memory device configured to store
the plurality of components and a plurality of instruc-
tions to control operation of an industrial machine or
process, the method comprising the steps of:

receiving an identifier at the industrial controller,
wherein the identifier corresponds to one of a
user or a remote device initiating a change in at
least one of the plurality of components;
detecting each change in the plurality of com-
ponents;

recording each change, the identifier, and a time
stamp corresponding to each change in the
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1"

memory device in the industrial controller; and
restricting execution of the series of instructions
in the industrial controller responsive to at least
one of the changes.

The method of claim 1 wherein the step of restricting
execution of the series of instructions in the industrial
controller further comprises the steps of:

defining a tag configured to be stored in the
memory device and to be readable by the plu-
rality of instructions; and

inserting an interlock in the series of instructions
as a function of the tag.

The method of claim 2 further comprising the step
of maintaining the restricted execution until the
change is verified.

The method of any one of claims 1 to 3 wherein the
plurality of components includes at least one of a
program module, an operating parameter, and acon-
figuration setting.

The method of any one of claims 1 to 4 wherein the
plurality of components has a defined hierarchy in-
cluding at least two levels, wherein each change in
a lower level is transferred up to a top level of the
project.

The method of any one of claims 1 to 5 further com-
prising the step of displaying a visual indication of
each change on a display connected to one of the
industrial controller and the remote device.

The method of any one of claims 1 to 6 further com-
prising the step of maintaining the restricted execu-
tion until the change is verified.

The method of any one of claims 1 to 7, wherein the
project further includes a plurality of levels and each
level includes at least one of the plurality of compo-
nents, the method further comprising the steps of:

transmitting each change occurring at a lower
level in the project to the top level of the project;
and

executing a logging module at the top level of
the project to record each change, the identifier,
and the time stamp corresponding to each
change in the memory device in the industrial
controller.

A system for tracking a plurality of changes in a
projectin an industrial controller, wherein the project
includes a plurality of components and the industrial
controllerincludes a plurality of modules, the system
comprising a top level module, selected from one of
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the plurality of modules, wherein the top level module
includes:

a clock circuit configured to generate a time
stamp;
a memory device configured to store:

arevision log for storing each of the plurality
of changes,

at least one component of the project, and
a plurality of instructions; and

a processor in communication with the memory
device and configured to execute the plurality of
instructions to:

receive an identifier at the top level module,
wherein the identifier corresponds to one of
auser or aremote device initiating a change
in atleast one of the plurality of components,
detect each change in the plurality of com-
ponents,

record each change, the identifier, and the
time stamp corresponding to each change
in the memory device, and

restrict execution of the plurality of instruc-
tions responsive to at least one of the
changes.

10. The system of claim 9 further comprising atleastone

lower level module in communication with the top
level module, wherein the lower level module in-
cludes:

a clock circuit configured to generate a time
stamp;
a memory device configured to store:

at least one component of the project, and
a plurality of instructions; and

a processor in communication with the memory
device and configured to execute the plurality of
instructions to:

detect each of the changes made in the low-
er level module, and

transmit a record of the local change to the
top level module.

11. The system of claim 10 wherein the memory device

ofthe lowerlevelmodule s further configured to store
alocal revision log for storing each local change and
wherein the processor of the lower level module is
further configured to record each local change and
the time stamp corresponding to each local change
in the memory device of the lower level module.
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12.

13.

14.

15.

22

The system of any one of claims 9 to 11 wherein at
least one tag readable by the plurality of instructions
is defined and wherein the processor is further con-
figured to set a value for the tag responsive to de-
tecting at least one of the changes and to restrict
execution of the plurality of instructions as a function
of the tag.

The system of any one of claims 9 to 12 wherein the
plurality of components includes at least one of a
program module, an operating parameter, and acon-
figuration setting.

The system of any one of claims 9 to 13 further com-
prising at least one remote device in communication
with the top level module, wherein the remote device
is configured to receive the plurality of changes.

The system of claim 14 wherein the remote device
is selected from one of a supervisory system, pro-
gramming interface, and an operator interface.
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